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IN BRIEF: TWO PROJECTS

1. Anatomizing Likely RN-Armed
VNSA Adversaries

A. Qualitative Findings
B. RANNSAD

2. VNSA RN Command & Control



1: Determining Likely VNSA RN Threats to the U.S.:
Adding Qualitative Approaches
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TASK 1
FINAL REPORT

Gary A. Ackerman, Charles P. Blair, Jeffrey M. Bale, Victor Asal and R. Karl Rethemeyer, Anatomizing Radiological and Nuclear
Non-State Adversaries: Identifying the Adversary. Report prepared for the Science and Technology Directorate, Department of
Homeland Security, grant number N00140510629 (College Park, MD.: National Consortium for the Study of Terrorism and
Responses to Terrorism, 2009).
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Ranking Radiological Non-State Adversaries to the U.S. Homeland
Qualitative Approaches

Literature Review

Mewly-emerging apocalypticmillenarian groups

Extreme Right-Wing racist loner

Al-Takfirwa al-Hijra

Home-grown American group adhering to
millenarian beliefs and practices (e.g. Christian
|dentity)

*akistani neo-Taliban elements

ally unbalanced individuals
2|y disgruntled nuclear scientists
Chechen jinadists

Mewly-emerging jinadist cells in West
Chechen-like Morth Caucasus jihadists
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Elicitation

“ ~|-L1a 1da centra

nidentified Sunnijihadist group (foreign-based)
Unidentified Sunnijihadist group (.5 -based)

Mewly-emerging Irag-forged mujahidin networks
(Unidentified Sunni jihadist group)

Shi'ijihadist unaffiliated cell (U.S.-based)
Lnidentified Shi'ijihadist group (L5 .-based)
Foreign-based Sunnijinadist unaffiliated cell

LUnidentified disgruntled scientistw/access (L5 -based)
Unidentified Shi'i jinadist group (foreign-based)
Lnidentified apocalypticmillenarian cult (U.5.-based)

Unidentified Right-Wing group (incl. Christian Identity;
militia movement; tax protesters; supremacists) (L.5.-

.5 -basedlone Sunnijihadist

)5 -based lone actor with a personal grudge or
idiosyncratic motivation
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Ranking Nuclear Non-State Adversaries to the U.S. Homeland
Qualitative Approaches

I [AGemd |1 [Gemeie

R = et

O T —
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Newly emerging apocalyptic

millenzrizn groups

A state-sponsorad terrorist group with Unaffilizted Sunni jthadist cell (foreign-based)
support from 2 rogus nuclear capable

nztion

o

Unidentified Sunmi jthadist group (U5-based)

E Unidentified Shit jthadist group (forsign-basad)
“ Unidentified apocalyptic millenarian cult (US-based)
m Unaffiliated Sunni jthadist cell (US-based)

| 11| Unidentified Shii jihadist group (US-based)

E US-based unaffiliated cell - Right-wing

US-basedlone actor with 2 personal grudge or idiosyneratic motivation
Ultranationalists (US-basad)




FAS

Ranking Nuclear Non-State Adversaries to the U.S. Homeland :
Including the Findings of Asal and Rethemeyer

Qualitative Analysis Quantitative Modeling Elicitation

Al-Qa’ida central Al-Qa’ida central Unidentified disgruntled scientist w/access (US-based)
Other Sunni jihadists HAMAS Al-Qa'ida central

Chechen jihadists Lashkar-e-Taiba (LeT) Pakistani neo-Taliban elements

Disgruntled nuclear scientists Revolutionary Armed Forces of Colombia (FARC) Unidentified apocalyptic millenarian cult (foreign-
based)

Newly emerging apocalyptic Al-Qa’ida Organization in the Land of the Two Unidentified Sunni jihadist group (foreign-based)
millenarian groups Rivers
A state-sponsored terrorist group with United Self-Defense Forces of Colombia (AUC) Unaffiliated Sunni jihadist cell (foreign-based)

support from a rogue nuclear capable
nation

Pattani United Liberation Organization (PULO) Unidentified Sunni jihadist group (US-based)
Palestinian Islamic Jihad (PIJ) Unidentified Shi'i jihadist group (foreign-based)
Islami Chhatra Shibir (ICS) Unidentified apocalyptic millenarian cult (US-based)
Free Aceh Movement (GAM) Unaffiliated Sunni jihadist cell (US-based)
Lashkar-e-Thangvi (LeJ) Unidentified Shi'i jihadist group (US-based)
Hizballih US-based unaffiliated cell - Right-wing

Taliban US-based lone actor with a personal grudge or
idiosyncratic motivation




-
o

RANNSAD

Radiological and Nuclear Non-State Adversaries
Database*

Gary A. Ackerman, Charles P. Blair, Jeffrey M. Bale, Victor Asal and R. Karl Rethemeyer, Anatomizing Radiological and Nuclear Non-
State Adversaries: Identifying the Adversary. Report prepared for the Science and Technology Directorate, Department of Homeland
Security, grant number N00140510629 (College Park, MD.: National Consortium for the Study of Terrorism and Responses to Terrorism,

2009).



Forms of the Three
RANNSAD Event Types

[ ‘il) 45 total Perpetrator Profiles ]

{Nine incidents are highly [ Seven incidents are likely ]

b) = Perpetrator profiles of the 29
likely end-users involved in genuine
RN incidents or plots

doubtful.
< Incidents subtracted =

smugeling.
< Incidents subtracted =

Fight mcidents are
connected only with
facility aftacks.
< Incidents subtracted >

C) = Perpetrator profiles of the 21
genuine perpetrators involvedin
activities besides attacks on
facilities
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Perpetrator Type

(Excluding dubious and possible smuggling cases, n=29)

B Formal Organization E Lone Actor

kd Small Unaffiliated Cell H Unknown




Ideology

(Excluding dubious and possible smuggling cases, n=29)

M Radiological only
i Radiological and
Muclear

M Nuclear only

M Indeterminate




Agent Distribution

(Excluding dubious and possible smuggling cases, n=29)

g, oL

M Indeterminate E Nuclearonly

u Radiological and Nuclear W Radiological only
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Highest Activity Recorded

(Excluding dubious and possible smuggling cases, n=29)

Plot Only Attempted Acquisitionof Attempted Use of Unknown
Acguisitionof  Material Use of Material
Material Material

M Radiological only i Radiological and Nuclear

® Nuclear only M Indeterminate
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g, oL

Reason for Qutcome

Excluding dubious and possible smuggling cases, n=29)

Failed use Plot Plot Successful  Unknown Various
Attempt  Interdicted terminated Use

M Radiological only il Radiological and Nuclear

M Nuclear only M Indeterminate
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2. VNSA RN Command & Control
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VNSA RN Command & Contrhcr).i:' Brdad
Methodology

LITERATURE

REVIEW

PROFILE PROFILE

PROFILE PROFILE

PROFILE PROFILE




DEFINITION OF
OPERATIONAL TIME HORIZON T PERCEPTUAL AND OPERATIONAL
LIFECYCLE STAGE DISCOUNT RATE RIGBIEER AFFECT BIASES SUCCESS
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v

v

Group
Factionalization
and Cohesion

Training of
Group Members

Perception of RN
Detection

Perception of

Operational
Threat

Demonstrated
Operational
Capacity

v

v

Weapon Type
(RorN)

Communication
Infrastructure

Radioisotopic |
Agent(s)

Fissile
MaterialType(s)

Command & Control

Configuration

Geography Environment
Proximity to Proximity to
Transport Target
Immediate
Trauma
Perception of
External Threat
Objectiveness
Informational
Awareness
Moral
Threshold
Historical | | Disti R‘N Perception of
Perspectives SICenes RN Utility
{_/— Ideology
) . 0
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Perception of
Previous RN
Attacks

Constituency

v

Demographic
s
Media/Publicity
Organs

Ongoing Access to Technical
Resources and Information

Groups

State Ally/Allies

Degree of
Decentralization

Autonomy of Institutionalization
Members within Norms/Standards/
Organization Rules

Organizational ]

Structure of

)) )

Group

RN Posture

Leader’s
Control over
the Group

State Re:

Perception of

RN Event

sponse to

General
Leadership

Organizational
Culture

Use of Mind
Altering
Substances by
Leader

Disposition
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toward
Educational /
A/ H/ D Level of Leader Occupational L Continuity of
Education Leadership’s Leadership
Background
Group
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Costs




31-40 41-51
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NUMBER OF
AWARENESS OF EXISTENCE OF PREVIOUS COMMAND AND

(NON-NUCLEAR) 4

NATUREOF | WEAPONS (40) LITERATURE (51) CONTINGENCY PLANS (32) | - Ialo] ) j:{o] oo} [ (V7N (o]
WEAPON (36) _\ 1
(Ao PERCEP(Tsl)o NOF THEN) FEEIARIE? DEFINITION OF LUNKSTO Y poumicat
NUNEERGE RELIGIOUS JUSTIFICATION CONSTITUENCY SLRNGEIN BEST USE OF
u ol FOR NUCLEAR USE (15) SUCCESS (3) (8 GOALS (4) JCELSY(XFRE \vearon (15)
NUCLEAR TARGET
WEAPONS (40) REMOVAL)
RECALLABILITY ! (40)
OF WEAPON (47) |

GOAL IS TERROR
AND/OR
DESTRUCTION (11)

SALVAGEABILITY
OF WEAPON (51) | DOCTRINAL

IDEOLOGY (15)

WITHDRAWAL
OF
JUSTIFICATION

(51)

SIZE OF WEAPONS

(40) IDEOLOGY &

GOALS

CONFIDENCE IN
WEAPONIZATION/

DELIVERY (10) Command & Control

Configuration
GENERAL NUCLEAR
EASE OF GETTING DU Rl NG

FIRST WEAPON (51)

LS QLIHALOIEVNDE | \\ANTING TO TAKE
PREFERENCES FOR CREDIT (44)

TYPES OF RISKS (12)

PATH OF
ACQUISITION
(44)

PROCLIVITY reliability and
TOWARD security within
RISk (51) organization (6)

WEAPONS ADERSHIP

Power struggles within
organization (20)

viable
retaliation
targets (34) FUNDING
CAPACITY (1)
SAFE HAVEN
WEAPON IS SELF-
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PERCEPTION OF RELIABILITY AND )
; EXTERNAL THREAT GROUP SECURITY OF
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vuinerabilities
U}
(9) TECHNICAL
EXPERIENCE OF | | SOPHISTICATION
LEADERSHIP (37) OF FOOT
N SOLDIERS (47)
ASSUMPTIONS ABOUT me? INTERNAL STRUCTURES/
RESPONSE TO WEAPON LINKTO STATE SPONSORS ASSESSMENT OF THREAT LEVELS OF TRUST (1 DEDICATIONTO | | ADAPTABILITY AND PROXIMITY OF
USE (13) (consequences, 15) ENVIRONMNENT (2) 5¢ () FOLLOW-THROUGH | | RESOURCEFULNESS HOMOGENEITY MEMBER TO
e.g., funder (34) (49) OF GROUP (49) EACH OTHER (51)
influence) (15)
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ale arrowed to 10 P > a|ghed Variable

YARIABLE [VALUE) PRIrARY { SECONDARY @PRE-DE TERMIMED| Mecessary | Sufficent [MASSERTIVE | Mecessary| Sufficent [l DELEGATIVE | Mecessary | Sufficent i COMMENTS
COMPETEMCY high o I I 0 1] 0 1 . 1 Compentency to follow instruction, to follow,
COMPETENCY redium P 0 0 0 0 0 0 b procedures, to avoid detection, proprer inte
p——— ; ; ; ; ; . ; commlulnii::tllions. (Al the human things of th
TRUSTWORTHINESS high 0 1 0 ] 0 0 1] 1] willingness to follow instructions; how confid
TRUSTWORTHNESS medium p X 0 0 X 0 X o [olienwith the leaders
TRUSTWORTHINESS low 0 0 0 # 0 0
COMMUNICATIONS high a o o 0 ES 0 0 0 0 Leader's percetion of the reliability and secu
COMMUNICATIONS medium p 0 0 0 0 0 0 0 o [t technical infrastructure.
COMMUNICATIONS low 0 1 0 0 0 0 0 0
COMPLEXITY WEAPON TO TARGET high I I + 4 ] b 0 0 Leader's perception of getting a working we
COMPLEXITY WEAPON TO TARGET medium p 0 0 + 0 0 0 0 0
COMPLEXITY WEAPON TO TARGET low 0 0 0 0 0 0 0 0 0
IMPORTANCE TO LEADER OF FLEXIBILITY IN Thisa new value on the dependent variable,
THE FIELD high ’ ’ ’ ’ ’ ’ ’ ’ opposed to perception varaible
miﬂggfgi;s;EADEH OF FLEXIBILITY 1M p 0 0 0 0 0 0 0 0
miﬂggfgltoim LEADER OF FLEXBILITY IN 0 y 0 0 0 0 0 0 0
PERCEPTION OF EXISTENTIAL THREAT high + 0 0 0 0 + 0 %
PERCEPTION OF EXISTEMTIAL THREAT p 0 0 0 0 0 0 0 0
PE;!CEPTIDN OF EXISTENTIAL THREAT low a 0 0 0 0 0 0 0 0
TOLEREMCE FOR LNCERTAINTY high 0 0 0 0 0 0 i 0 for all "mediums” we are implying at least m
TOLERANCE FOR UNCERTAINTY medium p 0 0 0 0 0 0 0 X p [P suficent” mother i medium" s ceck
TOLERAMCE FOR UNCERTAINTY law + ot 1 1 + 0 0 0 0 gh




FINAL VNSA RN C&C MODEL

WEMGH TG FUNCTIONS

WEPECIRC FACTOR MCRERSING SAUERWCE OF PARETICLILAR v AA BBILE

5 FEACERTION OF COMPLERITY §F GETTING P CT Coal 'WEAPOH T3 TARGET

PAPORTARCE TO LEADER DF FLECISILTY N THE FELD

LEADER'S TOLIM AMCE FOA LNCERTAINTY

LEADERS PERCER TIDN OF PREVIDUE C & C FULUAE BECALISE OF TAUSTWOATHINESS.

LEADER'S PERLCE? TIDH OF POV DUS T © FAILUAL BECALS E OF COMPETERGY

LEADER'S FERCER TIDH OF FREVIUG [ & O SRIEE BECALS E OF COMBILIRECATIONS

LEADTE'S FIRCORTIDN OF PLOVIDUS C & © RRILUAL BECALSE OF COMPLEKITY OF OF CRATIDN

LEADER' PREFERENDE FOR "SUCCESS | SPECAAT GUTCORAE

IMPORTANCE TO
LEADER OF FLEXIBILITY
IN THE FIELD

PERCEPTION(S) OF

PERCEIVED

PERCPTION OF
EXISTENTIAL THREAT

[1+1-Upd+{5-1pa+PWI2+X |

1+{1-Up4Ex%

C&cC
Configuration:
» PREDETERMINED
= ASSERTIVE
= DELEGATIVE

[1+C-1 a1 10+ P2+ X

PREFEREMNCE FOR
FAILURE (Deadly or
Impotent)
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Model Application to Six
Groups/Movements

* AQ Central

 AQAP

* AQ — Semi-Fictional Domestic (US) Cell
« TTP

» Apocalyptic Millenarian Group/Cult

* US Right-Wing



U.S. RIGHT-WING “EXTREMIST” ACTORS
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