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Department of Homeland Security
Office of Inspector General

Executive Summary

Improving intelligence gathering and information sharing at all levels of
government has been a major concern and priority since the terrorist attacks
of September 11, 2001. To promote greater information sharing and
collaboration among federal, state, and local intelligence and law
enforcement entities, state and local authorities established fusion centers
throughout the country. These centers are a collaborative effort of two or
more agencies that provide resources, expertise, and information to the
center with the goal of maximizing its ability to detect, prevent, investigate,
and respond to criminal and terrorist activity.

In June 2006, the Secretary of the Department of Homeland Security
signed an implementation plan to support state and local fusion centers
and designated the Office of Intelligence and Analysis as the executive
agent for managing the department’s role in the nationwide Fusion Center
Initiative. The department’s fusion center program is intended to provide
information, people, technology, and other resources to fusion centers to
create a web of interconnected information nodes across the country.

At the request of Representative Bennie G. Thompson, Chairman of the
House Committee on Homeland Security, we assessed whether the
Department of Homeland Security is providing adequate oversight and
guidance for fusion centers, and what problems and challenges are being
encountered as fusion centers develop. Specifically, we determined:

(1) the extent to which the department’s Office of Intelligence and
Analysis has been working to coordinate and develop its relationship and
role with fusion centers; (2) whether fusion center funding and activities
are aligned to further the department’s mission; (3) the merits of detailing
Office of Intelligence and Analysis staff to fusion centers; and (4) whether
the Office of Intelligence and Analysis is successful in backfilling
positions used to staff fusion centers.

Office of Intelligence and Analysis coordination efforts with fusion
centers are improving and evolving, and its intelligence officers assigned
to fusion centers have added value. However, challenges remain with
internal Department of Homeland Security coordination, aligning fusion
center activities and funding with the department’s mission, and deploying
personnel to state and local fusion centers in a timely manner.

DHS’ Role in State and Local Fusion Centers Is Evolving

Page 1



We are making seven recommendations to assist the Under Secretary for
Intelligence and Analysis in improving the overall effectiveness of the
Department of Homeland Security’s fusion center program. In response to
our report, the Office of Intelligence and Analysis has proposed plans and
taken action that, once fully implemented, will reduce a number of the
deficiencies we identified. The Office of Intelligence and Analysis
concurred with all seven recommendations.
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Background

Improving intelligence gathering and information sharing at all levels of
government has been a major concern and priority since the terrorist
attacks of September 11, 2001. The Homeland Security Act of 2002
established the Department of Homeland Security (DHS) and charged it
with coordinating activities and improving information sharing efforts
among federal, state, local, and tribal government agencies and the private
sector. Furthermore, the National Commission on Terrorist Attacks upon
the United States, the 9/11 Commission, concluded that a lack of
information sharing contributed to the inability to prevent the attacks.
Moreover, in its 2004 final report, the 9/11 Commission promoted the
value of state and local agencies in the information sharing process and
recomnllended that DHS have the responsibility of coordinating these
efforts.

Establishing Fusion Centers

Information sharing has become the primary means to detect, identify, and
assess terrorist threats to and vulnerabilities of the homeland. To promote
greater information sharing and collaboration among federal, state, and
local intelligence and law enforcement entities, state and local authorities
established fusion centers throughout the country.

Fusion centers are “a collaborative effort of two or more agencies that
provide resources, expertise, and information to the center with the goal of
maximizing their ability to detect, prevent, investigate, and respond to
criminal and terrorist activity.”> They are joint multi-jurisdictional
information centers that combine data from various sources and
disciplines. The term fusion refers to the process of managing the flow of
information and intelligence across all levels and sectors of government
and private industry, and through analysis, provides meaningful
intelligence.

Legislation and Initiatives To Facilitate Information Sharing

To aid information sharing efforts further, Congress enacted the
Intelligence Reform and Terrorism Prevention Act of 2004. This Act
established the Information Sharing Environment within the Office of the
Director of National Intelligence.” The Information Sharing Environment

"' The 9/11 Commission Report, July 2004. http://govinfo.library.unt.edu/911/report/911Report.pdf.
* DHS and the Department of Justice, Fusion Center Guidelines, August 2006.
? Public Law 108-458 § 1016.

DHS’ Role in State and Local Fusion Centers Is Evolving

Page 3



is “an approach that facilitates the sharing of terrorism information.” The
Implementation Plan for the Information Sharing Environment envisions
that the federal government will promote the establishment of a
nationwide and integrated network of state and major urban area fusion
centers to facilitate effective terrorism information sharing. This network
of fusion centers would house federal, state, and local law enforcement
and intelligence resources to provide useful sources of law enforcement
and threat information, facilitate information sharing across jurisdictions
and functions, and establish a conduit among federal, state, and local
agencies.

Recognizing that state and local governments are vital partners in
information sharing, federal agencies such as DHS, the Department of
Justice, and the Office of the Director of National Intelligence have
collaborated to assist in establishing and sustaining fusion centers.

Creating Fusion Center Guidance and Information Sharing
Requirements

On December 16, 2005, the President issued a memorandum prescribing
the guidelines and requirements supporting the creation and
implementation of the Information Sharing Environment.” The President
directed the heads of executive departments and agencies to work actively
to create a culture of information sharing within their respective
departments or agencies by assigning personnel and dedicating resources
to terrorism-related information sharing. The President’s guidelines
recognized that state, local, and tribal authorities are critical to the
nationwide efforts to prevent future terrorist attacks and are the first to
respond when an attack occurs.

In August 2006, DHS and the Department of Justice published the Fusion
Center Guidelines to help direct and provide assistance to developing
fusion centers. These guidelines delineate 18 recommended elements for
establishing and operating fusion centers. The guidelines are intended to
improve consistency among the many different state and local fusion
centers, enhance coordination, strengthen regional and national
partnerships, and improve fusion center capabilities.

* Program Manager for the Information Sharing Environment, accessed March 28, 2008.
http://www.ise.gov/pages/organization.html.

3 “Memorandum for the Heads of Executive Departments and Agencies: Guidelines and Requirements in
Support of the Information Sharing Environment,” Office of the Press Secretary, December 16, 2005.
http://www.whitehouse.gov/news/releases/2005/12/20051216-10.html.
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Developing a Strategy for Information Sharing With Fusion Centers

In October 2007, the President issued the first National Strategy for
Information Sharing® to prioritize and unify the Nation’s efforts to
advance terrorism-related information sharing. The strategy integrates
Information Sharing Environment-related initiatives and sets forth a
national plan to build on progress made in improving information sharing
and establishing an integrated national information sharing capability.
The National Strategy emphasizes that information on homeland security,
terrorism, and law enforcement related to terrorism can come from
multiple sources and all levels of government.

The National Strategy designates fusion centers as vital assets critical to
information sharing and antiterrorism efforts, and as the primary state and
local focal points for receiving and sharing of terrorism-related
information. As a part of the National Strategy, the federal government
recommends that fusion centers achieve a baseline capability level and
become interconnected with the federal government and each other. This
collaboration is intended to create a nationwide, integrated network of
fusion centers to enable the effective sharing of terrorism-related
information.

As of April 2008, state and local authorities have created 58 fusion centers
nationwide. The centers’ goals are to blend law enforcement and
intelligence information, and coordinate security measures to reduce
threats in local communities. Fusion centers vary in size, scope,
jurisdiction, capability, and maturity. The missions of these centers also
vary. For example, some fusion centers are focused specifically on
terrorism-related threats, others deal with information sharing related to all
crimes, while other centers focus on addressing all hazards.

DHS’ Implementation of the Fusion Center Program

DHS uses the national intelligence and law enforcement communities to
support state and local government requirements through its fusion center
program. In June 2006, the Secretary signed the DHS Support
Implementation Plan for State and Local Fusion Centers and designated
the Office of Intelligence and Analysis (I&A) as its executive agent for
managing the department’s role in the nationwide Fusion Center Initiative.
The implementation plan identified state and local governments among
DHS’ primary partners. It also explained DHS’ role in supporting and
developing state and local partnerships and highlighted domestic

8 National Strategy for Information Sharing: Successes and Challenges in Improving Terrorism-Related
Information Sharing, October 2007. http://www.whitehouse.gov/nsc/infosharing/NSIS book.pdf
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information gathering and analysis as DHS’ “unique contribution to the
national-level mission” to protect the Nation. Further, the Implementing
Recommendations of the 9/11 Commission Act of 2007 codified the
nationwide Fusion Center Initiative and DHS’ role in it.’

DHS’ fusion center program is intended to provide information, people,
technology, and other resources to fusion centers to create a nationwide
web of interconnected information nodes. DHS views fusion centers as
entities that provide critical sources of unique law enforcement and threat
information, and facilitate sharing information across federal, state, and
local jurisdictions and functions. DHS envisions creating partnerships
with all state and local fusion centers to improve information flow
between DHS and the fusion centers, and to improve the effectiveness of
the centers in general. The goal is to enable DHS and the fusion center
network to produce accurate, timely, relevant, and actionable intelligence
products and services in support of securing the homeland.

Office of Intelligence and Analysis’ Role in DHS’ Fusion Center
Program

As the executive agent for managing DHS’ fusion center program, [&A is
responsible for coordinating among its federal, state, local, tribal, and
private sector partners to ensure the program’s success. Each I&A
division has a specific mission that in some way relates to the program.
1&A is headed by an Under Secretary, who also serves as the department’s
Chief Intelligence Officer. The State and Local Program Office, which
coordinates the fusion center program, is directed by a program manager.

The State and Local Program Office contains three divisions:

e State and Local Fusion Center Program Management Office;
e Information Sharing Fellows Program; and
e Law Enforcement Liaison Team.

The Program Management Office directs the day-to-day operations of
DHS’ fusion center program, including the management and coordination
of deployed officers and Homeland Secure Data Network® access.
Through the Information Sharing Fellows Program, state or local
representatives are detailed temporarily to I&A to familiarize state and
local entities with DHS missions, capabilities, roles, and programs, and to
promote information sharing among federal, state, and local entities. Law
Enforcement Liaison Team representatives liaise with state and local law

" Public Law 110-53 § 511.
¥ The Homeland Secure Data Network is DHS’ classified communications network system to which
federal, state, and local users can post and manage information.
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Appendix B
Management Comments to the Draft Report

providing guidance to I&A and other members of the IC on production requirements for this
customer set.

Recommendation #4: Develop a strategy and execute a plan to increase support to state and
local fusion centers, with law enforcement and intelligence personnel, by determining the extent
to which representatives from DHS components should be assigned to fusion centers, and clearly
define reporting structures and requirements while on assignment.

The SLPO is working assiduously with Departmental leadership to more fully integrate DHS law
enforcement and operational components with fusion centers. Those discussions include the
possible deployment or reassignment of component field personnel to SLFCs, the development
of further Technical Assistance Programs, and strengthened relationships between fusion centers
and Emergency Operations Centers.

A working group will produce an organized and logical strategy on behalf of the Department that
ensures maximum utilization of existing DHS resources to meet both fusion center and DHS
requirements. The working group is chaired by a Deputy Under Secretary.

Additionally, the I&A field representatives are successfully advancing component integration in
their respective fusion centers at the local operational level. Through their efforts, several
components have agreed to provide full- and part-time representation at SLFCs.

Recommendation #5: Develop a comprehensive performance plan that includes measurable
performance standards, which properly reflect successes and challenges in the Fusion Center
Initiative and establish clear justification for continued resource allocations.

The Office of Management and Budget (OMB) examiner required that I&A supplement its
current performance measures to include the State and Local Program Office to ensure that
sufficient planning, accountability, and resources are applied to the program. Additionally, the
DHS Chief Financial Officer’s Performance Analysis and Evaluation Office monitors
programmatic performance for planning and budgeting purposes, and required the information
for similar purposes.

The resultant performance measures meet the reporting requirements for both DHS and OMB
and took into account the SLPO’s goals and objectives, allowing for a complete assessment of
programmatic efforts. This effort was coordinated with the Plans and Integration’s Performance
Management Branch and approved by the Chief Intelligence Officer.

Recommendation #6: In coordination with relevant DHS components, develop a plan to analyze
connectivity among the department’s unclassified and classified systems, streamline
communications, and reduce redundancy across databases to improve interconnectivity among
the multiple information systems used to share and obtain information from fusion centers.

While this recommendation addresses a need far beyond the scope of SLPO authorities, DHS
recognizes its role in the States’ frustration over the multiple systems required to search for
federal information (Those efforts are centered in the DHS Office of the Chief Information
Officer, and component CIO offices, not the SLPO). [&A works with other DHS elements in a
number of joint efforts to improve interconnectivity with State and local partners.

DHS’ Role in State and Local Fusion Centers Is Evolving

Page 51



Appendix B
Management Comments to the Draft Report

For example, the DHS Intelligence Systems Board (ISB) and the Information Sharing
Coordinating Council (ISCC) jointly established the Data Access, Sharing, and Intelligence
Integration Integrated Project Team (IPT) in April 2008. The team’s primary purpose is to
address issues arising from the requirement of the 9/11 Commission Act of 2007 (9/11 Act) to,
“establish ... a comprehensive information technology network architecture for [I&A] that
connects the various databases and related information technology assets of [I&A] and the
intelligence components of the Department in order to promote internal information sharing
among the intelligence and other personnel of the Department.™

[&A is also a full participant in a number of Federal efforts, including those of the ODNI
Program Manager for the Information Sharing Environment (PM-ISE) and its various working
groups, to streamline DHS and other national systems and improve the access of our State, local,
and other partners.

DHS policy continues to encourage the use of its Homeland Security Data Network (HSDN) and
associated secure video teleconferencing systems as the primary conduit for intelligence and
information exchange between the Federal government and the States. The Department
encourages States to put as much information as possible on HSDN in order to make relevant
information accessible to the IC at large.

The SLPO has purchased 45 HSDN installations this fiscal year, 25 of which have been installed
to date. DHS has created approximately 250 State and local user accounts. The States are not
responsible for the cost of the installation or operation of HSDN itself; these services are paid for
by DHS. Recognizing that some fusion centers have been unable to fund the necessary facilities
modifications to protect the sensitive data and equipment, DHS has contracted with a security
integrator who will be responsible for coordinating the necessary facilities modifications to those
fusion centers.

Recommendation #7: Develop a plan to explore funding options and identify sufficient
resources for the DHS Fusion Center Initiative. Attention should be given to examining billeted
positions and related funds. The State and Local Program Office should also be provided with
the necessary staff to oversee and manage program implementation, and to continue their efforts
to recruit, hire, and train additional qualified personnel to staff fusion centers.

DHS leadership is committed to the support and growth of the SLFC network, building upon the
original Implementation Plan for the program, signed by the Secretary in 2006. The original
program plan would deploy up to 70 officers at a pace of 10 per year, and current funding limits
SLPO development to that growth rate. However, experience has shown that given the necessary
funds, billets and administrative support, the SLPO could dramatically accelerate the pace of
deployment of officers and communications hardware and meet the amply demonstrated needs of
fusion centers well beyond the 70 field officers initially envisioned..

[&A has already reprioritized and reprogrammed funds into the State and Local Program Office

and we will continue to make it a priority in FY2009 and beyond. It is our intention to make
sure that the required resources are programmed into the base, and we will continue to work with
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OMB and Congress to ensure that necessary resources are available to realize this plan and
ensure the future success of the Program
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Appendix C
DHS-Managed Systems Available to Fusion Centers

System or Functions Sensitivity DHS Information
Database Level Component Shared
Manager
Homeland DHS’ primary Sensitive but | Office of Suspicious incident
Security nationwide unclassified | Operation and pre-incident
Information information-sharing Coordination information, 24/7
Network application for situational
sharing sensitive but awareness,
unclassified unclassified
information, bulletins, alerts,
composed of more and analysis
than 35 community reports
of interest topic-
portals such as
Intelligence, Law
Enforcement, and
Emergency
Management
Lessons Learned Secure but Sensitive but | Federal Best practices,
Information unclassified, unclassified | Emergency lessons learned,
Sharing Fusion restricted access Management case studies,
Center Resource database for sharing Agency operating manuals,
fusion center—related and document
documents templates
Homeland Unclassified but Sensitive but | Office of Collaborative
Security State and | restricted access unclassified | Intelligence and | analysis and
Local Intelligence | forum for fusion Analysis, Office | discussion among
Community* centers and federal of Operations federal, state, and
partners to Coordination local intelligence
collaborate on threat partners via
analysis analytic
conferences,
conference calls,
and briefings
Homeland Secure | DHS classified Secret Office of Collateral-level
Data Network communications Intelligence and | homeland security
network system to Analysis data, reports,

which federal, state,
and local users can
post and manage
information

communications,
intelligence
summaries, email
correspondence,
and alerts

* Formerly a secure portal on Homeland Security Information Network Intelligence community of
interest; still under development
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Appendix D
Office of Inspections’ Fusion Center Sample, March 2008

OIG Site
Visit or I&A
Conference Officer Equipment
Location Fusion Center Call Deployed | Installed*
Alabama Criminal Justice Information Center Call No No
Arizona Arizona Counterterrorism Information Center Visit Yes No
Sacramento Regional Terrorism Threat Analysis

California Center Visit Yes Yes
California Los Angeles Joint Regional Intelligence Center Visit Yes Yes
District of Washington Regional Terrorism Analysis
Columbia Center Visit No No
Georgia Georgia Information Sharing & Analysis Center Visit Yes Yes
Illinois Statewide Terrorism & Intelligence Center Visit Yes No
Michigan Detroit Fusion Center Visit No No
Michigan Michigan Intelligence Operations Center Visit No No
Mississippi Mississippi Fusion Center Call No No
Missouri Missouri Information Analysis Center Visit No Yes
New York New York State Intelligence Center Visit Yes Yes
Texas Texas Fusion Center Visit No No
Texas North Central Texas Regional Fusion System Visit Yes Yes
Washington Washington Joint Analytical Center Call Yes Yes
*Homeland Secure Data Network is installed in 18 fusion centers around the country, including the centers
listed above and the following additional centers that we did not contact during our review: Maryland
Coordination & Analysis Center, Virginia Fusion Center, Louisiana State Analytic and Fusion Exchange,
Florida Fusion Center, Ohio Strategic Analysis & Information Center, Connecticut Intelligence Center,
Massachusetts Commonwealth Fusion Center, New York Police Department Counterterrorism & Intelligence
Divisions, Indiana Intelligence Fusion Center, South Carolina Information Exchange.
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Major Contributors to this Report

Marcia Moxey Hodges, Chief Inspector, Department of Homeland
Security, Office of Inspector General, Office of Inspections

Nikole Smith, Senior Inspector, Department of Homeland Security,
Office of Inspector General, Office of Inspections

Michael Zeitler, Inspector, Department of Homeland Security,
Office of Inspector General, Office of Inspections

Lisa Berardi, Inspector, Department of Homeland Security, Office
of Inspector General, Office of Inspections
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