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QUESTIONS AND ANSWERS

U. S. Department of Justice

Office of Legislative Affairs

Otfice of the Assistant Attomey General Washingron, 2.(. 20530

April 1, 2005

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

Enclosed please find responses to questions posed to FBI Director Robert S.
Mueller 111, following Director Mueller’s appearance before the Committee on May 20,

2004. The subject of the Committee’s hearing was “FBI Oversight: Terrorism and Other
Topics.”

We hope that this information is helpful to you. If we may be of additional
assistance in connection with this or any other matter, we trust that you will not hesitate to
call upon us.

Sincerely,

otk E Wl

William E. Moschella
Assistant Attorney General

Enclosure

cc:  The Honorable Patrick J. Leahy
Ranking Minority Member
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be). For now, therefore, FBI requests for exceptions can only
be submitted by the Director.

Any FBI requests for exceptions should be submitted
for review and approval to CID and CID. CID and/or CID will
then forward the requests to the Director’s Office. O0GC will be
available to provide assistance with regard to any such
requests.

Closed Investigations

OGC has concluded, in consultation with DOJ, that
there is no legal impediment to sharing foreign intelligence
information acquired in criminal investigations which have been
closed. Field offices should therefore identify closed criminal
investigations which appear likely to have developed foreign
intelligence information; if any such information is found, it
must be disclosed pursuant to the guidelines.

Field offices need not conduct comprehensive general
searches of all closed files, or of broad categories of closed
files. If, however, there is reason to believe it is likely
that particular closed files contain foreign intelligence
information, the field office should conduct reviews of those
files.

2. Guidelines for Disclosure of Grand Jury and
Electronic, Wire, and Oral Interception
Information Identifying United States
Persons

Section 203 of the PATRIOT Act authorizes the sharing
of foreign intelligence, counterintelligence, and foreign
intelligence information obtained through grand jury proceedings
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and Title III interceptions with relevant Federal officials’ to
assist in the performance of their duties. At the same time,
gection 203 (c) requires the Attorney General to establish
procedures for the disclosure of grand jury and Title III
information that identifies United States persons.®

These new guidelines implement section 203(c) by
establishing the required procedures for labeling grand jury and
Title III information which identifies United States persons.
Such information must be marked, prior to disclosure, to
indicate that it contains such identifying information.
Information should be marked if it identifies any United States
person (i.e. the person need not be a target or a subject).
However, the United States person must be “identified;" i.e.,
the grand jury or Title III information must discuss or refer to
the U.S. person by name (or nickname or alias), rather than
merely including potentially identifying information (e.g. an
address or telephone number) which requires additional
investigation to link to a particular person.

For the time being, no particular language or method
of marking is required.® The information must be clearly
marked, however, in a manner which will ensure that the
recipient will immediately understand that the information
identifies United States persons. One way to do this, for
example, would be to place the information in a sealed envelope
marked with the following language in conspicuous lettering:

"The information may be shared with any Federal law enforcement, intelligence, protective, immigration,
national defense, or national security officials receiving that information in the performance of his official duties.
Fed. R. Crim. P. 6(e)(3)(C)(V) (grand jury information); 18 U.S.C. § 2517(6) (Title III information).

SuUnited States person” means a citizen of the United States, an alien lawfully admitted for permanent
residence (as defined in section 1101(a)(20) of Title 8), an unincorporated association a substantial number of
members of which are citizens of the United States or aliens lawfully admitted for permanent residence, or a
corporation which is incorporated in the United States, but does not include a cotporation or an association which is
a foreign power, as defined in subsection (a)(1}, (2), or (3) of this section. 50 U.S.C. § 1801.

9FBIHQ is considering whether to institute a single, standard method of marking.
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"NOTE: THIS PACKAGE CONTAINS INFORMATION WHICH IDENTIFIES
UNITED STATES PERSON{S)." Agents should alsc specifically
direct the recipient to the references to identified U.S.
persons.

Agents need not rely solely on the grand jury or Title
III information itself in determining whether the information
identifies a United States person; Agents may also use the
context and circumstances of the information in making that
determination.

If the person is known to be located in the U.S. (or
if his or her location is unknown), he or she should be treated
as a U.S. person unless circumstances give rise to the
reasonable belief that he or she is not a United States person.
Similarly, if the person is known or believed to be located
outside the U.S8., he or she sghould be treated as a non-United
States person unless he or she is identified as, or
circumstances give rise to the reasonable belief that he or she
is, a United States person.

Receiving agencies are to designate individuals as
points of contact for purposes of receiving this information.
(No such designations have yet been made; OGC will provide
notification when designations are made.) Also, receiving
agencies are to handle such informatien in accordance with their
own procedures implementing Executive Order 12333 (which governs
such agencies' collection and use of such information).

3. Guidelines Regarding Prompt Handling of
Reports of Possible Criminal Activity
Involving Foreign Intelligence Sources

These guidelines implement section 905(b) of the
PATRIOT Act, which requires the Attorney General to develop
guidelines to ensure that DOJ responds within a reasonable
period of time to reports from the intelligence community of
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possible criminal activity involving foreign intelligence
sources or potential foreign intelligence sources.

Section 905(b) and the guidelines reflect a
recognition that in such situations the referring intelligence
community agency may have a strong interest in knowing on an
expedited basis whether DOJ intends to investigate potential
crimes.

Accordingly, the guidelines require DOJ to confer
expeditiously {and not later than seven days after the referral)
with the referring intelligence community agency. After
conferring, DOJ shall inform the referring agency within a
reasonable period of time (not more than 30 days, except in
extraordinary circumstances) whether it intends to commence or
decline a criminal investigation.

LEAD(8) :
Set Lead 1: (Adm)
ALL RECEIVING QFFICES

This communication should be distributed to all
employees within your division. 1In particular, please ensure
prompt distribution to all Special Agents and other appropriate
investigative personnel.

+*

- Mr. Bruce Gebhardt

- Mr. Grant Ashley

- Mr. Pasquale D'Amuro
Mr. Kenneth Wainstein
- Mr. Charles Steele

- Mr. M.E. Bowman

CC:

[ I S
1
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Mr.
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From:

Patrick Kelley
Elaine Lammert
James Lovelace
John Livingston

Office of the General Counsel
11/05/2002
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