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Publications Review Board

Central Intelligence Agency
Washington, D.C. 20505
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PUBLIC AFFAIRS

2. AGENCY REVIEW OF MATERIAL INTENDED FOR NONGFFICIAL
PUBLICATION

and former Agency employees and others obligated to protect from unauthorized
disclosure certay, itfortmarion they obtain as a resylt of their a(Fliation with CrA.

- It aiso reflects the responsibifitios for Prepublication review gf the Publications
Review Board ("PRB" or "Board”) and other Apency components.

b GENERAL
(1) Based on the above obiligations and rmporsibiliﬁs. this regulation requires afl cupreng
and former Agency employess, and others obligated by contract, 1o Submit for prior
review by ClA all materials {defined in Paragraph f(1) and (2) betow) Intended for
nonofficial publicagion.* This regulation alco esablishes standands for Eview,

- (2) Itis the Agency's Polley 1o wdopr ang Implemens o1} 1awfy RICASUIES 1o protact from

ABEICY acts without undue delay, a5 3 fererid nils meaning within 30 days of recelpt
of the matesinl to pe revicwed, - . .

(3) m conducring prépublication review, g Agency’s palicy is 10:

(2) Ideatify infoanation for deletion o¢ evision only w the extant necassary Lo protoct
infarmation the disclosure of which could harm naceny Securty; ‘

15)] Rt:spc_and in ¢ umely manner 1 Specific inquinies from ndividuals a5 1 whether
pPUticiar material mug be submiaed for review or about any ofher a5pect of the
feview process or the Agelicy's substaneive temination: and :

(©) Provide for Administrative appeal of the injual deleminaions,

Revised: 14 March 1995 (03¢ o !
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¢ AUTHOR RESPONSIBILITIES
{t) Current and former Agency employees are obligared o sabmit material intended for
nonofficial publication for proputlicaion mview. Agency coatraciors and others who
sign secrecy agreements with the Agency must also submit such matedal for
prepublication review in accordance Wit their scorecy agreeTneniis. :

() Submission 10 the Agency must be made prior © discioeing such informaton w
anyone who ls not suthorized by the Agency to have access to ft. The responsibiity
msts with the quthor 10 leam from the Agency whether the material intended far
publication fies the deseription 'set- fordt in'this paragriph. Propublication review
cbligations cannog be avolded by causing snother person. such a5 3 ghostwriter,
spovse, (riend. or assoclale. Lo prepare the matzcisl. Revelarion of informadon
daunaging 10 the national seqwrity o any person. ROt athorized (o eosive it i3
profibited.

(3) Current cmplayess must also submit maretisl that could reasonably be expected ©
iropalr the performance of sk duties, iptarfere with the authorized fimctons of diz
Agency. or have an Impact en U foreign relations or security of the Undted Srates,

@) If & porson with prepublicandn review obligadons is -agkad to eoxnmenl on e
nonoficial inteliizence-relared materiale of cthers oL S0 obtigated {for example, 0
review 2 boak by & nong overnmens auchor prior 1. publication). the CIA author should
treaf his or her comments. 35 a proposed nopofficial publicztion subjecz 10 this
regularion. f upon submission the roviewing officlal determines that it IS nacessary to
review all or part of the underlying fext 0 evaluae the comments, the CIA puthor
chould obtain the outside author's consant before submiting the relevant parts of any
unpublishod 1£xE 15 the Agency for review.

{5) Authors of material submiticd (o the Agency are expected 10 cooperite with and assist .
- the revicw process. When an quthor clalfos thot informagon lmended for nonoflicial
publication is unclassified becidse it hax already appeared in public, the author may
be called upor o identify any open sources for informaden that, in the Agency's
Judgment, orginates from classified soarces. Failure or refusal m Identify such publc
soutces or atherwdse 16 cooperate may reselt i refusal of authorization to publish the
informazgion In question The author also may be requestsd o cits the soures ina

(6) Should 1 porson:-subject. 1o Uheprepublication review obligagion leam mat another
person also subject 1o the prepublicaion review obligation Is preparing macerial
inended for nonofficlal publication thal may contain information requiting Agcrey
approvel for public release, he or she should remind the author of the requirement 1o
suhmittlr.mmﬁ;ltsﬂuPRBmﬂmugjxﬂsmMrMOfmmuﬁas
appropriate, for Agency review. .

(M It is not passible o andcipaic uil guesdons that may arise about which materials

require prepublication review, Thecefare. it is the author's obligation ta seck guidance
on all prepoblication mewizw ixgues (A rxg Yigidy covered in this regulation.

2 o Revised: 14 Maxch 1995 (0036)
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4. PROCEDURES FOR SUBMITTING MATERIAL FOR REVIEW

DTS £ mmmiy eliiated with the Agtncy must submit
:lddrc:w) b fonofficly publication o Jv: Board (sec . pa staph (9) for
' e mdf)vr them of the Boasd's findings gnd 3t .as primary

. %ﬁmﬁ%w s:fning pmp%:bﬂéﬂﬁn review,

. ) Auﬂg: v/m'me d.rwm 1) deleid musaal in sscontine with this regul:.uon are
fequired 1o S ol x\zs.srs W the Apency for i ml Toview,
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(7) Persons preparing material for nonofficial ‘publicaion arc ifvited at uny siage to

(&

discuss thelr plans with e Chair. PRE, the PRB legal adviser. or an authorized
represenraive specifically designate:d {or this purpase. The views of the Agency may
be given orly by onc of these individuals. Anyome acling in reliance on views
expressed by amy parsoa other than such authotlzed Agency representative tnust
assume respansibility for the corsequences of that action.

S authors should direct questions ‘™ the Chai
“Publications Review Boxrd Sl i

Overt authors outmde the Agency should include “Central [ntelligence. Agency.
Washington, DC 20505” in the address

e AGENCY ORGANIZATION AND RESPONSIBILITIES

)

Py

1)

@

The Board consists of a Shair designated by the Director of Information Tedinology
and senfor representadves from the Direcrorate of Operations. the Direciorate of
Adminisuation. the Dircctoraie of Sclence and Techmology. the Dimctorare of
Intelligence. the Office -of (tha ~ Associate Deputy Director for
Administration/Information Services, the Office of Pegonnel Securty, and dhe
cover unit. The Boirl members are pominated by the gppropriate Deputy Direcior or
Operating Official for the concurrence of the Director of Information Technology.
The Office of General Coupsel provides 2 legal adviser, The Board will meet 25
required at the call of the Qhair to ensure that the provisions of this regulation arc met

The Chair will erisure that"appropritte revicwers are assigned 1o feview submited
material. If the mviewers ununimously decide izt [t Is unobjectionatde under the
sundards pnd criteda ligted above, the Chair will notify the author through te
appropriate- channels.  [f any reviewer objects T publication. the mater will be
resolved upon consultaiion with the Chair or wt 2 Board meeting.

The Chair &5 awhorized unilaterally to fapresent @iz Board whea disclosure of
submimed matcrial so clearly wovid not harm national securfty that additional review
is unnecessary or when time constaints or other unusuzl cirmumstances roake it
Impractical or impossitde ¢ convene ¢r consult the Board. The Chair may 3so
derermine that the subject of the malcrial is so narcow or techaica! that only cemaln
Board members need be consulizd

The Agency will make every effor (0 complete the inlcial review of sybmited marerial
and respond 10 authory. witif30-days of ‘recelpt hy the PRB or ocher reviswing
offictal. :

. MATERIALS TO BE SUBMITTED FOR PREPUBLICATION REVIEW

(4

Marerizl which raust bx submived for prepublicaton review consists of all writings
and seripts or cullines of ol presentwions inwnded for ponofficial publicadon,
meluding works of ficion, which contaln any mendon of the CLA, Inielligence data or

Revised: {4 March 1935 (0036)
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Intelligence activities, or malerial on eny subject abour which the aythor has had
access to classified information in the course of his or her cmployment or other CIA
affiliation.

{2 The peepublication review obligation is not limited 1w any paricular category of
mateials or methods of presearation or publicades. Ie applics to both oral and writien
matcrials. With respeet o wriren materials, it applies not only to books but 1 all
other fonns of wrimen marenals or prepared starments nended for public
dissemination, such as (but not Itmited ) newspaper columns. magazine aricles,
lettess to the editor, book roviews. pamphlets, scholarly papers, snd nonofficial
testimony prepared in advance of presentation, wihiether it is beforr 2 Federal or state
investigative commission, a2 Congrossional body, 2 judicial forum (unless the witness
Is adefendant in 2 criminal case Wy the United States), or any ocher similar proceeding,
(Currenr employces whe must make count appearances ond respond o subpoenas
sheuld contace the Ofice of General Counscl) Because works of ficGon are often
based upon andfor can be used to convey factusl infoemarion. fictional accounts of the
Agency or of intelligence artivides are also chvered. Materal croated or disseminated
throuph electronic of other media also {s subject to dhls regulation

g MATERIALS NOT SUBJECT TO REVIEW

(1} The prcpublication mvicw requirement docs not apply o macerial that is tomlly
unrelaed (o inteRigence or cnployment marers, such us cooking, gardening, or purety
doemestc pohdcal maALErs.

(2y Muteqial thm-cmsisu- -mle.ly of -’ptmm:xi views, opiniens, or judgments on manars of
public voncemn and does not conlain or purpant 10 conmin eny meaton of the CLA,
Wiclligence acivides or dara, or informadon on 2y Wpic sbout which the author had
access w dassifisd nfornaion. is not subject i the prepublicaton review
requircoent.  For example, 3 persca with prepubilication feview obligations is [ree
without prior review to submit rstimony to Copgress to make public speeches or’
putlish erdcles on such topics as proposed tegislation 25 long as the material prepaced
for public use is not classified, docs mot smre of inply facs about intelligence
acuvilics or substantive inzlligence information, or. i the tase of quivent cmployess
of contractors. mpair the perfommance of thelr duties or the authorized functions af
the Agency or adversely affect foreign relations or nadona sscurity.

(3) In some circmnsmcu the-expression of what purports © be an opinioa may in fact
copvey Infennation subject - prior review. For example, 3 fomoer Inielligence
analysCs opinion that the United Stales can or cannot verify compliance with stategic
arms iroitation agrecments fs an implied statement of Fact about Agency ecavides ang
substankive Intelligence infofmation and would be subject to prioe review. This does
not mean that such a satement woukd necessanly require deletion, but merely that the
subject mamer fequirss review by the Agency before publication, However, discussion
limited o the deslrability of 2 proposed wms Limitaton agreement based solely on
aralysis of I provisions. without any discussion of iniclligence Information or
scrivities. would not require prior eview.

Revised: 14 March 1995 (0036) 5
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(4} Descriptigns of Agency activities will require prior review. A person subject io fhe
prepublication review obligatdon who writes or speaks about areas of national policy
as an observer outside the govermment without relylng or purporting to rely on
classified information, intelligance information, or other similar information does not
have to subanit such materiats for prior review. While some “gray areas™ may exist
persons preparing material intended for nonofficial publication are expectzd to err.an
Gre side of prepublicadon raview.

., ORAL STATEMENTS The prepublication review tequirement applies o material thar

the person contemplates presenting publicly or actually has prepared 10 public
presentation. Thus, 2 person is not in breach of the prepublication review requirement, if
ke or she participates extemporancousiy end withou; prior preparation in an oral
expression of information (for example. news interview, panel discussion, and unrehearsed
spezch) and does not submit taterial for review in advance. %¥here an individual has been
asked to speak of testify on matters that nomally would be subject 1o prior review and kas
acmally prepared for the speaking engagement or testimony i advance by making nates,
drofing on outline. rehearsing with an associate, or otherwise, the excsplion for
cxtemporanecus oral expression does not apply.  Morcover, making a genuihely
exteinporanecus oraf statemenz does not exempl an individual from [Lobility for amy
unanthorized dsclosure of information damaging te the national security that he or she
may make in the course of such expression, Persons subject to the prepublication review
vbligation are encoursged to seek guidance from the PRE tefore pranting such !ntamcws
of agteeing to make such appearances,

STANDARDS OF REVIEW

(1) The Agency may demy permission for nonofficial publicaion of any infomadon
cbeained during the course of employnaent or other service with the ClA that hasinot
been placed in the public domain by the U.5. Govermnment and if disclosure msonahly
could be expetied to harm the national securlty interests of the United Stares.

(2) Permission to publish will not bc deqied sclely because the statement mny.kbe
smbarrassing to of critical of the Agency. ;

(3} Where information contained in mauesial tnrended for nonofficial publlcn.tion i
available to the outhor from classtfled sources and also indepenidendy from open
sources, the author may be perminad (o rapablish the information if he or she can cite
an adequate open source publication and if republicadon of the information by that
author ot the time of review will ot cause additional damage 10 the national security
through authoritative confirmation of previous publications. The Board will exercise
due care and ‘discredon th making these delorminations on 1 cage~by-case basisiand
include as factors in its decision the following: the sensifivity of the infoimation frofh
classified sources, the number and currency of these previous publicadons, the levelof
detail previously exposed, the solirce of the previous disclosures (whether authoritatve
and ackmowledged or an aponymout “leak'). the new authors access o classified
solwces, and the authgary and credibllity his or her Agency exporicnce brings-
confimatary statemenl The Board roay glve permission to publish oondngsnt on me
anthor's cntancm of open sourees ina foocmm

a7y
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(1} Prepublication review lows the Agency to determine whether materiaf contemplaied
{or nonofficfal publication contains information whlch, if disclased, could hamy
nationel security, and gives the Agency an oppoctunity to prevent the public disclosure
of such informatfor. Prigr feview menns that written @aterlals are submitted 1o, the
Apency before belng circulated m publishers. edivors, lterary ageqs, coauthors, |
rviewers, or the public ar each siage of their development.  Thys prlor rview
requirement Ie Intended 1o prevent camparizan of different versions of guch matedal, -

protective action 1o witlgate damage caused by disclosure, Sych review and achun
does not preclude the 1S, Government and ke Ageacy from exerclsing (e Jegal
. mights cthem]sc available. T

Department- of Justice rgarding any action, civil or CAminel, on the basls af: g
eXpressed O presumed anjmug of a person towand the U.5. Qovernment orthe
Agency. 33

k. APPEAL

(1) Authors who wish 1o appeal decistons showld agdpess such zppeals in wiiting tofihe
Execullve Diccetor of the Agency, accompanicd by the material Ilw:ndad for

Revised: {4 March 1595 (0036) ®
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whose represcatative oa the Board obected 10 informaton in the material at isse.

The Deputy Director or Head of Independent Office will affirm ar recommend revision

of the Boards decision affecting his or her equities and will forward thar
recommendation o the General Counsel  The General Counsel will review e
reconmendations for legal sufficiency 2nd will make a2 racommendation © the
Executive Director for 2 fina! Agency declsion Every effort will be made w complete
the appeal process within 30 days,

(2) This regulation is inended o provide direction and guidance for those persons wha
have prepublicarion review obligazions and thase wha review material submiaed for
nonofficial publication. Nothing contained in this regutation or in any procedurcs
promulgated to Implemen this regulation is intended o confer. and does not confer,
any substantive or procedural right or privilege on wy persdMdr organization. '

“'Publication” in this context means communicating information o ont or more persons.:

"Nonodficial publication" is a wark prepured by the author as a private individual, not as a2

pavermment ¢mployee of coniracwr acting in an official capacity.

o
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