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MEMORANDUM FOR: Deputy Executive Director

VIA: ‘Deputy Director for Administration 54
- Director of Informatisn Management, DA Qxﬂ;:,»

FROM: : Scott A. Koch, Chairman
, ' Publications Review Board, OIM

SUBJECT: Pubilications Review Board Scandards

o 1. This memorandum responds to your recent request to the
Director of Information Management (OIM), for a review of the = .
standarde tha Agency's Publications Review Board (PRB} uses For

nonofficial publications. I have taken thie opportunity té S

include a discusaion of official pyblications to point Gut the
friction and inconsimtency that results from these two programs

working without coordination. fThe final section recommends
solutiona. ' :

The Publications Raviaw Hoard and anoffiuinl.rubllnltiun

2. The PRB plays a role only in "nonofficial® publicationa,
"which can affect th current and former anployeen.  Former :
emplo{uau and current contradtors who were employees submit their
material to PRB. Current employees must, under Agency Regulation
submit material through their supervisory chain of -
command.* lhe Board relies on voluntary compliance and doas not

actively review all publications to determina whether the authors
have met . their prepublication review cbligations. . -

3. The Secrscy Agresment all current employeas, former
- employeea, and othera with a contractual obligation to CIA
voluntarily sign whéen entering a relationship with the Agency
. Prohibita them from revealing classified information. A
fundamental provision of these agreements requires the signer to

1 wCurreant employess must submie material intended for nonofficial
‘publication through their auparvisory chain of command to their Deputy
Director or Head of Independent Office. Howaver, currant employees
may elect first to make submisaions directly to the Chair of the PRE

nnlf Eff.datermin;tian of the nscessity for any Agency raview." [ |
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aubmit intelligencm-related "nencfficial publicationa” to the CIA
for review before they are published.2 : -

4. The obligation is contractual and ariseas evan 1f the
Author thinks the submispion is unclassifised. The classificacion
decision 1s the Government's; an author camnot unilaterally
decide that his or her material ia unclassified and therefore

exempt from prepublication review.3

Redaction Btandards

5. The PRB can eliminate information from nonofficial
publications only if the text ism classified and the Agency can
articulate the damage to natieonal-security that disclopure would

cauae, Undex current requlatiprs’ and fedaral court

* May deny permission to publish Pany information obtained
during the courss of employment or other service with the
CIA that haa not been placed in the publie domain by the
U3 Government and if disclosure reapcnably could be
expected o ha curity intereasts of the
hited Statesg.® '

e May not daeny permission to publish inf ‘ '
embarrasses or ¢riticizes the Agency. i ]

* May require an author to source an otherwige clagaifiad
atatement to an unclassified publication such ag a ,
newspaper article, if republication will not damaga _
national secupity through auvthoritative confirmavion of -
previous publications. In effact, the author's previous
position and duties control what he or she can disclose.
Thus, we would not allow an author to maks & statement,
if by mo d & the truth of the matter
apaerted, .

2 Agency Regulation| |definem *publication as "communicating
information to one or more permons.” A *nonofficial publication* im
"a work prepared hy the author am a private individual, not as a
government employee or contractor acting in an official agpacicy. "

‘ AN author has no cbligation to aubmit non-intelligsnce related
matarial. Thus, bookg about breeding goldfish, Masonic organization
and practiceas, or the hiatory of crigami are not subject to
Prepublication review,

3 Snepp v. United States, 441 U.s. 807 (1980).
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* Moreover, as a government employer, the Agency through
component raview can prevent current employees from
publishing even unclassified material if disclogure
adversely affects their ability to perform their dutien,
-interferes with authorized CIA functions, or adversely

~affects the foreign relations or sacuricy of the United
8tat¢a.4|

¢. These standards illustrate twe eignificant diffeérences
betwaen PRB's nonofficial publication reviaw and the Agency's’,
official releases programa. First, an official release program
like that pursuant to the Freedom of Information Act can delete
information in governmént documenta for any of nine reasona the '
Act enumeratasm, Th?;?gg;gan;rqdaqt‘fﬂr only one reason: damage
to natinnnl:anuq:iggg;,Ppcpnﬂ;?ufficial release programs deal ST
with gbv?&nméng‘dqggidgt in the government's posaasnion, k?hlfhgg e e
material’PRE receives from authors is proprietary and, with €He "7 TRV SEE
exception of any classified information, belongs to the authof " '
and nok the government. ‘ , . R

‘anuttiéiul Publication nwiiuw Procass

7. The procass the Agency uses to review nonofficial
publications has two defects: . -

* The atandards components use to review current ENPIGYEQé'
nonofficial publications are not necessarily congistent’
with that the Board uses for former employees. '

K

* The Board doas ﬁdt aee everything approved for
. nonofficial publicarion. ‘

8. A8 a general rule, PRR does not review the nonofficial

publicaticng of current employess.® fThe PRD has no control over
the componant and Information Review Officer (IRD) review pProcess
and in many instancas doss not know why 2 compenent redacted or
failed to redact specific information. This may result in -

4 Thus, a DI analyst working om éhinnae issues would not be allowed to.
Publish an unclassified editorial eriticizing or supporting Chinssas
policy or officialas. ‘

5 The one exception is for current employees in the DCI area. Under

.26 Maxch 1999, DCI employses with
cial p cations can submit to eithar the head of their
independent office, the Executive Director, or PRA for Teviaw.

. -
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component or IRD decisions that differ frcm'thonm'hhe PRB would
have made. -

9. Not all former employess recognize that the PRB ias the
proper vehicle for prepublication review. Former Beniof agengy
officials, up to and including formar DCIs, have tried to cleaxr
theix articles informally through other senior Agency officiala.
Thia practice ean ini raise charges of inconaistency againsat the
Agency mhould litigation arise with other authors, A .
representative on the Board from the DCI area would mitigate this

and help ensure that all requests for review went to PRE.

'iﬁ;impartant-dﬁﬂ?metibﬁzcunuiltent.‘-Th- Board ralies’

10. The process the Agency uses for nonofficial pghliggtién,‘oJ'”
Precedent, much b does:the common law legal system. *g¢?‘ﬁﬁ”gd ff

d . v o e . ' " " o »
deéciaions and the procedires the Agency follews foyx reyi kit O RS
ngnofficial publications are not necegaarily binding, but Agency . e i
"ag¢ticis and:.decigions through the PRB are subjsct to JUTIcTaY 7 Raed e
review. A fedsral court would likely find Agency procedural and '
'dé:isiqnaldgrauedunt persuasive and would Eind it difficult to

ignore or distinguish such precedant without legitimate ‘factual
differences.b e :

The Publications Review Board and Official Publication: Confusion
and Yneonmistenoy L

. 1l1. The Publications Review Board currently has no
authority or mandate to review official publicationa to ‘anpure-
‘they are unclassified. These official publications include: ‘

. & Pragentationa Agency officials make in their official
. capacitiss. Thess include Congressional tagtimony as .
well as presentations to conferences, sympogia, or _
. 8cholarly conventions (e.g. the American Bar Asnociation,
‘the American Political Science Asesciaticn, the Amarican
Histgorical Asacclation, etc.). R -

% Decisions FRB made before it becams part of OTM are part of this -
procedent. The Bomard now sceks to be consistent, but soms preaviocus
decisions permicted former senior officials to make statamants,
sourced to unclassified publicaticns, that weemed to confirm the truth
of the matter aspertad. The Board Chairman currently refers a)l
submissions from former senior officials, or submissions involving
sensitive issues, to the full Board for review. Board wembers
routinely send the material to the most knowledgeable componanta,
consult with the appropriate Information Review Officers, and, whare
necessary, senior directorate managers. ‘ .

4
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s Articles Agency officials write in their official
capacities ‘and publish in officjal journals, (e.g.,
Studies in Intelligence). T S

¢ Articles Agency officialas write in their official

capacities and pubiish in popular or scholarly—but
nonofficial —jouxnals. - .

. Interviewa.nguncy officials give in theiy official -
capacities. The resulting article may contain quotations
E:Qmﬁghﬂ_uffig;alﬁ o ‘ .

a7

T 12, VULl ﬁ%g;ﬁ$;gﬁ;;hreu instances, the proper review ig’: 1!
through the officexr's chain of command. In the fourth>insty
‘the Off;dﬁﬂngfﬁublib“hffairﬂ is involved and vsually‘has ay”

.a0fficer present. That officer, however, may nothvh:-:

"declassification expertime. OIM is officially involvadSin
. “of thess capeasx, ‘ o o

13. Tha magnituds of the problem is apparent when one

conaiders all the official representatiocnal astivit -—apﬂachna.'
confersnce participation, interviewa, etc.-—-t
within any given year. |

14, |

15. Recommended Bolutions:

* All requests for "informal® prepublication review of
material intended for nonofficial publication should ba
refarred to PRB for appropriate action.

¢ A reprepentative from the DCT area should jein the Board -
or at least be available to provide a corporate

5
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perspactive and provide inaight inte matterg involving
-high-profile or politieally sensitive igsues. ,

* OIM mhould be designated ag the office with the sole

respongibility to coordinate, document, and preperve the

record of all official releasea in addition to its . N

current role in nonofficial publications. The banefite I

are obvious. COIM's reposito (most likely an electronic o

database) would provide guidelines for future afficial . ‘ e
o ‘ releases and would aesist in writing "after action¥ ; o
&t i, . FepOYtS to improve the Agency's release processes.: .. .- ‘ -

jhtﬁ!ﬁlé could be as limited or brpad aagyuuégggq- : N
‘#ppropriate, ranging from raview of 4ll-idisclosures,’ te R

rheing informed of ail impending officis ;creleaang and. 4o
reviewing only those deemed’ parcicularly ‘iwportant or -
sensitive. o

‘1§ﬂn;whuu1d,play a role in all
ThH

Scott A. Kogh
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