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(1) 

REAUTHORIZING THE USA PATRIOT ACT: 
ENSURING LIBERTY 

WEDNESDAY, SEPTEMBER 23, 2009 

U.S. SENATE, 
COMMITTEE ON THE JUDICIARY, 

Washington, DC 
The Committee met, pursuant to notice, at 10 a.m., U.S. Senate, 

Committee on the Judiciary, Room 226 Dirksen Senate Office 
Building, Hon. Patrick Leahy presiding. 

OPENING STATEMENT OF HON. PATRICK LEAHY, A U.S. 
SENATOR FROM THE STATE OF VERMONT 

Chairman LEAHY. Good morning, everybody. After September 
11th, for many of us it still feels like yesterday, I worked to ensure 
that the USA Patriot Act included oversight. I think one of the 
things that as much as we were concerned about that attack, as 
much as we were concerned about the fact that in many areas we 
had, we the United States had missed the signs that attack was 
imminent. 

I wanted to make sure that if we were going to increase informa-
tion gathering powers of the government, that we would sweep in 
U.S. citizens. I wanted to make sure it was implemented appro-
priately. This was not a partisan attitude. 

I worked with an in-house majority leader, Republican Dick 
Armey, a very conservative member of the House who agreed with 
me on this and we included sunsets for some of the provisions with 
the greatest potential to directly affect Americans. We wanted to 
make sure that after they had been used for a while, we would be 
forced to look at them again because they could be reauthorized 
once we did. 

We debated the reauthorization of the Patriot Act for several 
months in 2005 and 2006. I again worked to protect the civil lib-
erties and constitutional rights of Americans while providing the 
government with the tools it needs to aggressively go after those 
people who would harm us. 

Now, unfortunately, while the reauthorization bill of 2006 had 
some improvements, some significant improvements, it lacked suffi-
cient constitutional protections against the authorities granted the 
government. 

I worked with Senator Specter and we were able to expand pub-
lic transparency in congressional oversight—but in the end several 
important checks and balances were not included in the final 
version. While I liked a lot of parts about it, I voted against it be-
cause those checks and balances were left out. 
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Now we have three provisions expiring on December 31st, 2009. 
It appears because of all the slowdowns we will be in session until 
December 31, 2009. In fact, I have already made plans. Normally 
I’d be in Vermont at Christmas which is a nice place to be, but it 
looks like the way the Senate schedule is going we will be here in-
stead. 

We have another chance to get it right. The provisions slated to 
expire at the end of this year include the authorization for roving 
wiretaps, the Lone Wolf Measure and an order for tangible things 
commonly referred to as Section 215, the Patriot Act or the so 
called Library Record Provision. 

In March, I sent a letter to the Attorney General requesting the 
administration’s views on these expiring provisions. Again in June 
I reiterated that request at a Judiciary Committee oversight hear-
ing. I recently received a letter from the Department of Justice urg-
ing Congress to extend the expiring authority. 

I also know the President’s and the Attorney General’s emphasis 
on accountability and checks and balances and their willingness to 
consider additional ideas. Actually that openness is something un-
usual but welcome and I look forward to exploring it. 

Yesterday I introduced a bill with Senators Cardin and Kaufman 
that aims to strike the kind of balance the administration urges. 
It will extend the authorization—expiring authorization of a new— 
it will add checks and balances by increasing judicial review of gov-
ernment powers, expand congressional oversight and public report-
ing on the use of intrusive surveillance measures, and the Leahy/ 
Cardin/Kaufman mandates new audits by the Department of Jus-
tice Office of Inspector General on the use of Section 215 and na-
tional security letters. 

We all appreciate the earlier audits conducted by Inspector Gen-
eral Glen Fine because those led to improvements. 

In developing our proposal, I have consulted with Senators Fein-
gold and Durbin. We introduced a more expansive bill last week 
and with their encouragement I borrowed a few of the account-
ability provisions from their proposals. 

While it is a shared early draft of our proposal, Senator Fein-
stein, Chair of the Senate Committee on Intelligence, I look for-
ward to working with everybody. We will turn to the issue of our 
committee meeting on October 1st which is a week from tomorrow. 

I am pleased that the Attorney General is moving in the right 
direction to better control assertions of the state’s secrets privileges 
after our efforts over the last several years to bring oversight and 
accountability to the administration’s invocation of this privilege. 

The administration’s policies that are being announced right now 
heckle the Senate legislation we have been passing. It is being an-
nounced now and the administration leaked them last night and 
actually I’m pleased with them. 

The Attorney General’s announcement incorporates several con-
cepts drawn from our State Secrets Protection Act such as the 
adoption of a significant harm standard, the creation of new inter-
nal controls, the requirement the Attorney General personally ap-
proved, the assertion of the State Secret privilege. 

I press hard to shine a light on the misuse, there has been a mis-
use to the State Secret privilege. We want the privilege but we 
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don’t want to misuse. We have to have mechanisms to guide this 
application. Today’s announcement marks progress. 

I will closely monitor the implementation of this new State Se-
cret policy. I will make sure everybody has a higher level of ac-
countability and transparency. I am especially concerned with en-
suring the government makes a substantial evidentiary showing to 
a public judge in asserting the privilege so that the rule of the 
court can be there and determine whether it should be allowed. 

I commend the Attorney General, I commend him very highly for 
working with us and shaping these approved policies and proce-
dures. I am going to yield to Senator Sessions and then we will go 
right to David Kris and Glenn Fine. Go ahead. 

STATEMENT OF JEFF SESSIONS, A U.S. SENATOR FROM THE 
STATE OF ALABAMA 

Senator SESSIONS. Thank you, Mr. Chairman. Thank you for this 
hearing. You have been a strong supporter of the Patriot Act. It 
has been a bipartisan act. I do believe that this committee after 9/ 
11 fulfilled its responsibility by carefully scrutinizing every single 
word in it to make sure that there were no abuses of constitutional 
rights of our citizens. I think that was achieved. 

I don’t believe that subsequent events have proven that there 
have been any abuses of the Act to date and I think in fact the his-
tory of the Act shows that it has been very helpful in allowing us 
to go now some 8 years without having another attack. I appreciate 
the work that everybody put into this when you were either Chair-
man and ranking member I guess throughout the whole process. 
Chairman, I suppose. 

Chairman LEAHY. Both. 
Senator SESSIONS. Both I guess. 
Chairman LEAHY. Of the two I will tell you later which I enjoyed 

more. 
Senator SESSIONS. The provisions of this Act did not create new 

or unusual powers for the Federal Government. Rather, the Act ex-
tended to our National Security Agency the same tools essentially 
that had long been available to domestic law enforcement that I 
used as a Federal prosecutor. 

In the fight against terrorists, it is only fair and common sense 
and reasonable that we have at our disposal abilities that have ex-
isted for decades to pursue drug dealers and mobsters. 

When this Act was passed in 2001 and then reauthorized in 
2005, some were concerned that significant violations of civil lib-
erties would result. Some were concerned that libraries would be 
abused. Well, we have closely examined the performance of our law 
enforcement agencies under the Act and we can safely say those 
fears did not materialize. 

Our national security and law enforcement agencies have made 
responsible use of these tools and at the same time continued to 
protect the safety of the American people. 

Three of these essential tools are up for reauthorization. We have 
the roving wire taps, the business records provision Section 215 
and the Lone Wolf section of the Intelligence Reform Act that the 
Chairman mentioned. 
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It is important to say at the outset that the administration is re-
questing that the provisions be renewed. The Assistant Attorney 
General has written the Chairman that the DOJ has discussed 
these provisions with the Director of National Intelligence. They 
are unequivocal about the administration’s position that we are 
still at war with Al Queda and that these provisions should be re-
authorized because they are important tools in this war and to 
make America safe. 

The roving wire tap is a provision that prevents terrorists from 
evading surveillance. Before September 11, 2001, a target could 
just switch phones several times and the National Security Agency 
would have to obtain a new court order to have a wire tap on each 
one of those phones. As a matter of fact, criminals today use 
phones regularly and they throw them away. 

Narcotics and organized crime prosecutors can apply for and are 
able to apply for roving wire taps so that their agencies could mon-
itor criminals bent on avoiding detection. That was passed in 1986. 
It allowed that in drug cases. 

The provision of the Patriot Act grants terrorist hunters the 
same tools to catch a savvy terrorist as law enforcement has been 
using to capture criminals. 

FBI Director Muller appeared before us last week and testified 
since the roving wire tap was authorized, it has been used approxi-
mately 140 times. He described this as tremendously important. It 
is essential given the technology and growth of technology that we 
have had. 

The Business Records Provision Section 215 feels the gap in na-
tional security intelligence gathering and according to the Depart-
ment of Justice has proven valuable in a number of contexts. It 
permits the authorities to seek permission from courts, go to court 
to gain access to business records that can help ‘‘connect the dots’’ 
in tracking terrorists and foreign agents. 

When the Act was passed in 2001 and reauthorized in 2005, 
some feared it would be abused. Well, now we have several years 
of tracking this and no such incident has occurred. This provision 
simply extends to national security agents the same abilities basi-
cally possessed by any Federal prosecutor. 

In investigating ordinary crime, a prosecutor can issue a Grand 
Jury subpoena which orders the production of all sorts of business 
records and documents. In fact, ordinary Grand Jury subpoenas are 
not as regulated as this because they do not need to be approved 
by a judge as these types of orders are. 

As Director Muller told us, these orders have been used about 
250 times and ‘‘the records that are received are absolutely essen-
tial to identifying other persons who may be involved in terrorist 
activities.’’ 

The Lone Wolf section of the Act is a common sense provision 
that we need to continue the fight against terrorism in the 21st 
Century even though it has not even been used one time yet; it is 
there to defend against a very real possibility. 

A rogue terrorist may not be linked to a terrorist group. Or if he 
is, he may not be proven to be linked. In the past, the law required 
that the National Security Agency show a connection between a 
terrorist and a terror group or a foreign national power in order to 

VerDate Nov 24 2008 14:15 Apr 06, 2010 Jkt 055610 PO 00000 Frm 00008 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\55610.TXT SJUD1 PsN: CMORC



5 

monitor them. This meant that if a terrorist or a foreign agent left 
a terror group, abandoned them, perhaps because of a dispute, we 
would not be able to track him until he joined some other group. 

As our armed forces fight and succeed against terror groups, we 
will inevitably splinter them, perhaps causing some to strike out on 
their own, or some will self-radicalize, gaining fame from the inter-
net. 

The statutory language of this provision is narrow and guaran-
tees that it will not be abused and—the provision stands waiting 
to be used and has never been used. 

The DOJ notes, ‘‘we believe that it is essential to have the tool 
available for the rare situation in which it is necessary rather than 
to delay surveillance of a terrorist in the hopes that necessary links 
could be established.’’ 

So I believe that Congress and the President work together very 
well to pass this Act in 2001 and reauthorize it in 2005. Chairman 
Leahy is a strong believer in civil liberties. You monitored the Act 
very, very carefully before you lent your support to it. I think it has 
proven to be valuable and proven not to have been abused. I think 
it should be reauthorized without any weakening of it. Thank you, 
Mr. Chairman. 

Chairman LEAHY. Thank you very much. Our first witness is 
David Kris, who currently serves as the Assistant Attorney General 
for National Security. 

Earlier in his career he worked for 8 years as a Federal pros-
ecutor in the Criminal Division. Certainly the ranking member and 
I are always delighted to see prosecutors here. 

He served as Associate Deputy Attorney General and in 2003 su-
pervised the government’s use of the Intelligence Surveillance Act. 

Now Mr. Kris, as you know, some of us in this committee worked 
very hard to ensure your confirmation to a vital position within the 
administration. None of the policies being announced today by the 
Attorney General with regard to government claims the State Se-
cret privilege, you are going to have a very critical role to play. We 
are going to be looking for you to fulfill that role in the new policy 
by ensuring against misuse and overuse—the State Secret, but also 
I think by making sure the proper role of the court is respected. 

So Mr. Kris, Assistant Attorney General Kris, please go ahead, 
sir. 

STATEMENT OF DAVID KRIS, ASSISTANT ATTORNEY GENERAL, 
WASHINGTON, DC 

Mr. KRIS. Thank you, Chairman Leahy, Senator Sessions and 
members of the committee, thank you for inviting me to testify 
today. 

As you know from my written submission in the letter that we 
sent on September 14th, we favor reauthorization of the three 
sunsetting provisions in the USA Patriot Act and we are open to 
working with Congress on those provisions. 

We have seen recent draft legislation from Senator Leahy, Sen-
ator Feingold and others and we are reviewing those drafts now. 
Of course we don’t have a position on them at this time. 

Let me just walk through each of the three provisions quickly. 
The first is the roving surveillance provision. As you know, this 
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was enacted in 2001 to correspond to preexisting authority that ap-
plies to law enforcement surveillance. I want to make two basic 
points about this roving surveillance provision. 

The first is that we can obtain roving surveillance authority from 
the court only when we can show to a judge that the actions of the 
surveillance target, the person or entity from or about whom we 
are seeking information may have the effect of thwarting our abil-
ity to conduct the surveillance with the aid of a specific third party 
like a telecommunications provider. So we have to show this 
thwarting effect first. 

Let me try to explain how that thwarting effect can occur. In an 
ordinary FISA surveillance case, the government shows probable 
cause to the judge of two basic facts. First that the target is a for-
eign power or an agent of a foreign power, and those terms are de-
fined in great detail in the statute. 

Second, that the target is using or about to use a particular facil-
ity like a 10 digit telephone number or something like that. 

For its part then the court issues two orders. First, a primary 
order to the government that says yes, you are authorized to do 
this surveillance, and then what is called a secondary order di-
rected to the particular telecommunications provider or other third 
party and that secondary order says you should help the govern-
ment effectuate the surveillance. The phone company needs to help 
us do the surveillance on the particular phone number. 

If in an ordinary FISA case, the target switches carriers from one 
provider to another, the new provider will not honor a secondary 
order that was directed only at the old provider. You wouldn’t want 
it any other way. You wouldn’t want phone company number 2 to 
start honoring orders that are directed at phone company number 
1. 

So that is where the thwarting can occur because we have to go 
back to court, file a new pleading and get a new order. That creates 
a gap in our coverage. 

In a roving case we avoid that problem because we get in effect 
a generic secondary order that can be served on any provider so 
that we can follow the target from provider to provider if he jumps 
around. 

That is the first point I wanted to make about this provision. The 
second point which comes at the back end of roving and is equally 
important and that is whenever we implement this roving author-
ity, we must report to the court, to the FISA court normally within 
10 days of the probable cause that ties the target to the new facil-
ity that he has roamed to. That if you think about it makes sense 
because the main thing that changes in a roving surveillance case, 
in effect really the only thing that typically changes is the new fa-
cility. 

The target is the same target. The probable cause that the target 
is an agent of a foreign power is the same probable cause. So the 
statute I think wisely and correctly focuses on what is new and 
that is the probable cause linking the target to this new facility. 
So that is the way the architecture of the statute works and that 
is essentially why we think it should be renewed. 
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I should also add that I’m not aware of any major compliance 
problems with the implementation of the roving authority since its 
inception in 2001. 

Briefly with respect to the Lone Wolf provision which is the sec-
ond of the three, this provision has never been used. Again, I have 
sort of two quick points. The first is as to its scope. This is a provi-
sion that applies only to non-US persons, not to US citizens, not 
to green card holders, and only when they themselves engage in or 
prepare to engage in international terrorism. 

The provision is designed basically to address the possibility of 
the situations that Senator Sessions described. A person who self- 
radicalizes and engages in this international terrorism without 
being a member of any group or a person who was a member but 
then breaks with a group and then goes off on his own as a kind 
of free agent. 

If that kind of case arises, we would have difficulty establishing 
or maintaining our coverage without the Lone Wolf provision. That 
is the idea behind it. 

Third and finally the business records provision Section 215 of 
the Patriot Act. In general, this provision is used when three cir-
cumstances exist. First, the information sought can’t be obtained 
by a national security letter. National security letters exist for spe-
cific types of information in specific situations. 

Second, a Grand Jury subpoena would not be sufficiently secure 
secret, and third, the provider either can’t or won’t turn it over vol-
untarily. So with that, I will stop and I look forward to answering 
your questions. Thank you. 

Chairman LEAHY. Thank you very much. I am holding the Na-
tional Security Investigations and Prosecutions which you co-au-
thored with Douglas Wilson. So if there is anything you disagree 
with what you have in there, be prepared. 

Glenn Fine is well known of course as the committee he served 
as the Department of Justice Inspector General since 2000. He has 
been a member of the Office of the Inspector General since 1995. 

His office conducted comprehensive audits of Section 215 of the 
Patriot Act of the use of national security letters. These audits 
which are combined with a number of other reports issued by his 
office represented really the largest portion of the public reporting 
on the use of surveillance authorities. 

Mr. Fine, glad to have you here. Go ahead, please. 

STATEMENT OF GLENN FINE, INSPECTOR GENERAL, 
WASHINGTON, DC 

Mr. FINE. Mr. Chairman, ranking member Sessions, members of 
the committee, thank you for inviting me to testify about the Office 
of the Inspector General’s work related to the Patriot Act. 

Our most significant reviews have focused on the FBI’s use of na-
tional security letters and Section 215 orders. Pursuant to the Pa-
triot Reauthorization Act, in March, 2007 and March, 2008, we 
issued reports examining the FBI’s use of these two authorities and 
I will focus my testimony on our findings from those reviews. 

First, with regard to the use of national security letters, NSLs. 
Our reports recognize the major organizational changes the FBI 
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was undergoing in this counter terrorism and counter intelligence 
efforts during this period. 

Nevertheless, our reports found that the FBI had engaged in se-
rious misuse of NSLs. For example, we found that the FBI had 
issued many NSLs without proper authorization and had made im-
proper requests under the statutes cited in the NSLs. Most trou-
bling, we identified more than 700 instances in which the FBI im-
properly obtained telephone toll billing records by issuing so called 
exigent letters. 

These letters stated that they were being issued due to exigent 
circumstances and that the FBI was in the process of obtaining 
subpoenas for the requested information. 

In fact, we found that many of these letters were not issued in 
exigent circumstances and that subpoenas had in many instances 
not been submitted to the U.S. attorney’s offices as represented in 
the letters. 

As a result of our findings, the FBI has ended its practices of 
using exigent letters and the OIG is now in the final stages of com-
pleting a review, examining who is accountable for the misuse of 
these letters. 

In total, the OIG’s two reports on national security letters made 
27 recommendations to the FBI to ensure that it uses NSLs in ac-
cordance with the requirements of law, department guidelines and 
internal FBI policy. We believe that the FBI has taken these rec-
ommendations seriously and has devoted substantial time and re-
sources to implementing them. 

For example, the FBI created an Office of Integrity and Compli-
ance to identify risk areas in FBI programs. However, we have 
some concerns about the staffing of this office and we also do not 
believe that this office should be looked to as the primary oversight 
mechanism to ensure that the FBI uses NSLs properly. 

Because of the emphasis the FBI has placed on this office, the 
OIG intends to initiate a separate review to assess in detail the 
work of the office. In addition, in response to our reports, the de-
partment established a national security letter working group to 
develop minimization procedures regarding acquisition, dissemina-
tion and retention of information obtained from NSLs. Yet while 
this group has drafted proposed recommendations, these rec-
ommendations have not yet been finalized even though it has been 
more than 2 years since our first NSL report was issued. 

We believe the department should complete its review of the 
working group’s proposals and promptly issue final minimization 
procedures for NSLs. 

With regard to the use of Section 215 orders, the OIG examined 
and issued two reports on the FBI’s use of these orders to obtain 
business records. While used much less frequently than NSLs, the 
FBI believes that the Section 215 authority is essential to national 
security investigations because it is the only compulsory process for 
certain kinds of records. 

Our reviews did not identify any illegal use of Section 215 orders. 
However, a second report does discuss a case in which the FISA 
court twice refused to authorize a Section 215 order based on con-
cerns that the investigation was premised on protected First 
Amendment activity. 
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The FBI subsequently issued NSLs to obtain information about 
the same subject based on the same factual predicate even though 
the NSL statute contains the same First Amendment caveat as the 
Section 215 statute. 

My written statement also describes other reviews within the 
FBI that while not directly involving Patriot Act authorities, relate 
to FBI programs and functions that can impact its ability to per-
form its vital mission. 

In conclusion, we found that the FBI did not initially take seri-
ously enough its responsibility to ensure that Patriot Act authori-
ties such as national security letters were used in the court with 
the law, Attorney General guidelines and FBI policies. 

Since issuance of our reports, however, we believe that the FBI 
has devoted significant effort to correcting its misuse of these au-
thorities. Yet we believe this is an ongoing process and is too early 
to conclude definitively that the FBIs efforts have fully and finally 
eliminated all the problems we found. 

We also believe that as Congress considers reauthorizing provi-
sions of the Patriot Act, it must ensure through continual and ag-
gressive oversight mechanism that the FBI uses these investigative 
authorities appropriately. 

We recognize that the OIG has an important role to play in this 
oversight process and we intend to continue our reviews of the 
FBI’s use of these authorities. 

That concludes my testimony and I would be pleased to answer 
any questions. 

Chairman LEAHY. Thank you very much, Mr. Fine. The bill I in-
troduced this week, the USA Patriot Act Sunset Extension Act has 
a 4-year sunset in all the three expiring Patriot Act provisions 
similar to what we did in 2001 and again in 2005/06 reauthoriza-
tion. 

But it also has a new 4-year sunset on the use of national secu-
rity letters. These are the letters that allow the government to ob-
tain bank records and credit card statements, medical records and 
other personal information all without a warrant. 

Given the misuse of the NSL authority that was seen in the In-
spector General’s 2007 report, I thought it was time to take an-
other look at the authority. So I introduced the USA Patriot Act 
after September 11th. I said because I thought we needed these ag-
gressive tools and I was glad to do it. 

But given that these authorities allow the government to collect 
so much information about Americans, is it the administration’s po-
sition, do they agree with me that it is only reasonable to have a 
sunset on these authorities because it would force us to periodically 
look at them and see how they are being used? 

Mr. Kris. 
Mr. KRIS. Senator, thank you. Obviously as I mentioned, we don’t 

have an official administration position on that element of your bill 
or the others. It is certainly something we can think about and dis-
cuss and work with the committee. 

Chairman LEAHY. Let me ask Mr. Fine. 
Mr. FINE. Well, I don’t speak for the administration here. I do 

think it’s important to ensure that there is aggressive oversight of 
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this, that it be continually looked at. Our audits did expose prob-
lems in NSLs and it is important to continue that review. 

Chairman LEAHY. Let me put it this way. Has it been your expe-
rience that there is more oversight at the time when sunset provi-
sions are about to kick in? 

Mr. FINE. There is more scrutiny of the issues as evidenced by 
this hearing. That’s clear. 

Chairman LEAHY. Now, Section 215, the business records orders 
has an incredibly expansive authority. As long as the government 
meets the simple relevancy standards of things sought pertaining 
to a specific kind of intelligence along investigation, the FISA court 
can allow them to take not just business records, but any thing. 
That means not just library records but the lawful purchase of fire-
arms, something of some concern in my own state of Vermont, your 
own personal medical records of some concern to all of us, your 
computer, any tangible thing at all even if it meant it closed down 
your small business. 

The government is almost always guaranteed success because 
current law confers a presumption of relevance to the government’s 
claim that what it is seeking is relevant to the investigation. 

It is quite an advantage to the government. You are a small busi-
ness and somebody comes in and just swoops up and takes out all 
your computers and you are effectively closed down. Then you say 
well, there is a presumption of relevance. 

I would think as technology advances and more and more per-
sonal information is available, isn’t it reasonable to require the 
government to have to at least prove the things that it is seeking 
are relevant in terrorism investigation and connect it to at least a 
suspected terrorist before they are allowed to go into all this huge 
amount of private material? 

Mr. Kris. 
Mr. KRIS. The statute requires the statement of fact showing 

that there are reasonable grounds to believe that the tangible 
things sought are relevant. 

Chairman LEAHY. But there is automatically a presumption. 
Mr. KRIS. No, I understand that there is a presumption if the 

materials pertain to a foreign power or an agent of a foreign power 
or the activities of the agent of a foreign power. In certain cat-
egories there is a presumption, but nonetheless, there does have to 
be a statement and then a showing of relevance. 

If you think about how this kind of authority is used and the 
stage at which it is used. It is used at an early stage often of an 
investigation to gather documents not after probable cause has 
been established, but in order to establish probable cause or in 
order to weed out people who really don’t belong in the investiga-
tion. 

Chairman LEAHY. It is ordinarily expansive. If you have some-
body in there who just wants to do it because they don’t like some-
body for example, on business, they could close down the business. 
If they wanted to do a fishing expedition in hospital records, 
everybody’s records, yours, mine, everybody else’s, they can do that 
and they are given a presumption of relevance. 

Mr. FINE. Well, obviously there is here a provision that prohibits 
the use of this against someone based solely on their exercise of 
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First Amendment rights, so some of these cases where you posit 
some very bad hypotheticals would be just flat out prohibited by 
the statute. I should also say that—— 

Chairman LEAHY. I wasn’t speaking about First Amendment 
matters. 

Mr. FINE. And I should also say that the recipient of a 215 order 
who may not always be the person whose records are in play has 
a right to bring an action in the FISA court. That hasn’t happened. 
I think that may be an indication of how the recipient—— 

Chairman LEAHY. How do they bring it? They have to overcome 
presumptions. I mean, the cards are rather stacked. 

Mr. FINE. I mean, I don’t disagree with you insofar as the rel-
evance standard with or without the presumption is not a very 
high standard. It isn’t a probable cause standard or proof beyond 
a reasonable doubt or anything of the sort. 

I think that reflects the fact of how this investigative tool is used 
and indeed on the criminal side, if you think about the standard 
that applies to a Grand Jury subpoena under the R. Enterprises 
case, the Grand Jury has enormous authority without a judge sign-
ing off on the subpoenas to collect a lot of information under a very 
low standard as well and that is just the way investigative tools 
are structured. 

Chairman LEAHY. You and I are going to be talking about this. 
Mr. FINE. I look forward to that. 
Chairman LEAHY. Also the bill I introduced with Senators Cardin 

and Kaufman include new audits on Section 215 orders for tangible 
things in the use of national security letters—trace devices. 

Given the letter’s favorable language to us, the letter you sent to 
me on reauthorization, speaking about congressional oversight, do 
you support the audits in the bill? 

Mr. FINE. As I said, we don’t have a position on anything par-
ticular yet. I do want to say, though—— 

Chairman LEAHY. I mean, your letter says you support oversight. 
Are you saying that you support oversight but you can’t take a po-
sition on oversight? 

Mr. FINE. I mean, I’m not in a position to announce an adminis-
tration position on any particular aspect of your bill. The bill obvi-
ously was dropped fairly recently. We are looking at it now actively 
and we are interested in working with the committee and with you 
and others to try and see if these tools can be sharpened. 

Chairman LEAHY. On these audits, would you get back to me as 
quickly as possible? 

Mr. FINE. Yes. 
Chairman LEAHY. Thank you. Senator Sessions. 
Senator SESSIONS. Thank you. Mr. Kris, isn’t it true that a Fed-

eral drug enforcement agent who is investigating a drug organiza-
tion can issue administrative subpoenas without a court or a Grand 
Jury oversight and obtain telephone toll records or motel records 
or even bank record relating to that investigation? 

Mr. KRIS. Yes, there are a number of administrative subpoenas 
including in the drug arena and other areas that operate as 
you—— 
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Senator SESSIONS. Well, how about an IRS agent who is inves-
tigating tax fraud? Can they get your bank records and your tele-
phone toll records? 

Mr. KRIS. Yes. Under certain circumstances they can, and you 
are right, there is an array of circumstances. 

Senator SESSIONS. Isn’t it true that the national security letters 
really have more oversight and more requirements on them per-
haps than the administrative subpoenas that other Federal agen-
cies have been using for many, many decades? 

Mr. KRIS. It is certainly true that a 215 order has more process 
associated with it than these criminal side collection authorities be-
cause a 215 order is issued by a judge based on an application 
made by the government in advance of the issuance of the order 
and the production of the tangible things. 

The authorities that you were just reciting on the criminal side 
including the Grand Jury subpoena don’t require advanced judicial 
approval. 

Senator SESSIONS. Now, just for our members and those that 
might be interested, documents in the possession of a bank or a 
telephone company are not in the possession of the defendant. That 
is a third party. 

Hasn’t it been true that the court has always recognized as a dif-
ferent standard in the burden of proof when you obtain information 
from a third party than getting it out of your desk drawer or com-
ing out of your pocket or your automobile where you have personal 
control over it? 

Mr. KRIS. I mean, that is certainly correct both with respect to 
the Fourth Amendment and in some cases under active production 
to the Fifth Amendment. When you give information to a third 
party, the Fourth Amendment calculus changes under the Miller 
decision from the Supreme Court. 

Senator SESSIONS. Because essentially the telephone toll records 
or the bank records are in possession of somebody else. Everybody 
at the bank, everybody at the phone company has access to those 
records. You have a diminished expectation of privacy in records 
held by other institutions than held by yourself. 

Now, with regard to the roving wire taps, isn’t it true that you 
still have to have and you still have to go through the very signifi-
cant process to obtain a warrant to have that approved by a Fed-
eral judge and they have to set forth extensive factual predicates 
to justify the court issuing that warrant and it is quite extensive 
and quite a major operation to get a Federal tap on a telephone 
whether it is one phone or a roving phone. 

Mr. KRIS. I mean, both under Title 3, the Criminal Wire Tapping 
Statute and under FISA, there are lengthy applications that are 
prepared on the FISA side by attorneys in my office. I signed some 
of those, so yes, they are extensive. They have to make a showing 
of probable cause that we make in every case. 

When we want to seek roving authority, we have to make an ad-
ditional showing about the actions of the target thwarting or hav-
ing a possibility of thwarting the surveillance. 

Senator SESSIONS. And there has been no lasting of that in na-
tional security cases that you would have in a mafia case, an orga-
nized crime case, a case of that nature. 
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Mr. KRIS. I mean, the statute is different under FISA than it is 
under Title 3 on the criminal side. But the probable cause require-
ments that have been in FISA since 1978 have not been watered 
down. 

Senator SESSIONS. It seems to me that is the fundamental protec-
tion that every American has is that before you can listen in on 
your phone conversation, you have to have probable cause that a 
crime is underway, that this person is involved with it and this 
telephone or a telephone may be utilized in the furtherance of it, 
isn’t that right? 

Mr. KRIS. On the criminal side, yes, you would make a showing 
of a specific crime. Not every crime will do. They have to have sev-
eral listed in 2516 of Title 18 and then the facility the phone would 
say is being used in connection with that crime. 

Senator SESSIONS. Well, Mr. Fine, you wouldn’t dispute the thou-
sands and thousands of administrative subpoenas issued by the 
IRS to find out if we paid our taxes or DEA investigating drugs, 
would you? You acknowledge that? 

Mr. FINE. I acknowledge that, yes. 
Senator SESSIONS. Well, let me ask you this, Mr. Fine. With re-

gard to the complaints you raised initially, you have indicated still 
the FBI has not gotten its act totally together which I am not 
happy with. I think they should respond and follow these rules as 
strictly as they possibly can. But the national security letters are 
not in essence much different than the administrative subpoenas 
issued by other Federal agencies, are they? For the most part, the 
ones that are issued most often. 

Mr. FINE. They are similar but the are broader. There is more 
of them. They are issued in more contexts and we found in our par-
ticular scrutiny of this that they were not used properly and that 
they had not followed their own policies, that they were used some-
times in excess of the statutes. 

Senator SESSIONS. Have you issued your final report on that? 
Mr. FINE. Well, this is our March, 2007 and March, 2008 reports 

on national security letters, yes. 
Senator SESSIONS. Have we seen that report? 
Mr. FINE. Yes. 
Senator SESSIONS. Well, to what extent have your recent evalua-

tions discovered that the FBI is still not following proper proce-
dures? 

Mr. FINE. We issued these reports in March, 2007 and in March, 
2008 we issued a follow-up report and found that they had taken 
substantial efforts. They had made significant strides but there 
still needed to be more work done. 

We have not issued a report since then but we have been in con-
tact with them and we anticipate a continuing oversight over this 
matter. 

Senator SESSIONS. Well, I think that’s fine, but some of the er-
rors were like the agency had used a U when they should have 
used a subsection B and more clerical errors that you counted cor-
rectly as being errors, is that correct? 

Mr. FINE. There were a whole range of errors. Some were clerical 
errors, some were errors by the telecommunication providers, some 
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were errors by the agency, some were serious errors where they 
were issuing NSLs in instances when they were not proper. 

Senator SESSIONS. Thank you. 
Chairman LEAHY. Thank you very much. 
Senator Feinstein. 
Senator FEINSTEIN. Thank you very much, Mr. Chairman. Thank 

you for the bill. Gentlemen, welcome. I’d like to put on my other 
hat which is Chairman of the Intelligence Committee. 

There was so much criticism after 9/11 that the intelligence com-
munity really didn’t know where an attack would take place or was 
able to put together certain facts that would lead to an arrest that 
would prevent an attack. So since that time we have seen a greatly 
developed intelligence community aimed at protecting the home-
land which I very much appreciate. 

We are in the process of a major intelligence investigation in 
both New York and Colorado. I happen to believe it is a real inves-
tigation and I know that the FBI has enormous resources expended 
in this investigation. 

Mr. Kris, I would like to begin with this question. Is there any-
thing in this bill that would impede or affect the present investiga-
tion? 

Mr. KRIS. Senator, thank you for that question. I think the best 
answer to that is that that is something that would properly be dis-
cussed in a classified setting and I think we would be happy to do 
that. 

Obviously we are not going to discuss classified matters here, 
and also there is this Justice Department policy about commenting 
on ongoing investigations. So I think for both of those reasons, that 
will be deferred to a different setting, but I appreciate the question. 

Senator FEINSTEIN. Well, then clearly your answer is not no, so 
I think we ought to have that—— 

Chairman LEAHY. I think in fairness to Mr. Kris, his answer is 
what his answer was. 

Senator FEINSTEIN. All right. Well, thank you very much but I 
am free to interpret it however I might choose to and I certainly 
think we should have that classified session. 

Can you describe what types of information would be included in 
a statement of fact? I am now talking about the NSL provisions of 
this bill. How much detail would have to be in the statement of 
facts in order to prove relevancy? 

Mr. KRIS. Do you mean under Senator Leahy’s bill? 
Senator FEINSTEIN. That’s correct. 
Mr. KRIS. I want to be very cautious about commenting on it be-

cause we just haven’t worked all the way through the bill to figure 
out what it would actually mean. It is complicated stuff, as you 
know. 

If we are changing the standard in a significant way, then it will 
by definition, and I think it is designed to, have an effect on the 
way the authorities are used and that is a question of striking a 
balance as to how much authority you want to give. But we haven’t 
as an administration yet worked through at that level of detail ex-
actly what the implications would be here. 

Senator FEINSTEIN. So could you answer the question? Would the 
information in a statement of facts be classified? And if so, how 

VerDate Nov 24 2008 14:15 Apr 06, 2010 Jkt 055610 PO 00000 Frm 00018 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\55610.TXT SJUD1 PsN: CMORC



15 

would private sector companies be expected to handle that informa-
tion? 

Mr. KRIS. I’m not sure I understand, Senator. There is a provi-
sion I think I have read that would require us to explain to private 
sector entities, telecom providers or others exactly what our basis 
is. That would be a change I think in current law. Again, we are 
still trying to work through that and figure out how it would work, 
so I don’t want to announce or take a position on it. I think I un-
derstand that is what you are referring to. That would be a change. 

Senator FEINSTEIN. The Leahy bill would add a requirement for 
the statement of fact which would show reasonable grounds to be-
lieve that the information sought is at least relevant to an author-
ized investigation. Would you have a problem with that? 

Mr. KRIS. Again, I think that’s a position we would like to work 
through in an orderly fashion and then deliver to the committee 
once we have done that homework. I apologize that I’m not in a po-
sition to announce an administration position here. 

Senator FEINSTEIN. OK. You laid out certain tangible things 
sought under the business records section as presumptively rel-
evant if the government shows that they pertain to a foreign 
power, an agent of a foreign power, the activities of a suspected 
agent of a foreign power who is the subject of an authorized inves-
tigation or an individual in contact with or known to an agent of 
a foreign power who is the subject of such investigation. 

The bill as I understand it removes the presumption of relevance 
described above and it requires the government to show relevance. 
Can you describe how the government would be expected to show 
relevance? Would this also require a statement of fact to a court? 
And how much detail would be required? 

Mr. KRIS. I will answer that question carefully so that I don’t get 
into anything classified or operational. But yes, I mean, the statute 
currently requires a statement of facts showing that there are rea-
sonable grounds to believe that the tangible things sought are rel-
evant. 

So today we are making a statement of fact to a judge. We would 
be aided by the presumption that you just described if the condi-
tions of that presumption are satisfied, if that presumption is 
eliminated then we won’t have that benefit of the presumption. We 
are still going to be making a statement of fact. 

What that would be would vary from case to case as you can 
imagine. But when you are making a statement of fact in support 
of a showing of relevance, you are trying to show the judge why 
it is that this information that you are seeking pertains to or is im-
portant to the investigation that you are undertaking. 

Senator FEINSTEIN. So you do not see this as slowing down an 
investigation? It could be done in a very timely way? 

Mr. KRIS. Well, under 215, obviously Mr. Fine has written exten-
sively about the delays associated with the use of 215 in the past. 
I think we have made improvements on making it faster. When you 
change the bill, if you change the law, it may have an effect. We 
just haven’t sort of worked through in every detail exactly what 
those changes would mean operationally yet. 

Senator FEINSTEIN. Thank you very much. 
Chairman LEAHY. Thank you, Senator. 
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Senator Feingold. 
Senator FEINGOLD. Thanks, Mr. Chairman. I’m glad the com-

mittee is moving forward on Patriot Act reauthorization. I intro-
duced legislation along with Senator Durbin and eight other sen-
ators that takes a comprehensive approach to fixing the USA Pa-
triot Act and the FISA Amendments Act. 

It permits the government to conduct necessary surveillance but 
within a framework of accountability and oversight. I understand 
as you indicated, Mr. Chairman, of course that you have also intro-
duced legislation. I look forward to working with you closely on 
these issues. 

I have a full statement that I ask be placed in the record. 
Chairman LEAHY. Without objection. 
Senator FEINGOLD. Thank you, Mr. Chairman. I also ask that let-

ters in support of the Justice Act bill that we have introduced be 
placed in the hearing record as well. 

Chairman LEAHY. Without objection. 
Senator FEINGOLD. Mr. Kris, let me start by reiterating some-

thing you and I talked about previously, and that is my concern 
that critical information about the implementation of the Patriot 
Act has not been made public. Information that I believe would 
have a significant impact on the debate. 

I urge you to move expeditiously on the request that I and others 
in this committee have made before the legislative process is over. 

Now, in Suzanne Spaulding’s testimony for the next panel, she 
argues that additional safeguards are needed in the context of in-
telligence investigations because of the very broad scope of intel-
ligence investigation. The secrecy with which they must be con-
ducted and the fact that they often do not lead to prosecution. That 
is, we have to take into account that safeguards inherent to crimi-
nal investigations are simply not always present in the context of 
intelligence investigations. 

Mr. Kris, do you agree that additional vigilance is needed in the 
context of intelligence investigations? 

Mr. KRIS. Yes. 
Senator FEINGOLD. And in fact isn’t that what was demonstrated 

at least in part by the IG reports on national security letters? 
Mr. KRIS. Well, I think the problems that Mr. Fine found are sig-

nificant. I think they have been remedied. I’m not sure that those 
are inherent in an intelligence use of NSLs, but, I mean certainly 
they are significant and they warrant attention and I think they 
have gotten a lot of attention. 

Senator FEINGOLD. Mr. Fine, would you agree that the lack of 
safeguards contributed to the misuse of NSLs? 

Mr. FINE. I think to some extent the fact that they were not 
transparent does produce an environment where there needs to be 
more significant vigilance. 

Senator FEINGOLD. Mr. Kris, as you know, the Patriot Act pro-
vided statutory authority for the government to obtain that special 
sneak and peak, criminal search warrants that allow agents to 
break into American homes and conduct secret searches without 
telling them for weeks, months or even longer. 
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It is true, isn’t it, that these searches can be conducted also in 
run of the mill criminal cases and do not require any connection 
to terrorism? 

Mr. KRIS. That’s true, both before and—— 
Senator FEINGOLD. In fact, according to a July, 2009 report of the 

Administrative US courts, isn’t that exactly how this authority has 
most recently been used? 

The report shows that in fiscal year 2008, sneak and peak search 
warrants were requested 763 times but only three of those initial 
requests, just three, were in terrorism cases? The vast majority 
were for drug cases. 

Now, is that your understanding of that report and does it con-
cern you at all? 

Mr. KRIS. It is my understanding and I want to say thank you 
to your staff who alerted me and allowed me to read the report in 
advance of this hearing. It does say here that 65 percent of the, 
these are criminal sneak and peak were in drug cases. 

Obviously just to make something clear which I know you under-
stand, but on the FISA side, the searches that we do pursuant to 
FISA are not exactly sneak and peak. They are generally covert al-
together. So this authority here on the sneak and peak side on the 
criminal side is not meant for intelligence, it is for criminal cases. 

I guess it is not surprising to me that it applies in drug cases. 
Senator FEINGOLD. As I recall, it was in something called the 

USA Patriot Act which was passed in a rush after an attack on 9/ 
11 that had to do with terrorism. It didn’t have to do with regular 
run of the mill criminal cases. 

Let me tell you why I’m concerned about these numbers. That is 
not how this was sold to the American people. It was sold as stated 
on DOJ’s website in 2005 as being necessary ‘to conduct investiga-
tions without tipping off terrorists.’ 

I’m going to say it is quite extraordinary to grant government 
agents the statutory authority to secretly break into American’s 
homes in criminal cases and I think some Americans might be con-
cerned that it has been used hundreds of times in just a single year 
in non-terrorism cases and that is why I am proposing the addi-
tional safeguards to make sure that this authority is available 
where necessary but not in virtually every criminal case and also 
to shorten the time period for notification. 

Mr. KRIS. Well, I don’t mean to quibble with you. I do want to 
just point out one thing which is before, and I was trying to carve 
out FISA, just to clarify that FISA is a different authority where 
it is covert, and also it puts, if I am correct on this, I believe two 
Courts of Appeals prior to the Patriot Act had authorizes sneak 
and peak under existing law. This was meant to be a codification 
of that doctrine. 

Senator FEINGOLD. Some courts permitted secret searches in lim-
ited circumstances before the Patriot Act as I remember, but they 
also recognize the need for notice unless a reason to continue to 
delay notice and it was demonstrated and they specifically said 
that notice had to occur within 7 days which is what we fought for 
at the time of the Patriot Act which is what our bill proposes. 

So I think you make a fair point that it was allowed to some ex-
tent. But without these protections, this is a dramatic change in 
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our general criminal law that doesn’t necessarily relate to ter-
rorism. Thank you, Mr. Chairman. 

Chairman LEAHY. Do you want to respond to that, Mr. Kris. 
Mr. KRIS. Well, I was just going to sort of support Senator 

Feingold’s conclusion by saying that this report says the periods of 
delay range from 3 days to 365 days with 90 days being the most 
common period. So just based on the report you provided. 

Chairman LEAHY. Thank you. Senator Durbin. 
Senator DURBIN. Thanks, Mr. Chairman. My first run-in with li-

brarians was at a very early age when they were infringing on my 
personal liberties in the East St. Louis Public Library in telling me 
to shut up and now librarians have taken a different role when it 
comes to individual rights and liberties on the national stage. 

It has become very vocal in considering the impact of some of our 
conversation on the privacy of individuals who use libraries. It led 
to former Attorney General Ashcroft characterizing librarians as 
hysterics and he went on to say that the Department of Justice has 
neither the staffing, the time nor the inclination to monitor the 
reading habits of Americans. Former Attorney General Gonzales 
said something along the same lines. 

In your testimony, Mr. Kris, about Section 215, you said it has 
not been used to ‘collect sensitive personal information on constitu-
tionally protected activities such as the use of public libraries.’ 

However, we do know that under the previous administration, 
the Justice Department issued national security letters for the li-
brary records of innocent Americans. Isn’t that true? 

Mr. KRIS. Actually, I won’t dispute you on that, but I don’t have 
a specific recollection of that. 

Senator DURBIN. I think it is accurate. What I would like to ask 
is what is the Justice Department’s current policy on using na-
tional security letters on libraries? 

Mr. KRIS. Well, as you know, Section, now are you talking about 
national security letters or 215? Because national security letters 
unless I’m having a moment here, don’t get sent to libraries. It is, 
you know, RIPA, FICRA, those are specific financial. So I think you 
mean 215 orders. 

Senator DURBIN. There was testimony before our committee, 
George Christian? 

Mr. KRIS. Oh, you probably meant a 2709 letter. 
Senator DURBIN. A librarian who received an NSL for library 

records. 
Mr. KRIS. I understand. I’m sorry. I did have a moment there. 

I’m sorry. 
I mean, if it is within the ambit of statute, then I think we might 

use the statute in that way and there have been cases, I can think 
of an espionage case, a terrorism case and a conventional murder 
case I believe in which libraries have been used. 

Section 215, which is what I mistakenly thought you were refer-
ring to obviously expressly can apply to a library, hasn’t been used 
that way but could be. You wouldn’t I think want to declare a li-
brary a safe zone. 

Senator DURBIN. No, but in your words you called sensitive per-
sonal information on constitutionally protected activities such as 
the use of public libraries. 
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The Patriot Act allows the FBI to issue NSLs for sensitive per-
sonal information on innocent Americans, not just those that we 
have connected up or believe we can connect up to terrorist activi-
ties without a demonstration of that connection. 

As Mr. Fine has reported, the standard for issuing an NSL is 
‘‘can be easily satisfied.’’ For example, if an FBI field office wanted 
to identify someone who used an internet terminal at the Chicago 
public library, they could issue an NSL for the internet and email 
records of the library including the records of hundreds of ordinary 
innocent citizens. 

Now, we are talking about changing that for obvious reasons 
since as you characterize it and I agree, we are dealing with con-
stitutionally protected activity. 

Would you agree that under current law, the Justice Department 
cannot guarantee innocent Americans that their library records, 
their activities, internet terminals and libraries for example are 
safe when the law allows the FBI agents to obtain these records 
without the approval of the Department of Justice and without any 
connection to a suspected terrorist act? 

Mr. KRIS. Well, I wouldn’t put it the way you just put it, Senator 
Durbin, but I take your basic point which is that there are statutes 
that allow this. Also on the criminal side, you know, Grand Jury 
subpoenas could be directed at libraries and have been. So the na-
ture of an investigation at that stage is that the government has 
to sweep more broadly than just the individual who may end up 
being the defendant or identified as a terrorist precisely because 
they are trying to develop the case. 

So that is how I think I would put it. Not quite the way you put 
it. 

Senator DURBIN. And this is how our debate comes down. When 
you take the concept of minimization which basically says yes, keep 
us safe but don’t sweep into your net innocent Americans who are 
doing things that are ‘‘constitutionally protected’’ in your own 
words. 

I might also add that this reference, frequent reference here at 
the committee to the use of Grand Jury subpoenas, I hope you will 
acknowledge that the language that we are talking about here 
under 215 when it comes to gag orders for example, is substantially 
different than current language in the law when it comes to the 
use of Grand Jury subpoenas. Would you acknowledge that? 

Mr. KRIS. I do, and as I said in response to Senator Feingold’s 
questions, there are differences between ordinary criminal inves-
tigations and intelligence investigations. 

I mean, I do think that it is a legitimate policy debate to have 
and we are having it in an orderly fashion. 

Senator DURBIN. I would just like to close by saying I started off 
kind of with a negative view of librarians in my early life, but I 
want to salute them. 

Mr. KRIS. You have come to admire them more? 
Senator DURBIN. I have come to admire them more and salute 

them for the important role they play in this national debate. 
Thank you very much. Thank you. 

Chairman LEAHY. Thank you. When it comes to librarians, Sen-
ator Durbin, I would mention that one of the formative parts of my 
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life was in the library at the age of four in the—Library in Mount 
Pilier, Vermont. 

Ms. Holbrook, who was the librarian, and what she did to urge 
me to read. The library is much, much larger now and has a new 
wing partly paid for by some residuals from Batman movies. There 
is a long story behind that which I won’t go into here. 

Senator Whitehouse. 
Senator WHITEHOUSE. Thank you, Chairman. I wanted to ask 

you both about two issues. The roving wire tap, I understand the 
need for it. I have seen the nuisance that one has to go through 
to track a phone or track an individual over multiple phones and 
other investigations from my prosecutor days and obviously the 215 
order has its purpose. I don’t think at this point the discussion is 
about whether or not to continue any of these authorities. The 
question is what refinements might be necessary. 

I am concerned as I think some of the other senators and wit-
nesses have been about the question of the presumption that cer-
tain things are relevant. I ask first I guess, Mr. Kris, if you could 
tell me what effect a presumption has as a matter of kind of stand-
ard law. 

Mr. KRIS. Right. Well, Senator, from your days as a U.S. attorney 
and as a lawyer, you know a presumption is just what it sounds 
like. It pushes you toward the finish line of establishing what you 
need to establish. 

Senator WHITEHOUSE. But it has a particular effect, doesn’t it? 
Doesn’t it have the particular effect of shifting the burden of either 
production or persuasion in a particular matter? 

Mr. KRIS. I mean, I think in an ex parte setting like this one as 
opposed to in a—— 

Senator WHITEHOUSE. Precisely my problem with it. If as a mat-
ter of Horn Book law the presumption has the legal effect of shift-
ing the burden of persuasion or proof to another party and you are 
in an ex parte proceeding where there is no other party, I would 
submit to you that we are using the wrong language and the wrong 
tools to work through the problem that that is designed to solve. 

Rather than continue to exist in a sort of fairyland in which a 
burden shifts to an empty chair and we all pretend to be satisfied 
with that set of procedures, we should maybe try to rethink how 
to do that in a more logical and sensible way that doesn’t defeat 
what a presumption is all about in the first place. 

I’m correct that there has never once been an adverse party that 
showed up in a 215 hearing. Not once. 

Mr. KRIS. Not to my knowledge, no. 
Senator WHITEHOUSE. And you would know. 
Mr. KRIS. There is a vacuum process, but not at the front end. 

I guess a couple of points though in response. I think it is a fair 
question. 

You are a very precise and careful technical lawyer to pick up 
on this. I guess two responses. The first is—— 

Senator WHITEHOUSE. One of many not unheard of. I mean, it 
isn’t something I just invited. This is a pretty well known problem. 

Mr. KRIS. I should just confine myself to answering the question, 
shouldn’t I? The first is in order to take advantage of the presump-
tion under 215, we have to show in the statement of facts that we 
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are submitting certain things, the three elements that Senator 
Feinstein outlined before. 

So one point is just this presumption doesn’t come free. You have 
to make a showing at the front end in order to trigger it. So if that 
showing is satisfactory as a policy matter, then the issue evapo-
rates. 

Also I think as a practical matter you could quibble with the use 
of presumption here along the lines you stated. Maybe it is more 
than just a quibble. But at the end of the day the fact remains we 
need to establish reasonable grounds to believe that the documents 
are relevant. 

If we can trigger the presumption by establishing those facts, we 
are most of the way home and you’re right, there is no opposing 
party to rebut. But the statute is still the same in terms of ulti-
mately requiring a showing of relevance. 

Senator WHITEHOUSE. The other question in my time remaining 
has to do with the Lone Wolf provision which as has been indi-
cated, has never been used. There is another sort of logical dif-
ficulty in its application in that it is hard to imagine that the proof 
that an individual is an agent of a foreign power which is one of 
the prerequisites for the Lone Wolf provision would not also include 
proof that they are working with shall we say a foreign power in 
which case it is hard to imagine that you would need the Lone Wolf 
provision. 

What is the difference between what is required to prove that 
somebody is an agent of a foreign power? Agency implies multi-
plicity. It is almost a legal impossibility to be acting purely alone 
and yet be the agent in the legal sense of that term of some other 
entity. 

If you could walk me through that conundrum, I’d appreciate it. 
Mr. KRIS. I’m going to come next time with a Horn Book. I think 

this one is genuinely a labeling concern. The way the statute was 
established in 1978, it defined two possible kinds of targets. For-
eign powers and agents of foreign powers with the latter typically 
being an individual associated in one of the specified ways with the 
former. So Osama Bin Laden being an agent of Al Queda, Al Queda 
being the foreign power. 

When Congress enacted the Lone Wolf provision, they said we 
are going to call this individual an agent of a foreign power because 
that is where it is going to fit in terms of the headings of the stat-
ute. But obviously the whole point—— 

Senator WHITEHOUSE. But he doesn’t really have to be one? 
Mr. KRIS. That’s right. I mean, the whole point of the Lone Wolf 

provision is that there isn’t a foreign power, there isn’t an inter-
national terrorist group as there normally would be. 

Senator WHITEHOUSE. And yet that remains a nominal require-
ment for the Lone Wolf authority, doesn’t it? 

Mr. KRIS. Well, I don’t think it’s a nominal requirement. This is 
what I mean when I say it is really just a labeling requirement. 
They are calling this person an agent of a foreign power and so 
that definition which is used throughout the statute is a convenient 
thing to hitch your wagon to here so that you don’t have to re-write 
the entire statute all the way through. But I don’t think it is meant 
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to fool anybody or that Congress misunderstood when they enacted 
it that there is some foreign power lurking behind this guy. 

There may very well be, but whether there is and we just can’t 
establish it or whether there is indeed no foreign power because he 
is a genuine free agent I think it is clear the statute is meant to 
cover that and they call him an agent of a foreign power because 
it fits in with the grammar of the rest of the statute. 

Senator WHITEHOUSE. My time has expired. 
Chairman LEAHY. Senator Klobuchar. 
Senator KLOBUCHAR. Thank you very much, Mr. Chairman, and 

thank you to both of you for being here. As I said during the con-
firmation hearing for Attorney General Holder, I support the exten-
sion of these three provisions. I think that they are important. 

I first wanted to follow up on what Senator Whitehouse was talk-
ing about with the Lone Wolf provisions. Do you see given the fact 
that it hasn’t been used, are there some changes that should be 
made to it to make it more usable? 

Mr. KRIS. It is hard for me to imagine, I mean, there are a num-
ber of policy judgments involved in the Lone Wolf provision. For ex-
ample, it does not apply to U.S. persons. It would be a major policy 
shift if you extended this thing to U.S. persons as opposed to non- 
U.S. persons. 

Senator KLOBUCHAR. Agreed. 
Mr. KRIS. And I’m not advocating one way or the other on that 

from where I sit today. 
I think it is important to have this provision. The fact that we 

haven’t used it yet doesn’t mean that we won’t use it or won’t need 
it at some point in the future. As I said, I think in the letter that 
we sent on September 14th to Senator Leahy and in my testimony, 
in the age of the internet and decentralized Al Queda, I think there 
is the possibility of a person who is inspired by but not a member 
of an international terrorist group or the possibility of someone 
who is a member of a group but then breaks with the group for 
whatever reason. Perhaps it is not sufficiently radical for his 
tastes. 

In either of those two situations, the person would be engaged 
in a national terrorism, wouldn’t be any longer or ever a member 
of a group and would be I think someone who we would want to 
be able to cover. So I think we should reenact it and I don’t, or re-
authorize it. I guess I don’t have specific ideas for changing it that 
I would advance on behalf of the administration. 

Senator KLOBUCHAR. OK. Thank you. You started out with your 
testimony saying that you’re willing to work with Congress on spe-
cific proposals and one of the reasons we have these sunsets is so 
we can see if there is some improvements or changes we can make. 

But your testimony didn’t address any possible changes. Should 
we take this to mean that the DOJ has not found any significant 
problems in either the structure or exercise of these authorities 
that would warrant modification? 

Mr. KRIS. Well, I think what has actually happened is that Con-
gress has seized the initiative here. Senator Leahy has dropped a 
bill, Senator Feingold and others as mentioned, and so what we are 
doing right now is we are looking hard at those bills and there are 
a lot of provisions in them, a very complicated area of law. We are 
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reviewing them aggressively and trying to figure out whether the 
provisions that are suggested there will work for us as is or per-
haps with modifications. 

So I think the dialog is joined because you have put several pro-
visions on the table for us to look at and we are doing that. 

Senator KLOBUCHAR. Senator Whitehouse had also said—through 
wire taps and sought authorization of wire taps on a state level, 
county attorney level, and so I know how complicated these mini-
mization procedures are and what protections are in place. 

Do you think that the protections that we have in place are suffi-
cient to protect innocent Americans whose personal information 
might be caught in either a roving wire tap or Section 215? 

Mr. KRIS. I think the existing law does protect very well and I 
think in part that is because of the diligence of the FISA court 
which pays very careful attention to the way these authorities are 
used. 

That doesn’t mean of course that they can’t be improved. There 
is a lot of different ways to build these statutes and combine var-
ious elements and that is why we are open to working with you 
without condemning the existing law. 

Senator KLOBUCHAR. And then Mr. Fine’s testimony states that 
the FBI has said that the department has dropped the new mini-
mization procedures for business records but these procedures 
haven’t been issued. 

When do you think these will be issued, and could you discuss 
how they might differ from the current minimization procedures? 

Mr. KRIS. I am always reluctant to give a prediction about the 
timing of a deliverable, but it does seem to me that we are getting 
close. In terms of the content, I would be reluctant to discuss that 
in an open hearing. 

Senator KLOBUCHAR. OK. In your review of the minimization 
procedures, did you see any problems that deserve our attention? 
Do you want to not discuss that either right now? 

Mr. KRIS. Yes, I think I should defer getting into the possibly 
classified details of anything there. 

Senator KLOBUCHAR. OK. On the Lone Wolf provision that we 
just talked about, and I will ask this as my last question. Do you 
believe there is any gaps in the definitions? I want to go back to 
that again, that we could change to make it more usable that 
wouldn’t inhibit any intelligence gathering. 

Mr. KRIS. We are really not seeking any expansions of the defini-
tions of foreign power or agent of foreign power at this time. 

Senator KLOBUCHAR. All right. Thank you very much, Mr. Kris. 
Chairman LEAHY. Thank you. Mr. Kris, I made a note that many 

of us have had briefings on some of the aspects of the classified 
matters that you’re talking about. We have several members of the, 
in both parties by tradition in the intelligence committee on the Ju-
diciary Committee for that. 

If you feel as you look over your answers there are things that 
you need to be answered in a classified version, we can arrange to 
have that provided for Senators and cleared staff. So if you feel 
that you are unable to give a full answer to Senator Klobuchar’s 
question and anybody else and wish to follow up, please avail your-
self of that and we will arrange it. 
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Senator Franken. 
Senator FRANKEN. Thank you, Mr. Chairman. Mr. Fine, I am 

going to ask you a question soon. 
Mr. FINE. Okay. I’m waiting for it. 
Senator FRANKEN. First, Mr. Kris, I’m not a lawyer like all the, 

my colleagues here now nor a careful lawyer like you singled out. 
But I did some research and most Americans aren’t lawyers. 

So I’ve got a question on the roving wire tap thing and I think 
I understand why it is important because of the terrorists and 
other people we suspect of being terrorists use different phones, 
right? 

Mr. KRIS. Yes. 
Senator FRANKEN. Okay. And that’s why it is there. But under 

the Patriot Act, the roving wire tap provision does not require law 
enforcement officials to identify the individual or the phone or the 
computer that will be tapped, is that right? 

Mr. KRIS. No, I don’t think so. The statute requires roving or not 
that the government identify, provide the identity if known or a de-
scription of the specific target. 

Senator FRANKEN. A description of it, but not the actual name. 
Mr. KRIS. Not always the name, but you have to say something 

about the specific target. 
Senator FRANKEN. Okay. That is what brings me to this because 

they give you this when you get in the Senate. It is a constitution, 
and I was sworn to uphold it or support it anyway and protect it. 

This is the Fourth Amendment. The right of the people to be se-
cure in their persons houses, papers and effect against unreason-
able searches and seizures should not be violated and no warrants 
shall issue but upon probable cause supported by oath or affirma-
tion and particularly describing the place to be searched and the 
persons or things to be seized. 

Now, it seems to me, that is pretty explicit language. I was won-
dering if you think that this is consistent with the Fourth Amend-
ment. 

Mr. KRIS. I do think it is and I kind of want to defer to that 
other third branch of government. The courts in looking at—— 

Senator FRANKEN. I know what they are. Go ahead, sir. 
Mr. KRIS. The courts prior to FISA, prior to FISA every Court 

of Appeals to squarely consider the question had actually upheld 
warrantless foreign intelligence surveillance, that is without an ad-
vanced court order. The Supreme Court had declined to hold that 
a warrant was required in the so called Keith case for foreign intel-
ligence surveillance. So I think you begin with that baseline. 

FISA then by requiring advanced judicial approval goes above 
and beyond what the constitution requires for this kind of foreign 
intelligence surveillance. I do think there is an argument and prob-
ably a good argument that the language that I read to you before, 
that even if you cannot identify the particular target but that you 
describe the specific target that it would satisfy the particularity 
clause that you just cited. 

Senator FRANKEN. Thank you. I want to get to Mr. Fine. 
Mr. FINE. Thank you. 
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Senator FRANKEN. You’re welcome. When the FBI wants docu-
ments for an investigation, it can either go to the FISA court or it 
can get one of these national security letters, right? 

Mr. FINE. Right. 
Senator FRANKEN. And for national security letters you don’t 

need approval of the FISA court, right? 
Mr. FINE. You don’t need a court approval for a national security 

letter. 
Senator FRANKEN. Okay. So I’m wondering what is to keep the 

FBI from always using the national security letter. So let me ask 
you, are national security letters now being used to get around 
higher requirements of the FISA courts for formal business 
records? 

Mr. FINE. National security letters only apply to certain types of 
information from certain providers. So it can be used in those con-
texts. It cannot be used in other contexts. 

So what limits it is the five statutes under which national secu-
rity letters are authorized which specify very clearly where they 
can be used and where they can’t be used. That is why, for exam-
ple, the importance of Section 215 orders because there are certain 
types of records and things that can’t be obtained by national secu-
rity letters that have to be obtained by Section 215 orders. 

Senator FRANKEN. I’m not sure that was, I didn’t understand. 
Was that a yes or a no? 

Mr. FINE. No, I don’t think they are using it to get around the 
law. 

Senator FRANKEN. Okay. Let me ask you, have they ever been 
used to get around? 

Mr. FINE. I think they have improperly used them. I don’t think 
it was intentional, that there were instances where we know we 
can’t get these records but we are going to use them anyway. I 
think it was because of sloppiness, lack of training, lack of super-
vision, lack of knowledge, and those are the things that needed to 
be improved and rectified. That is what we pointed out in our re-
port. I think the FBI has made some improvements in that area, 
but I think we need to still monitor it and oversee that. 

Senator FRANKEN. Okay. That is just a concern of mine that, you 
know, if they can be misused and have been misused, that they will 
be misused in the future. That is a concern of mine. 

If men were angels, there would be no need for government. I 
think that’s Madison. You know, if angels were the government, we 
wouldn’t, you know, need external controls. So I worry about the 
next administration might not be as trustworthy as this one or the 
last one. 

Mr. FINE. That’s why I believe there needs to be, as I stated in 
my statement, aggressive, important oversight mechanisms that 
don’t rely on individuals that have controls on this so regardless of 
the administration there will be ways to verify and oversee and de-
termine if they have been used properly or not. That is properly 
our role and partly other’s role as well including national security 
and Congress for holding these important hearings. 

Senator FRANKEN. Thank you. I have used my time. 
Chairman LEAHY. Thank you. I will submit for the record a reso-

lution to the Vermont Library Association a letter from the Con-
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stitution Project as part of the Leahy/Cardin/Kaufman bill state-
ment submitted to ACLU and others. 

I was sort of thinking, I was pulling out some notes here as Sen-
ator Franken was asking this question. We have the FISA author-
ity, and I direct this to you, Mr. Kris. We have the FISA authority 
to obtain tangible things such as library or medical business 
records. 

Then we have the Title 18 Authority to issue national security 
letters. Now, you testified earlier and we have all agreed these 
can’t be issued based solely on conduct protected by the First 
Amendment but the Inspector General found that in one case the 
FBI was twice denied tangible things ordered by the FISA court 
and the FISA court which normally grants these turned them down 
because they said the underlying conduct was protected by the 
First Amendment and there is no other basis in which to issue an 
order. 

So the FBI then just turned around and issued a national secu-
rity letter based on the exact same conduct protected by the First 
Amendment having been turned down by the court they went and 
did it administratively. 

I think that is why you have a lot of Americans on the right and 
left who are worried about intrusive and unchecked government 
surveillance. We all want to be safe. We all want to catch crimi-
nals. That is not the issue. 

The issue though is each one of us is our own privacy. The vast 
majority of Americans are law abiding Americans. If there is, the 
material is picked up, they go to data banks and then they can’t 
get on an airplane, they can’t get a job, they can’t, the kids can’t 
get a student loan, and you know all the horror stories. 

We had a former longest serving member of this committee, the 
late Senator Ted Kennedy was eight or nine or ten times refused 
to go on one of the, an airplane or a flight he had been taking for 
40 years back to Boston because he somehow is named on one of 
these lists. 

So my question is, and I think this is what Senator Franken was 
saying too, what do we do to ensure this sort of thing isn’t re-
peated? I mean, you talk about standards and whatnot. How do 
you ensure that these standards are followed? 

I mean, I know you follow them. I know the Attorney General 
follows them. I know the Director will follow them. Well, how do 
we make sure the agents out in the field follow them? 

Mr. KRIS. Senator, it is an excellent question and I think a very 
trenchant one. I mean, I think there is a variety of different inter-
locking methods that can be used to protect against misuse or 
abuse. 

The first is writing the law, setting the standards at a certain 
level and that is something you can do through amending the stat-
ute. The next is within the executive branch through training, 
oversight by Mr. Fine’s office, in some cases my office, the National 
Security Division does oversight of the FBI. 

There are electronic systems, for example, for national security 
letters. The FBI developed an electronic subsystem that essentially 
ensures that all of the requirements are met before a letter can be 
issued so we can develop internal systems. 
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They have an Office of Integrity and Compliance as Mr. Fine 
talked about that does oversight, and obviously congressional over-
sight whether fueled by a sunset provision or just more generally 
about the use of the authorities can provide an effective check, and 
in some cases, the courts. So a variety of different methods. 

Chairman LEAHY. Let me use one concrete. In the 2006 USA Pa-
triot Act Reauthorization, we required, and I helped write this, the 
Attorney General to adopt procedures to minimize retention and 
improper dissemination of private information that was obtained 
by Section 215. 

Going back to what I was referring to earlier about all the mate-
rial that is in data banks floating around there in every one of us. 
Again, I know most Vermonters are somewhat concerned about 
their privacy but I think they are in every state. 

Minimization procedures are supposed to protect the constitu-
tional rights of all of us. But Mr. Fine, you found in your March 
2008 report these safeguards that everybody agreed on, Repub-
licans, Democrats, everybody else, minimization. They were never 
put in place. The Attorney General simply recycled the FBI’s na-
tional security investigation guidelines, adopted those as the in-
terim minimization procedures you found were woefully inad-
equate. 

They didn’t follow the statute. It is one thing to talk about over-
sight and all that and the reauthorization, but the statute is not 
followed and it is a concern. Now we have a new Attorney General 
who followed up on your recommendation that specific minimiza-
tion procedures be developed and adopted. Do we have those proce-
dures now? 

Mr. FINE. No, they have not been issued. As I pointed out in my 
statement, they adopted these interim procedures that were not 
specific that they believe that comply with the statute, but we be-
lieve that there ought to be those specific minimization procedures 
as contemplated by the Patriot Reauthorization Act that do apply 
specifically to Section 215 orders and they have been in draft, they 
have been in draft for a long time. We think they ought to be con-
sidered, finalized and issued. 

Chairman LEAHY. I will, my time has expired. I will follow up 
more on this. I just wanted to get the information. But if it’s not 
something you need, I want to get it out of the data banks. I don’t 
want it to cloud over me when I get on an airplane or when my 
constituents do or when they apply for a job or whatever else it 
might be. 

I won’t go into discussions of George Orwell and everything else, 
but these things can be frightening. One of the great things about 
this country is we have always said we’d balance. Senator Ses-
sions? I don’t want material in there on Senator Sessions that 
shouldn’t be there. 

Senator SESSIONS. Well, 1984 came and went and the com-
munists didn’t get us. I’m glad to have been on the right side of 
that battle. 

The idea of keeping, maintaining confidentiality of an investiga-
tion, Mr. Kris, can be exceedingly important in a national security 
matter, a terrorism matter. From what I see in the paper, and I 
don’t have any inside information, I believe the New York Times 
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reported again today that in this case, arrests have been made in 
the Afghan case, that the New York police wanted to inquire of an 
Iman about the individual, or an individual and asked him not to 
reveal that but asked him for information about this person as they 
tried to figure out what may have been happening. 

What I understand from the reports is that he went straight and 
reported it to one of the members connected to this individual and 
that may have been, caused the entire investigation to be altered 
and made perhaps more difficult to identify people that are in-
volved in a plot to attack and kill American citizens. 

Isn’t that a legitimate concern and can’t we do that based on his-
toric settled principles of American constitutional law? 

Mr. KRIS. It is a very grave concern when information that com-
promises an investigation is leaked for the reasons that you stated. 
It can have very profound effects on our ability to investigate mat-
ters and I think existing law in the confidentiality requirements 
and the secrecy requirements exist precisely for that reason, in 
order to protect the secrecy of the intelligence investigations be-
cause if they are made public, they can be compromised. 

Senator SESSIONS. And it hasn’t always been recognized that 
there is a huge difference between surveillance and investigations 
of foreign powers, espionage and counter espionage than investiga-
tions of American citizens. 

Mr. KRIS. There has historically been recognized in law and in 
policy, yes, a distinction between security threats based abroad, 
that is foreign security threats on the one hand, domestic security 
threats, domestic terrorism and ordinary law enforcement on the 
other. 

Senator SESSIONS. I think Senator Franken’s comments about 
the Fourth Amendment, the right of the people to be secure in 
their houses, papers, effects against unreasonable searches and sei-
zures. 

So we have set up a system by which you have to go to a Federal 
judge in a Federal case and submit extensive evidence to justify a 
search. But I would also want to emphasize to my colleagues and 
Senator Franken, records held in a bank are not your records, they 
are the bank’s records. 

In a motel sign-in sheet that could be decisive in a case is not 
the person who registered’s records, it is the motel’s record. That 
is why the courts have always recognized that it does not violate 
this court. 

Now, when I was watching Senator Franken I talked about 
Dragnet, Joe Friday and company. They used to go out to the motel 
and get the records to see if old Billy checked in. And they would 
give it to them. Now because of the laws and lawyers, banks and 
everybody often demand subpoena or some sort of official document 
before they will turn it over because they don’t want to be sued by 
somebody and have to defend the case whether they win or lose. 

But the principles are pretty much the same here. You have a 
diminished expectation of privacy and records held by independent 
third parties. Isn’t that right? 

Mr. KRIS. I mean, I certainly agree under the Miller case in par-
ticular that you do have a diminished expectation of privacy in 
such materials and in some cases Congress has seen fit to enact 
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protections by statute by such material. For example, ECBA is a 
major example. 

Senator SESSIONS. Now, with regard to these nondisclosure or-
ders, which as a former prosecutor, these investigated drug organi-
zations, one of the most delicate, important matters is when you 
start making arrests. 

If you arrest some low level guy the first time you have a bit of 
evidence, the rest of them scatter. They flee, they cover their 
tracks. They disappear. That is even more critical in a terrorism 
investigation to me. 

But isn’t it true that it takes the direction of the FBI or his high 
level designee to justify, certify that a non-disclosure order is need-
ed, and isn’t that one thing that the Patriot Act did to ensure that 
it is not done willy nilly without some thought and oversight? 

Mr. KRIS. Certainly with respect to Section 215 a relatively high 
ranking person makes a submission and then the court grants an 
order. With respect to NSLs, there is no court order and the Doe 
decision from the Second Circuit found First Amendment difficul-
ties with that and suggested a so-called reciprocal notice procedure 
that the FBI has adopted which I think responds to that concern. 

Senator SESSIONS. Well, as a Federal prosecutor, I remember dis-
tinctly that we would issue subpoenas in FBI cases. The Grand 
Jury was not advised until later. No Federal judge was given any 
notice of it and the FBI went out and served it. 

They were always irritated as the United States attorney, Mr. 
Whitehouse, my colleague here, will know that the DEA could get 
a subpoena to go out to the telephone company or the bank and get 
records without asking the U.S. attorney’s permission. 

It is not a historic alteration of American criminal jurisprudence 
to have a national security letter in my opinion, and it is in an area 
that is very, very, very important to our safety. Thank you. 

Senator WHITEHOUSE. Thank you, Senator Sessions. A question 
for Mr. Fine. Your report when it first came out on the national 
security letters—— 

Senator SESSIONS. Mr. Chairman, can I interrupt you just to say 
that my Republican colleagues, at least three are in the Finance 
Committee trying to do the health care thing. They would have 
been here otherwise. I wanted to state that for the record. It is a 
matter I think all of us take seriously. 

Senator WHITEHOUSE. It is for the record that we’re trying to do 
the health care thing? 

Senator SESSIONS. They are trying to do a good health care bill. 
Senator WHITEHOUSE. When the report came out, it dealt very 

heavily with operational issues, failures out in the field of people 
to adhere to the different regulations and statutory requirements 
that had been put in place for the issuance of those national secu-
rity letters. 

One of the points that I raised with the Director at the time was 
that it also showed a very significant organization and manage-
ment failure. These national security letters were issued pursuant 
to statutory authority that a lot of people in this building had real 
reservations about. Republicans and Democrats alike, and set a lot 
of markers saying all right, we will give you this, we will trust you, 
but here is what you have got to do. 
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In terms of the credibility of the Federal Bureau of Investigation 
as an institution in this building, one would have thought that 
there would have been somebody at the very highest level reporting 
to the Director saying wow, we got this new authority under very 
strict requirements and kind of on trust in the confidence that we 
would follow those rules. Therefore, to us as an institution it is 
really important that we follow those. 

I, as that imaginary person, am really, it is my job to make sure 
of this so that when we come back for other authorities later on, 
we don’t get into the cry wolf problem of hey, we trusted you last 
time, you completely blew it and now you don’t have the same trust 
with us any longer. 

That struck me as being a significant institutional gap that the 
FBI wouldn’t have somebody in their leadership whose job it was 
to basically protect that flank of theirs from their own junior folks’ 
lack of adherence to these different things. 

In your review of this on an onging basis, are you comfortable 
not only that at an operational level the FBI has improved its ad-
herence to the various protocols for national security letters, but at 
the management level they have a sensitivity to the importance of 
adhering to whatever the trust is that Congress has given them 
and that there is more management oversight of all compliance and 
adherence and regulatory measures than this displayed? 

Mr. FINE. Yes. I think that as a result of our report in March 
2007 the FBI was—by it and you are absolutely right, there was 
an institutional failure. 

They received these very important and vital authorities, but 
they did not take measures to ensure that they would be used 
properly and they just assumed that it would be used properly. 

When we came out with our report, it was very eye opening for 
them and I do remember even at the time Director Muller stating 
that clearly, stating he took responsibility in stating to be honest 
that he was at fault for not putting in the measures to ensure that 
these authorities that they are given are used properly. 

You cannot simply put out a memo and then think it is all going 
to be followed in the 56 field offices of the FBI. You have to make 
sure that they are trained constantly, that they are supervised, 
that they are overseen and that they are monitored and audited. 
I think they have made strides in that direction. They made signifi-
cant progress. 

I mentioned the Office of Integrity compliance, they did inspec-
tion division reviews, we have national security division reviews, 
but I don’t think being an Inspector General that you can simply 
say that is going to solve all the problems and you can stop doing 
it and we can rest assured. You have to continually be vigilant on 
it and we are going to do a review of the Office of Integrity Compli-
ance. 

Are they fulfilling their stated mission? Are they having an im-
pact? Or was this simply another office that was created that is not 
being effective? We don’t know that for sure. We are going to deter-
mine that. But that is what the FBI also has to do on an ongoing 
basis rather than simply assuming that the measures they have 
implemented are going to be effective. 
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Senator WHITEHOUSE. And it is your observation that as an insti-
tutional wake up call, this incident did in fact have that effect? 

Mr. FINE. I think it did. I think it was a very, very significant 
eye opening experience for them when they saw how significant our 
findings were and that they hadn’t found them, that we found 
them and exposed them and they were not happy about that. 

Senator WHITEHOUSE. Senator Franken. 
Senator FRANKEN. Thank you, Mr. Chair. Senator Whitehouse 

did actually follow up with what I wanted to follow up with. I just 
want to make it clear to Mr. Kris that what I was talking about 
was the roving wire taps and when Senator Sessions referred to it, 
I think it was Section 215. So those are very different issues. 

I understand that hotel records aren’t the record of the person, 
but when you are doing a roving wire tap and you’re not telling the 
FISA judge either the identity of the person or exactly where you 
want to tap them, that just caused me concern on the reading of 
the amendment in the constitution. 

Mr. KRIS. Yes. No, I understood absolutely the difference there. 
Senator FRANKEN. Okay. 
Mr. KRIS. You have raised what I consider to be a particularity 

clause in effect a problem that the warrant or the order under 
FISA is not sufficiently precise and particular in specifying exactly 
what is to be done. 

I tried to give you an answer to that question, but I think we—— 
Senator FRANKEN. Okay. I just wanted to make it clear that, be-

cause in response to Senator Sessions, I don’t think you made the 
distinction or made it clear that there was a distinction between 
what I was asking and what Senator Sessions was discussing. 

Mr. KRIS. Yes, sir. There is a very significant distinction between 
Section 215 and FISA collection. I mean, what we are talking about 
in a roving wire tap or an ordinary wire tap is the collection of con-
tent of communications. That enjoys much greater constitutional 
protection than do say business records that are held by a third 
party absolutely. 

Senator FRANKEN. Okay. I just wanted to make that clear. Thank 
you. No further questions. 

Senator WHITEHOUSE. All right. I thank the witnesses very much 
for their testimony. We will take a minute or so to reset the room 
for the second panel and then we will proceed with the hearing. 

[Off the record at 11:48 a.m.] 
[On the record at 11:51 a.m.] 

PANEL II 

Senator WHITEHOUSE. The hearing will come back to order. Why 
don’t I begin by asking the various witnesses to stand and we can 
get them sworn. 

Do you affirm that the testimony you’re about to give before the 
committee will be the truth, the whole truth and nothing but the 
truth so help you God? 

Group Answer. I do. 
Senator WHITEHOUSE. Please be seated. We have a particularly 

distinguished panel here this morning and I would like to welcome 
all three witnesses. I am delighted that they are here. 
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I think what I will do is make all three introductions right away 
and then we will proceed across the panel beginning with Ms. 
Spaulding. 

Suzanne Spaulding is a Principal with Bingham Consulting 
Group and of counsel to Bingham McCutchin in Washington, DC. 
She has spent over 20 years handling national security issues for 
Congress and the Executive Branch, including serving as Assistant 
General Counsel out at the CIA, Minority Staff Director for the 
House of Permanent Select Committee on Intelligence, General 
Counsel for the Senate Select Committee on Intelligence and as 
Legislative Director to Senator Arlen Specter. 

Kenneth Wainstein is currently a partner at O’Melveny & Myers 
where he works in the white collar crime group. Mr. Wainstein is 
the first Assistant Attorney General for National Security serving 
in the Bush Administration. He also served as Homeland Security 
Advisor to President George W. Bush and as a United States Attor-
ney for the District of Columbia. 

Ms. Lisa Graves is the Executive Director of the Center for 
Media and Democracy at the University of Wisconsin. She has 
served as a Senior Advisor in all three branches of the Federal 
Government and is a leading strategist on civil liberties and con-
stitutional protections. 

She served as Chief Nominations Counsel to Senator Leahy from 
2002 until 2005. We welcome you back to the Judiciary Committee. 
We welcome all of the witnesses. We are honored to have you with 
us. Those of you who I have had the experience of their work in 
public service, I am particularly grateful to have you back here 
today. Thank you for your service. 

Suzanne Spaulding. 

STATEMENT OF SUZANNE E. SPAULDING PRINCIPAL, 
BINGHAM CONSULTING GROUP, WASHINGTON, DC 

Ms. SPAULDING. Thank you, Acting Chairman Whitehouse, Rank-
ing Member Sessions and members of the committee. Thank you 
for your invitation to participate in today’s hearing on Ensuring 
Liberty and Security. 

Earlier this month we marked another anniversary of the attacks 
of September 11th. In the 8 years since that indelible manifestation 
of the terrorist threat, we have come to better understand that re-
spect for the constitution and the rule of law are a source of 
strength and can be a powerful antidote to the twisted lure of the 
terrorists. 

In fact, after spending almost 20 years working national security 
and terrorism issues for the government, I am convinced that this 
approach is essential to defeating the terrorist threat. 

Given this national security imperative, Congress should use this 
opportunity to examine more broadly ways to improve our overall 
domestic intelligence framework, including a comprehensive review 
of FISA, national security letters, attorney general guidelines and 
applicable criminal investigative authorities and I would encourage 
the administration to do the same. 

This morning, however, I will focus my remarks on the 
sunsetting provisions that are the focus of this hearing. Sections 
215 and 206 both have corollaries in the criminal code. Ultimately, 
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however, important safeguards were lost in their translation into 
the intelligence context. 

Section 206, for example, was intended to make available an in-
telligence surveillance, the roving wire tap authority that criminal 
investigators have. This was an essential update. However, there 
are specific safeguards in criminal Title 3 provision that were not 
carried over to FISA, requirements that provided significant safe-
guards designed to protect Fourth Amendment rights of innocent 
people. 

Their absence in Section 215 increases the likelihood of mistakes 
and the possibility of misuse. In addition, in the criminal context 
where the focus is on successful prosecution, exclusionary rules 
serve as an essential deterrent against abuse, one that is largely 
absent in intelligence operations where prosecution may not be the 
primary goal. 

This highlights the care that must be taken when importing 
criminal authorities into the intelligence context. And why it may 
be necessary to include more rigorous standards and other safe-
guards. I have suggested in my written testimony some ways to ad-
dress these concerns. 

Similarly, Section 215 governing orders for tangible things at-
tempted to mimic the use of Grand Jury or administrative sub-
poenas in the criminal context. However, criminal subpoenas re-
quire some criminal nexus, FISA’s 215 does not. 

Moreover, the Patriot Act amendments broaden this Authority 
well beyond business records to allow these orders to be issued to 
obtain any tangible thing from any person. This could include an 
order compelling you to hand over your personal notes, your daugh-
ter’s diary or your computer. Things to which the Fourth Amend-
ment clearly applies. 

Again, in my written testimony I have tried to suggest ways to 
tighten the safeguards without impairing the national security 
value of this provision. In the interest of time, however, I will move 
to the Lone Wolf provision. 

Four years ago I urged Congress to let the Lone Wolf provision 
sunset and I reiterate that plea today. The administration admits 
that Lone Wolf authority has never been used but pleads for its 
continuation just in case. 

The problem is that this unnecessary provision comes at a sig-
nificant cost of undermining the policy and constitutional justifica-
tion for the entire FISA statute, a statute that is an extremely im-
portant tool for intelligence investigations. 

Legislative history, court cases before and after the enactment of 
FISA including two cases from the FISA court itself make clear 
that this extraordinary departure from Fourth Amendment stand-
ards is justified only by the unique complications and secrecy re-
quirements inherent in investigating foreign powers and their 
agents. 

Unfortunately instead of repealing or fixing Lone Wolf, Congress 
expanded it by adding a person engaged in proliferation. There is 
no requirement that this activity be unlawful or that the person 
know that they are contributing to proliferation. 

So someone who is involved in completely legal sales, for exam-
ple, of dual use goods, unbeknownst to her that are being sold to 
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a front company could be considered to be engaged in proliferation 
and have all of her phone conversations and emails intercepted and 
her home secretly searched by the United States government. 

As a former legal advisor to the intelligence community’s non- 
proliferation center and executive director of a congressionally 
mandated weapons of mass destruction commission, I fully under-
stand the imperative to stop the spread of these dangerous tech-
nologies. 

However, there are many tools available to investigate these ac-
tivities without permitting the most intrusive and secretive tech-
niques to be used against people unwittingly involved in legal ac-
tivity. 

In conclusion, let me commend the committee for its commitment 
to ensuring that the government has all the appropriate and nec-
essary tools at its disposal in this vitally important effort to 
counter today’s threats and that these authorities are crafted and 
implemented in a way that meets our strategic goals as well as our 
technical needs. 

With the new administration that provokes less fear of the mis-
use of authority, it may be tempting to be less insistent upon statu-
tory safeguards. On the contrary, this is precisely the time to seize 
the opportunity to work with the administration to institutionalize 
appropriate safeguards in ways that will mitigate the prospect for 
abuse by future administrations or by this administration in the 
aftermath of an event. Thank you. 

Senator WHITEHOUSE. Thank you very much, Ms. Spaulding. 
Mr. Wainstein, welcome back to the committee. Please proceed. 

STATEMENT OF KENNETH L. WAINSTEIN PARTNER, 
O’MELVENY & MYERS, LLP, WASHINGTON, DC 

Mr. WAINSTEIN. Thank you very much, Chairman Whitehouse. It 
is very good to be back here again. 

Senator WHITEHOUSE. Good to have you back. 
Mr. WAINSTEIN. Chairman Whitehouse, Ranking Member Ses-

sions, members of the committee, thank you very much for holding 
this important hearing and for soliciting our views about the USA 
Patriot Act. 

Today I want to discuss the three sunsetting provisions and the 
reasons why I believe they should all be reauthorized. As you well 
know, the Patriot Act was passed in late October, 2001 within a 
mere 45 days after the 9/11 attacks. Four years later in 2005, Con-
gress in its enduring credit undertook a lengthy process of carefully 
scrutinizing each and every provision of the Patriot Act, a process 
that results in the Reauthorizaton Act that provided significant 
new safeguards for many of the original provisions. 

We are now at a point where the authorities and the Patriot Act 
are woven into the fabric of our counterterrorism operations and 
have become a critical part of our defenses against what President 
Obama has aptly described as Al Queda’s ‘‘far reaching network of 
violence and hatred.’’ 

This is particularly true of the three provisions that are subject 
to reauthorization this year. First, the roving wiretap authority. 
First, this provision allows agents to maintain continuous surveil-
lance as a target moves from one telephone or communication de-
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vice to another which is standard tradecraft for many surveillance 
conscious spies and terrorists. 

This is a critical investigative tool and it is one that criminal in-
vestigators pursuing drug traffickers know their regular criminals 
have been able to use for years. 

It is especially critical nowadays given the proliferation of inex-
pensive cell phones, calling cards and other innovations that make 
it easy to dodge surveillance by rotating communication devices. 

While some have raised privacy concerns about this authority, 
the reality is it has a number of safeguards built into it to make 
sure that it is used appropriately. For example, it is specifically 
limited to those situations where the government can show to the 
FISA court that the target is swapping cell phones or otherwise 
thwarting the government’s surveillance efforts and it requires the 
government to keep the FISA court fully apprised with detailed re-
ports whenever they move their surveillance from one communica-
tion device to another. 

Given the narrow application of the statute, given the FISA 
court’s oversight of the roving surveillance and given the absolute 
imperative of being able to maintain uninterrupted surveillance on 
terrorists and spies who are in our midst, there is no question in 
my mind that the roving wiretap authority should be reauthorized. 

Now, on to Section 215. Section 215 authorizes agents to get a 
FISA court order that will compel businesses to produce the same 
kind of records that law enforcement officers and prosecutors have 
always been able to obtain to grand jury subpoenas. 

Prior to the enactment of Section 215, our national security per-
sonnel were hamstrung in their effort to obtain business records 
because the operative statute at the time limited those orders only 
to certain types of businesses and required a higher evidentiary 
standard than grand jury subpoenas did. 

Section 215 addressed these weaknesses by allowing these orders 
to be used to get records from any businesses or any entities and 
by squaring the evidentiary standard with the traditional relevant 
standard used for grand jury subpoenas. 

At the same time, Congress built in a number of safeguards that 
protect against misuse and in fact make Section 215 significantly 
more protective of the civil liberties than the grand jury subpoenas 
that are issued by the hundreds or thousands by criminal prosecu-
tors around the country every day. 

For example, as Ranking member Sessions pointed out earlier, 
unlike grand jury subpoenas that a prosecutor can issue or his or 
her own, a 215 order must be approved by a Federal judge on the 
FISA court. Unlike the subpoena authority, Section 215 also does 
several other things. 

It specifically bars issuance of an order if the underlying inves-
tigation is focused solely on First Amendment activities. It requires 
regular and comprehensive reporting to Congress and it imposes a 
higher standard when the government seeking library records or 
other sensitive records. 

With these safeguards in place, there is simply no reason in my 
mind that we should be returning to the days when it was easier 
for a prosecutor to get records in a simple assault case than it was 
for national security investigators to obtain records that might help 
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defend our country against a terrorist attack. Section 215 should 
be reauthorized. 

Last, the Lone Wolf provision. This provision allows the govern-
ment to conduct FISA surveillance on non-US persons who engage 
in international terrorism without having to demonstrate that that 
person is affiliated with a particular terrorist organization. 

When FISA was originally passed back in 1978, it contemplated 
terrorist target of FISA surveillance was the agent of an organized 
terrorist group kind of like the Red Brigades, the kind of target 
that easily fit within the statutory definition of an agent of foreign 
power. 

Today we face adversaries that range from loosely knit terrorist 
networks to self-radicalized foreign terrorists who may not be part 
of a particular terrorist group but who are nonetheless just as com-
mitted to pursuing the violent objectives of international terrorism. 

As a result, there is a risk today that we will encounter a Lone 
Wolf foreign terrorist who cannot be identified with a known ter-
rorist group and therefore would not qualify for FISA coverage 
under the original statute. 

Congress solved this problem by passing the Lone Wolf provision. 
It allows for FISA surveillance based on a showing that the target 
is involved in international terrorism regardless of affiliation. 

Although as the government reported we have not yet used the 
Lone Wolf provision, the threat posed by foreign terrorists, no mat-
ter what their affiliation, is more than ample justification for keep-
ing this authority available for the day that the government might 
need it. 

Thank you once again for inviting me here today. I am grateful 
for the opportunity to discuss the sunsetting Patriot Act provisions 
and to lay out my reasons why I firmly believe that they should 
all be reauthorized this year. I look forward to answering any ques-
tions you might have. Thank you. 

Senator WHITEHOUSE. Thank you, Mr. Wainstein. 
Ms. Graves. 

STATEMENT OF LISA GRAVES, EXECUTIVE DIRECTOR, 
CENTER FOR MEDIA & DEMOCRACY, WASHINGTON, DC 

Ms. GRAVES. Senator Whitehouse, Chairman Leahy who is not 
here, but who I was hoping to have the chance to address, Ranking 
Member Sessions and the members of the judiciary committee, I 
am very pleased to be here and I really appreciate the invitation. 

I have a full statement for the record but I was hoping today for 
these opening remarks to focus on some of the things that have 
come up today in the conversation. 

Before I begin, I do want to say that I am pleased to endorse the 
legislation sponsored by Senator Leahy and Senator Cardin and 
Senator Kaufman, the Patriot Sunset Extension Act. I think it is 
an important down payment on restoring civil liberties. 

I am hoping that other improvements will be made. I would also 
like to endorse S. 1686 which is Senator Feingold’s Justice Act. I 
think it is a comprehensive approach to some of the problems that 
have arisen over the last 7 years and I think that bill which is pro-
posed by Senator Feingold and Senator Durbin is an important, 
has an important array of provisions to restore civil liberties. 
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I want to focus my testimony today on Section 215 of the na-
tional security letters. But before I do that, I want to touch briefly 
on Section 206 and the particularity requirement issue. 

I would only say that it is a bit difficult to focus on what the 
rules should be for roving wire taps in this context when we 
haven’t had the needed reforms to the broader Foreign Intelligence 
Surveillance Act amendment Act, the FISA amendment Act that 
was pushed through last year. 

What we have is a circumstance in which an enormous array of 
communications involving Americans, particularly international 
communications, telephone communications and internet commu-
nications are now accessible through blanket orders or broad orders 
without individualized particularity that are being approved by the 
FISA court. 

So on the one hand we have an enormous array of information 
about American content spoken and written by Americans that is 
being obtained through the FISA Amendments Act powers. On the 
other hand we have this roving wire tap authority that exists and 
happens domestically that is distinct and yet to me not the biggest 
issue compared with what we have in terms of the broad authori-
ties under the FISA Amendments Act. But I will save the rest of 
that for another day. 

Today I want to focus on Section 215, the issue of business 
records, the issue of tangible things and national security letters. 

So a lot of the conversation today focused on this presumption 
issue for Section 215 orders and whether something is relevant. 
But what the law now requires is merely that the government say 
that the records pertain to, that’s the relevance test, do these 
record pertain to a particular person and that particular person 
can be someone who has contact with a suspected terrorist or some-
one who is under surveillance. 

So mere contact is a very low standard. There are 100 people in 
this room. There may be 1,000 people you have contact with every 
year, probably a lot more than that. The government doesn’t have 
to show any particular suspicious activity. Based on showing mere 
contact, they can have access to any tangible thing about you. 

So relevant to what? Relevant to merely a person and that per-
son doesn’t have to be someone who is a suspected terrorist. In 
fact, what the Justice Department said in a report in 2006 was 
that the Patriot Act authorized the FBI to collect, and this is for 
national security letters which is basically the same standard, for 
national security letters the FBI is authorized to collect informa-
tion such as telephone records, internet usage, credit and banking 
information on persons who are not subject to FBI investigations. 
This is according to the Justice Department. 

This means that the FBI and other law enforcement and intel-
ligence community agencies with access to FBI data bases is able 
to review and store information about American citizens and others 
in the United States who are not subjects of FBI counter intel-
ligence investigations and about whom the FBI has no individual-
ized suspicion of illegal activity. 

That is why this issue matters so much. The 215 orders cover 
any tangible thing. The national security letters cover anything 
held by a bank, a credit card company, an insurance company, a 
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pawn broker, a real estate closing service, the United States postal 
service and a casino among other authorities. 

So these aren’t just narrow authorities that relate particularly to 
internet service providers and banks. They are broad authorities in 
the national security letter powers. 

The ISP authority that came up in the context of the questions 
for about the library, what happened there is the FBI construed 
the library to be an internet service provider. If a library can be 
an internet service provider, then anyone can be an internet serv-
ice provider. Any Senate office, any business that maintains an 
internet service would be basically accessible through these au-
thorities. That is why they are so broad. That is why they need fur-
ther containment and that’s why the improvements that have been 
proposed by Senator Feingold and by Senator Leahy are so impor-
tant. 

These powers go to the heart of what the power should be for the 
government vis-a-vis the citizens of the United States and we know 
that these documents, the documents that are obtained through 
these powers are being put into FBI data bases. The FBI data base, 
the investigative data warehouse now has almost 1 billion records 
in it. 

The Inspector General Glenn Fine said that the national security 
letter powers were used to clear cases, to clear people and close 
cases. But the FBI has said that even if you are cleared or your 
case is closed, those records will be maintained basically forever. 

That is why your inquiry is so important and that’s why I’m 
pleased to be here today to talk about the needed reforms for the 
Patriot Act authority that were expanded in 2001. 

Senator WHITEHOUSE. Thank you, Ms. Graves. I will call on our 
distinguished ranking member first and then Senator Feingold and 
then I will wrap up unless other Senators appear. But first the dis-
tinguished ranking member. 

Senator SESSIONS. Thank you. Mr. Wainstein, if records are ob-
tained by the FBI as part of a terrorist investigation, how are they 
secured? Are they available to anybody that wants to walk in and 
look at them? Or are they kept in a secure circumstance regardless 
of what is normal criminal case or terrorist case? 

Mr. WAINSTEIN. Well, sir, as you know in the criminal context 
there are procedures in place and have been since—to make sure 
that records that are secured by Grant Jury subpoena are kept con-
fidential because there are rules governing any material that is col-
lected in the course of the grand jury. 

Senator SESSIONS. It’s a criminal offense to reveal a grand jury 
document. 

Mr. WAINSTEIN. Yes, sir, absolutely. Those procedures are even 
more strict on the national security side where you have classified 
information potentially and also national security information 
which is even more sensitive in some ways. 

Senator SESSIONS. Ms. Spaulding, you signed a letter back in ’05 
to reauthorize the Patriot Act. Fundamentally you support it. Have 
you changed your view about the Lone Wolf issue? 

Ms. SPAULDING. Senator, I have always been opposed to the Lone 
Wolf provision and I think what you are referring to is a letter by 
a bipartisan working group that states very clearly at the outset 
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that what we were attempting to do was come together on a com-
promised package, overall package, and that it did not mean that 
all of the signatories agreed with each and every recommendation. 

Senator SESSIONS. I understand. But in fact you concluded at the 
time it was worth passing even though you might have had a dis-
agreement about that part? 

Ms. SPAULDING. Well, I concluded at that time along with the 
other members of that group that the overall provisions of the Pa-
triot Act had implemented some important updates and should be 
reauthorized with some changes as we recommended. I have al-
ways been opposed and continue to be opposed to the Lone Wolf 
provision. 

Senator SESSIONS. I don’t think that letter you wrote said it had 
to be taken out. But regardless, on the telephone you indicated that 
on the 215 your telephone conversations could be intercepted, is 
that correct? 

Ms. SPAULDING. No, Senator. I think I said your personal notes, 
your daughter’s diary and your computer, all of which are tangible 
things susceptible to a 215 order. 

Senator SESSIONS. Well, if your daughter is connected to a ter-
rorist organization, maybe that is important. I don’t think the FBI 
is out just gratuitously wanting to peruse people’s diaries. That’s 
the only thing I would say here. 

With regard to the 215, you say it could take your personal 
records. You cannot under 215, can you, take somebody’s records 
that you own in your home or on your possession. 

Ms. SPAULDING. There is nothing in the statute that would pro-
hibit that. The Section 215 allows the government to compel any-
one to produce any tangible thing. 

Senator SESSIONS. So you think it can replace a search warrant? 
Ms. SPAULDING. According to the plain terms of the statute, it 

does not have to be directed to a business or an entity. It can be 
directed to any person to compel any tangible thing. 

Senator SESSIONS. Mr. Wainstein, can you utilize a 215 request 
to obtain a target’s personal records in his desk drawer in his 
home? 

Mr. WAINSTEIN. You raise a very good question, sir. I think the 
analysis is the same as on the criminal side. You know, the person 
would have certain privileges to invoke, so there is a mechanism 
for challenging a 215 order before the FISA court. 

One of the bases for that challenge could be I have got a Fifth 
Amendment right not to disclose the items that are sought. 

Senator SESSIONS. So on the 215 it is akin, I mean, it is, you go 
to the court first before you can execute it, unlike the national se-
curity letter which you can execute administratively essentially? 

Mr. WAINSTEIN. Yes, sir. And as you pointed out, like any admin-
istrative subpoena, and there are I think 300 different types of ad-
ministrative subpoenas out there for various civil and criminal 
kinds of enforcement. 

In none of those situations does the agency have to go to the 
court. Then as we had both pointed out, the prosecutor doesn’t 
need to go to the court before issuing a grand jury subpoena in a 
regular criminal context. 
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Senator SESSIONS. Do you say that there is an intellectual prob-
lem let me say with defining an entity at war with the United 
States, the Lone Wolf thing, as a single person as opposed to a 
multiplicity? Intellectually can’t an individual be at war with the 
United States just as well as a group of people? 

Mr. WAINSTEIN. Well, I think actually sort of stepping back and 
looking at taking it out of the context of, the terminology of a stat-
ute, looking at the purpose of the Lone Wolf provision, it is exactly 
that. There could be a person out there who is maybe working with 
international elements and is inspired by international terrorists, 
terrorist groups but we cannot hook that person to a particular 
group. 

He could be just as dangerous and just as devastating to America 
and Americans as somebody who is a card carrying member of Al 
Queda. 

Senator SESSIONS. The thing about these contacts and these 
records that might be issued to this or that bank or telephone com-
pany, the reality is that the person may be perfectly innocent but 
they may be in contact with a terrorist. 

Just the fact that they have contact can be proof of something 
or prove they were in town, prove they were making communica-
tions, proving that they were furthering their agenda. Maybe it 
was to rent a U-haul truck to carry explosives in. Those kinds of 
things can be just critical to an investigation. 

I think we struck the right balance. I think there is a lot of con-
trols and limits and reviews over this. Senator Whitehouse, I think 
that Senator Leahy and others, we went through this weeks and 
weeks and it was not rushed through. It was a number of months 
of intense effort. 

Senator Feingold held our feet to the fire time and time again 
on issues that he felt were important and won a number of battles 
and lost some. I think it was not just thrown together as a blind 
reaction to a terrorist attack. We did not just ignore our constitu-
tional principles and traditional law enforcement principles. Thank 
you. 

Senator WHITEHOUSE. Thank you, Senator Sessions. 
Senator Feingold. 
Senator FEINGOLD. Thank you, Mr. Chairman. The Senator from 

Alabama, I really enjoy working with him, but I wish I remem-
bered those victories. I don’t recall them, but it was an excellent 
experience trying to achieve them. 

I want to thank this panel very much. Ms. Spaulding, you argued 
that the so called Lone Wolf authority undermines the policy and 
constitutional justification of FISA and the Congress allowed to 
sunset and I know Senator Sessions was talking to you a little bit 
about that. 

As you know, the Justice Department argues that the authority 
should be reauthorized even though it has never been used. Can 
you explain why the connection to a foreign power is so important 
to FISA’s constitutionality? 

Ms. SPAULDING. The reference to the foreign power and agent of 
foreign power as underlined the justification for FISA comes out of 
a Supreme Court case in which they were looking at a domestic na-
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tional security case and decided that the traditional Fourth Amend-
ment warrant requirements would still apply there. 

In a footnote they said that they were not ruling on cases that 
involved foreign powers or agents of foreign powers because of the 
unique complications and requirements inherent in those kinds of 
investigations. 

Clearly one of the key aspects of FISA that is beneficial in intel-
ligence investigations is the secrecy. It is also a source of concern 
as you noted and as we have discussed this morning. But the se-
crecy with respect to FISA electronic surveillance versus the ability 
to use a Title 3 criminal wiretap which is always an option for a 
Lone Wolf or anyone else, it really goes to the sensitivity of the in-
formation in the application for an electronic surveillance under 
FISA and the sensitivity really derives from the information you 
would put in that application, tagging this person to a group. 

It is the information that you have in that application with re-
gard to the broader activities of a terrorist group that make it so 
sensitive and different from a Title 3 criminal application with re-
spect to an individual. 

That sensitivity simply isn’t as pronounced when you are going 
after a Lone Wolf, a single individual that you are not tying to a 
group. Your application is going to contain—— 

Senator FEINGOLD. So is the option of a criminal wire tap order 
an adequate alternative in the Lone Wolf situation? 

Ms. SPAULDING. I think a Title 3 wiretap application ought to be 
sufficient. I think if the government can make the compelling case 
that if they determine there is actually attachment to a group, per-
haps Congress would want to consider allowing a transfer then 
from a Title 3 to a FISA with the secrecy. I think there are ways 
to work through that but I think that Title 3 wire tap for these 
True Lone Wolf ought to be sufficient. 

Senator FEINGOLD. Ms. Spaulding, last week I asked the FBI Di-
rector Muller if the FBI had made any changes to the way it han-
dles the gag orders associated with Section 215 orders as a result 
of the second circuit decision ruling that the gag orders associated 
with the national security letters violate the First Amendment. The 
section 215 issue was of course not directly addressed by the court 
which was considering NSLs, but the court’s opinion certainly 
seems to have some implications in the same context. 

Yet Director Muller said the FBI has not made any changes to 
the way it handles 215 gag orders. What is your view on the appli-
cability of the court’s decision to gag orders under Section 215 and 
does the FBI’s position suggest that legislative changes are needed? 

Ms. Graves. 
Ms. GRAVES. Thank you, Senator Feingold. I would say that 

clearly the language in the second circuit’s decision is applicable. 
It is relevant to how these matters should be addressed by the gov-
ernment. 

To take a very narrow view of that decision which was in the na-
tional security letter case and say because it deals with Section 505 
of the Patriot Act, even though the gag terms are similar if not 
substantially the same, it shouldn’t be applied to Section 215 gag 
order is the wrong approach. 
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Even though they are not technically legally bound by that prece-
dent in that other context, as a matter of good constitutional inter-
pretation, they ought to consider themselves bound by it and ought 
to change their approach to handling those gag orders. So I think 
we definitely need a legislative fix. 

Unfortunately in this area and a number of areas as you pointed 
out in your legislation, the administration, any administration say-
ing we are going to look into it or take care of it is not adequate. 
We need strong rules and clear rules. 

Senator FEINGOLD. Ms. Spaulding. 
Ms. SPAULDING. I think that’s right, Senator. The second circuit 

was very clear about the constitutional basis for requiring that the 
government make more than just merely an assertion of the need 
for secrecy, for example, and I think that is something that carries 
forward to Section 215 and other contexts in which we have got gag 
orders in place. 

Senator FEINGOLD. I thank you and I thank the Chair. 
Senator WHITEHOUSE. Thank you, Senator Feingold. Thank you 

for your determined and passionate and very thoughtful advocacy 
in these areas. 

Let me start with Ms. Graves’ concern that the scope of the 215 
authority is very broad in the sense that all the record has to do 
is pertain to a person and all that person has to have is contact 
with the target. It could be the butcher at the market, it could be 
somebody who knows them at work, it could be any sort of thing. 

From a point of view of relevance, it would seem logical that the 
record request in the pertaining to universe would relate in some 
fashion to the contact. So if we went back to Senator Sessions’ ex-
ample of the U-haul sales person or rental person, if the contact 
with the target is that they came and rented a U-haul, then it 
would seem that the logical relevance of records in that U-haul op-
erators universe would be to those dealing with the rental of U- 
haul to that target. 

But there is nothing that I see in the authority that limits it to 
that. You could go after say school records of the U-haul operator 
or medical records or phone records or DNA records or any other 
such thing. I’m wondering given that very broad scope have there 
been operational guidelines implemented that prevent that sort of 
thing from happening in the implementation of these statutes and 
of these requirements to your knowledge, Ms. Spaulding and Mr. 
Wainstein? 

Ms. SPAULDING. I don’t know the answer to that, Senator. 
Senator WHITEHOUSE. You know, sometimes you’ve got a very 

broad legislative authorization but an agency that is implementing 
it either through administrative rulemaking or through internal 
procedure narrows it and specifies more precisely in order to keep 
itself out of trouble, in order to avoid an attack on the statutory 
authority that they’re going to do things in a certain way that is 
narrower than the full range of their statutory authority. 

To your knowledge, has that happened with this particular ques-
tion pertaining to relevance for somebody who has mere contact 
with a target? 
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Mr. WAINSTEIN. Senator Whitehouse, in regards to the 215, the 
relevance of 215, off the top of my head I can’t remember particular 
internal FBI guidelines that would be a response to your question. 

But keep in mind a couple of things. One, the court, we have to 
make the showing to the court. So built into the statute unlike in 
the NSL—— 

Senator WHITEHOUSE. Well, this falls within the presumption 
that we talked about earlier, doesn’t it? 

Mr. WAINSTEIN. Yes. 
Senator WHITEHOUSE. So once the government has made the 

showing to the court, the statute says that it is presumptively rel-
evant, the court at that point is faced with an interesting situation 
because the burden of going forward with showing that it is not rel-
evant has now shifted to a party that is not present in the room, 
to an imaginary person or a non-existent person. 

So where you are the court and you have I think the very awk-
ward situation in front of you unless there is some clarification 
which is the government is now, or the statute has now moved the 
burden of going forward and disputing that presumption to a party 
who does not exist and is not present. So you are kind of stuck 
with the government’s case. 

I don’t know, the statute would not be any different if you simply 
said when the government shows you this stuff, you shall issue. I 
mean, the presumption is a really false linkage. It falsely implies 
that there is some flexibility there when in fact it is a direct shot 
because there is nobody to actually claim, to take up the burden 
of persuasion. 

So it is not very reassuring to me to say that well, the judge has 
a look at it because the judge may very well take the view that 
hey, I’m stuck with this statutory presumption. If there were some-
body here, maybe I could decide between the two parties, particu-
larly if you believe a certain school of judicial activism for the judge 
to take that step would be, you know, activist because it is not 
something that is being argued by a party. 

The judge is now really hamstrung. So that is not a very reas-
suring fall back for you, Mr. Wainstein. 

Mr. WAINSTEIN. Well, if I may at the risk of sort of wading into 
the semantic discussion that you had with Mr. Kris. I do under-
stand your concern. 

Senator WHITEHOUSE. I thought semantics were important. 
Mr. WAINSTEIN. They are important. I understand your concern 

about the word presumption and how it doesn’t really fit in the ex 
parte context. 

It is usually used in the context of two people who are adver-
sarial and they are arguing one way or the other and—the bailout. 
There is a presumption that someone is a risk of flight or a danger 
to the community if they are charged with a certain type of violent 
crime. 

That is a presumption that sort of moved the needle over toward 
the government in the argument as to whether a defendant should 
be held prior to trial. 

Senator WHITEHOUSE. Correct. 
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Mr. WAINSTEIN. You are very familiar with that. I believe though 
that it is not inconsistent to apply that same logic to the ex parte 
context because judges make ex parte decisions all the time. 

Let’s say in the context of a regular search warrant in a drug 
case, a judge looks at a search warrant and says OK, I have to look 
for probable cause. Well, you know, on the meter of burden of 
proof, probable cause is right here somewhere. So the judge applies 
that. 

Now, there is something to say, there is a presumption on that 
that moves it over this way and presumably the judge moves that 
internal needle over to the right a little bit. 

So I see your concern about the use of the term that it doesn’t 
really fit. I don’t think though that it is inconsistent with sort of 
standard practice to have judges just be told this is the standard 
you are going to apply and this standard might change, you know, 
might rise or lower depending on the existence with certain facts. 

If I could just very quickly get to the substance here. 
Senator WHITEHOUSE. I’m just not sure that a legal presumption 

is the technical way that you want to be doing that. I will let you 
continue, but I just want to summarize. In your testimony, it con-
cludes in very, all or nothing fashion that the roving wire tap au-
thority 215 order authority and the Lone Wolf authority should all 
be continued. They should be reauthorized. 

I don’t know that there is any doubt anywhere in this committee 
that that is the case, so I think the question more is in reauthor-
izing them, are there further refinements and do I take it from 
your testimony that it is your belief that there are no further re-
finements that are appropriate or necessary in any of these provi-
sions? 

Mr. WAINSTEIN. No. I would not take my testimony to mean that 
these provisions are perfect and they should not be touched. I think 
that the core authorities though are necessary, they are proven to 
be effective and under sort of the current oversight regimes and 
with the limitations that are currently built into the statutes, they 
are being implemented in a way that is consistent with civil lib-
erties. 

Senator WHITEHOUSE. I took you off the point that you wanted 
to make. 

Mr. WAINSTEIN. That being said, if there are refinements that 
could be proposed which would improve the safeguards against 
misuse but not undermine their effectiveness, and I have heard 
some ideas here about more public reporting, maybe certain audits, 
this kind of thing which may very well be very salutary improve-
ments, I’m not objecting to that. 

I guess the only point I wanted to make is to kind of reiterate 
something that David Kris had said earlier when talking about the 
use of NSLs and 215 orders. Keep in mind that as he said, these 
are used very early on in an investigation and they are often used 
to weed out the people who are innocent. 

But you are talking about the situation where contact is just sort 
of a glancing contact and suddenly your records because you hap-
pen to be the contacter and the known terrorist is the contactee, 
your records are now in the possession of the FBI. 
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In reality, we need that. We need to be able to do that because 
we have a foreign spy and we see that foreign spy just like we see 
any—novel sitting on a park bench with a fedora on his head and 
somebody else walks up with a fedora and a trench coat and sits 
on that bench and they look very suspicious at 2 in the afternoon, 
there is good reason to think that maybe that is a drop going on. 
Some kind of espionage taking place right in that park. 

We might want to know something about that guy when he goes 
and gets in the car and drives away. That’s the kind of thing that 
we need to do early on. 

Senator WHITEHOUSE. But then when he gets up from that sus-
picious meeting and goes down the street and stops in and buys a 
pack of cigarettes and then goes back out and walks down the 
street, the poor fellow who just sold him the cigarettes is subject 
to the exact same degree of scrutiny as the person having the sus-
picious potential drop meeting and not only in the context of the 
sale of the cigarettes or even more broadly the operation of that 
store, but conceivably as to their medical records as to their bank-
ing records or as to their, any other kind of personal thing. 

It just seems that there might even be an internal relevant 
standard that would make some, you know, once you are in that 
world, that the government should still have some burden of show-
ing what they want actually had some relevance to an investigative 
strategy or theory that the government can articulate before they 
just go wandering through the bus driver’s psychological records. I 
mean, who knows what it could be. It is a big universe when it is 
any record pertaining to any person who had any contact with the 
target. That’s a huge universe in this modern world. 

Mr. WAINSTEIN. True. Keep in mind however that this has to be 
explained to a FISA court judge and so the FISA court judge re-
viewing that factual statement as to what that connection was, and 
if it is quite clear that it was an obviously innocent day to day 
interaction, I think you’re going to have some questions from the 
FISA court judge. 

Ms. SPAULDING. Although the FISA court judge is limited to ap-
plying the law as written as opposed to how the judge thinks it 
should be written. 

Senator WHITEHOUSE. But presumptively the thumb is on the 
scale in that FISA judge’s calculation at that point. 

Ms. SPAULDING. The other issue that this raises that is very im-
portant of course is that it places a very high premium on having 
minimization procedures that are very rigorous. 

Inevitably you are going to collect records that turn out not to 
be relevant to your investigation and it is why it is of such concern 
that the Inspector General found that the minimization procedures 
for Section 215 were deficient, that they still haven’t been issued 
and that we really weren’t able to have a public discussion about 
those procedures today. 

Ms. GRAVES. And if I may, Senator. 
Senator WHITEHOUSE. Please. 
Ms. GRAVES. On that issue, the standard for national security 

letters, the same rule applies in essence so long as the records per-
tain to someone who has any contact without any indicia of sus-
piciousness, always the hypotheticals involve some suspiciousness. 
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But the statute doesn’t require that that contact have any sus-
picious element to it. 

So for the national security letters of which there have been over 
200,000 requests, those require no sort of statement of fact that 
would show suspiciousness. It merely requires that they show that 
the record pertain to this person who may have had contact. 

The national security letters have been issued in one investiga-
tion. There were nine national security letters that covered 11,000 
people. This isn’t just a hypothetical example of what one degree 
of separation is. One degree of separation might be 100 people. Two 
degrees of separation might be 10,000 people. It might be 100,000 
depending on how far you wanted to take it. 

Of course they don’t take it that far but the statute isn’t limiting 
in that way. So the question of requiring that there be something 
that shows that the records are relevant that the person has en-
gaged in some sort of suspicious activity is important. 

When Mr. Comey testified before the House Judiciary committee 
on this provision in 2005, he said even if you are standing in line 
at the cafeteria downstairs, he wants to be able to know everything 
about you and this power allows them to do so. That is why this 
power is so far reaching and that is why it must be contained. 

Senator WHITEHOUSE. Just one other technical point, and let me 
work off, Ken, your example of the suspicious novel meeting on the 
park bench. Let’s say just for purposes of this example that it had 
happened not just once but let’s say twice, and so there was rea-
sonable grounds for some suspicion that the other individual on the 
bench might be involved. 

Would it not be the case that that other individual at that point 
could not be designated a target and therefore the universe ex-
pands suddenly to now anybody who has contact with the second 
individual? 

I mean, at what point, it is not clear to me at what level of evi-
dence or investigative support the initial designation of who the 
target is to define the contact with university doesn’t grow so that 
a contact with person now is designated by the government as 
somebody who has enough suspicion that now we think that they 
are actually a target themselves and whoosh, now all of their con-
tact with universe gets swept into it. 

Is it your view that if there were, the suspicion that you indi-
cated, let’s just use those two examples. One meeting on a park 
bench that has no apparent justification and it looks like a John 
Lacaray drop type thing or even it being repeated a week later at 
the same time. 

At that point would the second person on the park bench now be 
able to be designated under the 215 procedure as a target such 
that anybody with contact with them would be subject to the same 
215 inquiries? What is that trigger? 

Mr. WAINSTEIN. There are rules. You are probably familiar with 
the national security guidelines which lay out different levels of in-
vestigation. There are full investigations and then there are threat 
increases and the like that are sort of lesser. 

My recollection is that 215, in order to go to the court to get a 
215 order, it has to be within the range of a full investigation. 
There has to be a certain predicate for the FBI to open that. 
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Senator WHITEHOUSE. Within that investigation the question of 
who is designated a target versus who is a contact with a target 
is one that is made administratively by the bureau as I understand 
it. I don’t understand the mechanism or the trigger point at which 
somebody who is a contact with the target becomes a target them-
selves. 

That’s a very small barrier, and it probably should be given the 
complexity of these investigations, that you contact with universe 
and they expand very rapidly. 

Mr. WAINSTEIN. And I think you have probably been briefed over 
time as to the FBI’s practices in terms of how many hops out from 
particular known terrorists they go in terms of analyzing relation-
ships. I am not sure how much I can get into at this point. 

Senator WHITEHOUSE. Probably not much. 
Mr. WAINSTEIN. But the bottom line is there is analysis that goes 

on there. It is done administratively by the bureau, but there is a 
relevance standard that has to be met when you go to the FISA 
court or when you issue an NSL, administratively it has to be sat-
isfied. So the connection can only be so attenuated. 

I don’t want to go beyond that though in terms of the hop anal-
ysis. If I could just get one other point in. 

Senator WHITEHOUSE. Please. 
Mr. WAINSTEIN. Keep in mind one of the purposes of being able 

to use these tools, in particular the 215, is to run down a threat 
that might be about to happen. So you have a scenario for instance 
where we might well get intelligence that a terrorist is going to be 
boarding a train from DC to Charlotte and blow that train up with 
a backpack. 

The first thing they will want to do is find out who has booked 
tickets on that train or an airplane, what have you. That means 
you are going to issue process to the railroad or the airplane, the 
airline and say I want to know everybody who is in all those seats. 

Well, obviously if it just one target that you are looking for, you 
are going to be getting information about a lot of people who do not 
fit within the parameters of that presumption. That is not a tool 
we can deny investigators. 

So if you were to make that, the three part presumption a show-
ing, a mandatory showing of relevance, you preclude the Bureau 
from having the ability to use the 215 order to get records in that 
situation which really could be debilitating. 

Senator WHITEHOUSE. Yeah, I think that would be debilitating. 
I would think that the, at that point you have a very different in-
vestigative nexus between the threat and the evidence that you 
seek to secure than you do when the evidentiary nexus is mere con-
tact with. 

There you actually have an investigative theory. It is a very clear 
one and it makes perfect sense for the government to pursue that. 
If when you get into this contact with theory, it begins to seem a 
little bit unbounded. 

But I want to thank all of you for your testimony. This has been 
very helpful. I think we are in substantial agreement that there 
are fine tuning refinements and a variety of audit and account-
ability measures that are probably appropriate to the statute but 
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that the fundamental authorities are important to keeping our 
country safe. 

I thank you all for your testimony. The record of the hearing will 
remain open for another 7 days for anybody who wishes to add to 
it. But other than that, again my thanks to the witnesses. We are 
adjourned. 

[Whereupon, the hearing was adjourned.] 
[Submissions for the record follow.] 
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