

















(F) A list and analysis of the laws and regulations that govern the information being or to
be collected, reviewed, gathered, analyzed, or used in conjunction with the data mining
activity, to the extent applicable in the context of the data mining activity.

Executive Order (“EO”) 12333 requires each element of the IC to maintain procedures, approved
by the Attorney General, governing the collection, retention and dissemination of U.S. person
information. These procedures limit the type of information that may be collected, retained or
disseminated to the categories listed in part 2.3 of EO 12333.

In addition to EO 12333, personal data retrieved by the name or identifier of a U.S. person must
comply with the Privacy Act. In general, the IARPA data sources consist of non-U.S. person
intelligence information and incidentally collected U.S. person information retained consistent
with EO 12333. Because IARPA does not retrieve information from these data sources using
any personal identifiers associated with a U.S. person, IARPA does not maintain a system of
records under the Privacy Act for these research purposes.

(G) A thorough discussion of the policies, procedures, and guidelines that are in place or
that are to be developed and applied in the use of such data mining activity in order to— (i)
protect the privacy and due process rights of individuals, such as redress procedures; and
(ii) ensure that only accurate and complete information is collected, reviewed, gathered,
analyzed, or used, and guard against any harmful consequences of potential inaccuracies.

Until the research results from the KIDD and ALADDIN programs transition into deployable
technologies, it is difficult to assess the real and practical impact of the data mining activity on
actual privacy and civil liberties interests.

The IC has in place a robust protective infrastructure. It consists of a core set of U.S. person rules
derived from EO 12333, as interpreted, applied, and overseen by agency Offices of General
Counsel and Offices of Inspectors General, in coordination with CLPO, with violations reported
to the Intelligence Oversight Board of the President’s Intelligence Advisory Board.

Before any IARPA developed tool or technology could be used in an operational setting, the use
of the tool or technology would need to be examined pursuant to EO 12333 and other applicable
laws to determine how the tool could be used consistent with the agency’s U.S. person
guidelines. As discussed above, these guidelines are extensive. For example, the Department of
Defense (DOD) guidelines, which are unclassified, consist of sixty-four pages of detailed
procedures and rules governing the intelligence activities of DOD components that affect U.S.
persons.

In addition to the above, IARPA has committed to a cutting edge research program focused on
developing privacy protecting technologies, specifically, the APP program described more fully
above, in Section E.

ODNI recognizes that data mining techniques explored as part of a research program could,
potentially, impact the privacy or civil liberties of individuals if the techniques are successfully
transitioned to an operational partner without careful consideration of these issues. IARPA



works closely with ODNI CLPO to ensure its research programs are conducted consistent with
the protection of individual privacy and civil liberties. During program formulation, the IARPA
program manager works closely with CLPO to determine whether there are any privacy or civil
liberties issues associated with the program. If any such issues are identified, CLPO works with
IARPA to develop mitigation strategies, such as implementing proper data handling techniques.
This close relationship continues throughout the lifecycle of the program.

The ODNI Civil Liberties and Privacy Office is headed by the Civil Liberties Protection Officer,
a position established by the Intelligence Reform and Terrorism Prevention Act of 2004
(IRTPA). The duties of that officer are set forth in Sections 103D and 1062 of that Act, as
amended, and include: ensuring that the protection of civil liberties and privacy is appropriately
incorporated in the policies of the ODNI and the IC; overseeing compliance by the ODNI with
legal requirements relating to civil liberties and privacy; reviewing complaints about potential
abuses of privacy and civil liberties in ODNI programs and activities; and ensuring that
technologies sustain, and do not erode, privacy.

In addition to collaborating with the ODNI CLPO, IARPA also works closely with ODNT’s
Office of General Counsel (OGC) to ensure that programs comply with all applicable legal
requirements, including all constitutional protections and EO 12333, as well as all civil liberties
and privacy laws.

Appendix 1: Note on Discontinued Programs

The IARPA Video Analysis and Content Extraction (VACE) program mentioned in last year’s
Data Mining Report has ended, and is no longer relevant to this report. For completeness, we
include the updated status of this program below.

1. The VACE program detailed in last year’s ODNI Data Mining report concluded as
scheduled in September 2009. The VACE program conducted research in computer
vision and machine learning topics such as (a) Object detection, tracking, event detection
and understanding, (b) scene classification, recognition and modeling, (c) Intelligent
content services such as indexing, video browsing, summarization, content browsing,
video mining, and change detection. The program integrated several technologies into
proof-of-concept software.

As noted in last year’s Data Mining report and Section C (above), some of the VACE
researchers took part in the National Institute of Standards and Technology (NIST)’s
TRECVID 2008 evaluations. The results of TRECVID 2008 were published as part of the
event's proceedings and may Ibe obtained at the following URL: http://www-
nlpir.nist.gov/projects/tvpubs/tv.pubs.org.html#2008.

Appendix 2: Noteworthy Programs Under Development/ Significant Modifications to
Previously Reported Programs/Platforms

1. The CATALYST program, still being developed by ODNI/CIO (in consultation with
ODNTI’s policy, legal, and CLPO offices), was funded during the reporting period. While
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CATALYST is not currently being developed to support pattern-matching functionality,
the program could potentially be expanded to support such functionality in the future. We
therefore include this program in an Appendix, for informational purposes only.

The volumes of data collected by the IC today, stored and processed under different
regimes - different technical systems, access controls, legal authorities, data schema etc. -
makes large-scale data sharing and correlation within the IC highly problematic. The
CATALYST Program seeks to address this challenge. Specifically, the purpose of
CATALYST is to provide the: IC with a means for codifying what it already knows,
collectively, about entities-of-interest, by enabling the IC to: 1) derive entity data from its
collective holdings; 2) apply correlation analytics to the resultant data; and 3) do so in a
secure manner that takes into account legal, policy, privacy, and security interests.
CATALYST will initially focus on development of data disambiguation capabilities, as
well as link analysis and data correlation.

. During the 2009 reporting period, the Research and Development Experimental

Collaborative Network (RDEC) -- reported in the 2007 Data Mining Report -- was
replaced by the ODNI/CIO’s Single Integrated Test Environment (SITE) program.
Specifically, SITE became operational on 28 September 2009, and RDEC was
discontinued on 1 October 2009. Although SITE itself is not a reportable program (it is a
test and evaluation network), and although SITE was not utilized as a testing platform for
a reportable program during the 2009 reporting period, we believe it prudent to keep
Congress informed about this platform change from RDEC to SITE.



