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CHAPTER 1 - COVMUNI CATI ONS SECURI TY ( COVBEC) MATERI AL
CONTROL SYSTEM ( CVCS)

101. | NTRODUCTI ON TO THE COVBEC MATERI AL CONTROL SYSTEM CMCS)

a. Communi cations Security (COVBEC) material is that
material used to protect U S. overnnent transm ssions,
comuni cations, and the processing of classified or sensitive
uncl assified information related to national security from
unaut hori zed persons and that material used to ensure the
authenticity of such communi cati ons.

b. The protection of vital and sensitive informati on novi ng
over governnent communi cations systens is crucial to the effective
conduct of the governnent and specifically to the planning and
execution of mlitary operations. To this end, a system has been
established to distribute, control, and safeguard COVSEC nateri al .

This system which consists of production facilities, COVBEC
Central Ofices of Records (CORs), distribution facilities (i.e
depots), and OVB accounts, is known collectively as the CMCS.

C. OCOVBEC material is managed i n COVBEC accounts t hr oughout
the federal governnent to include departnments and civil agencies
as well as the civilian sector supporting the federal governnent.

105. NATI ONAL SECURI TY AGENCY ( NSA) . The National Security
Agency is the executive agent for devel opi ng and i npl enenti ng
national |evel policy affecting the control of COVSEC nateri al .

NSA is al so responsi ble for the production of nost COVBEC nateri al
used to secure communi cations as well as the devel opnent and

producti on of cryptographi c equi prent.

110. DEPARTVENT OF THE NAVY (DON) . The DON admnisters its
own CMCS which includes Navy, Marine Corps, Coast Quard, and
Mlitary Sealift Command (MSC) OMVS Accounts. The DON system

i npl enents national policy, publishes procedures, establishes its
own COVBEC accounts which it refers to as OM5 accounts, and
provides a COR to account for COVBEC materi al .

NOTE: THROUGHOUT THI S MANUAL, "DON," FOR COVBEC PURPGCSES,
APPLIES TO U. S. NAVY, U S. MARI NE CORPS, U.S. COAST
GUARD, AND M LI TARY SEALI FT COWANDS UNLESS OTHERW SE
| NDI CATED.

a. Chi ef of Naval QDeratlons (CNO has overall
responsibility and authority for inplenentation of National COVSEC
policy within the DON The Head, Navy Infornation Security
(I NFOSEC) Branch (N652) is the OOVBEC resources sponsor and is
responsi bl e for consolidating the COVBEC programm ng, pl anni ng and
i npl ement ati on of policy and technical inprovenents.
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b. Conmandant of the Marine Corps (CVS) is the Marine
Corps focal point for requirenments and admnistration of the
Marine Corps CMS accounts. The Assistant Chief of Staff,
Command, Control, Communications, Conputers, and Intelligence
(41), (Code CSB), is the Marine Corps COVBEC resources sponsor
and coordinates with CNO COWAVCOMTELCOM and DOVB, in
establ i shing, promul gati ng and overseei ng Marine Corps CQVB
account managenent natters unique to the Marine Corps.

C. Conmmander, Coast Guard Tel econmuni cati ons | nformation
Systens Command ( COGARD Tl SCOM) exercises overall authority for all
Coast Quard tel ecomruni cations issues, including COVBEC matters.

Chi ef, Secure Tel ecommuni cati ons Branch (OPS4) serves as the principal
agent for Coast Quard COVBEC matters. (OPS4 pronul gates Coast Quard

OCOVBEC pol i cy and exerci ses service w de managenent of Coast Quard OVB
accounts. QPS4 works in close cooperation with CNO, DOV5, and CM O
Norfolk to ensure that all (R
Coast Quard CMB accounts have the necessary COVBEC resources to

operate effectively. OP3 also coordinates with the other

services, DIRNSA, and various civil |aw enforcenment agencies for

count ernarcoti cs COVBEC requi renents.

d. Commander, Naval Conputer and Tel ecomruni cati ons
Conmand ( COWNAVCOMTELCOM) i npl enents the DON CVB Program

e. Director, Communications Security Material System
(DCVB) adm ni sters the DON CM5 program and acts as the OOR for
all DON Ovb accounts. DQVb perforns these specific functions:

(1) Drafts and publishes Qvb policy directives,
standards, and procedures pertaining to COVBEC nateri al security,
distribution, training, handling, and accounting w thin the DO\

(2) Qperates and mai ntains the DON COR and exer ci ses (R
adm ni strative, operational, and technical control over the
COVBEC Material Issuing Ofice (MO for distribution of COVBEC
material .

(3) Devel ops procedures for and nonitors conpliance
wi th proper physical storage and account managenent of COVBEC
materi al .

(4) Monitors conpliance with national standards of the
Prot ecti ve Packagi ng Program for cryptographic keying naterial.

(5 Reviews requests for and authorizes waivers to
physi cal security requirenments and the rel ease of DON COVBEC
material to contractors.

(6) Reviews fleet operation plans and coordi nat es
requirenents for the acquisition of all COVBEC material and
publ i cations for DON conmands.

(7) Establishes and di sestablishes DON COVB and STU- 11|
OCOVBEC accounts (SCAs).
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ei ther assune personal responsibility for routine OV5 matters or
may designate the responsibility to a senior staff officer (04
(or selectee)/ G512 and above). Cficers not neeting the above
requi rement may not designate a SCVBRO

130. COMVANDI NG OFFI CER (CO . The QO is responsible for
properly admnistering his/her command' s CVB account and ensuring
conpliance with established policy and procedures. Annex D,
witten specifically for G0s, contains a CV5 account assurance
checklist for use in assessing command conpliance with the

provi sions of QVB 1.

NOTE: THROUGHOUT THI' S MANUAL, RESPONSI BI LI TI ES/ DUTI ES
APPLI CABLE TO COMVANDI NG OFFI CERS APPLY EQUALLY TO
STAFF CVb RESPONSI Bl LI TY OFFI CER S AND OFFI CER- | N-
CHARGE (O C), UNLESS OTHERW SE | NDI CATED.

135. CVE ACCOUNT. A OMVS account is an admnistrative
entity, identified by a six-digit account nunber, in which
custody and control of COVBEC naterial are naintained.

140. CVE CUSTODI AN.  An individual designated in witing by
the GO to nanage COVBEC material issued to a OVMS account. The
CMB Qustodian is the GO s primary advisor on nmatters concerning
the security and handling of COVBEC materi al and the associ at ed
records and reports.

145. ALTERNATE CUSTODI AN(S) . The individual (s) designated
inwiting by the GO responsible for assisting the QWb Cust odi an
in the perfornmance of his/her duties and assumng the duties of
the OVB Qustodian in his/her absence. Alternate Qustodian(s)
share equally with the OW5 Custodian the responsibility for the
proper managenent and adm ni stration of a OVB account.

150. LOCAL HOLDER (LH) ACCOUNT. LH accounts are separate
units or commands that require COVBEC material and function
essentially as subaccounts of a nunbered QVB account. LH
accounts are managed in nmuch the sane way as a OVMS account except
they are not assigned a OV6 account nunber and normally receive
their COVBEC naterial froma parent QVB account instead of
directly fromCM O Norfol k or other source.

155. LOCAL HOLDER CUSTODI AN AND ALTERNATE(S) are individuals
designated in witing by the Conmmanding Oficer to nanage the
COVBEC naterial issued to a LH account.
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NOTE: THROUGHOUT THI S MANUAL, THE USE OF THE TERM
"CUSTODI AN' W LL APPLY TO ACCOUNT CUSTCDI ANS AND THEI R
ALTERNATES AS WELL AS TO LH CUSTODI ANS AND THEI R
ALTERNATES, UNLESS OTHERW SE | NDI CATED.

160. CVB CLERK. An individual designated in witing by the
GO who assists the Ovb Qustodian and Alternate(s) with routine
admnistrative account matters. Appointnment of a OMb Aerk is
not mandatory, but is at the discretion of the QO

165. CVB USER.  An individual designated in witing by the
GO who, regardl ess of whether or not they personally signed for
OCOVBEC material, requires COVBEC material to acconplish an
assigned duty and has obtained the nmaterial froma CQustodi an or
anot her User on |ocal custody. QWb Users nust conply with the
procedures for the handling and accountability of COVBEC nateri al
pl aced in their charge.

170. CVB WTNESS. Any properly cleared U S. Gover nnent
enployee (mlitary or civilian) who may be called upon to assi st

a Qustodian or User in performng routine admnistrative tasks
related to the handling of COVBEC material. A w tness nust be
authorized, in witing, access to keying nmateri al.
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201. GENERAL:

a. COVBEC nmaterial nust be handl ed and saf eguar ded based
on its assigned classification and accounted for based on its
accountability | egend (AL) code.

b. OCOVBEC material control within the U S, Governnent is
based on a systemof centralized and | ocal accounting and
decentral i zed custody and protection. COVBEC naterial is
centrally accountable to DOVS and/ or accounted for locally at the
account command.

C. OCOMBEC nmaterial enters the DON OMCS when:

(1) NSA produces and transfers keying nmaterial to DON
CVS accounts for use or distribution (e.g., by CM O Norfol k). (R

(2) A possession report is submtted for COVBEC
material which is in the possession of a Qustodian but which is
not charged to his/her account (e.g., found COVBEC material).

(3) Material is received by a DON Qustodi an from
anot her departnent, agency, foreign governnent, international
organi zation, or other non-Navy QWb accounts (e.g., equi pnent
received froma civilian firm.

205. APPLI CATI ON OF PROCEDURES. Proper and consci entious
application of the procedures contained in this publication are
intended to provide maxinumflexibility, yet ensure proper
security and accountability to prevent the | oss of COVBEC
materi al and the possi ble conpromse of the information it

prot ect s.

210. LIMTATIONS. This publication cannot address every

concei vabl e situation that mght arise in the daily handling of
OCOVBEC material. Wien unusual situations confront a Qustodian or
User of OOVBEC naterial, the basic tenets applicable to the
protection of classified informati on should be inplenented until
definitive guidance is provided by DCV5S or other authoritative
source (e.g., material's controlling authority, FLTQNC 1SIC.

215. CONTROL AND REPORTI NG. Control of OOVBEC nmaterial is based
on the follow ng:

a. A continuous chain of custody receipts using both
transfer reports and | ocal custody docunents.

b. Accounting records, such as periodic inventory reports,
destruction records, transfer reports, and | ocal custody records.
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c. Imrediate reporting of COVBEC nmaterial incidents to

ensure conprom se deci sions are nade expeditiously by
control ling/eval uating authorities.

220. COVBEC NATERI AL CLASSI FI CATI ON

The cl assification of COVBEC nmaterial is indicated by the
standard cl assification markings: Top Secret (TS), Secret (S
Confidential (©Q, or Unclassified (U. The security
classification assigned to COVSEC naterial determnes its storage
and access requirenents.

225. COVBEC NATERI AL | DENTI FI CATI ON

a. SHORT TITLE: An identifying conbination of letters
and/or digits (e.g., KG -84A USKAT 2333) assigned to certain
OCOVBEC nmaterial to facilitate accounting and control. A short
title consists of 5 fields:

(1) System: First field consists of a group of
letters and/or digits (e.g., KAM KG USKAK, AKAT).

(2) dass: Second field consists of letters and/or
digits found between the systemand the nunber of a short title.
For exanple, in the short title "USKAC D 166," the "D' 1is
t he cl ass. ( NOTE: Absence of a letter and/or digit inthis
field indicates a short title does not have a class which is true
for the majority of short titles).

(3) Nunber : Third field consists of a group of
digits imredi ately after the systemand/ or the class. For
exanple, in the short title "AKAC 874," the nunber is "874."

(4) HEdition: Fourth field consists of a group of
character(s) imedi ately after the nunber. For exanple, in the
short title "USKAT 12479 BD," the editionis "BD.™"

(5 Anendnent : The fifth and final field of a short
title reflects anendnents to publications, nodifications to
equi prent, or equi pnent node desi gnators. For exanple, in the
short title "KY -75 MDD 01," the anendnent field reflects the
nodi fication as "MD 01." ( NOTE: Keying naterial will not

have an anmendnent field.)

b. ACCONTING (serial/register) NMBER Most COVBEC
material is assigned an accounting (serial/register) nunber at
the point of originto facilitate accounting and/or inventory
functi ons.
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SHORT TITLE EXAMPLE: USKAC D 166 BC 18

System USKAC

d ass: D

Nunber : 166

Edition: BC

Anmendrent : Not used in this exanple.

Serial: 18

c. Figure 2-1 contains information and a chart that can be

used to determne the neaning of the two -letter digraph (that
precedes the short title) that appears on segnented keying
materi al packaged in canisters. This information al so appears

on the back of the OV5 25 in Chapter 7 (Figure 7 -1).

230. ACCOUNTABI LITY LEGEND (AL) CODES

a. Accountability Legend (AL) codes determ ne how COVSEC
material is accounted for within the OMCS. Three AL codes are
used to identify the mninum accounting controls required for
OCOVBEC nateri al . The degree of accountability required for each
AL code is expl ai ned bel ow

(1) AL Code 1: OCOVBEC material is continuously
account abl e by accounting (serial/register) nunber from
production to destruction.

(2) AL Code 2: OCOVBEC material is continuously
accountabl e by quantity from production to destruction.

(3) AL Code 4: COVBEC naterial is locally
accountabl e by quantity and handl ed/ saf equarded based on its
classification after initial receipt to DQOVb.

b. CMONorfolk is required to continuously account to
DCOVB for all AL 4 material. Al transfers of AL 4 materi al to

or from a GM Q cache, or a non -DON account nust be reported to
DOVB.

c. AL codes are assigned by the originating gover nment
departnent or agency that produces the COVBEC naterial and
represent the mninmum accounting standard.

d. AL codes will appear on all accounting reports but not
necessarily on the naterial.

e. |f DOVS changes the AL code for any COVBEC materi al,
the material nust be accounted for based on its new AL code
effective upon notification of the change.

AVEND 4 2.4
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f. The classification of COVMBEC material has no bearing on
the AL code assigned to an item For exanple, Top Secret COVBEC
material may be assigned AL 1; however, there is also Secret,
Confidential, and Uncl assified COVBEC of material that is
assigned AL 1. AL codes determne how material is accounted
for and classifi cation determ nes handling and storage
requi renents.

g. The DOVB CCR conputer system NKDS (Navy Key
D stribution Systen), requires assignnent of an AL code to each
short title in the systemto permt automated processing (i.e.,
autonatic distribution and report generation require nments).

(1) As aresult, sone COVBEC -related itens (e.g., NAG
16, Gv6 1, G5 5A) will have AL 4 assigned to themfor
processi ng/ di stribution purposes only. I n other words, the DOVB
or GMOoriginated SF 153 transfer report will identify these
items as AL 4, but they are not accountable as COVBEC nmateri al
and wi Il not appear on an inventory.

(2) OOVBEC-related itens are to be handl ed and
saf eguar ded based on their assigned classification.

NOTE: OPNAVI NST 5510.1 (series) defines handling and accounting
requirenments for classified informati on and SECNAVI NST
5720. 42 (series) for FOUO and uncl assified information.

235. CRYPTO NARKI NG

The marking or designator "CRYPTO' identifies all OCOVBEC
keying material which is used to protect or authenticate
classified or sensitive unclassified governnent or
governnent -derived information, the | oss of which could adversely
affect national security. The marking "CRYPTO' is not a
security classification.

240. CONTROLLED CRYPTOGRAPHIC ITEM (CQ)

Control led Oyptographic Item (Cd) is the designator
which identifies secure tel ecommuni cations or information
handl i ng equi pnent, or an associ ated cryptographi c conponent,
which is unclassified but controlled w thin the OGS

245. STATUS OF COVBEC MNATERI AL

a. The usability of COVBEC naterial is determned by its
status (i.e., one of three possible conditions). Status for
OCOVBEC material is assigned at the direction of the controlling
authority or originator of the material.
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b. The status for equi pnent and non -keying naterial itens
is changed infrequently as they are used for extended periods of
tinme. This material is in effect until it is replaced or
super seded.

c. The status for COVBEC keying material is pronul gated
repeatedly as its lifespan can vary fromhours to an indefinite

period of tine. Most keying material is superseded on a regul ar
or routine basis due to operational use. OCOVBEC keying materi al
will, at all tinmes, be in one of three status conditions:

(1) Reserve: Held for future use. (See Note 2 bel ow).

(2) Efective: 1In use to support an operational
requirenent.

(3) Superseded: No |onger authorized for use; nust be
i mredi at el y destroyed.

NOTE: 1. An edition of COVBEC keying material is one in a
series of printings of the same short title. Each edition has
its own effective period and contains different key variabl es
divided into parts, known as segnents. Each segment within an
edition will have a designated effective period (i.e., daily,
weekly, nonthly, bi -nonthly, etc.) assigned to it based on the
key's crypto -equi prent .

2. Sonme keying naterial (e.g., Inter -Theater COVBEC
Package (1 CP)) may be categorized as being in a contingency
status. Material inthis category is defined as naterial held
for use under specific operational conditions or in support of
speci fic contingency plans. Status docunents (e.g., QWBR) will
reflect this naterial as when directed (WHEN D).

250. COVBEC NMATERI AL SUPERSESSI ON

Supersession refers to a tine when a particular item of
COVBEC naterial is no longer eligible for use. COVBEC nateria
i's superseded in one of three ways:

a. Regul ar supersession: Super sessi on based on a
specific, pre -determn ed supersession date for each edition of
materi al . For exanple, each edition of a nonthly keytape is

superseded on the first day of the nonth after its inplenenta-
tion; each edition of ten -day material is superseded on the
11th, 21st, and the 31st of the nonth.

b. lrregular supersession: Supersession that is not
pre-determned but which occurs as a result of use. Edi ti ons
and i ndividual segnents of irregularly superseded COVSEC materi a
are to be destroyed after the naterial has been used
operationally, when the controlling authority directs
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supersession, or, in the case of maintenance key, it may be used
until the key becomes unservi ceabl e. Irregul ar supersession is
normal |y associated with one -tine pads, test key, naintenance
key, publications, and equi pnent.

c. Energency supersession: An unpl anned change of
supersession, usually as a result of a conprom se.

255. SOURCES OF SUPERSESSI ON | NFORVATI ON

The supersession or status of COVBEC material held by Qb
accounts can be determned using the follow ng sources:

a. C\VBR:

(1) The OQvBR is classified SECRET (NOFORN) and is
updated by DCVM5S on a nonthly basis and contains a conposite
listing of nost COVBEC material distributed to DON GVB accounts.

(2) As the OVBR shows the status for the nateri al
listed thereon, the CGVBR nust be hel d by every DON CVB account
t hat hol ds COVBEC keying nateri al

(3) The QVBR shows the short title, long title,
controlling authority, AL code (if applicable), status (i.e.,
effective and supersession date, or reserve (i.e., when directed

(WHENDI )), classification, and di sposition code.

(4 The GQvBRis not COVBEC material and is to be
accounted for/handl ed based on its classification after receipt.

(5 Annex E contains a portion of a typical page of a
CVBR and an expl anation for the various el enents and
abbrevi ati ons appearing thereon.

NOTE: The OVBR is available on -line via the COVSEC Aut omat ed
Reporting System (CARS). View ng the CVBR via CARS provides the
nmost up-to date status information on COVBEC material. Annex F
contains the procedures for accessi ng CARS.

NOTE: In the event of conflicting information with regard to the
status of or authorization to destroy COVBEC material, Qustodi ans
nmust use the nost recent information avail able or contact
DCVe/ / 30/ / for gui dance.

b. ANMSG 600: AVBG-600 contains status information for
NATO COVBEC naterial and nust be held by every DON QVB account
whi ch hol ds NATO naterial. AMSG -600 takes precedence over the
CVBR in case of conflicting information for NATO COVBEC nateri al .

2-7 AMEND 4



CVB 1 [ 255]

c. Joint Staff |1CP Mnager WMacD Il AFB, FL:
Status information for keying material designated for use in the
I nter -theater COVBEC Package (1 CP) is pronul gated by a series of
GENSER nessages using a pre -determned date -tinme-group (DIG.
Joint Staff |1 CP Manager MacD || AFB, FL distributes this inforna-
tion as shown bel ow (read DIG Address Indicator Goup (AGQ,
subj ect, and frequency):

DTG A G Subj ect Fr equency
(1) varies 8712 USKAT - 5360 yearly
(2) 211600Z 7863 Convent i onal package nmont hl y
(3) 2116027 901 SQOC package nmont hl y
(4) 211603z 7092 KEYNMAT usage nmont hl y
(5) 2116047 902 TR - TAC nont hl y
(6) 2116057 906 KG- 84 nont hl y
(7) 21160772 8721 JTAO package nmont hl y
(8) 2116117 CENTCOM ACR | CP Usage nmont hl y
(9) 2116127 8709 | FF package nmont hl y
(10) 2116127 904 Subsurface Fl eet COVBEC
Message nmont hl y
(11) 2116137 903 Veat her KEYMATS nmont hl y

d CICSI 3260.01. A limted nunber of commands are
authorized to hold two -person controlled ( TPC) Seal ed
Aut hentication Systens ( SAS) keying material.

(1) Policy and procedures for handling this nateri al
are contained in CICSI 3260.01. The DOVS role for TPC or SAS
material is limted to accounting functions only.

(2) Status information for SAS material is promul gated
by JCS nessage and is not |isted on the CMBR  Type Conmanders al so
pronul gate status infornmation for SAS material. For exanpl e,
COVBUBPAC and COVBUBLANT di ssemnate a nonthly nmessage to the
col l ective address group (CAG, "SUBPAC' and "SUBLANT," which lists
the | atest SAS rel ated nmessages pronul gated by theater Commanders.

e. Ceneral Message from Controlling Authority. Status
information is also pronul gated by controlling authorities via
CGENERAL nessages (e.g., ALCOV ALCOWAC P, ALCOMLANT A).

NOTE: CVB Custodi ans are strongly encouraged to coordinate with
t he servicing comunications facility to establish
procedures which will ensure that all nmessages pertaining
to COVSEC nmaterial are delivered in a tinely manner.

260. CATEGCORIES CF COVBEC NMATERI AL

COVBEC material consists of aids and hard ware which
secure tel ecommuni cations or ensure the authenticity of such
conmuni cati ons. OOVBEC naterial includes, but is not limted
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to, COVBEC key, itens which enbody or describe COVBEC | ogi c, and
ot her itens which perform GOVSBEC functi ons. COVBEC material is
divided into three categories: keying material, equipnent, and
rel ated infornation.

a. Keying Mterial: A type of OOVBEC ai d which
suppl i es either encodi ng neans for nmanual and aut omanua
cryptosystens or key for machi ne cryptosystens. Keying nateri al
may or nmay not be marked or designated "CRYPTQ™ Keyi ng
materi al includes both paper, which nay be extractabl e or
non-extractabl e, and non -paper itens.

(1) Paper keying material includes keylists, keytapes,
codes, authenticators (includes lIdentify Friend or Foe (IFF)),
one-tinme tapes, and one -tine pads. Keying nmaterial can be
designated for use as operational, exercise, test (on -the-air),
mai ntenance (off -the-air), or training (off -the-air (e.g.
classroonm)). The nmajority of keying material bears the follow ng
types of short titles:

Keylists ( AKAK/ USKAK)
Key Tapes (AKAT/ USKAT)
Codes (AKAC/ USKAQ)

Aut henti cators ( AKAA/ USKAA)
One-tinme Pads ( AKAP/ USKAP)

(a) Extractable keying material is designed to
permt the extraction and renoval of individual segnments of key
for hourly, daily, weekly, etc., use. Individual segnents are
indicated by perforations, dotted lines, or simlar separations
to permt renoval. Sone exanpl es of extractabl e keying nmateri al
are keytapes, and authentication systens consisting of hourly or
daily authentication tables.

(b) Non-extractabl e keying material is designed
to remain intact throughout its entire effective period. An
exanpl e of non -extractable keying material is operations or
nuneral codes with separate encode and decode sections.

NOTE: Extract abl e/ non -extractabl e as used above refers to the
physi cal condition of paper keying material and not the
removal or extraction of key froma device either

physically or electronically.
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(2) Non-paper keying material includes electronically
gener ated key, keying plugs, keyed mcrocircuits, floppy disks,
nmagneti c tapes, and keying naterial in solid state formsuch as
programabl e read -only nenories (PROM), read -only nenories
(ROME), netallic oxide sem -conductor (MX) chips, and
mcro-mniature tanper protection systens (mcro -TPS).

b. COVBEC Equi pnent : Equi prent desi gned to provide
security to tel ecommuni cati ons by converting infornmation to a
formunintelligible to an unauthorized interceptor and
subsequent|ly by reconverting such information to its original
formfor authorized recipients, as well as equi pnment desi gned
specifically to aid in, or as an essential elenent of the
conver si on process.

C. COVBEC- Rel ated I nformation: I ncl udes poli cy,
procedural, and general doctrinal publications (e.g., Ovb 1, C\VB
5A), equi pnent nmai ntenance nanuals (e.g., KAM -410) and operating
instructions (e.g., KAO -207), call signs, frequency systens, and
m scel | aneous naterial not |isted above (e.g., CQVBR
NAG 16, DCMVB- Generated SF 153).

NOTE: 1. Selected Iimted mai ntenance KAMs are bei ng/ have
been replaced by Iimted mai ntenance nmanual s (LM&).
LME are unclassified and are not accountabl e as
OCOVBEC or COVBEG rel ated materi al
2. Status information on LM will be promul gated
by DOVS// 30/ /.
3. LMW\ will have a Techni cal Manua
Identification Nunber (TMN) and a Nation al Stock
Nunber (NSN) assigned to them LMW nay be
requested from

Aviation Supply Oficer

Naval Publications and Forns D rectorates
5801 Tabor Avenue (Code 1013)

Phi | adel phia, PA 19120-5099
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DI GRAPHS ON SEGVENTED KEYI NG MATERI AL PACKAGED | N CANI STERS

1. Ceneral : COVBEC keyi ng nmateri al packaged in cani sters has
a preprinted digraph, consisting of two letters, printed to the
left of the short title (e.g., " AA" USKAT 1000 BG 1234) on each

extractabl e segnent of the tape |leader. The two letters are read
left to right and provide the follow ng infornation:

a. First letter: Identifies the nunber of different key
settings within the canister, the nunber of copies of each key
setting, and the total nunber of segnents in the canister,
respectively.

b. Second letter: Identifies the cryptoperiod.

2. Use the followi ng chart to determne the nmeaning of the
di graph appeari ng on segnented keying naterial packaged in
cani sters:

1ST LETTER 2ND LETTER

CCPI ES TOTAL

KEYS OF KEYS SEGQVENTS
A 31 1 31 A Daily (24 hours)
B. 5 3 15 B. Wekly (7 days)
C 1 5 5 C. Mnthly
D 6 5 30 D. Special mssion; not to exceed 24
hour s
E b5 1 5 E. No prescribed cryptoperiod
F. 1 10 10 F. Three nonths
G 16 1 16 G Yearly
H 1 31 31 H Contact Controlling Authority
. 1 15 15 . Six nonths
J. 26 1 26 J. Monthly begi nning on 1st day used
K 6 12 72
L. 35 1 35
M 2 1 2
N Contact Controlling Authority
P. 1 45 45
Q 34 1 34
R 4 5 20
S. 75 1 75
T. 12 1 12
U 65 1 65
V. 62 1 62
w 1 65 65
Y. 26 2 52
Z 15 5 75
FI GURE 2-1
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CHAPTER 3 - CMS EDUCATI ON, TRAINING AND | NSPECTI ONS
301. GENERAL

a. (QOwb Advice and Assi stance (A&A) Traini ng Team per sonnel
shoul d be viewed as a OM5 Qustodi an's ri ght -hand asset. Thei r
training and experience provide a readily avail abl e source of
technical expertise in all areas related to COVBEC nateri al .
Their charter ----to train and assist ----should be used
advant ageously at every opportunity by every comrand handl i ng
COVBEC nateri al .

b. Education and training are available on a worl dw de

basis to provide basic skills required to fulfill CQustodi an
responsibilities and to assist/train personnel in the procedures
required to properly nmanage a QVbB account. These efforts

i ncl ude:

(1) CVMS Qustodi an Course of Instruction (CGQ)
(A -4C-0014).

(2) CVb Local Holder (LH) Qustodian CO (A -4C-0031).

(3) Trai ning and assi stance provided by CVB ARA
Trai ni ng Teans.

305. CM5 CUSTODI AN COURSE OF I NSTRUCTI ON (ca)

a. eneral : The CVMS Qustodi an GO provi des personnel the
basic skills necessary to fill a CGvb Custodian or QB d erk
posi tion. The CM5 Qustodian GO is a five -day course of
instruction, enphasizing CGVB accounting and reporting
requirenents to include ANCRS and CARS

b. Locations : The CM5 GO is offered in the fol | ow ng
ar eas:

(1) OCONUS East (oast

(a) Naval Education & Training Center, Newport, R
(b) Naval Subnarine School, Goton, CT
(c) Fleet Training Center, Norfolk, VA

(d) Trident Training Facility, Kings Bay, GA
(e) Fleet Training Center, Mayport, FL

(2) CONUS West Coast

(a) Trident Training Facility, Bangor, WA
(b) Fleet Training Center, San D ego, CA
(c) Submarine Training Facility, San D ego, CA

(3) EURCPE. Naval Conputer Tel ecommuni cations Area
Master Station MED Det, Rota, Spain
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(4) PAC FIC:

(a) Afloat Training Goup, Mddle Pacific
(MDPAC), Pearl Harbor, H

(b) Afl oat Training G oup, Yokosuka, Japan
C. Quot as : Quotas for the OVM5 Qustodian CO are avail abl e

fromeach of the sites and shoul d be coordi nated through the comrand
CVMS Qustodi an and Training Oficer.

d. Oiteria for Atending : Qiteria for attending the
OM5 Qustodian GO are:

(1) US citizenship (includes naturalized)

(2) SECRET security clearance

(3) E-6/GS-7 and above (CQustodi ans only)

(4) Six nonths of government service

(5 Be assigned to or designated to fill a CVB
Qustodian or OVb derk position

NOTE: LH CQustodi ans/ Alternates are not authorized to attend
the OMB Custodi an CO.

e. Recommendati ons for inprovenents in the course
curriculummay be forwarded to:

CM5 Qustodian GO (A -4C-0014)

Model  Manager (ATTN:. NETC 36)

Naval Education and Training GCenter
Newport, R 02841 -1206

310. CMS LOCAL HOLDER (LH) CUSTODI AN COURSE OF | NSTRUCTION (CO)

a. (eneral . The CM5 LH CQustodian GO provides personnel
the basic skills necessary to fill a OB LH CQustodian position.
The COM5 LH CQustodian OGO is athree -day course of instruction,
enphasi zi ng managenent of a OVB LH account and operation of the
data transfer device (DID).

b. Locations/Quotas : Sane as Article 305.b. and c.,
respectively.

c. GQiteria for attending : Sanme as Article 305 d. except
that attendance is for personnel assigned to or designated to fill a

LH OvB CQustodi an position.
d. Recommendations for inprovenents in the course curriculum

may be forwarded to: CM5 LH CQustodian OGO (A  -4C-0031) wusing the
address in Article 305 e.
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315. CM5 TRAINING VISITS AND CMS | NSPECTI ONS

a. OCM5 Training Visits : Al OB accounts and their
associated LHs are required to receive a OVb ARA Training Visit every
18 nonths . The 18 nonth requirenent nay be waived by an ISICif a
ship or subnarine is in an overhaul period. (NOTE: Article 325
contains additional information on OM5 Training Visits.)

b. OVE5 Inspections : Al CV5 accounts nust undergo a fornal
CMS | nspection every 24 nonths . This inspection w |l be unannounced

and conducted in accordance with the procedures contained in Qv 3
(series).

320. CMS  ASA TRAI NING TEAMS

a. CM5 ARA Training Teans constitute a worl dw de network of CVB
subj ect matter experts. They were established to provi de assi stance
and training to personnel assigned CVS responsibilities. Trai ni ng
may be conducted at the account command or at the facility of the area
CVS AGA Trai ni ng Team

b. Specific training topics are schedul ed by the Trai ni ng Team
offices at established intervals and cover both general and specific
subjects of interest to G, ACs, SOMSRGs, |SICs, OM5 I nspectors, OVB
Qust odi ans and Users.

c. Ovb ARA Training Teamassistance is limted to QWb (R
issues only, and not the operational aspects of communications or
cryptology. ( NOTE: OCM5 2 details Advice and Assistance (A&A) Program
and is only provided to servicing ARA Teans. Speci fic assi stance nay
be requested by contacting your ARA Team)

325. CMS  ASA TRAINING TEAM SERVI CES

a. (eneral : CM5S AGA Training Teans can provide assistance in
resol ving general or specific problens and in nost cases this can be
done over the tel ephone. Wen required, a date can be arranged for a
Training Teamto visit a comrand.

b. Request for Service (S): Submt a request for service(s)
to the closest OVb ARA Training Teamin your area (See Article 330
for OM5 AGA Training Team | ocati ons).

c. Types of Services : CV5S AGA Training Teans provide the
fol |l owi ng services:

(1) OV TRAINNG MSITS :

(a) Training Visits provide the basis for
sel f -inprovenent and are not to be confused with a fornmal OB
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| nspecti on. Training Visits last six to eight hours, are strictly
informal , and provi de gui dance on the policy and procedures for COVBEC
materi al .

(b) Results of a Training Teamvisit are not reported
out si de of the command vi sited. A debrief to the Commandi ng G ficer
(or designated representative) and the Qustodian is provi ded covering
specific areas of training and the personnel involved.

(c) Training Visits enconpass the OVS account, its
LHs, and Users. ( NOTE: Training for LH accounts and their Users
nmust be coordi nated and schedul ed by the parent OVS account with the
CVS AGA Training Team)

(2) Ovw FOR COWANDI NG CFFI CERs

This training is for GO, SCVMSRGs, and A Cs to enabl e
themto effectively nonitor their account's conpliance with
est abl i shed procedures. Training | asts approximately two hours and
may be conducted at the account command or other |ocation as
coordi nated by the requesti ng comrand.

(3) OV | NSPECTCR CERTI FI CATI QV RECERTI FI CATI ON

(a) QWb Inspectors nust be retrained every 36 nonths
to maintain their authorization to inspect CM5 accounts.

(b) This training enables ISIC staff representatives
to conduct formal CMS I nspections of subordinate account commrands.

(c) QWb Inspector training is conducted by all A&A
Trai ni ng Teans except for NCTAVMS MED Det Rota.

(d) QWb Inspector training consists of 8 hours of
classroomtraining instruction and participation in a m ni mum of one
AGA Training Visit or assist in an actual CVM5 | nspection.

(e) DOVS issues OVB Inspector Certificates based on
t he recommendati on of the A&A Trai ning Teans.

(4) OS5 USER WRKSHOPS

Provi des OM5 Qustodi ans with suppl emental training for
their Users. This training |asts approxinately three hours and can be
provided at the account command or at the QVB ARA Training Teamsite.
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(5) OMB SEM NARS :

Addr esses changes to OVS policy and procedures,
recurring problens in account nmanagenent, insecurity trends and topics
of concern introduced by attendees. CVMS Semnars are prinmarily for
C3s, QWb I nspectors, and CVvbB Cust odi ans. Sem nars are conducted
sem -annual ly and hosted by either an 1SIC or an area CVB ARA Trai ni ng
Team

(6) STU-IlIl BREFS:
Provi des gui dance and training on STU -111 policy and
procedures for the handling and saf eguardi ng of STU -1 Type |

material held by DON OM5 accounts only.

(7) AUTOMATED COMVB SYSTEMB

CVS AGA Trai ni ng Team personnel can provide training
and assi stance on the foll ow ng autonated systens:

(a) Automated Navy COVBEC Reporting System ( ANCRS)

ANCRS is a software programwhich permts CVB
Qustodians to naintain their account records and generate CVB reports
usi ng a personal computer (PQC).

(b) COVBEC Automated Reporting System (CARS)

CARS provide s a nmethod for electronically
transferring CMS reports and CVM5 -related infornation in the form of
ASC Il files to and fromthe DOVS dat abase using a PC and a STU -1,
CARS requires an I BM -conpatible PC, a STU -I111, word processing
sof tware, and VSTERM comuni cati ons software. Annex F contai ns
procedures for accessing/ using CARS.

(8) MDEO CASSETTE LIBRARY . Each QvbB ARA Training Team
maintains a library of VHS tapes covering a variety of CVMB topics to
suppl enent area training efforts or for use as training nmaterial at
renote |ocations that are not visited on a regul ar basis. Cont act
your area CVB ARA Training Teamoffice for a list of avail abl e tapes.

330. AREAS OF RESPONSIBILITY FOR CMs A&A TRAINING TEAM.
CVB ARA Training Teamresponsibilities are divided anong 10 teans,
each responsible for a specific geographical region as shown bel ow

a. ATLANTIC REG ON
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(1) DOVs Washington, DC . Delaware, Maryland,
Pennsyl vania, Northern Virginia (including Quantico & Dahl gren), Wst
Virginia, and the District of Col unbia.

(2) NCTAMS LANT Norfolk, VA . (Qantanano Bay, |cel and,
Illinois, Indiana, |Iowa, Kentucky, Mchigan, Mnnesota, M ssouri,
North Carolina, Chio, Cklahoma, Tennessee, Dallas/Fort Wrth, Texas,
Virginia (less Northern Virginia, Dahlgren, and Quantico), and
W sconsi n.

(3) NICC WMayport, FL . Al abama, Arkansas, Caribbean
(Andros Island Test Range), Quba, Fl orida, Ceorgia, Lesser Antilles,
Loui si ana, M ssi ssippi, Panama, Puerto R co, South Carolina, and Texas
(less Dallas/Fort Wrth),

(4 NCTS Newport, R . Connecticut, Miine, Massachusetts,
New Hanpshire, New Jersey, New York, Rhode Island, Vernont, and
Newf ound| and.

b. PACI FI C REG ON

(1) NCTAM5 EASTPAC HONCLULU, H .  ALL EASTPAC, Hawaii, and

Australi a.

(2) NCIS SANDEAX CA . Arizona, California, Colorado,
Kansas, New Mexi co, Nevada, and W ah.

(3) NCTC PUGET SOUND, WA . Al aska, |daho, Montana,
Nebraska, North Dakota, O egon, South Dakota, Washi ngton, and VWom ng.

(4) NCTS YOKOSWKA, JAPAN . Japan, Korea, Marianas |slands,
Phi l'i ppi nes, and all WESTPAC bet ween O60E and 165E (| ess Australia).

c. EURCPEAN REG ON

(1) NCTAMS MED DET, ROTA, SPAIN . Azores, Spain, and
Eur opean theater (shared w th NCTAVS MED) .

(2) NCTAMS MED NAPLES, ITALY . Indian Ccean (West of 060E),
Italy, Persian Qulf, and European theater (shared with NCTAVS MED DET
Rot a) .
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CHAPTER 4 - ESTABLI SHI NG A CMS ACCOUNT AND CV5 RESPONSI BI LI TI ES
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CHAPTER 4 - ESTABLI SH NG A CM5 ACCOUNT AND CVS RESPONSI BI LI TI ES

401. REQUI REMENT FOR A CM5 ACCOUNT

An organi zation that requires COVBEC material nust obtain such
material through a OVS account nanaged by a designated QVB Cust odi an.
When it is not possible to draw needed COMSEC material from an
exi sting OQVb account (either within the organization or |ocated in
close proximty thereto), the requirenment to establish a new VB
account nust be validated by the organi zation's |Inmredi ate Superior in
Command (1S1 Q).

405. ESTABLI SH NG A CV5 ACCOUNT

a. Preparation:

(1) Prior to establishing a OV5 account, an
organi zation nust coordinate with its I1SIC and determne its required
OCOVBEC nmateri al hol di ngs.

(2) Additionally, a physical security inspection of the
area(s) being designated for storage of COVBEC nmaterial nust be
conducted to ensure conpliance with the m ni num physical security
requi renents for safeguarding COVSEC nmateri al . Physi cal security
requi renents are contained in Chapter 5 and Annexes M N QO and P.

b. Validation of Authorized Hol di ngs:

The distribution of all COVSEC material requires
aut hori zation fromthe controlling authority (CA) of the material.
Validation requirenents are as fol |l ows:

(1) Navy shore units nust obtain CA validation for
OCOVBEC nmaterial required by their account.

(2) Navy, surface and sub -surface, and Coast Quard
surface units do not require CA validation for COVBEC nateri al
contained in the standard fleet allowance instructions (i.e.,

Cl NCLANTFLT/ G NCPACFLT/ O NCUSNAVEURI NST (2282. 1 (series),
COVBUBLANTNOTE 2280 (series)), and Coast (uard area instructions
(i.e., PAC LANTAREAI NST C2282.1 (series)).

NOTE: 1SICs are responsible for obtaining CA validation for
OCOVBEC material that is not listed in fleet instructions as
part of the standard allowance for a command.

(3) USMC Fl eet Marine Forces and all Coast Quard
comrands nust have their COVBEC material hol dings validated by the
Commander, Marine Force (COWARFCOR) LANT or PAC, and Commander, COGARD
TI SCOM respectively.
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(4) USMC supporting establishnents (i.e., bases, posts,
and stations) nust have their COVBEC material hol dings validated by
their 1SIC

c. Lead Tine to Establish: At least 45 days is required to
establish a Ovb account and to provide the initial OCOVBEC nateri al .
Initial issue will be determned by DOVS based on availability of the
requi red COVBEC materi al .

d. Reqguest to Establish:

(1) Aletter or message nust be submtted to establish a
CMS account. Letters nust be signed by the Commandi ng Oficer or
"Acting" Commanding Oficer. (  NOTE: Correspondence signed "By
direction" is not acceptable.)

(2) Annex H contains a sanple request listing all the
required data for establishing a CVB account.

(3) Address a OV5 account establishnent reques t as foll ows:

(a) Navy and MSC Commands:

Submt to DOMS//30//, info ISIC admnistrative Chain of
Commrand, NAVELEXCEN PCRTSMOUTH /270//, CGM Q and CAs of all required
COVBEC nateri al .

(b) Marine Corps Commands:

Submt to Commandant Marine Corps//CSB//, info
DCOVB/ /30//, admnistrative Chain of Command, NAVELEXCEN PORTSMOUTH
1270/, OMQ and CAs of all required COVSEC naterial .

(c) Coast Guard Conmands:

Submt to Commander, COGARD TISCOM/OQPHA4//, info
COMLANTAREA COGARD or COMPACAREA COGARD, DOvs//30//, admnistrative
Chai n of Command, NAVELEXCEN PORTSMOUTH /270//, OGM Q and CAs of all
requi red COVBEC materi al .

(d) Naval Reserve Commands:

Submt to COMNAVRESFOR//01A2//, info DQAws//30//,
admni strative Chain of Cormmand, NAVELEXCEN PCRTSMOUTH /270//, CM Q
and CAs of all required COVBEC nateri al .

e. ldentification of Required Material :

Al COVBEC material (i.e., keying material, equipnent and
rel ated devi ces, cryptographic systemoperating instructions (KAGs)
and mai nt enance nmanual s (KAMs), etc.) nust be specifically identified
by short title and desired quantity.
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f. DCVMS Acti on:

DOVS wi || establish a Ovb account based on the infornation
contained in the request, assign a six -digit QW account nunber, and
direct distribution of the required naterial.

g. Steps Required to Establish a CV5 account :

(1) ISICvalidate requirement for a CVb account to
approving authority identified in Article 405 d.

(2) 1SICvalidate comrmand conpliance w th physi cal
security safeguards for the storage of COVBEC
material to approving authority identified in
Article 405 d.

(3) 1SIC determne the required COVBEC nateri al .

(4) Comand/1SIC, obtain CA authorization in
accordance with Article 405 b.

(5 @O designate, in witing, a qualified Q5
Qustodian and Alternate Custodi an(s).

(6) Command submt request for account establishment
and required COVBEC nateri al .

h. Actions required to ensure reci pt of COVSEC nateri al
(after an establishnment request has been approved):

(1) The account Qustodi an nust coordinate with the area
Def ense Courier Service (DCS) station and establish a DCS account by
submtting a DCS Form 10. DCS Manual 5200.1 (series) contains the
adm ni strative and operational procedures of the DCS.

NOTE: Comrands nust ensure that DOVBE//30// is inforned of their
DCS address upon initial establishment of courier service
and whenever there is a change in their DCS address.

(2) The account Qustodian nust submt a CGVB Form 1
l'isting Qustodian personnel only to GMOin order to receipt for and
courier COVBEC material for their command. Annex | contains
instructions for VM5 Form1 and a sanple Ov6 Form 1.

410. SELECTI ON OF CMS CUSTODI AN PERSONNEL

A OVB account or LH account nust have a desi gnated Cus t odi an and
a mnimum of one Alternate. Individuals selected shoul d:

a. Be responsible individuals and qualified to assune the
desi gnat ed custodi an duti es.
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b. Bein a position or level of authority to permt themto
exercise proper jurisdiction in fulfilling their responsibilities.

c. Not have previously been relieved of CQustodian duties for
reason of poor perfornance.

d. Not be assigned collateral duties which will interfere with
their custodian duties. Wen appointing CQustodi an personnel, the
Commandi ng O ficer nust consider the volune, type, and | ocation(s) of
COVBEC nmaterial in the account, tenpo of command and account
operations, and Two -Person Integrity (TPl) requirenents.

415. DESI GNATI ON REQUI REVENTS FOR CMS CUSTODI AN PERSONNEL

a. Designation Requirenents:

CMS CQust odi an personnel nust be designated in witing by the
Commandi ng O ficer and neet the foll ow ng requirenents:

(1) U S dadtizen (includes naturalized; immgrant aliens
are not eligible).

(2) Commssioned Oficer, enlisted E -6 or above (or
sel ectee), or civilian government enployee GS -7 or above, all of whom
must have a mninum of six nmonths government service.

NOTE: Comm ssi oned officers nust have at | east six nonths
comm ssi oned service (exclusive of duty under instruction
or intraining), or have six years of enlisted service.

(3) Possess a security clearance equal to or higher than the
hi ghest classification of COVBEC nmaterial to be held by the account.
Appoi ntmrent can be based on an interimsecurity clearance.

(4) Be authorized access, inwiting, to keying nmaterial.
(5) The position description of a civilian government em

pl oyee nust specify custodian duties as either full -time or

col l ateral.
(6) Mlitary personnel (except USMJ USCG nust conplete

CVB Personnel Qualification Standards (PQ) (NAVEDTRA 43462 (series))
SN 0501- LP-478-5600 no later than 45 days after appoi ntnent as a
Qust odi an fol |l owi ng conpl etion of the OV5 Qustodi an O .

(7) Meet one of the following for the CM5 Custodian OO :

(a) G aduate within 90 days after appoi nt nent,

AVEND 1 4-6



[ 415] CVS 1
(b) G aduated within the previous 12 nont hs, R

(c) Schedul ed to attend the CGVB Qustodian GO as soon
as practicable, and have satisfactorily conpleted the CM5 Custodi an
Cor respondence Course (NAVEDTRA 13075 (series)) within the previous 12
nont hs.

NOTE: 1. Fully qualified p ersonnel who have perfornmed custodi an
duties within the past 12 nonths may be re -appointed
custodi an duties provided that none of the custodi an
desi gnation requi renents were previously waived.

2. A graduate of the OVM5 Qustodian GO (w thin the |ast
12 nonths) may be appoi nted as a OV5 LH CQust odi an
w t hout conpleting the V5 LH QO .

3. Agraduate fromthe OV6 LH Qustodian GO nay not be
appoi nted as a OV Qustodi an w thout conpleting the
CVS Qustodi an QO .

b. General Designation Policy:

(1) Tine limt. Thereis no restriction on the tine an
i ndi vidual may perform custodi an duti es.

(2) Waivers:

(a) Commanding Cficers are authorized to waive the
| ength of government service required for Qustodi an personnel .
Vi vers of this requirenent nust be docunented | ocally and retained by
the account and its ISICuntil no longer in effect. ( NOTE: Do not
submt copies of these waivers to DOVS. )

(b) Wiivers of all other requirenents nust be
submtted as foll ows:

Type Comand: Action Addressee:
Navy (subordinate to FLTA NO FLTA NCO / Ne/ /

Mari ne Cor ps oM [ CSB/ /

VBC COVBC / N62M /

Coast Quard COGARD TI SCOM / QP4 |
Naval Reserve COWMNAVRESFCR/ / 01DY /

Navy ( not subordinate to a FLTA NO) DA/ 1 20/ /

(3) Alternate Custodian(s). Appointnent of nore than one
Alternate Custodian to a CM5 account is recomended. The nunber of
Alternate Custodi ans (beyond the mninumof one) is left to the
di scretion of the Commanding O ficer.

(4) Tenporary Assunption of Custodian Duties:

(a) During the tenporary absence of the CVB Custodi an,
the Alternate Qustodi an nust adm ni ster the account.

4-7 AMEND 4



VB 1 [ 415]

However, the Alternate Custodi an may not adm ni ster the account for
nore than 60 days. If the QWb CQustodian is absent for nore than 60
days, a new COVB Custodi an nust be appoi nt ed.

(b) The Commanding G ficer of the account comrand may
aut hori ze an account inventory before, during, or after the tenporary
absence of the COVB Custodi an.

420. DESI GNATI ON REQUI REMENTS FOR CMS CLERKS, USERS, AND W TNESSES .
CM5 derks, Wsers, and Wtnesses nust neet the follow ng requirenents:

a. US. vernnent enployee who is a natural born or
naturalized U S citizen.

NOTE: Immgrant aliens, when properly cleared, are restricted to
OCOVBEC nmaterial classified CONFI DENTI AL and bel ow. An
immgrant alien, regardl ess of clearance, may not be

appointed as a Qb d erk.

b. Possess a security clearance equal to or higher than the
hi ghest classification of the COVSEC naterial bei ng handl ed.
Appoi ntrent can be based on an interimsecurity cl earance.

c. Be responsible individuals and qualified to execute his/her
assigned QVB duti es.

d. Be authorized access, in witing, to keying nmaterial.

e. Be designated in witing by the Conmanding G ficer.
(NOTE: This requirenent does not apply to OB Wtnesses.)

f. Conplete applicable CV5 PQS Checkof f. (NOTE: This
requi rement does not apply to OVMB Wtnesses or USMI USCG personnel .)

425. LETTER/ MEMORANDUM OF APPO NTMENT  ( LOA/ MOA)

a. OM5 Qustodian and Alternate(s), Local Hol der CQustodi an and
Alternate(s), and OVM5 A erks nust be fornally designated in an
i ndi vidual Letter or Menorandum of Appoi ntnment (LOY MA).

b. The LOWMA will be signed by the Cormanding O ficer and
maintained locally at the command for a mninum of two years follow ng
the relief of an individual. ( NOTE: Do not forward LOAs/MOAs to
DOMVS. )

c. LHunits nust forward a copy of the LOY MA to the account
CVB CQust odi an.

d. LON MA nust contain nane, SSN, grade/rank, date of
appoi ntment, COVB school | ocation/conpletion date, position held,
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and security cl earance of appoi nted personnel. Al so, each LQA MDA
must identify command title, OVB account nunber, and a list of waivers
that the account and/or CQustodi an personnel or CV5 d erk have been

gr ant ed.

e. Annex J contains a sanple LOA MOA for Custodi an personnel
and OV5 d erks.

430. H GHEST CLASSI FI CATI ON | NDI CATOR (HCQ)

a. The Hghest dassification Indicator (HJ) is used to
determ ne the highest classification of COVBEC naterial that an
account may hol d. The HO is determned by conparing the cl earance
| evel of the Qustodi an personnel and then sel ecting the highest
cl earance | evel they have in common. For exanple, the CM5 CQustodi an
has a Top Secret clearance and the Alternate has a Secret cl earance;
the HO for the account is therefore Secret.

b. DCMS maintains the HO for DON OVbB accounts and provi des
this information to the National Security Agency (NSA).

c. The HO is checked by the NSA prior to shippi ng COVBEC
material to an account. COVBEC material is released for shipnent
only after it has been determned that the HO equals or exceeds the
classification of COVBEC nmaterial to be shipped.

d. HA information nust be included in a request to establish a
CMS account. Thereafter, commands nust submt a letter or nessage to
DOVS/ / 30/ / whenever there is a change in their HO.

435. CLAI MANCY SHI FT. W en a comrand undergoes a shift in (R

claimancy or a nanme change, submt a message action to DCVS WASH NGION
DC //30//, information to CM O Norfol k and Chai n of Conmand, which
detail s the change(s). This information will then be used to update
the DCM5 CCR dat abase. For nanme and/or address changes, you w ||

al so need to update your DCS two-line address by submtting new DCS
Form 10(s) to your servicing DCS station.

440. CMS RESPONSI BI LI TI ES

a. |Imediate Superior in Command (ISIC) . [SICs are responsible
for the QWb accounts of their subordi nate comrands by:

(1) Validating the operational requirement for a GVb account.
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(2) Determning COVBEC material all owance requirenents and,
when required, obtaining CA authorization in accordance with Article
405. b.

(3) Ensuring that physical security inspections are
conduct ed.

(4) Conducting CVB account inspections.

(5 Reviewi ng and/or retaining CV5 records pendi ng recei pt
of DOVB notice of reconciliation upon account disestablishment.

b. Staff CVS Responsibility Oficer (SCVSRO :

(1) SOVBRGs nust be desi gnat ed, inwiting, by the flag
officer and have a security clearance equal to or higher than the
hi ghest cl assification of COVSEC naterial held by the account.

(2) A designated SOMSBRO (O -4 (or selectee)/GS-12 and
above) is responsible for the proper admnistration of routine natters
for a CM5 account.

(3) SOVBRGs nust sign OVS correspondence and reports as
"Staff CM5 Responsibility Oficer” vice "By direction.”

(4) Duties of the SOVBRO cannot be further del egated and
must revert to the appointing official in the absence of the assigned
SQAVBRO

(5 Specific duties are identical to Commandi ng Cficer
duties and responsibilities listed in Article 450. ( NOTES:
Assignnment of a SCMSRO does  not relieve the appointing official of
ultimate responsibility for the proper managenent of
a OM5 account. The SOVBRO nay del egate two of the QO spot checks
to the Communications Oficer (COM), as long as the COMMD i s not
desi gnated as the OVb Qustodian or Alternate.)

c. Chain of Command:

(1) The managenent and security of COVBEC naterial are
inherent responsibilities of all |evels of command. Pr oper
eval uation of CVM5 admni strative procedures can be nade only if all
officers in the Chain of Command are know edgeabl e of and support
conpliance with established CV5 procedures and requirenents.

(2) In performng routine duties, the Custodian w ||
normal ly report to the Communi cations Oficer for functional direction
and adm ni strati on. However, the Qustodi an nust have direct access
to the Coommandi ng O ficer.
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d. CMS Custodi an:

(1) The individual designated in witing by his/her
Commandi ng O ficer who is responsible for all actions associated with
the recei pt, handling, issue, safeguarding, accounting, and
di sposition of COVBEC naterial assigned to a CVB account.

(2) Hel/she is responsible to the Commandi ng Oficer for the
performance of his/her COV5 duties and will normally report to the
Communi cations Oficer for functional direction and adm ni strati on.

e. Alternate CV5 Custodian(s):

(1) The individual (s) designated in witing by his/her
Commandi ng O ficer who is/are responsible for assisting the QVB
Qustodian in the performance of CV5 duties and for assumng the duties
of the CM5 Qustodi an in his/her absence.

(2) Aternate OVM5 Qustodi an(s) report to the OGVB Qustodi an
for OMb duties and share equally wth the QWb Qustodi an the
responsibility for the proper nmanagenent and admnistration of a Qb
account .

f. Local Holder (LH Custodian(s):

(1) LH Qustodian(s) (and their alternates) are designated
inwiting by his/her Commanding G ficer and are responsible for the
proper handling and accounting of the COVBEC naterial received from
t he parent CVB account.

(2) LH Qustodians, irrespective of command rel ati onshi ps,
nmust adhere to the witten instructions issued by the QB Cust odi an.

g. OM5 User:

(1) OQwb users are designated in witing by his/her
Commandi ng O ficer and are responsi ble for the proper security,
control, accountability, and disposition of the COVBEC naterial placed
in their charge and nust conply with the procedures in this
publication and | ocal instructions provided by the issuing source.

(2) Al OV Users nust execute a OVB Responsibility
Acknowl edgenent Form as shown in Annex K
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h. CV6 derk:

(1) Owb derks are designated in witing by his/her
Commandi ng O ficer and are responsi bl e for assisting CQustodi an
personnel in the execution of admnistrative duties associated with
t he managenent of a QVB account.

(2) Assignment of a OM5 derk is at the di scretion of the
Commandi ng O fi cer.

i . CVM5 Wtness:

(1) A OVs Wtness is responsible for assisting Custodian
and User personnel in the proper execution of routine admnistrative
tasks related to the handling and saf eguardi ng of COVBEC nateri al
(e.g., receipt, destruction, inventory, or maintaining TPl).

(2) A OVs Wtness nust be famliar with applicable
procedures of this manual and all command -issued directives governing
the handling of COVBEC material with respect to the task being
per f or med. (NOTEE A OVMb Wser and OV derk may function as a OVbB
Wtness but a witness may not necessarily be a Ovb User or derk.)

(3) A OVS Wtness nust be authorized access, in witing, to
keyi ng material .

445. LETTER OF AGREEMENT  (LOA)

a. In those instances where a LH CQustodi an or User is
responsi ble to a Commanding O ficer other than that of the nunbered
CMS account conmand or issuing activity, a Letter of Agreenent (LQA)
must be executed between the OM5 account command and the LH or User
comand.

b. Annex L contains a sanple LOA with the m nimumrequirenents
to be addressed.

c. LQOAs nust be updated with every change of command or every
three years, whichever occurs first.

450. CMS RESPONSIBILITIES AND DUTIES: COMVANDI NG OFFI CER

Commanding Oficers/OCs are ultimately responsible for the
proper nmanagenment and security of all COVBEC material held by his/her
comrand and nust:

a. Ensure conpliance with established policy and procedures
governi ng t he saf eguardi ng and handl i ng of COVBEC nateri al .

b. Appoint, in witing, qualified and responsi bl e individual s
as CM5 Qustodian and Alternate Qustodi an(s) and, if desired, a OVS
d erk.
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c. Establish, inwiting, a list of personnel authorized access
to keying naterial.

d. Ensure that training procedures are adequate to neet
operational requirenents.

e. Ensure that the OV Personnel Qualification Standards (PQ5)
(NAVEDTRA 43462 (series)) are incorporated into the command training
program for CM5 Qustodi ans, derks and Users. (NOTE: VB PCS does
not apply to USCE USMC personnel .)

f. Ensure that OV5 incident reports are pronptly submtted and
action taken as required.

g. Ensure that |ocal procedures are established for identifi-
cation and reporting of any potentially significant changes in life-
style, financial status, or disciplinary problens involving personnel
aut hori zed access to COVSEC material; and that those changes are re-
ported to the command Security Manager and if appropriate, the Special
Security Oficer (SSO.

h. Ensure that unannounced spot checks are conducted, at |east
quarterly, of the OVS Vault and spaces where COVBEC material is used
and stored. The GO nay del egate no nore than two of the four
quarterly inspections to the XQO ( NOTE: Annex D contains a
checkli st which may be used by C3s/AQ Cs to assess
command conpliance with the provision of this manual. The SCVSRO
may del egate two of the QO spot checks to the COWD) .

i. Receive debriefings fromCV5 Advi ce and Assi stance (A&A)
Trai ni ng Teans and CVB | nspect ors.

j. Ensure that comments on personnel perfornmance of Qustodi ans
are included in fitness reports, enlisted evaluations, and civilian
performance apprai sals, as applicable.

k. Ensure that custodi an assignnents are docunented in an
individual's service record or position description, as applicable.

| . Ensure that Emergency Action Plan (EAP) is established and
tested. ( NOTE: COverseas commands are to enphasi ze emnergency
destruction plans.) Annex M contai ns gui dance for devel opi ng an EAP.

m Ensure that an inventory of all COVSBEC naterial held by an
account is conducted in conjunction with a change of Commandi ng
G ficer as required by Navy Regulations (Article 0807), upon change
of Qustodian, and semannually as required by this nanual.

n. Ensure that assignnent of collateral duties to custodi an
personnel will not interfere with custodian responsibilities.
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NOTE: 1. QOOresponsibilities onboard MSC ships will be per f or med
by the Ship's Master except for T -AGS (SURTASS) ships where they wll
be perfornmed by the enbarked m ssion supervisor.

2. A QO whose command i ncl udes renote detachnments nay
choose to allow a renote detachnment to establish its own i ndependent
CVB account. If the title of the separate OVS account states
"Detachnment” or the equivalent, the responsible authority in charge of
the unit is automatically authorized to sign routi ne CGVB docunents
whi ch woul d ot herwi se require the signature of the CO (e.g., OVB
accounting inventory or destruction records). The degree of
del egation of other command CVE responsibilities is at the discretion
of the GO who may wi sh to have such a M5 intra -command rel ationship
formally recorded. Such a formal record or description of duties
del egated is optional and should not be forwarded to DQOVS.

455. CMS RESPONSI BI LI TIES AND DUTIES: CMVM5 CUSTCDI AN

CVB Cust odi ans are responsible to the Commandi ng G ficer through
the Chain of Command for the proper managenent and security of all
OCOVBEC naterial held at the command and al so serve as the Commandi ng
Cficer's primary advi sor on QVB account managenent matters. In this
capacity, the OVS Custodi an nust:

a. Provide the Coommanding Oficer and other interested
personnel with information about new or revised CVE policies and
procedures and their inpact on the comrand.

b. Acquire, nonitor, and maintain the conmand COVBEC nateri al
al l onance. This includes an annual review of all COVSEC nateri al
hol dings to ensure that there is a continuing need for the quantity
and types of all COVBEC material held. Material held in excess of
operational requirenents should be identified by submtting a routine
nodi fication to an all owance in accordance w th Chapter 6.

c. Mintain proper storage and adequate physical security for
the COVBEC naterial held by the account.

d. Keep Alternate CQustodian(s) inforned of the status of the
account so that the Aliternate(s) are, at all tines, fully capable of
assum ng the duties of the OV5 Custodi an.

e. Provide to LH Qustodi an(s) and User personnel witten
gui dance or appropriate extracts fromthis publication concerning the
handl i ng, accountability, and the disposition of COVBEC nateri al .
Enphasi s nust be placed on material accountability, TPl requirenents,
security, and the identification of inproper practices.
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f. Conduct training to ensure that all personnel handling
OCOVBEC naterial are famliar with and adhere to proper CVS
procedures. The COV6 PQS (NAVEDTRA 43462 (series)) is an
excellent training tool and is required for use in indoctrinating
personnel (less USCE USMC personnel ) in OVS procedures. Docunent
training locally in accordance wi th comrand directives.

g. Mintain records and files as required by this manual .

h. Ensure pronpt and accurate preparation, signature, and
subm ssi on of account correspondence, nessage, and accounting
reports.

i. Issue COVBEC material on |ocal custody forn(s) after
verifying that the recipient is authorized to hold COVBEC nat eri al
and has executed a OV5 Responsi bility Acknow edgrment Form

j. Oversee the inplenentation of and conpliance with
OTAR/ OTAT procedures (e.g., periodic review of |ocal |ogs,
adherence to TPl requirenents).

k. Ensure that LHs/Users properly inventory and destroy
OCOVBEC naterial issued to themthrough periodic spot checks.

|. Ensure that procedures are established to reassign
| ocal custody responsibility for COVBEC nmaterial held by
i ndi vi dual s permanently | eaving the command, and those who are
departing on TAD TDY i n excess of 30 days.

m Ensure that all anmendnents to this nanual and ot her
CVS-rel ated publications are entered pronptly and correctly.

n. Mintain the account's portion of the command Emer gency
Action Plan (EAP). ( NOTE: COverseas comrands nust enphasize
enmergency destruction plans.) Annex M contains gui dance for
devel opi ng an EAP.

0. Conduct required inventories and destruction of COVSEC
material in accordance with this nmanual.

p. Ensure that proper physical security nmeasures are naintained
when COVBEC material is transported wthin the comrand.

g. Ensure that COVBEC naterial shipped outside of the
command i s properly packaged and shi pped via an authorized net hod
as required by this manual.

r. Ensure that pagechecks of COVBEC material are conducted
as required.

S. Ensure that TPl requirenments are naintained in accordance
with this manual .
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t. Ensure that nodifications to COVSEC equi pnent are
pronptly and properly perforned by qualified individuals in
accordance with the guidance in CPNAVI NST 2221.3 (series) and
that nodification residue is disposed of properly.

u. Report imrediately to the Commandi ng O ficer any known or
suspected i nsecure practice or OM5 incident in accordance with this
manual . Initiate action to ensure that required reports are
submtted and replacenent naterial is, when required, obtained.

460. CMS RESPONSI BI LI TI ES AND DUTI ES: ALTERNATE CUSTODI AN

a. Aternate Qustodian (s) are jointly responsible with the
CVMS Qustodi an to his/her Commanding O ficer for the proper
managenent and security of all OCOVBEC material held by the
command and as such, have the sane duties and responsibilities as
a OWb Qustodian in Article 455.

b. O a continuing basis, the Alternate CQustodi an(s) nust
be actively involved in the daily operation of the account and be
ready at all times to fully admnister the account in the absence
of the COVE Cust odi an.

465. CMS RESPONSI BI LI TI ES AND DUTI ES: LOCAL HOLDER CUSTCDI AN

Local Holder (LH Custodian is responsible to his/her
Commandi ng O ficer for the proper managenent and security of all
OCOVBEC material held by the coommand. LH commands or el enments are
responsi ble to the parent account command for the proper
accountability, security, control, and disposition of COVSEC
material issued to themby the parent QWb account. LH Qustodi an
nmust al so:

a. Provide the Commanding O ficer of the LH command or
el enent with infornmati on about new or revised QWb policies and
procedures and their inpact on the command.

b. Followwitten instructions issued by the parent
account COVB CQustodi an governing the handling, accountability, and
di sposition of COVBEC nateri al .

c. Provide witten guidance concerni ng handl i ng,
accountability, and disposition of COVBEC naterial to User
personnel. Conduct training to ensure that all personne
handl i ng COVBEC naterial are famliar with and adhere to proper
CVB procedures. Enphasis should be placed on accountability,
security, TPl requirenents, and the identification of inproper
practi ces. Docunent training locally in accordance with comand
di recti ves.

d. Ensure proper inventory and destruction of COVBEC
materi al issued to User personnel.
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e. Keep the Alternate LH Custodian(s) inforned of the
status of the account so that the alternate(s) is/are, at al
times, fully capable of assumng the duties of the LH Custodi an.

f. Ensure that proper storage and adequate physica
security is maintained for COVBEC nateri al .

g. Ensure that all anendnments to this manual and
CVS-rel ated publications are entered pronptly and correctly.

h. Conplete, maintain, and forward required accounting
records and reports to the parent account Custodi an.

i. Issue COVBEC nmaterial to User personnel on |oca
custody forns after verifying that the recipient is authorized to
hol d COVBEC naterial and has executed a OVb Responsibility
Acknowl edgnment Form

]. Oversee the inplenmentation of and conpliance with the
OTAR/ OTAT procedures (e.g., periodic review of |ocal |ogs,
adherence to TPl requirenents).

k. Ensure that pagechecks of COVBEC material are conducted
as required.

|. Ensure adherence to TPl requirenents.

m I ncorporate energency destruction procedures for COVBEC
material into the LH command Emergency Action Plan (EAP). Refer
to Annex M for guidance on an EAP.

n. Report imrediately to the LH account Commandi ng O fi cer
and the parent account CVM5 Qustodi an any known or suspected
i nsecure practice or COVSEC i ncident in accordance with this
manual . Coordinate with the parent account OVS Qustodian to
ensure that required reports are submtted and repl acenment
material is, when required, obtained.

470. CMS RESPONSI BI LI TI ES AND DUTI ES: ALTERNATE LH CUSTCDI AN

a. Aternate LH Qustodian(s) are jointly responsible with
the LH Custodian to his/her Commanding Cficer as well as to the
parent account CVM5 Qustodi an for the proper nanagenent and
security of all COVBEC material held by the comrand and as such
have the sane duties and responsibilities as the LH Qustodian in
Article 465.

b. On a continuing basis, the Alternate LH Qustodi an(s)
must be actively involved in the daily operation of the account
and be ready, at all tinmes, to fully adm nister the account in
t he absence of the LH Custodi an.
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475. CMS RESPONSI BI LI TI ES AND DUTI ES: CLERK

a. Owb derks nust be designated in witing by his/her
Commanding Oficer. ( NOTE: Appointrment of a OM5 Aerk is at the
discretion of the Commanding Gficer). OV5 Oerks nust receive
training fromthe OVM5 Qustodi an in the physical security and
admni strative responsibilities associated with COVBEC nmateri al .
CM5 A erks performthe foll ow ng:

(1) Execute routine admnistrative duties and assi st
Qust odi an personnel w th general file naintenance.

(2) Mintain TPl requirenments after security containers
containing classified keying materi al marked CRYPTO have been opened
by Custodi an personnel .

(3) Assist in conducting pagechecks and entering anendnents
and corrections into COVSEC and OV6 -rel ated publications.

(4) Sign receipt, inventory, and destruction reports, as a
wi tness only.

(5) Assist in the placenent of status nmarkings on COVSEC
materi al .

(6) Acconpany/assi st Qustodi an personnel in maintaining TPl
when pi cking up COVBEC naterial froma CGMO or courier, and during the
processi ng and/ or transfer of COVSEC materi al .

b. Restrictions: CVS derks are not authorized to:

(1) Have know edge of or access to the conbinations of
security containers that provide TPI.

(2) Destroy, receive, transfer or inventory OCOVSEC nateri al
other than in the presence of CQustodi an personnel.

480. CMS RESPONSI BI LI TI ES AND DUTI ES: USER PERSONNEL

a. OM5 Wsers are responsible for the proper security, control,
accountability, and disposition of all COVBEC naterial they handl e
whet her or not they have signed for the naterial.

b. Al OW Users nust conplete a CVM5 Responsibility
Acknow edgnent Form (see Annex K).

c. QWb Wsers are responsible for the follow ng specific duties:
(1) Conply with the applicable security, control, and

accountability procedures of this nmanual and with all witten
instructions provided by Custodi an personnel or higher authority.
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(2) Ensure the proper inventory and destruction of
COVBEC naterial received on | ocal custody.

(3) Ensure that anendnents to COVBEC and OM5 -rel ated
publications are entered pronptly and correctly.

(4) Conplete, maintain, and forward required
accounting records and reports to the issuing Qustodian.

(5) Ensure proper storage and adequat e physi cal
security is maintained for COVBEC nateri al .

(6) Ensure adherence to TPl requirenents.

(7) Conduct training to ensure t hat all personne
handl i ng COVBEC naterial are famliar with and adhere to proper
CVB procedures. Docunent training locally in accordance wth
command directi ves.

(8) Issue COVBEC nmaterial on |ocal custody forns after
verifying that the intended recipient is authorized to hold
OCOVBEC material and has executed a OVB Responsibility
Acknowl edgnment Form

(9) Report immediately to the account Custodi an any
known or suspected insecure practice or COVBEC i nci dent, and
follow the instructions provided by the Qustodian for reporting
t hese viol ati ons.

485. CMS RESPONSI BI LI TI ES AND DUTI ES: W TNESS

A OVB Wtness is required to be famliar with the
appl i cabl e procedures of this nmanual and rel ated comrand -1 ssued
di recti ves. An individual who witnesses an inventory,
destruction, or any other CV5 report is equal |y responsible for:

a. Accuracy of the information listed and the validity of
the report or record used to docunent the transaction being
W t nessed.

b. Sighting all material inventoried when signing an
inventory report.

c. Sighting all material to be destroyed and witnessing
the actual destruction of the material.

d. Adhering to TPl requirenents.
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CHAPTER 5 - SAFEGUARDI NG COVBEC MATERI AL AND FACI LI TI ES

Cener al

Access and Rel ease Requirenents for COVBEC Materi al

@ —~oaoo?

j -

Security d earance

Requi renment for Access or Need -to-Know
Briefing/lndoctrination

Witten Access to OCOVBEC Keying Materi al

Per sonnel Access

Contract or Personnel

Rel ease of COVBEC Material to a Contractor Account
Access to COVBEC Equi pnent (less CQ)

D spl aying, View ng, and Publicly Rel easing COVSEC Materi al
and I nfornmation

Rel ease of COVBEC Material to a Forei gn Governnent

Two Person Integrity (TPl) Requirenents

TQ oo TR

Definition
Material Requiring TPl at the Custodi an Level
TPl Handling and Storage Requirenments at the Custod i an Level

Material Requiring TPl at the LH User Level

TPl Handling and Storage Requirenents at the LH User Level
Exceptions to TPl Requirenents for E ectronic Key

COVBEC Material Conpletely Exenpt from TPl Requirenents
Requirenment to Report TPl Violations

Access to and Protection of Safe Conbi nati ons

TQ oo To

Sel ection of Conbi nations

Requi renments for Changi ng a Conbi nati on

Access and Knowl edge of Conbi nati ons

O assification of Conbinations

Records of Conbina tions

Seal i ng/ W appi ng Conbi nati ons

Ener gency Access to Contai ners and Conbi nati ons
Personal Retention of Conbinations

St orage Requi renents

PoT®

Tome ™

Gener al

Required Forns for Storage Containers

Storing d assified COVMSEC Keying Material Marked CRYPTO
TPl Storage Containers

Restrictions on Use of Mdified GSA Approved Security
Cont ai ners and Vaul t Doors

TPl for Keyed COVBEC Equi pnent

Locki ng Devi ces

Storage and Protection of COMSEC Eq  ui prent

Storage of Fill Devices (FDs)

Storage of Qther COVBEC Materi al
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525. Preparing COVSEC Material for Shiprent

Packagi ng Mat eri al s/ Shi pnent Cont ai ners
W appi ng Requi renent s

W apper Mar ki ng Requirenents

Packagi ng and Shi ppi ng Restrictions

aooo

530. Transporting COVBEC Materi al

Keyi ng Materi al

CAVBEC Equi prrent (less CQ)

QG her COVBEC Materi al

Commercial Arcraft

Courier Responsibilities

Restrictions on DCS Shi pnents

A rdrop of COVBEC Materi al

El ectrical Transm ssion of Key List Settings
Qver -the-Air Key Transfer (OTAT)

Qver -the-Ar Rekey (OTAR)

TTTe a0 oTe

535. Control l ed Oyptographic Item (CQ)

Definition

Accountability

General Access Requirenents

Access Requirenents for Resident Aiens
Access Requirenents for Foreign Nationals
Keyi ng CA

O assification of CO Wen Keyed
Installing GO in a Foreign Country
Moving CO to a Sensitive Environment
Transporting Keyed/ Unkeyed CO

Met hods of Shi ppi ng CA

Requi renments and Restrictions for Transporting GO on
Commercial Arcraft

Storage of CC

Packagi ng Cd

Notification to Intended Recipient

Shi pnents not Recei ved

Reportabl e I ncidents

AT ITe a0 oT

LT o553

540. Routi ne Destruction of COVBEC Materi al

Cener al

Cat egori es of CQOVBEC Materi al

Destructi on Person nel

Conditions Affecting Keying Material Destruction

Routi ne Destruction of Keying Mterial

Ener gency Super sessi on of Keying Materi al

Destruction of Mintenance Manual s, Qperating Instructions,
and CGeneral Doctrinal Publications
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Destructi on of OCOVBEC Equi prent
Reporting Destruction
Routi ne Dest ruction Mt hods

COVBEC Facilities

a.
b.
cC.

I ntroduction
Types of OOVBEC Facilities
Construction Requirenents

Saf equar di ng Fi xed COVBEC Facilities

TTTe a0 oTe

Locati on

Construction Requirenents

Installation Giteria

Facility Approvals, Inspections, and Tests
Access Restrictions and Control s

St orage of COVBEC Materi al

Protection of Unattended OCOVBEC Equi prent
Protection of Lock Conbi nations

Standard Qperati ng Procedures (SOPs)
Nonessential Audio/Vi sual Equi pnent

Saf eguar di ng Unattended Fi xed Secure Tel ecommuni cati ons
Facilities

T TTe@moao0oT

Locati on

Construction Requirenents

Installation Giteria

Facility Approval s, Inspections, and Tests
Access Restrictions and Control s

Storage and Protection of COVSEC Materi al
Protection of Lock Conbi nations

Fi rearns

Standard Qperati ng Procedures (SOPs)
Nonessential Audi o/ Vi sual Equi prent

Addi tional Security Requirenents

Saf equardi ng Contin gency Fi xed Secure Tel ecommuni cati ons
Facilities

T TTe@moao0oT

Cener al

Locati on

Construction Requirenents
Installation Oriteria

Facility Approvals, Inspections, and Tests
Access Restrictions and Controls

St orage of COVBEC Materi al

Protecti on of OCOVBEC Equi prent
Protection of Lock Conbi nations

Fi rearns

Standard Qperati ng Procedures (SOPs)
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l. Nonessential Audi o/ Vi sual Equi pnent

m Addi tional Security Requirenents

565. Saf equar di ng Fi xed Secure Subscri ber Tel ecommuni cati ons

Facilities

a. Cener al

b. Locati on

C. Construction Requirenents

d. Access Restrictions and Controls

e. St orage of COVBEC Materi al

f. Protection of Unattended OCOVBEC Equi prent

570. Saf equar di ng Transportabl e and Mobile COVBEC Facilities

Cener al

Locati on

Construction Requirenents

Installat ion Criteria

Facility Approval, |nspections, and Tests
Access Restrictions

St orage of COVBEC Materi al
Protection of Unattended Facilities
Protecti on of Lock Conbi nations
Firearns

Standard Qperati ng Procedures (SOPs)

T TTe@moao0oT

575. Saf equar di ng DCD Bl ack Bul k Facilities

Gener al

Definitions
Safequarding Oriteria
General Requi renents
Speci al Requi renents

PooTO®
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CHAPTER 5 - SAFEGUARDI NG COVBEC MATERI AL AND FACI LI TI ES
501. GENERAL

a. The ultimate effectiveness and protection provi ded by COVSEC
material, systens, equipnents, and techni ques is dependent upon the actions
of each individual user of COVSEC materi al .

b. Al the security achieved through the proper use of
cryptosystens is to a |l arge extent dependent upon the physical protection
afforded the associ ated keying naterial and those facilities where this
material is stored.

C. Each person involved in the use of COVBEC material is personally
responsi ble for:

(1) Saf equarding and properly using the naterial they use or
for which they are responsible.

(2) Pronptly reporting to proper authorities any occurrence,
ci rcunstance, or act which could jeopardize the security of COVBEC
naterial .
d. This chapter prescribes the mni num security requirenents for:
(1) Saf equar di ng COVBEC material to include:
(a) Access requirenents.

(b) Two-Person Integrity (TPl).

(c) Access to containers or areas where COVSEC nateri al
is stored.

(d) St orage requirenents.
(e) Packagi ng and transporting.
(f) Rout i ne destructi on.
(2) Approval and security of facilities wherein the primary
purpose i s tel ecommuni cations, key distribution, maintenance, and/or

storage of OOVBEC nateri al .

(3) Access, storage, and transportati on of COVSEC nateri al
designated as a Controlled CGyptographic Item (CQ).

e. Construction specifications for storage vaults a re contained in
Annex N

f. COVBEC facilities that hold only manual cryptosystens,
uncl assified keying naterial for nachine cryptosystens, or publications
other than full maintenance manual s are exenpt fromthe facility

construction requirenents of this Chapter and rel ated Annexes.
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505. ACCESS AND RELEASE REQUI REMENTS FOR COVBEC MATERI AL

a. Security cl earance:

Access to classified COVBEC material requires a s ecurity
cl earance equal to or higher than the classification of the COVBEC nateri al
i nvol ved. Access to unclassified COVSEC nateri al does not require a
security clearance. Revocation of a security clearance revokes access.

b. Requi renent for Access or Need -t o-Know:

Access to classified COVBEC material nust be restricted to
properly cleared individual s whose official duties require access to COVSEC
material. The fact that an individual has a security clearance and/ or
hol ds a certain rank or position, does not, initself, entitle an
i ndi vi dual access to COVSEC materi al . Access to classified as well as
uncl assified COVBEC naterial requires a valid need -t o-know.

C. Bri efing/lndoctrination:

Al individuals granted access to COVBEC material nust be
properly indoctrinated regarding the sensitivity of the naterial, the rules
for safeguarding such material, the |aws pertaining to espionage, the
procedures for reporting COVBEC i ncidents, and the rules pertaining to
foreign contacts, visits, and travel.

d. Witten Access to COVSEC Keying Materi al

Al personnel having access to COVBEC keying materi al nust be
authorized in witing by the Coomanding Oficer. An individual letter or
an access list may be used for this authorization.

(1) If an individual letter is used, the letter remains in
effect until the status for an individual changes (i.e., a change in
cl earance status or duties no | onger require access to COVBEC keyi ng
material).

(2) If an access list is used, it nust be updated whenever the
status of an individual changes or at |east annually.

e. Per sonnel Access:

(1) US dtizens :

U S Gdtizens (includes naturalized) who are U S
Gover nnent enpl oyees, DCD contractor enpl oyees, or mlitary personnel nay
be granted access to COVBEC material if they are properly cleared and their
duties require access.

NOTE: Naval Reserve personnel may be granted access to COVBEC
material provided they are properly cleared and are perform ng
active duty training or assigned to drill units where access to
COVBEC naterial is required.
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(2) Resi dent Aliens

Resident aliens who are U S. Government civilian,
mlitary, or contractor personnel that have been lawfully admtted into the
U S., and have been granted a final clearance based on a background
i nvestigation, nmay be granted access to COVBEC nmaterial classified no
hi gher than OCCONFI DENTI AL.

(a) Resident aliens withou t a security clearance nay be
granted access only to unclassified COVMSEC keying naterial when their
duties require such access.

(b) Resident aliens may not be appointed as CVB
cust odi ans, clerks, or equi pent nai ntenance personnel nor have access to
safes or areas where COVBEC keying material is stored.

(3) Foreign nationals wll not be granted access to or
provi ded i nformati on about COVBEC keying materi al without witten
permssion fromthe naterial's controlling authority. Access to other
COVBEC naterial nust be approved by NSA//S11//.

(4) Security Quard Personnel

(a) Quards whose official duties require access to COVBEC
material nust meet the access requirenments of this chapter and be
instructed concerning their responsibilities.

(b) Quards who are not given access to COVBEC nateri al
and who are used to suppl erent existing physical security measures, need
not neet the access requirenents of this chapter.

(5) I ndustrial Personnel

The Commanding Oficer may authorize industrial p er sonnel
(e.g., naval shipyard personnel) access to classified comunications spaces
when required. The guidance contained in the follow ng publications nust
be adhered to:

(a) NWP-4: Contains basic criteria and general access
i nformati on.

(b) Cyptosystemoperating instructions (KAGs): Contains
specific clearance requirenents for access to a cryptosystem

(c) OPNAVI NST 5510.1 (series): Contains requirenents for
protecting classified information.

f. Contractor Personnel :

U S. Covernnment OOVBEC operations are nornally conducted by U S
Governnent personnel . However, when there is a valid need and it is
clearly in the best interest of the DON and the U S. Government, COVBEC
equi prment, keying material (including nanual COVBEC systens), rel ated
OCOVBEC i nformation, and access to classified U S. CGovernment information
nmay be provided to U S. contractor personnel to:
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(1) Install, main tain, or operate COVBEC equi pnent for the
U S. Governnent.

(2) Participate in the design, planning, production, training,
install ati on, mai ntenance, operation, logistical support, integration,
nodi fication, testing or study of COVSEC naterial or techniques.

(3) El ectrically communi cate cl assified national security
information in a cryptographically secure manner or unclassified national
security -related i nformati on by COVSEC protected neans.

g. Rel ease of COVGBEC Material to a Contractor Account

(1) CVs accounts that begin with "87" are civilian contractor
accounts. Before rel easing COVBEC naterial to a contractor account, the
provi si ons of CPNAVI NST 2221.5 (series) (Subj: Rel ease of COVBEC Materi al
to U S Industrial firms under contract to the U S. Navy) nust be net.

(2) In the event that a project/contracting officer has not_
fulfilled the requirements of OPNAVI NST 2221.5 (series), prior to the
rel ease of COVSEC material to a contractor account, perm ssion nust be
obt ai ned from DOVE//30// by submtting the follow ng information:

(a) Identity of Navy project office/contracting
of fice.

(b) Contractor name and address.
(c) Contract nunber.
(d) Identity of COVBEC material invol ved.

(e) Any other infornation deermed appropriate in
eval uating the request.

h. Access to COVSEC Equi pnent (less CC):

(1) Keyed: Access to keyed COVBEC equi prent requires a
cl earance equal to or higher than the classification of the equipnent or
keyi ng material, whichever is higher.

(2) Unkeyed : Access to unkeyed COVBEC equi prent nmay be
granted to U S. citizens whose official duties require access and who
possess a security clearance equal to or higher than the classification of
t he equi prent .

NOTE: Article 535 contains access requirenents applicable to COVBEC
equi pnent designated as CJ.

i. Displaying, Viewi ng, and Publicly Rel easi ng COVSEC Materi al
and I nformation:

(1) Qpen public display of U S governnent or foreign
gover nment COVBEC material and infornation at non - gover nnent al
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synposi a, meetings, open houses, or for other non -official purposes is
prohibited .

(a) Thi s includes discussion, publication, or
pur poses.

presentation for other than official
(b) No external view ng or other exposure which m ght
exam nation is permtted.

afford opportunity for tanpering or internal
(2) Phot ogr aphs, draw ngs, or descriptive information for

press rel ease or private use is prohibited .
Exterior photographs of COVBEC equi prent used for command

(3)
training need not be marked "FOR CFFI O AL USE O\LY."
NOTE: FQUO mar ki ngs may be renoved or obscured from existing photographs.
-official display or
I nformation

(4) Refer requests for public or non
and i nformati on, and Freedom of
info DIRNSA/ / S5/ /.

publication of COVBEC nateri al
Act (FOA) requests to: COMNAVCOMIELCOM / N3/ N32/ N3X/ /,
(5 Al contracts involving COVBEC i nformation or nateri al
-disclosure statenent to prevent the publishing
of the contracting

shal | contain a binding non
of COMBEC -rel ated infornati on w thout prior approval

j- Rel ease of COVEBEC Material to a Forei gn Governnent
Requests by foreign governnents or international organizations
for COMSEC nmaterial or requests to rel ease COVBEC naterial to foreign
governnents resulting from DON operational coomtmnents, shall be processed
as foll ows:

Submt requests with supporting data and reconmendati ons

(1)
via the chain of command to:
Your command' s Navy Conponent Commander (as listed in

(a)
the Standard Navy Distribution List) if subordinate to a FLTA NC or FM-
not subordinate to a

of fice.

Conmander ; R
(b) ONQ /N652//  or OMI/CSB// if
FLTA NC or FMF Commander .
such requests to the Navy
and to DIRNSA FT. GECORGE

(2) Provi de copies of all
Program O'fi ce, Washington, D C,

I nt ernati onal
G MEADE MY /S11//.
TWO- PERSON | NTECRI TY (TPI) REQUI REMENTS

and storing designed to

510.
a. Definition: TPl is a systemof handling
prevent single -person access to certain COVBEC material (identified bel ow).
(NOTE: Non-DON personnel (e.g., Armmy, Air Force) are only required to
adhere to national doctrine which mandates TPl handling/storage for TOP
SECRET key only.)
ORI G NAL
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(1) TPl handling requires that at |east two persons,
aut hori zed access to OOVBEC keying material, be in constant view of each
other and the OOVSEC material requiring TPl whenever that material is
accessed and handl ed. Each individual nust be capabl e of detecting
i ncorrect or unauthorized security procedures with respect to the task
bei ng perf or ned.

(2) TPl storage requires the use of two approved conbination
| ocks (each with a different conbination) with no one person authorized
access to both conbi nations.

NOTE: TPl storage may al so be maintained by the use of a General
Services Admnistration (GSA) procured security container or
vault door eq uipped with a conbination | ock neeting Federal
Specification FF -L-2740.

NOTE: Al new security containers and vault doors procured after
the effective date of this publication nust be equi pped wth
an conbi nation |l ock that nmeets the requirenents of Federal
Specification FF -L-2740.

b. Material Requiring TPl at the Custodi an Level

TPl nust be applied to the follow ng COVSEC naterial fromtime
of receipt through issue to LHs/users or destruction:

(1) Al classified paper keying material nmarked or designated
CRYPTO (except codes and authenticators classified SECRET and bel ow) .

(2) Fill Devices (FDs) containing classified key.

(3) Equi prent containing classified key that allows for key
extraction.

NOTE: Wen installed on the equi prent and properly secured, a
TPl -approved | ocki ng devi ce/ physical barrier satisfies the
TPl requirenment for equipnent that pernmits extraction of its
key.

C. TPl Handling and Storage Requirenments at the Custodian
Level :

(1) Access to and know edge of conbinations protecting TPl
material at the Custodian | evel nust be restricted to only the QWb
Cust odi an and Al ternate(s).

(2) Al COVSEC nmaterial evolutions (e.g., transfer, receipt,
issue to LHs/Users, destruction) conducted at the CQustodian | evel nust

al ways be conducted by the Ovb CQustodi an and Alternate, or the Custodi an
and a properly cleared person, or an Alternate and a properly -cleared
per son.

(3) After a container holding TPl material at the Qustodian
| evel has been opened by Custodi an personnel, any properly cleared
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person who has been granted access to this material may assist the OVB
Custodian or Alternate in maintaining TPl and with | ocking the container
and/ or the vault.

NOTE: 1. Properly cleared non -custodi an personnel are authorized
to acconpany the OVB Custodian or Alternate to CM O or DCS
| ocation to receipt for and courier COVBEC material t hat
requires TPI. The two individuals receipting for the
material are responsible for maintaining TPl until the
material is |locked in a TPl container.

2. Wien picking up a package OIC froma CM O or when

recei pting for a package froma DCS courier and there is
reasonabl e expectati on that the package contains

keying material, TPl handling is required fromtime of pick
up/receipt until the material is properly stored in a TPl
cont ai ner.

(4) Wen material requiring TPl is not being handl ed, it nmust be
| ocked in a TPl -approved security container as specified in Article 520.

d. Mterial Requiring TPl at the LH User Level

TPl nust be applied to the follow ng COVBEC material fromtinme of
recei pt through turn -in to the Qustodian or Alternate, or destruction:

(1) Al classified paper keying material narked or designated
CRYPTO (except codes and authenticators classified SECRET and bel ow, and
GPS key).

(2) Jdassified electronic key whenever it is generated,
transferred (OTAR OTAT), relayed or received (OTAT). ( NOTE: There are
no TPl requirements for recipients of key received via OTAR under
conditions where no FD is required at the receiving termnal.)

(3) FDs containing classified key. ( NOTE: See TPl exceptions
for COVBEC key in paragraph f.)

(4) Unloaded FDs in an operational communi cations environnent
contai ni ng keyed crypto -equiprent fromwhich classified key may be
extract ed.

NOTE: 1. TPl is not required if the equipnent itself does not
permt extraction of |oaded keys (e.g., KG -66, KG-81, KG-84

A C KG-94, KY-57/58, KY -65/75, and KYV -5/KY-99), R
2. |If equipnent key ports are protected agai nst

unaut hori zed key extraction using a TPI -approved | ocki ng

devi ce/ physi cal barrier. In this case the unl oaded FDs may

be stored under single -lock protection.

(5) Equiprent containing classified key which permts
extraction of the key (e.g., KI -1A KG-36).
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(6) Certified key variable generator equi prent (e.g., KG - 83)
install ed for operational use. Speci al | y desi gned | ocking bars are
avail abl e for these equi prents and may be used to nmeet TPl requirenents.

KGX-93 NOTE: 1. Single -person access to the unrestricted comrands
i's authorized.
2. Restricted commands nust be accessed i n accordance
with TPl rules and when not manual |y accessed,
restricted commands nust be protected by the specially
desi gned | ocki ng bar.

e. TPl Handling and Storage Requirenents at the LH User Level

(1) Two authorized persons nust be present and remain within
sight of each other and the TPl material whenever it is accessed and
hand! ed. For exanpl e:

(a) Renoving TPl material from COVBEC equi prent .

(b) Key being generated by a key vari abl e generat or
equi pnent (e.g., KG -83).

(c) Equipnent that contains classified key which permts
extraction of the key. ( NOTE: Wien install ed on the equi pnent and
properly secured, a TPl -approved | ocking device/ physical barrier satisfies
the TPl requirenent.)

(2) Wen not in use, material requiring TPl nust be protected by
a TPl -approved | ocki ng devi ce/ physical barrier (in the case of equi pnment)
or locked in a TPl storage container as specified in Article 520.

f. Exceptions To TPl Requirenments for COVSEC Key :

(1) Mobil e users (i.e., USMC tactical units, Naval Speci al
Warfare (SPECWAR) units, Naval Construction Battalion units, Explosive
O dnance Disposal (EQD) units, and Mobile Inshore Undersea Warfare units
(MWUL)) are exenpt from COVBEC key TPl requirenments only while
operating in a tactical exercise or operational field environment.

(2) Aircraft : TPl is not required for FDs during the actual
| oadi ng process in the aircraft, but TPl is required on | oaded FDs up to
the flight |ine boundary.

NOTE: 1. Loaded FDs placed in an Air Oew comm box | ocked with
TPl approved conbination |ocks fulfills TPl requirenents.
Consequently, one air crew nmenber may transport the | ocked
comm box up to the flight |ine boundary.

2. Loaded FDs nmay be stored onboard the aircraft in a
single-lock container while the aircraft is in a flight
st at us.

(3) QOypto Repair Facilities (CRFs), nmaintenance facilities,
and | aboratory environments are not required to maintain TPl for FDs where
operational key is not handl ed.

AMEND 1 5-12



[510]

(4) School /training environnments using unclas key or
classified key (not marked/ designated CRYPTO are not required to
maintain TPl for FDs. ( NOTE: It is, however, strongly recommended t hat
students be taught and exercise the principles of applying TPl .)

(5) Unclassified Defense Data Network (DDN) MLNET sites are not
required to maintain TPl for FDs.

(6) Wsers in atotally unclassified environnent (e.g., data
encryption standard (DES) users) are not required to naintain TPl for FDs.

(7) In facilities/spaces used solely for the storage of unkeyed
equi pnent .

(8 Fag (e.g., FLTA NC) communi catiors operationally depl oyed
away fromtheir prinmary headquarters are exenpt from TPl requirenents.

g. COVSBEC Material Conpletely Exenpt From TPl Requirenents

TPl is not required at any level for the follow ng COVBEC

naterial :

(1) PROVE (programmabl e read -only nenori es).

(2) ROVMB (read -only menories).

(3) MBS (netallic oxide sem -conductor) chi ps.

(4) Unclassified DES keying material .

(5) Maintenance key (i.e., off -the-air, in shop use).

(6) Training key not marked or designated CRYPTQ

(7) Test key (unclassified and not marked or designated
CRYPTO .

(8) Repair kits.

(9) KAMs (limted or full).

(10) KAGs.

(11) MNAWMMG, SAMs, and SAWMME.

(12) ne -time pads and tapes.

(13) Unclassified keying material (regardl ess of the CRYPTO
mar ki ngs) .

(14) Uncl assified, unkeyed equi pnent (|l ess FDs; see TP
requirenents in Article 510 f.)

(15) Uncl assified equi prent keyed with unclassified key.

(16) Confidential and Secret codes (regardl ess of CRYPTO
mar ki ngs) .

(17) Confidential and Secret authenticators (regardl ess of
CRYPTO nar ki ngs) .

(18) GPS keying material .

h. Requi renent to Report TPl Violations :

Singl e person access to classified keying nmaterial marked or
desi gnat ed CRYPTO (| ess codes and aut henti cators classified SECRET and
bel ow), except when authorized in an emergency, nmust be reported as a
COVBEC i ncident in accordance with Chapter 9.
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515. ACCESS TO AND PROTECTI ON OF SAFE COVBI NATI ONS

a. Sel ecti on of Conbi nations :

Each | ock nust have a conbi nati on conposed of randomy sel ected
nunbers based on constraints of the manufacturer. The conbi nati on nust
not deliberately duplicate a conbi nation selected for another | ock wthin
t he command and nust not be conposed of successive nunbers, nunbers in a
systemati c sequence, or predictable
sequences (e.g., birthdates, social security nunbers, and phone nunbers).

b. Requirenents for Changi nhg a Conbi nation :

Conbi nati ons nust be changed as foll ows:

(1) Wen the lock is initially placed in use. ( NOTE: A
manuf act urer preset conbination nay not be used.)

(2) Wien any person havi ng know edge of the conbination no
| onger requires access (e.g., |loss of clearance, transfer).

(3) Wien the possibility exists that the conbination has been
subj ected to conpromse (e.g., a contai ner opened by unauthorized personnel
in an energency situation).

(4) At least annually.

c. Access and Know edge of Conbinations :

Only properly cleared and authorized individuals will have
know edge of and access to conbi nations protecting COVSEC nateri al .
Access and know edge of these conbinations will be restricted as foll ows:

(1) Qustodi an  Vaul t/ Safe Conbi nati ons

Except in an energency, the conbinations to the CVB
Qustodi an's Vault and/or safe(s) will be known only by the OV5 Custodi an
and A ternate(s).

(2) TPl Saf es/ Cont ai ners

No one person will be allowed access to or know edge of both
conbi nations to any one TPl contai ner.

(3) Conbi nations to TPl Containers

Except in the case of a certified | ocksmth, no one person
may change both conbi nations used to maintain TPI. Neither should the same
authori zed individual try or verify (for the purpose of preventing a
| ockout) both new y changed conbi nations to a TPl contai ner.
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NOTE: In the case of a single Alternate only, each new y changed
TPl conbination shall be tried or tested only by the
Custodi an or Alternate authorized know edge of or
access to a particul ar conbi nation. Specifically, only the
Cust odian or Alternate authorized access to or know edge of
conbination "A' nay try or test conbination "A'; the
sane restriction applies to the "B' conbination.

(4) Requi renment to Report Unaut horized Access or Know edge
of Conbinations to TPl Containers

If one person gains know edge of both conbi nati ons, except
in an energency, change both conbi nations, inventory the naterial, and
submt a Loss of TPl Incident Report in accordance with Chapter 9.

(5) Changi ng Conbi nati ons to Containers/Vaults Protecting
COVBEC nateri al

Conbi nati ons shall be changed only by cleared individual s who have
been fornally authorized access to keying nmaterial by the Commandi ng
CGficer.

NOTE: Exception: Wen properly escorted/ supervised, certified
| ocksmths are authorized to change single -lock and TPI
(doubl e -1 ock) conbi nati ons when the services of a
| ocksmth are required.

d. Cl assification of Conbinations : Lock conbinations shall be
classified and saf eguarded the sane as the highest classification of the
material being protected by the conbination.

e. Records of Conbinations: To provide for enmergency access, a
central record of the I ock conbinations for all COVBEC naterial security
contai ners nmust be naintained in a security container (other than the
contai ner where OVB nmaterial is stored) approved for storage of the highest
classification of the material protected by the conbination | ocks.

f. Seal i ng/ W appi ng Conbi nations : Conbi nations to COVBEC nateri al
security containers nmust be protected as foll ows:

(1) Each conbi nation nust be recorded and individually wapped
inalumnumfoil and protectively packaged in a separate SF -700 change
conbi nati on envel ope.

(2) Lam nate each envelope in plastic (like an identification
card) or seal with plastic tape.

(3) The names and address of the individual (s) authorized
access to the conbi nations nmust be recorded on the front of the envel ope.

(4) I ndi vi dual protectively w apped envel opes may be stored in
the sane single -lock security container.
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NOTE: Conbi nations protectively packaged i n accordance with the
above guidance do not require TPl handling/storage.

(5) I nspect the envel opes weekly to ensure they have not been
tanpered with.

g. Emer gency Access to Contai ners and Conbi nati ons

In an energency, the Commanding O ficer or other designated
authority may direct the opening of any COVBEC material security container.

(1) At least two individuals shall be present to conduct and
Wi t ness the energency opening.

(2) After an emergency opening, the official who opened the
container will make an after -the-fact report to the person in charge of the
cont ai ner.

(3) The individual (s) responsible for a container opened in an
energency nust inmmedi ately conduct a conplete inventory of the COVBEC
material, and change the conbi nati ons as soon as possibl e.

h. Per sonal Retention of Conbinations :

It is specifically prohibited for an individual to record and
carry, or store insecurely for personal conveni ence, the conbinations to
COVBEC facilities or containers. Al so, do not store records of such
conbi nations in electronic formin a conputer calculator or simlar
el ectroni c devi ce.

520. STORAGE REQUI REMVENTS

a. CGeneral :

(1) Store COVBEC naterial only in containers and spaces
approved for their storage. Unless OCOVBEC naterial is under the direct
control of authorized persons, keep the containers and spaces | ocked.

(2) Conply with applicable info rmation on supplenentary
controls (e.g., guards and alarns) for safeguarding classified material in
accordance w th CPNAVI NST 5510.1 (series).

(3) Store COVBEC naterial separately fromother classified
material (e.g., in separate containers or in separate drawers). This hel ps
ensure separate control for COVBEC materi al and expedites emergency
destruction/ protection.

(4) COVBEC keying naterial designated for NATO use may be
stored together with other COVBEC materi al .

(5) Unl ess absol utely necessary , do not place OCOVSEC nateri al
containers in comonly used passageways or other spaces where access cannot
be controll ed.
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(6) Annex N contains construction specifications for dass A
and d ass B storage vaults.

b. Required Forns for Storage Containers : Storage containers for
COVBEC naterial require the follow ng forns:

(1) Aclassified container information form (Standard Form 700
(8-85)) nust be placed on the inside of each COVBEC storage contai ner.

(a) Privacy Act info rmation, (e.g., address, SSN) nay be
excluded fromthe Standard Form 700 (8 -85) and be replaced with a statenent
such as: "Contact OOD' command or See command recall bill," unless the
i ndi vi dual (s) involved signed a rel ease statenent.

(b) A copy of the rel ease statenment nust be maintained in
t he correspondence and nessage file.

(2) A security container open/closure |og (Standard Form 702)
nust be nai ntai ned for each | ock on a COVBEC st orage cont ai ner.

(3) A security container record form (CPNAV Fo rm 5510/ 21) nust
be nai ntai ned for each COVBEC storage contai ner. This is a pernmanent
record and nust be retained with the container.

C. Storing O assified COMEC Keyi ng Material Marked or
Desi gnhat ed CRYPTO:

d assified COVBEC keying material narked or designated CRYPTO
must be stored as indicated bel ow

(1) Storage at Shore Stations

(a) Store TCP SECRET keying naterial in a AQass A vault
or a GSA approved security container procured fromthe GSA Federal Supply
Schedul e.

(b) Store SECRET keying material in a dass B vault or in
any security container approved for storing TOP SECRET keying material .

(c) Store CONFIDENTIAL keying material in a file cabinet
having a built -in three -position nmani pulation -resistant dial -type
conbi nation lock, or in any storage container approved for storing SECRET
or TCOP SECRET keying material .

(2) St orage Aboard DON Shi ps

(a) Store TOP SECRET keying material in a GSA approved
security container with a GROUP 1 or GROUP 1R conbi nation | ock, or ina
strong room or in any storage container approved for storing TCP SECRET

keying material at shore stations.
(b) Store SECRET keying material in a steel security

filing cabinet having a | ockbar secured with a conbi nation padl ock neeting
Federal Specification FF -P-110 procured fromthe GSA Federal
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Supply Schedule, or in a strong room or in any storage container approved
for storing SECRET or TCP SECRET keying naterial at shore stations.

(c) Store CONFIDENTIAL k eying material in a file cabinet
secured with a conbinati on padl ock nmeeti ng Federal Specification FF -P-110,
or in any storage container approved for storing SECRET or TGP SECRET

keying material at shore stations.

(3) Storage in Mbile Situations

TCP SECRET, SECRET and/ or CONFI DENTI AL keying naterial nmay
be stored in a standard, approved field safe or inany simlar security
contai ner secured by a three -position dial -type conbination padl ock that
nmeets Federal Specifications FF -P-110.

d. Two- Person Integrity Storage Containers :

(1) COVBEC naterial requiring TPl storage at the CQustodi an

 evel nust be stored within a OV5 vault under one of the follow ng options:
(a) Inside a OB Vault equi pped with one manufact urer
built -in conbination | ock on the door, and the TPl nmaterial stored in a GSA

approved container with a single or dual conbination | ock.

(b) Inside a OB Vault, where the vault door is equipped
with a conbination |ock that meets the requirenents of Federal
Specifications FF -L-2740. If an el ectronechanical lock is used, it nust
be programmed in either the dual conbi nation or supervisory/subordinate
node for access

(2) COVBEC naterial requiring TPl storage at the User |evel
must be stored under one of the follow ng options:

(a) In a GSA approved security contai ner nmeeting Federal
Specification AA -F-358Gwith a dual | ock.

(b) In a GSA approved security container with conbination
| ock neeting FF -L-2740.

(c) In a special access control container (SACC) securely
welded to the interior of a GSA approved security contai ner drawer.

e. Restriction on Use of Mdified GSA Approved Security
Cont ai ners and Vault Doors :

(1) NO external nodifications are authorized for GSA approved
security containers and vault doors after the effective date of this
publ i cati on.

(2) If external nodifications are nade, the GSA approved
security container |abel and the material must be renoved fromthe
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cont ai ner. The container or vault door is no |onger authorized for
protecting any classified material.

(3) GSA security containers and vault doors externally
nodi fied for TPl requirenents prior to the effective date of this
publication may continue to be used.

NOTE: Repair and/or nodification of a security contai ner nust be
recorded on an associ ated GPNAV For m 5510/ 21.

(4) The avail abl e options for storing TPl material in a GSA
container or vault externally nodified prior to the effective date of this
publication are as foll ows:

(a) Store COVBEC m aterial requiring TPl in a separate
safe within the OW Vault or in a SACC that has been fastened (welded to
the interior of one of the drawers of the CV5 safe).

(b) Install a conbination |ock neeting FF  -L-2740 and
provi di ng dual conbi nation capability on the door of a OVMB Vault that has
open storage. The follow ng nay be used in place of two built -in
conbi nati on | ocks:

1 An approved conbi nati on padl ock neeting FF -P-110
(e.g., Sargent and Qeenleaf (S& nodel 8077A/ 8077AB) and a hardened st eel
hasp el ectrically welded to the door of the vault.

2 A steel nesh divider, with an approved
conbi nati on padl ock neeting FF -P-110 installed within the CV5 Vault.

3 Install two conbination | ocks or use an approved
conbi nation padl ock neeting FF -P-110 with a hardened steel hasp
electrically welded to the COVBEC safe(s) | ocated outside the Qv Vault.

4 Instal |l two approved | ocks on security
containers used to store or hold COVSEC material requiring TPl in the COVB
LH User spaces.

f. TPl for Keyed COVBEC Equi pnent :

(1) TPl is required when classified keying naterial marked or
designated CRYPTO is inserted into and extracted from COVBEC equi pnent and
when | oaded into FDs.

(2) The foll owi ng nethods are authorized to maintain TPl on
keyed COVBEC equi prrent from whi ch classified key marked or designated
CRYPTO can be extract ed:

(a) The conti nuous presence of at |east two authorized
persons, in sight of each other and the keyed equi prent.

(b) Use of a netal cage or steel mesh divider secured
with two approved | ocks.
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(c) Instal lation of two approved | ocks on access doors to
spaces where keyed COVBEC equi prent is | ocat ed. (NOTE: @ pher |ocks are
not acceptable for this purpose; cipher |ocks are for personnel access
control only).

(d) Installation of fabricated netal bars to the
equi pnent racks, secured with two approved | ocks. The bars should traverse
the card reader covers in such a manner that the bars nust be renoved in
order to gain access to the keying material . ( NOTE: Do not attach the
bars to the equi prent itself because the alteration will constitute an
unaut hori zed nodi fication.)

(e) Installation of a video nonitoring/surveillance
systemin such a manner that the nmonitoring screen and the
equi prent/ naterial can be viewed constantly.

(f) Assign additional personnel so that spaces are manned
by a mninumof two properly cleared and authorized persons who are in view
of each other and the naterial at all timnes.

g. Locki ng Devi ces:

The follow ng | ocking devices are approved for use in
establ i shing TPl on equi prent:

(1) S&G conbi nati on padl ock, nodel 8077A/ 8077AB.
(2) Standard Navy issue brass key padl ocks.

(a) Each lock must be individually keyed and naster keys
to a series of locks are not permtted.

(b) Al keys used to control access to COVBEC equi pnent
must be strictly controlled as turn -over itens on a watch -to-watch
inventory. Keys cannot be renoved fromthe spaces.

h. St orage and Protection of COVSGEC Equi pnent

(1) Sonme COVBEC equi prent may, because of its configuration,
requi re special storage facilities and procedures which are normal |y
addressed in the handling and security doctrine for the specific system

(2) In conjunction with any special requirenents, the
fol | owi ng gui dance nmust be used to store and protect COVSEC equi pnent :

(a) Store wunclassified, unkeyed equipnent in a manner
sufficient to preclude any reasonabl e chance of pilferage, theft, sabotage,
tanpering, or access by unaut horized persons.

(b) Store classified, unkeyed equipnent in the sane manner
as classified material of the sane classification.

NOTE: Wien installed in an operational configuration (e.g., in a
ship, aircraft, shelter, vehicle, backpack or building),
cl assified unkeyed COVSEC equi pnent nmay be | eft unattended,
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provi ded the Commanding O ficer or other responsible
authority judges it is protected sufficiently to preclude
any reasonabl e chance of pilferage, theft, sabotage,
tanperin g, or access by unauthorized persons.

(c) Protect all keyed equiprent based on the
classification of the equi pment or the keying material, whichever is
hi gher. Additionally, ensure that procedures are in effect to prevent
unaut hori zed use of the equi pment or extraction of its key.

(3) Protect conputer systens performng COVMSEC functions by
hardware and software controls to prevent unauthorized access and
penetration. Protect machi ne readabl e copies of COVSEC prograns in
accordance with their classification.

i Storage of Fill Devices (FDs):

FDs will be afforded TPl storage as foll ows:

(1) Custodi an | evel storage requirenents : Wile nmaintained at
the custodian level (in the vault or safe of the custodian), FDs |oaded
with classified key marked or designated CRYPTO nust be provided TPI
st or age. Unl oaded FDs do not require TPl storage.

(2) User | evel storage requirenents

(a) Wiile maintained at the user level (e.g., held by
users on | ocal custody), FDs |oaded with classified key narked or
desi gnat ed CRYPTO nust be provided TPl storage.

(b) Unl oaded FDs in an operational, comunications
envi ronnent cont ai ni ng keyed equi pnents from whi ch classified key narked or
desi gnat ed CRYPTO nay be extracted nust al so be provided TPl storage.

J- Storage of Ot her COVSEC Materi al

(1) d assified COVBEC material not covered above nust be
stored based on its classification in accordance with CPNAVI NST 5510. 1
(series).

(2) Uncl assi fi ed COVBEC nat eri al not designated as CO rnust be
stored in a manner sufficient to preclude any reasonabl e chance of
pi |l ferage, theft, sabotage, tanpering, or access by unauthorized persons.

(3) COVBEC naterial designated as GO mnust be handl ed in
accordance with Article 535.

525. PREPARI NG COVSEC MATERI AL FOR SHI PMVENT

a. Packagi ng Material s/ Shipnment Containers : Mterials used for
packagi ng COVMBEC material for transportation nust be strong enough to
protect the material while in transit, prevent itens from breaki ng through
the container, and enabl e detection of any tanpering.
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b. W appi ng Requi renents :

(1) Al OAwBEC keying material and classified COVBEC nateri al
must be doubl e -wapped (using a non -transparent wapper) and securely
seal ed.

(2) Uncl assified COVSEC material need only be wapped once
(using a non -transparent w apper).

C. W apper Marki ng Requirenments :

(1) I nner wapper : The inner wapper nmust be narked with the
fol l owi ng infornation:

(a) H ghest classification of the material.

(b) "TO and "FROM' add ressees.

(c) CVB account nunber of both the shipping and
recei vi ng comrand.

(d) CRYPTO or ot her special handling markings.

(e) Control | ed package nunber or registered nail
nunber .

(f) "TO BE OPENED ONLY BY CMS CUSTCDI AN . "

(2) Quter wapper : The outer wapper must be nmarked with the
following information (applicable for shipnents of all COVBEC naterial):

(a) "TO' and "FROM addressees.
(b) Any applicable notation to aid delivery of the
package.

NOTE: The outer wapper nmus t never reveal whether the package
contains classified informati on or keying naterial (i.e.,
the contents of the package are not to be disclosed in any
manner on the outer wapper).

(3) The manner in how the package nust be addressed nmay vary
slightly depending on the shi pnent nethod used. Use the follow ng gui dance
as appl i cabl e:

(a) Wien transporting material via DCS, conformto DCS
gui dance on packagi ng requirenments. Further information on DCS can be
obt ai ned by contacting your servicing DCS stati on.

(b) Material transmtted by State Departnent diplomatic
pouch nmust indicate that " Courier Acconpaninent is Required ."

(c) Wien using a commercial carrier to transport GO, a
conpl ete address nust be used (this includes the street address, building
nunber, and zip code).

NOTE: Sonme commercial carriers may al so require the tel ephone

nunber of the receiving command to be on the address | abel
of the package.
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d. Packagi nhg and Shi pping Restrictions :

(1) Package keying material separately fromits associated
COVBEC equi prrent unl ess the application or design of the equipnent is such
that the correspondi ng keying material cannot be physically separated from
it.

(2) Shi p equi pmrent with enbedded COVSEC naterial the same way
as keying material is shipped.

(3) Package primary and associ ated keying material (e.qg.
KW 46 BAV and W) in separate packages within a shipnent.

(4) OOVBEC equi pnent nust  not be shipped in a keyed condition
unl ess renoval of the keying nmaterial is inpossible. ( NOTE: For
equi pnent using a crypto -ignition key (AK), renmoval of the QK results in
t he equi prment bei ng unkeyed.)

(5) Wien shi ppi ng keying materi al marked CRYPTO packages wil
contain no nore than four editions (for material that is superseded
quarterly or nore frequently) or two editions if the material is superseded
sem -annual ly or less frequently.

NOTE: This restriction does not apply to packaged irregularly
super seded keying material and may be wai ved by
DCVS/ / 20/ / when est abl i shing a new account or in cases where

supply is difficult and the nunber of shipnents is |imted.

(6) If the quantity of material to be shipped exceeds that in
paragraph (5), the material nust be split into several packages and entered
into DCS in staggered shipnents that are not |ikely to be conbi ned.

(7) There is no restriction on the nunber of short titles that
can be encl osed in each package or the nunber of copies of an edition

530. TRANSPORTI NG COVSEC MATERI AL

The provisions of this article apply only to the physica
novenent between CVS accounts. Mvenents within a command nay be perforned
by a properly cleared and autho-rized individual. The authorized nethods
of transporting COVBEC material are as foll ows:

a. Keying Material :

(1) TOP SECRET and SECRET : Al TOP SECRET and SECRET keying
material narked or designated CRYPTO and itens that enbody or describe a
cryptographic logic or algorithmnust be transported by one of the
fol | owi ng met hods:

(a) Def ense Courier Service (DCS).

(b) State Departnment Courier Service (SDCS).
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(c) O eared departnent, agency, or contractor individuals
desi gnated as couriers. (NOTE: WMaterial nmust be handl ed i n accordance
with TPl standards.)

NOTE: TPl is not required for keying naterial in the custody of
t he DCS or SDCS.

(2) CONFI DENTI AL :  CONFI DENTI AL keying material narked or
desi gnated CRYPTO and itens that enbody or describe a cryptographic |ogic
or algorithmnust be transported by one of the follow ng nethods:

(a) Any nethod approved for TOP SECRET or SECRET.

(b) U S Postal Service Registered mail, provided the
material does not pass through a foreign postal system or any foreign
i nspecti on.

NOTE: Regi stered nail sent to FPO AE/ FPO AP addr esses does not
pass out of U S control.

(c) O eared comercial courier using Protective Security
Service (PSS).

(3) UNCLASSI FI ED : Uncl assified keying material narked or
desi gnat ed CRYPTO nust be transported by:

Any netho d approved for TCOP SECRET, SECRET, or CONFI DENTI AL.

NOTE: 1. Under no circunstances will uncleared comercial carrier
services be used to ship any keying naterial mnarked or
desi gnat ed CRYPTQ -
2. Never ship any keying material via regular U S mail.

b. COVBEC Equi pnent (less CCO):

(1) TCP SECRET and SECRET

(a) Any nethod approved for TOP SECRET or SECRET keying
naterial .

(b) SECRET OQOVBEC equi prent may al so be shi pped by a
cleared commercial carrier using PSS.

(2)  CONFI DENTI AL :

(a) Any nethod approved for TOP SECRET or SECRET.
(b) US Mlitary or mlitary -contract air service (e.g.,

MAC, LOAI R, QUI CKTRANS) provi ded that a continuous chain of accountability
and custody (e.g., signature tally record) is maintained.
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(3)  UNCLASSI FI ED :

Uncl assified equi pment ( not designated CO) may be
transported by any met hod approved for the transportation of val uable
gover niment property.

NOTE: Met hods for shipping COs are contained in Article 535.

C. O her COVBEC Material : COOVSEC naterial not covered above nay be
transported as foll ows:

(1) TCP SECRET naterial nust be transported by DCS, SDCS, or
cl eared departnent, agency, or contractor courier.

(2)  SECRET:

(a) U S Postal Service Registered mail provided the
materi al does not pass through a foreign postal systemor any foreign
i nspecti on.

(b) A eared comrercial courier using PSS

(3)  CONFI DENTI AL :

(a) U S Postal Service Registered mail provided the
materi al does not pass through a foreign postal systemor any foreign
i nspecti on.

(b) Commercial carrier that can provide a continuous chain
of accountability and custody (e.g., signature tally record) for the
material while in transit.

(4)  UNCLASSI FI ED :

Any nmeans that will reasonably ensure safe and undanmaged
arrival at its destination.

NOTE: 1. Unclassified itens may be shipped with classified itens
when there is an operati onal need to provide both types
together (e.g., elenments, subassenblies, and assenblies that
function together and are necessary to the operation of a
cl assified COVBEC equi pnent or systen).

2. In the above situation, the material nust be shipped in
a manner approved for the hi ghest classification of nateri al
contai ned in the package.

d. Commercial Aircraft :

(1) s, AOCs, or SOMSRGs are authori zed, in cases of
operational necessity, to approve the use of comrercial aircraft to
transport only that quantity of COVSEC material required to fulfill
i mredi at e, operational needs, provi ded :
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(a) Departmental and FAA Advisory Grcular (AC 108 -3)
procedures are foll owed.

(b) Couriers are briefed on their responsibilities.

(2) Drect flights should be used and unl ess operationally
necessary, do not transport keying material in aircraft over hostile
territory.

(3) US flag aircraft can be used to courier COVBEC nateri al
wi thin GONUS (includes Al aska, Hawaii, and U 'S. territories/ possessions).

(4) Transportation of COVBEC material outside of CONUS o n a
US flag or any foreign -owned, controlled, or chartered aircraft, is
strongly discouraged because of the threat by terrorists and the | ack of
US control.

e. Courier Responsibilities: Couriers shall be designated in
witing and receive witten instructions for safeguarding the nateri al
entrusted to them The follow ng provisions, at a m ni num, nust be adhered

to:

(1) Wien possi bl e, couriers nust retain personal possession or
control of couriered COVBEC naterial (e.g., material |ocked in an
area/ conpartnment of the aircraft and the courier has the keys to the | ock
or the keys are entrusted to a designated airline enpl oyee).

(a) Couriers nmust remain in an adjacent area to guard
agai nst unaut hori zed access to COVBEC naterial placed in a | ocked
conpartnment not under their direct control.

(b) Arranging with the carrier alast -in-first-out (LIFO
procedure when the physical configuration of the conveyance does not allow
the couriers to keep the nmaterial with themor under their control.

(2) Ensuring that the material is not subject to inspection by
unaut hori zed persons when transporting COVBEC material into, within, or out
of foreign countries.

NOTE: External viewi ng and x -raying of protectively packaged
paper or nylar tape keying material is permtted, but
must be done in the presence of the courier(s).

(3) Wien couriering COVBEC nmaterial outside of CONJUS, couriers
nust have the tel ephone nunber of the nearest U S. Enbassy or Consul ate for
every country which the aircraft is scheduled to fly through/to.

(4) Notify the recipient, in advance, of the flight itinerary
and estimated tine of arrival so that appropriate steps may be taken if the
courier does not arrive within a reasonable anmount of tinme after the flight
has arrived.
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h. El ectrical Transm ssion of Key List Settings :

(1) The Controlling Authority (CA) of keying material nay
aut hori ze secure electrical transmssion of key list settings to authorized
hol ders who cannot be supplied through nornal channel s.

(2) In an energency, the CO of the transmtting station nay
authori ze electrical transmssion of key |list settings to authorized
hol ders, but must notify the CA as soon as possible thereafter.

i Over-the-Air Key Transfer (OTAT): Net Control Stations (NCSs),
Crcuit Control Ofices, and Qperational Conmanders are authorized to
transmt key, which is obtained through normal channels or is locally
generated, over -the-air to interconnecting stations or supporting units.

NOTE: Only established secure circuits that enploy crypto systens
desi gnated for OTAT nmay be used.

j- Over-the-Air Rekeying (OTAR): NCSs and Grcuit Control Oficers
are authorized to conduct OTAR with key that is obtai ned through nornal
channel s or is locally generated, and rekey renmote circuits under their
control that enploy crypto systens designated for OTAR

NOTE: NAG 16 (series) contains procedures for conducting OTAT/ OTAR
of OOVBEC key needed to support tactical communications.

535. CONTROLLED CRYPTOGRAPHI C | TEM (CCl)

a. Definition:

A secure tel ecommuni cations or infornmation handling equi preent,
or associ ated cryptographi c conponent, which is unclassified but
controlled. Designated itens will bear the designation Controlled
Cyptographic Itemor CO.

b. Accountability:

Cd is centrally accounta ble to DOVB by serial nunber
(AL 1) or quantity (AL 2).

C. Ceneral Access Requirenents :

A security clearance is not required for access to unkeyed OO .
Normal |y, access nust be restricted to U S citizens whose duties require
such access.

d. Access Requirenents for Resident Aliens :

Resident aliens who are U S. CGovernnent enpl oyees, U S.
Governnent contractor enpl oyees, or National Quard, active duty, or reserve
nmenbers of the U S Arned Forces nay be granted access to GO provided
their duties require access.
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e. Access Requirenents for Foreign Nationals :

Non-U.S. citizens who are enployed by the U S. Governnent at
foreign locations where there is a significant US. mlitary presence (two
or nore mlitary bases) may handle CC rmaterial in connection with
war ehouse functions, provided they are under the direct supervision of an
i ndi vi dual who has been granted access to CO naterial.

(1) Access to Unkeyed GO : Access may be granted to Foreign
National s under the follow ng conditions:

(a) In conjunction with building nmaintenance, custodi al
duties, or other operational responsibilities that were perfornmed by
unescorted personnel in the area prior to the installation of the CO.

(b) The GO is installed within U S. controlled or
conbined facility with a permanent U S. presence, as opposed to a host
nation facility.

(c) Commrand security authority has determned that the
risk of tanpering with the G, which could result in conpromse of US.
classified or sensitive classified information, is acceptable in |ight of
the local threat, perceived vulnerability, and the sensitivity of the
informati on being protected as indicated by its classification, special
security control, and intelligence life.

(d) The systemdoctrine for the GO does not
specifically prohibit such access.

(2) Access to Keyed GO : The access requirements |isted above
for unkeyed OO also apply to keyed GO with the foll owi ng additi onal
restrictions:

(a) The non-U S. citizens are civilian enpl oyees of the
U S Governnent and are assigned to a conbined facility.

(b) The non-U S. citizens hold a clearance at |east equal
to the highest |evel of the keying nmaterial or information being processed.

(c) The GO material remains U S property and a U S.
citizen is responsible for it. The presence of such installed COs nust
be verified at |east nonthly and the verificati on documented and retai ned
in accordance with | ocal comrand policy.

(d) The communi cations to be protected a re determned to
be essential to the support of a U S. or conbined operation.

(e) U S. users comunicating with such termnals are nade
aware of the non -US. citizen status of the GO user.

NOTE: 1. Wiivers to permt unescorted access by non -U S
citizens toinstalled COs under the conditions |isted
above nust be submtted to DOMS/ /20//.

(R
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2. Non-US citizens in comunist bloc or other

countries listed in the Attorney General's Oiteria

Country list may not be granted access to installed

CC  equi prment wi thout approval from D RNSA//S11//;

submt requests via the Chain of Command to DOVE//20//. (R

f. Keying CO :

(1) Only properly cleared and designated U S. citizens are
authorized to key GO with classified U S. key. Wiivers of this policy
nust be authorized by DOV /20//. (R

(2) Non-U. S. personnel are authorized to key GO using only
Allied key or unclassified U S key.

g. Cassification of CC Wen Keyed :

Wien keyed, CO assunes the classification of the keying
material it contains, and nust be handl ed i n accordance with the control
and saf eguardi ng requirements for classified keying material described in
thi s manual .

h. Installing CCI in a Foreign Country :

Wien there is an operational necessity to install and operate a
Cd in a foreign country at a facility which is either unmanned or nanned
entirely by non -U S citizens, the installation nust be approved, in
advance , by DOV /20//. (R

(1) In addition to the requirenent s |isted above, speci al
security measures will be required (e.g., constructing vault areas,
storing CO material in approved security containers, installing
| ocki ng bars on equi pnent racks, installing alarmsystens) to prevent
unaut hori zed access to the CJ by non -U S citizens.

(2) The installation of the GO nust be acconplished and
controlled by US. citizens.

i Moving CCl to a Sensitive Environnent . CO naterial
should not be noved froman environnent where the risk of tanpering
by non-US. citi zens is acceptable, to a nore sensitive environmnent
where the risk of tanpering by non -US. citizens is not acceptable.

(1) Wien operational requirenments necessitate noving
CC to a nore sensitive environnment, the command nust send a
nmessage to DOVE//20// requesting authorization to nove the (R
materi al .

(2) Before noving the CO, it nust be exam ned for
signs of tanpering by qualified COVSEC nai nt enance personnel .

(3) Report any evi dence or suspicion of tanpering to
DI RNSA/ / V51A// as a COVBEC i ncident in accordance with Chapter 9. (R
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NOTE: If tanmpering is suspected, renmove the GO from
operational use until instructions are received from

D RNSA

j- Transporting Keyed/ Unkeyed CClI

(1) Cad nust not be shipped in a keyed condition unl ess
removi ng the key is inpossible.

(2) Unkeyed CCO nmay be shipped/transported by any neans
del i neat ed bel ow.

k. Met hods of Shipping CC . OGO equipnent nust be shipped
only to authorized activities using any of the follow ng nethods:

(1) Authorized U S. Covernnent departnent, service, or
agency courier (e.g., Navy Supply Systen).

(2) Authorized U S. CGovernnment Contractor/Conpany or U.S.
Citizen courier.

(3) US Postal Service Registered mail, provided the
material does not at any tine pass out of U S postal control, pass
through a foreign postal system pass through any foreign inspection,
or otherw se fall under the control of unescorted foreign nationals.

NOTE: 1. There are certain restrictions gov erning the size
and wei ght of packages that can be shipped via
regi stered nmail . Prior to shipping the GO, check

with the postal service to determne whether the

shi pnent qualifies.

2. Frst, fourth, certified, insured, and express
mai |, and parcel post are not authorized nethods of
shi ppi ng GO equi pnent .

(4) Commercial carriers (non -mlitary aircraft) may be
used to transport CO (includes GO being transported in conjunction
with Foreign Mlitary Sales) within the U S, its territories, and
possessi ons, providing the carrier warrants in witing to satisfy the
fol | ow ng:

(a) Is afirmincorporated in the U S that provides
door -to-door service.

(b) Quarantees delivery within a reasonabl e nunber
of days based on the distance to be travel ed.

(c) Possesses a neans of tracking individual
packages within its systemto the extent that shoul d a package becone
lost, the carrier can, within 24 hours follow ng notification,
provide informati on regardi ng the | ast known | ocation of the
package(s).

(d) Quarantees the integrity of the vehicle's
contents at all times.

5-31 AMEND 4

avs 1



OVB 1 [ 535]

(e) Quarantees that the package will be stored in a
security cage should it becone necessary for the carrier to nmake a
prol onged stop at a carrier termnal.

() Uilizes a signature/tally record (e.g., a
carrier's local signature/tally formor the DD Form 1907 or Form
AC-10) that accurately reflects a continuous chain of accountability
and custody by each individual who assunmes responsibility for the
shipnent while it is in transit; R

1 Wilizes an electronic tracking systemthat
reflects a chain of accountability and custody simlar to that
provided by a nmanual |y prepared signature/tally record.

2 Ensures positive identification of the actual
recipient of the material at the final destination.

3 UWses a hard -copy printout that serves as
proof of service; the printout nust reflect those points, during
transit, where electronic tracking of the package/ shi pnent
occurred.

(5) US mlitary, mlitary -contractor, or private air service

(e.g., AMC, LOAIR QU CKTRANS), provided the carrier
satisfies the requirements identified above for commercial non-aircraft
carriers.

(6) US Dplonatic Courier Service.

(7) DCS out si de CONUS, when no ot her method of secure
transportation is availabl e.

(8) Commerci al passenger aircraft may be used within the
U S, its territories, and possessions. ( NOTE: Comer ci al passenger
aircraft used outside the US., its territories, and possessions nust be a
US flag carrier.

(NOTE: Requi renments/restrictions for shipping GO on comerci al
aircraft are detailed in paragraph I.)

(9) Non-U.S. citizens who are enployed by the US.
Governnent at foreign locations where there is a significant U S
mlitary presence (two or more mlitary bases) may transport CC
material, provided there is a signature record that provides
continuous accountability for custody of the shipment fromthe
time of pick -up to arrival a t the final destination.

NOTE: A US citizen nust acconpany the foreign driver in
couriering the material; or the material nust be con-
tained in a cl osed vehicle or shipping container (e.g.,
CONEX, DRQOVEDARY, or simlar authorized container) which
is locked with a high security |ock and contains a
shi pping seal that wll prevent undetected access to the
encl osed nateri al .
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| . Requirenments and Restrictions for Transporting CCl on
Commercial Aircraft :

(1) The container(s) and content(s) may be subject to
certain security inspections, including x -ray, by airport personnel.
I nspections are permssible, but only in the presence of the
courier.

(2) I nspection of GO material nust be restricted to
exterior examnation only and conducted in the presence of the
courier. To preclude unnecessary inspections by airport personnel,

couriers should carry current orders, letters, and ID cards
identifying themas designated couriers.

(3) Cd naterial nmust be stored in the cabin of the
aircraft where the courier can nmaintain conti nuous control of the
mat eri al

(4) Wien the size of the GO shipnent is too |arge
for storage in the cabin of the aircraft, the entire shipment nust be
packaged in a suitabl e container which is secured and seal ed in such
a manner so that any unaut horized access to the enclosed GO can be
detected by the courier. ( NOTE: The GO shi prent nay then be
shi pped as checked baggage, provided the LIFO procedure is
coordinated with the carrier.)

m St orage of CCl : Unkeyed CO and/or OGO keyed with
uncl assified key nmarked or designated CRYPTO nust be stored in a
manner that affords protection against pilferage, theft, sabotage, or
tanpering, and ensures that access and accounting integrity are
nmai nt ai ned.

n. Packagi ng CCl : Package unkeyed CO for shipnment in a
manner that will allow for tanper detection and prevent danage while
intransit.

(1) In addition to the infornation required on the
packagi ng | abel, include the office code or duty position title of
the individual who is designated to accept custody of the CO
equi pnent to ensure proper delivery. ( NOTE: Do not use the nane of
an individual .)

(2) The shi ppi ng docunent nust al so contain an
emer gency tel ephone nunber(s) for the intended recipient in the event
delivery is nmade after normal working hours.

o. Notification to Intended Recipient . Regar dl ess
of the nethod used to transport OO, the transferring command nust,
within 24 hours of shipping, notify the intended recipient of the
nmet hod of transportation and a list of Cd(s) that have been shi pped.

p. Shi pnents not Received:

(1) If a shipment of CO equipnent has not been
received within five working days after the expected delivery date,
contact the originator of the shipmrent imediately.
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(2) If the location of the shipment cannot be
determ ned, tracer action nust then be initiated. The materi al
shal | be assunmed to be lost and the incident nmust be reported to
DI RNSA FT GECRGE G MEADE MDY / V51A// in accordance with
Chapter 9.

qg. Reportabl e Incidents:

(1) Lost shiprments, shipnents that show evi dence of
possi bl e tanpering, and unaut hori zed access to CCl equi pnent nmust be
reported to DI RNSA/V51A//, info DAwE/ /20//.

(2) Al other incidents involving inproper shipping
or handling of CO equiprent nust be reported to
DOVE/ /20//, info D RNSA /V51A/ /. If a coomercial carrier is

i nvol ved, include the name(s) of the carrier(s).

540. ROUTI NE DESTRUCTI ON  OF COVBEC MATERI AL

a. General . Ef fective and superseded keying nmaterial is
extrenely sensitive, and if conprom sed, potentially exposes to
conpromse all of the information encrypted by it. For this reason,
keying material (other than defective or faulty key) nust be
destroyed as soon as possible after it has been superseded or has
ot herwi se served its intended purpose.

NOTE: Failure to destroy COVBEC material within the tineframes
outlined in this article is alocally reporta ble PDS in accordance
with Chapter 10. Do not report l|ate destructions to DOVS.

b. Categories of COVSEC Material . The various categories

of OCOVBEC naterial that are discussed below are detailed in Article
260 and shoul d be reviewed as often as necessary to ensure conpliance
with the destruction requirenents contained in this chapter.

c. Destruction Personnel . COVBEC naterial that is
aut hori zed for destruction nust always be destroyed by two cl eared
and aut hori zed personnel in accordance with the foll ow ng:

(1) Uni ssued (i.e., retained in the vault or safe of
t he Qustodi an) superseded COVBEC material nust be destroyed by
cust odi an personnel, or by the CQustodian or Alternate and a properly
cl eared wi tness.

(2) Issued (i.e., to a LH User for use) superseded
COVBEC nmaterial nust be destroyed by any two properly cl eared and
aut hori zed personnel .

d. Conditions Affecting Keying Material Destruction
destruction requirenents for keying material wll vary dependi ng on
several factors; for exanple:
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(1) Wiet her or not the keying naterial is narked or
desi gnat ed CRYPTQ

(2) Wiet her it has been issued to Users, or,

(3) Wiether it renains unissued (i.e., in the
Custodian or LH Vault or safe), etc. Accordingly, these factors and

how they affect the 12 -hour standard are identified in the Routine
Destruction and Emergency Supersession exceptions stated in
par agraphs e. and f.

e. Routine Destruction of Keying Material (both regularly and
irregul arly superseded). Destroy i medi ately after use when nore
than one copy of the key setting is avail able, or as soon as possible
after the cryptoperiod and always within 12 hours after the end of
t he cryptoperi od. Exceptions to the 12 -hour destruction standard
are as follows:

(1) In the case of an extended holiday period (over
72 hours) or when special circunstances prevent conpliance with the
12-hour standard (e.g., destruction facility or operational space not
occupi ed) destruction may be extended until the next duty day. In
such cases, the naterial nust be destroyed as soon as possible after
reporting for duty.

(2) Super seded keying material on board an aircraft
is exenpt fromthe 12 -hour destruction standard. However ,
super seded keying material nust be destroyed as soon as practicable
upon conpl etion of airborne operations.

(3) Superseded segnents of seal ed segnented/
extractabl e keying material (issued or unissued), need not be
destroyed until the entire edition is superseded or the keying
material i s unseal ed, whi chever occurs first . When retai ned unti
the entire edition is superseded, the naterial nust be destroyed no
later than 5 working days after the nonth in which supersession

occurs.

NOTE: "Seal ed" keying material is defined as that which either
remai ns unopened in its original protective packagi ng or
whi ch has been resealed in accordance with Article 772.
Cani st er -packaged keying nmaterial is considered seal ed,
even after initial use (one or nore segnments have
been renoved fromthe canister for use). Accordingly,
super seded segnents need not be renoved and destroyed until
an effective segnent is required for use or until the entire
edition is superseded, whichever occurs first.

(4) I ssued keying material packaged in canisters
containing multiple copies of each segnent (e.g., 1/01, 1/02, 1/03,
etc.):

(a) Destroy all copies except the |ast copy
i mredi ately after use.
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(b) Retain the |last copy of each effective segnent
until the cryptoperiod expires, then destroy within 12 hours.

(5) I ssued codes (e.g., AKAC 874) consisting of sections
that are used increnentally (e.g., 6-hour periods). Destruction of
each 6-hour section need not be carried out until the entire table or
page i s superseded. Users then have 12 hours fromthe tine the
entire table or page supersedes to conpl ete destruction

(6) Keying material that supersedes at intervals of |ess
than one nmonth (e.g., 7-, 10-, and 15-day codes):

(a) Uni ssued : The keying nmaterial may be held until
the next end of the nonth destruction, but nust be destroyed no | ater
than five working days after the end of the nmonth in which the
edi ti on was super seded.

(b) Issued: COV5 Users need not open security
containers for the sole purpose of performng routine destruction
However, if the security containers are opened for any reason and
Users have access to the material, the superseded material nust be
dest royed.

(7) Irregul arly superseded keying material whose
supersession i s promul gated by message nust be destroyed as fol |l ows:

(a) Uni ssued : The keying nmaterial may be held until
the end of the nonth destruction, but nust be destroyed no later than
five working days after the nonth in which supersession occurs.

(b) Issued: Destroy as soon as possible after
recei pt of the supersession nmessage and always within 12 hours of
recei pt of the nessage.

(8) Super seded COVBEC material received in an RCB
shi pnent nust be destroyed as soon as possible but always within 12
hours of opening the shipnent. Annotate on the SF 153 destruction
docunent, "SUPERSEDED ON RECEI PT. " No additional reporting is
required.

(9 Destroy irregul arly superseded traini ng/ mai nt enance
keyi ng material when it becomes physical ly unserviceabl e.

(10) Destroy on-the-air test key at the end of the testing
period as determned by the test director.

(11) If material is involved in an investigation, specific

instructions to retain the material beyond its supersession date wl|l
be provided by DOVS /20//.
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(12) To permt processing of message traffic received
after the effective cryptoperiod of a key, keying material for al
aut omanual off-line systens (e.g., KL-42, KL-43, KL-51) nay be
retained up to, but no longer than, 72 hours after supersession

f. Ener gency Supersession of Keying Material . Wen involved
in conprom se situations, destroy superseded naterial as soon as
possi bl e and al ways within 12 hours of recei pt of emergency
supersession notification. The only exceptions to this 12-hour
destruction standard are as foll ows:

(1) In the case of an extended holiday period (over 72
hours) or when special circunstances prevent conpliance with the 12-
hour standard, destruction may be del ayed until the next duty day.
I n such cases, destruction nmust be conducted as soon as possible
after reporting for duty.

(2) Wien a segnment of issued canister-packaged keying
material is emergency superseded before its cryptoperiod, conply with
the fol I ow ng:

(a) Do not renove the energency superseded segnent
fromthe canister for destruction until all segments preceding the
super seded segnent have been used or destroyed.

(b) Until such tinme as the energency superseded
segnent (s) can be renmoved fromthe canister for destruction, adhere
to the follow ng procedures to prevent accidental use of the
super seded segnent :

1 Place the affected canister in a ziplock bag
along with a copy of the message directing energency supersession of
the segrent(s), OR

2 Wap a copy of the supersession nessage
securely around the canister using a rubber band.

(c) Wen a segnent of uni ssued cani st er - packaged
keying material, is energency superseded before its cryptoperiod
comply with the foll ow ng:

1 Follow the procedures described above for
i ssued cani ster-packaged keying nateri al or hold the uni ssued
cani ster for routine end of the nonth destruction

2 Wen held until the end of the nonth, the
Cust odi an must ensure that the keying nmaterial is destroyed no |ater
than five working days after the nmonth in which
supersession of the entire edition occurs.

(3) Wien uni ssued keying material protectively packaged

in other than canisters is energency superseded, conply with the
fol | ow ng:
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(a) Destroy superseded segments i mmediately or hold
t he uni ssued keying material edition for routine end of nmonth
destruction.

(b) To prevent accidental use of superseded
segnents, wap/attach a copy of the supersession nessage securely
(e.g., using a rubber band) around the renai nder of the material

(c) Wien held until the end of the nonth, the
Custodian will ensure that the keying nmaterial is destroyed no |ater
than five working days foll owi ng supersession of the entire edition.

g. Destructi on of M ntenance Manual s, Operating
Instructions, and General Doctrinal Publications

(1) Destroy within five working days after the end of the
nmont h i n whi ch super seded.

(2) Resi due of classified anendnments to these
publications must be destroyed as soon as possible, but no later than
five working days after entry of the anendnent.

(3) Resi due of uncl assified anendnents to the
publications must be destroyed as soon as possible, but no later than
five working days after the end of the nonth in which the amendnent
was entered.

h. Destructi on of COVSEC Equi pnent . Unl ess ot herw se
directed by DOVS/ /30//, CAVSEC equi prent wil | NOT be destroyed at the
| ocal command | evel, but wll be disposed of as directed by DCVS
The foll owi ng gui dance pertains:

(1) Wien aut hori zation to destroy COVBEC equi pnent has
been recei ved by an account from DOVE//30// and a deadline
destruction date has not been identified:

(a) Destroy within 90 days of receipt of the
destruction authorization. |[|f destruction cannot be acconplished
within this specified tineframe, the account rnust request a waiver
from DCVS/ / 20/ 30// identifying material involved; authorization
nmessage date-time-group; circunstances as to why the account can not
conply; and anticipated date of destruction

(b) Accounts that fail to destroy naterial wthin
the 90 day tinefrane and who have not requested a waiver are in
violation of CV5 policy and nust docunent "late destruction" in
accordance with Art. 1005.a.(5).

(2) COVBEC equi prrent can not be destroyed until all users
on that particular net are up and operational. Therefore, accounts
nmust exercise caution to ensure no degradati on in comruni cati ons when
changi ng fromone secure systemto anot her.
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(3) COVBEC equi pnent identified for destruction wll
remai n on an accounts inventory until actual destruction and
reporting has been docunent ed.

(4) Questi ons concerni ng COVSEC equi pnent destructi on,
other than that indicated, may be referred to DCVS/ /30//.

i Reporting Destruction. Report destruction in accordance
with the gui dance contained in Chapter 7 or as directed by DOVS

j- Routi ne Destructi on Met hods :

(1) Paper COVBEC Material : Destroy paper COVBEC materia
by burning, crosscut (double-cut) shreddi ng, pul ping, chopping or
pul veri zi ng.

(a) Wien burning, the conbustion nust be conplete so
all material is reduced to white ash and contai ned so that no
unbur ned pi eces escape. Inspect ashes and break up or reduce to a
sludge if necessary.

(b) Pl acing superseded keying material in a burn bag
does not constitute a conplete destruction. A conplete destruction
is the actual destruction by burning, shredding, or other authorized
nmeans that nakes recovery or reproduction inpossible.

(c) Do not transport burn bags of unshredded COVBEC
keying nmaterial to destruction facilities outside the jurisdiction of
t he command unl ess controlled by the Qustodian and/or Alternate and a
qualified witness.

(d) Pulping (wet process) devices, or chopping or
pul veri zing (dry process) devices nust reduce the residue to bits no
larger than five mllineters (5mm in any dinension. A good quality
mul ti - speed househol d bl ender may be used.

(e) Oosscut shredders nmust reduce the r esidue to
shreds no nore than 3/64-inch (1.2mm) by 1/2-inch (13mm) or 1/35-inch
(0.73mm by 7/8-inch (22.2m).

(f) Wien destroying snall anmounts of keying nateri al
(i.e., keytape segrments or key cards), add an equal anount of other
classified or unclassified material of simlar conposition before
shr eddi ng.

(g0 Nornally, strip-shredding is not an approved
destruction method, but ships and subrari nes may use strip-shredders
that cut the naterial into strips no wider than 1/32 inch in the
fol | owi ng i nstances.

1 Ships at sea and surfaced submarines w thout
incinerators may use strip-shredders. Streamthe strip-shredded
material |oosely into the wake of the ship in open water when the CO
considers recovery by hostile forces unlikely.
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2 Ships or submarines in port nust burn strip-
shredded material; however they may tenporarily retain strip-shredded
material (for no |l onger than seven days) for streamng in the wake
of the ship upon return to sea

3 Subnerged subnarines with hydraulic
conpactors shall conpress the shredded material into a standard
di sposabl e perforated nmetal container; ensure the container wei ghs at
| east 30 pounds, seal at both ends, and jettison fromthe trash
di sposal unit in a least 1,000 fathons of water.

NOTE: On board shi ps, subnarines, and aircraft superseded
keying material may be shredded and kept in secure
storage (for no longer than seven days) until a
facility is reached where conpl ete destruction can be
acconpl i shed.

(2) Non- paper COVBEC Material . Destroy by burning,
choppi ng, pul verizing, or chemcally altering, until it is deconposed
to such a degree that there is no possibility of reconstructing key,
keying logic, or classified COVBEC informati on by physical,
electrical, optical or other neans.

(a) Mcrofiche may be destroyed by burning or by
usi ng an NSA-approved COVSEC m crofiche and mcrofil mshredder.
Bef ore burning, put each mcrofiche in a separate paper jacket. |If
needed, add shredded or crunpl ed paper before burning.

(b) Use acetone or nethylene chloride to destroy
m crofiche when burning is not feasible. Enclose each mcrofiche in
a separate paper jacket or place in the chemcal bath one at a tine.

WARNI NG: Use acetone carefully; it is volatile, toxic, and
fl ammabl e. Avoid spark or flane and wear gl oves,
aprons, and eye protection. Consult the |ocal
safety officer for additional precautions.

1 Subrmarines in port shall destroy mcrofiche
by one of the approved net hods above.

2 Subnmarines at sea may destroy mcrofiche by
strip-shredding it and jettisoning the residue with the COVSEC paper
resi due as stated above, or may retain the mcrofiche until return to
port and then destroy it using an approved net hod.

(c) Magnetic or electronic storage/recording nedi a
are handl ed on an individual basis. Destroy nmagnetic tapes by
di sintegration incineration and nagnetic cores by incineration or
snelting. Destroy magnetic disks and di sc packs by renoving the
entire recordi ng surface by neans of an enery wheel or sander.

WA RNI NG: Do NOT burn magnetic tape on alumnumreels in a
sodiumnitrate fire (this may cause an expl osion).
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(d) Puncture enpty keytape cani sters on both sides
of the canister and dispose of it as unclassified material. Ensure
that the canister is enpty before disposing of it.

(e) Equipnent nmust be destroyed as specifically
directed by DAvS/ /30//.

545. COVSEC FACI LI TI ES

a. Introduction. COOVBEC facilities include different types
of secure tel ecommunications facilities and other facilities in which
classified COVMSEC nmaterial is contained.

b. Types of COVBEC Facilities:

(1) Fi xed.
(2) Speci al - Pur pose whi ch i ncl udes:

(a) UWnattended fixed secure tel ecommuni cations

facilities.
(b) Contingency fixed secure tel ecommunications
facilities.
(c) Fixed secure subscriber facilities.
(3) Transportabl e and Mobil e.
(4) DCD Bl ack Bul k Facility.
C. Construction Requirenents . The different types of
facilities are grouped into categories and their m ni mum construction

requirenents are delineated in Annexes O and P. Maxi mum physi ca
security, however, is achieved when COVBEC facilities are constructed
in accordance with the vault-type construction requirenents in Annex
N

550. SAFEGUARDI NG FI XED COMSEC FACI LI Tl ES .

a. Location. Locate a fixed COVBEC facility in an area which
provi des positive control over access, and as far as possible from
areas which are difficult or inpossible to control (e.g., parking
lots, ground floor exterior walls, nultiple corridors or driveways,
or surrounded by other uncontrolled buildings or offices).

b. Construction Requirenments . See Annex O

C. Installation Criteria. Facilities that generate, process,
or transfer unencrypted classified informati on by el ectrical,
el ectronic, electronechanical, or optical neans shall
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conformto the gui dance and standards herein and CPNAVI NST C5510. 93
(series) (Navy Inplenentation of National Policy on Control of
Conpr om si ng Emanati ons) .

d. Facility Approvals, Inspections, and Tests :

(1) Approval to hold classified COVBEC materi al . Each
facility nmust be approved by the responsi bl e departnent or agency
(e.g., ISIQ to hold classified COVBEC naterial prior to its use.

(a) This approval should be based upon a physica
security inspection that determnes whether or not the facility neets
t he physi cal safeguardi ng standards of this chapter and Annex O

(b) After initial appro val, the facility will be
reinspected at intervals no greater than 24 nonths.

(c) The facility shall also be rei nspected, and
approval confirmed, when there is evidence of penetration or
tanpering, after alterations that significantly change the physica
characteristics of the facility, when the facility is relocated, or
when it is reoccupi ed after being tenporarily abandoned.

NOTE: Wien needed, consult the Security Manager and/or the QVB
Cust odi an for advi ce about inspections.

(2) Approval to Qperate Secure Tel ecomruni cations
Facilities and Key D stribution Centers

(a) Ceneral COVBEC Inspection . In addition to the
physi cal security inspection above, conduct a general COVBEC
inspection prior to initial activation, where practicable, but in no
case |later than 90 days after activations. Thereafter, reinspection
isrequired at intervals as stated in CPNAVI NST 5040.7 (series) Subj:

Naval Command | nspecti on Program

(b) Techni cal Surveillance Counterneasures (TSCV

Inspection. Prior toinitial activation, a TSOMinspection or survey
nust be conduct ed.

(3) Daily Security Check

(a) In a continuously manned facility, nmake a
security check at | east once every 24 hours to ensure that al
classified COVBEC information is properly safeguarded, and that
physi cal security protection systenidevices (e.g., door |ocks and
vent covers) are functioning properly.

(b) In a non-continuously nmanned facility, conduct a
security check prior to departure of the last person to ensure the
facility entrance door is | ocked and, where installed, Intrusion
Detection Systens (IDS) are activat ed.
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(c) Wiere a facility is unmanned for periods greater
than 24 hours (e.g., during weekends and holidays), and the facility
is not protected by an approved |DS:

1 Ensure that a check is conducted at |east
once every 24 hours to ensure that all doors to the facility are
| ocked, and

2 There have been no attenpts at forcefu
entry.

(4) Quadrant Inspections . A quadrant inspection is
designed to detect attenpts at technical exploitation of COVBEC
equi pnent by tanpering, buggi ng, key extraction, or reverse
engineering. |If any of these conditions are known or believed to
have taken place, contact DOVE//20// for additional guidance.

NOTE: Docurent m scel | aneous i nspections (e.g., daily
security checks, security check after reoccupying a
bui I ding that was abandoned tenporarily) locally in
accordance w th command directives.

e. Access Restrictions and Controls :

(1) Escorted and Unescorted Access

(a) Limt unescorted access to individual s whose
duties require such access, and who nmeet the access requiremnents of
Article 505 and 535.

(b) Enter the names of persons having regul ar duty
assignnents in the facility on a formal access |ist.

(c) The responsible authority may grant access to
cleared and uncl eared visitors, provided they require such access.
Uncl eared visitors nust be continuously escorted by a properly
cl eared person whose nanme is on the access |ist.

NOTE: Wien uncl eared repairmen are admtted to perform
mai nt enance on commercially contracted information
processi ng equi prent connect ed to circuits protected by
crypt ographi c equi pnent, the escort shall be a CRYPTO
repair person or other technically qualified person

(d) Record all visits in the visitor register and
retain the register for at |east one year.

(R
(2) No-Lone Zone (NLZ) . Facilities that produce or
generate key (e.g., key distribution centers) and CM O Norfol k shal
enploy NLZ restrictions within all areas in which these activities
t ake pl ace.
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(a) Facilities charged with providing or supporting
essential, critical, intelligence, or conmand and control activities
shoul d al so inplenent NLZ restrictions.

(b) In addition, departments and agenci es nay
require NLZ restrictions in facilities engaged in the design,
devel opnent, nanufacture or nai ntenance of crypto equi pnent.

(3) Firearns . The OGO or responsible civilian official
shall determne the need for firearns to protect a facility as stated
in departnent and agency directives.

f. St orage of COVBEC Material . Store COVBEC material in
accordance with Articles 520 and 535.
g. Prot ecti on of Unattended COVBEC Equi pnent
(1) In a non-continuously manned facility, protect
unat t ended COVBEC equi pnent in accordance with Article 520 and/or 535
during periods when the facility is not nanned.

(2) Afacility that neets the construction requirenents
of Annex O provides sufficient protection, under nornal
circunstances, for unattended, unkeyed COVBEC equi pnent installed in
an operational configuration.

NOTE: Requirenents for the protecti on of COVBEC equi pnent in
facilities which normally operate unmanned for extended
periods of time are delineated in Article 555.

h. Protection of Lock Conbinations . The requirements for
protection of |ock conbinations to security containers in Article 515
apply to all COVBEC facility doors.

i St andard Operating Procedures (SOPs) . Each facility shall
have a witten SCP. Ensure the SCP contains provisions for securely
conducting facility operations and for safeguardi ng COVSEC nateri al .
Additionally, each facility shall have an Emergency Action Pl an
(EAP) in accordance with Annex M

j- Non- essenti al Audi o/ Vi sual Equi pnent

(1) Per sonal | y-owned receiving, transmtting, recording,
anpl i fying, infornation-processing, and photographi c equi prent (e.g.,
radi os, tape records, stereos, televisions, caneras, magnetic tape
and filn) shall not be permtted in secure tel ecomunications
facilities or key distribution centers.

(2) Gover nnent - owned | eased (or conpany-owned) or |eased
in the case of contractor-operated facilities receiving,
transmtting, recording, anplifying, video, and photographic
equi pnent (e.g., radios, nusic systens, TV nonitors/caneras, and
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anplifiers) which are not directly associated with secure

t el ecommuni cati ons operations or information processing activities
may be used in facilities, but nust be approved in witing by the
Commanding O ficer, and nust neet the requirenments of CPNAVI NST
(5510. 93 (series).

NOTE: Medi cal |y approved heal th-rel ated equi prent (e.g.,
pacenakers and hearing aids) are exenpt fromthis
restriction, upon approval of the QO

555. SAFEGUARDI NG UNATTENDED FI XED SECURE TELECOMMUNI CATI ONS
FACI LI Tl ES.

An unattended fixed secure tel ecommuni cations facility is an
operational facility in which secure tel ecomunications functions are
performed with no operator personnel present. Such a facility
normal Iy, but not exclusively, perforns a communications relay or
other simlar switching function. The following particulars are
appl i cabl e:

a. Location. Locate these facilities in areas firny under
US or Alied control, where sufficient U S or Allied mlitary or
police forces are located in the vicinity to provide reasonabl e
protecti on agai nst unaut hori zed occupation of the site.

b. Construction Requirenents . QConstruct these facilities in
accordance with Annex O Additionally, newly constructed facilities
shal | have only one door and no w ndows.

C. Installation Criteria. Conply with guidance in Article
550. c.

d. Facility Approvals, Inspections, and Tests . In addition
to the guidance listed in Article 550, inspect unattended facilities
at approximately 30-day intervals to confirmthe integrity of the
facility.

e. Access Restrictions and Controls . Article 550.e. applies.
Additionally, all persons who visit the facility, including those on
the official access |list, shall record each visit in the visitor
register.

(1) Protect each facility with an approved | DS or protect
it with guard(s). The IDS nust provide for imredi ate guard response
(i.e., arrival on-the-scene should be within five mnutes).

(2) If the guard response to an alarmw || be excessive,
sel ect crypto equipnent for use at the facility that enploys a system
for renote zeroization

f. Storage and Protection of COVSEC Materi al

(1) Only operational crypto e quiprent and currently
effective key held in that equi pnent shall be permtted at an
unattended facility.
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(2) Do not store future key (ROB), non-operational or
spare crypto equi pnent, or COVBEC publications (e.g., naintenance
manual s or operating instructions).

(3) Install operational crypto equi pment in NSA-approved
contai ners, or use supplenmentary controls (e.g., locking bars to
secure the equi pnent or an approved |DS).

NOTE: DI RNSA- approved security containers for op erati onal
crypto equi prent only are avail able. These containers
are not approved by GSA, however, because they have hol es
drilled in themfor cabling and ventilation.

g. Protection of Lock Conbinations . Protect conbinations in
accordance with Article 515. Additionally, do not store records of
| ock conbi nations at an unattended facility.

h. Firearns. Article 550.e.(3) applies for guards or for
ot her personnel who may visit the facility.

i. SOP. See Article 550.1i.

e50 J- Non- essenti al Audi o/ Vi sual Equipnent . Conply with Article
N

k. Addi tional Security Requirenents . Personnel who visit an
unattended facility to key the equi pnment or perform nmai nt enance, rmnust
inspect the facility for signs of tanpering or attenpted penetration.

560. SAFEGUARDI NG CONTI NGENCY FI XED SECURE
TELECOMVUNI CATI ONS FACI LI TI ES

a. CGeneral :

(1) These facilities contain secure tel ecomunications
equi pnent in an operational configuration for rapid activation as a
fully operational facility should the need ari se.

(2) They may be fully equi pped, or they nay be partially
equi pped and nade ready for secure comruni cations at the tinme of
activation.

(3) They are nornally unattended, or are attended only on
a part-tine basis.

b. Location. Article 550 applies.
C. Construction Requirenments . See Annex O
d. Installation Criteria. Article 550.c. applies.
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e. Facility Approvals, Inspections, and Tests . Conply with
Article 550. Additionally, inspect these facilities at approximately
30-day intervals to confirmthe integrity of the facility and to
remove any superseded or extraneous naterial.

f. Access Restrictions and Controls . Article 550 applies.
Additionally, these facilities shall have either an approved |IDS or
shal | be guarded.

g. Storage of COVSEC Material . Store COVBEC material in
accordance with Article 520 and/or 535.

h. Protection of COVBEC Equi pnent . Were the facility is not
contained in a vault constructed as stated in Annex N, install all
crypto equi prent in DI RNSA-approved security containers for storage
of operational crypto equi pnment, or use supplenmentary controls (e.g.,
| ocki ng bars to secure the equi pnent or an approved |DS).

i Protection of Lock Conbinations . Protect |ock
conbi nations in accordance with Article 515. Additionally, do not
store records of | ock conbi nations at unattended contingency
facilities.

j- Firearns. See Article 550.e.(3).
k. SOP. See Article 550.i.

l. Non- essenti al Audi o/ Vi sual Equi pnent . See Article 550.j.

m Additional Security Requirenents . Personnel who visit a
contingency facility during periods when it is unattended shall
inspect the facility for signs of tanpering or attenpted penetration.

565. SAFEGUARDI NG FI XED SECURE SUBSCRI BER TELECOVMUNI CATI ONS
FACI LI TI ES

a. CGeneral :

(1) A fixed secure subscriber tel ecommunications facility
is astructure, or area within a structure, in which user-operated
secure voice, data, facsimle, or video circuits term nate.

NOTE: An office in which a STU-111 is installed is not a
Secure Subscri ber Tel ecomruni cations Facility.

(2) Athough these facilities are often inherently
difficult to control, sufficient controls nust be provided to prevent
unaut hori zed persons fromusing the termnal equiprent and to protect
t he associ ated crypto equi pnent and keying material .
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b. Location. See Article 550. Additionally, locate the
facility within the building proper (i.e., not on bal conies, porches,
bays, or other architectural projections that are not of substantia
construction). A so, locate the termnal equipment in an area away
from heavy pedestrian traffic.

C. Construction Requirenents . A fixed secure subscri ber
facility ideally should be located in an area conformng to the
construction requirenents of Annex Q Were this is not practicable
(i.e., general office spaces and residences), rigidly apply the
appl i cabl e requi renents which fol |l ow.

d. Access Restrictions and Controls . Limt unescorted access
to the crypto equi pment and associ ated OCOVBEC naterial to individuals
who require such access and who nmeet the access requirements of
Article 505 and/or 535.

(1) Limt unescorted use of the termnal equipnent for
secure comruni cations to appropriately cleared individuals.

(2) Uncl eared individuals, or persons not appropriately
cleared, may use the termnal equipmnent for secure comunications
provided they are escorted by an individual who has unescorted
access, and the distant end is first notified of the clearance
[imtations.

(3) In general office environnents and in private
resi dences where individual s work, reside, or visit, take precautions
to ensure that classified conversations are not overheard by
unaut hori zed persons and that classified nmessages are not |left
unat t ended.

e. St orage of COVBEC Material . Store COVBEC material in
accordance with Article 520 and/or 535. Facilities other than those
in private residences nmay hold only the current edition of keying
material and operating instructions for the crypto equi pnent, but no
ot her supporting COVBEC materi al .

(1) Facilities in private residences may hold no nore
than a seven-day supply of keying nmaterial (except where the key is
packaged in a protective canister, then, the current edition may be
hel d) .

(2) Facilities in private residences may hold no ot her
supporting COVBEC nateri al .

f. Protecti on of Unattended COVSGEC Equi pnent . Protect
unattended crypto equi pnent to a degree which, in the judgnent of the
responsible official, is sufficient to preclude any reasonabl e chance

of pilferage, theft, sabotage, tanpering, or access by unauthorized
per sonnel

(1) Wien possible, install the crypto equipnent in a
DI RNSA- approved security contai ner for storage of operational crypto
equi pnrent. A ternatively, protect the equi pment by an approved | DS
or by a security force
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(2) Wienever the facility is vacated by all appropriately
cl eared personnel, unkey the equipnment and securely store the keying
nmateri al

(3) For facilities in private residences and ot her
unprotected areas or facilities (when the user is absent for a period
of more than 72 hours), renove and securely store all classified
conponents of the system

570. SAFEGUARDI NG TRANSPCORTABLE AND MOBI LE COVBEC FACI LI TI ES

a. Ceneral . The safeguards contained in this article are
primarily applicable to transportable and nobile secure
tel ecommuni cations facilities, but they also apply to any ot her
transportable or nobile facility that contains classified COVSEC
material (e.g., a transportable crypto-maintenance facility or a
transportabl e or nobile key distribution center (KDC)).

b. Location. These facilities may be | ocated wherever
operational requirenents dictate.

C. Constructi on Requirenents are not prescribed for these
facilities because of the nany possible operational requirenents
whi ch such facilities nust fulfill.

d. Installation Criteria. Article 550.c. applies.
e. Facility Approvals, Inspections, and Tests :
(1) Approval as stated in Article 550 is genera Iy not

required. The only inspection requirement is for a daily security
check.

(2) If a transportable or nobile facility remains
operational in a fixed location for a period of six nonths or |onger,
consider it a fixed facility. GConsequently, a facility approval,

i nspection, and test nust be conducted in accordance with Article
550.

(3) If a transportable or nobile facility processes
especially sensitive information or frequently operates where a known
hostile intelligence threat exists, the requirenments for TEMPEST
i nspecti ons apply.

f. Access Restrictions. Article 505 and/or 535 appli es,
except on-duty uncl eared crewnrenbers (e.g., in aircraft and tanks) do
not require a continuous escort by an individual who has unescorted
access.

NOTE: Transportable and nobile facilities enpl oyed
principally to performa tel ecommuni cations or key
distribution function (e.g., a communi cati ons van or
nmobi | e KDC) shall maintain access lists and visitor
registers.
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g. Storage of COVSEC Material . Store COVBEC material in
accordance with Article 520 and/or 535 and conply with the follow ng
addi ti onal requirenents:

(1) Securely affix security containers to the facility
with bolts, welds, or other appropriate neans.

(2) Limt OCOVBEC nmaterial holdings to those operationally
necessary to fulfill mssion requirenents (i.e., normally a single
edition). Do not hold full maintenance nmanual s.

h. Protection of Unattended Facilities :

(1) Secure and guard facilities whenever t hey are |eft
unattended. Because of the many structural variations in these
facilities (e.g., vans, aircraft, and open vehicles), standardized
criteria for securing them cannot reasonably be prescri bed.

(a) Wiere a facility is inside a solid enclosure
(e.g., van or equipnent shelter), secure all access points (e.g.
wi ndows) frominside, and secure the entrance door with a padl ock
nmeeti ng Federal Specification FF-P-110.

(b) Wiere this is not practicable (e.g., open
vehicle or aircraft), use an approved | ocking bar or other | ocking
device to prevent tanpering or renoval of the crypto equi pnent.

(2) Quard unattended transportabl e and nobi | e COVSEC
facilities as foll ows:

(a) Use U S. guards when the facility contains
keying material or keyed crypto equipnent.

(b) Aroving guard(s) who makes frequent rounds is
sufficient protection for facilities located in US. or Alied
territory.

(c) U S. guards nust be used (and they nust be in
the immediate area of the facility at all times) for facilities
located in non-U. S. or non-Allied territory.

i Protection of Lock Conbinations . Article 515 applies.

j- Firearns. Article 550.e.(3) applies.

k. SOP. Article 550 applies to transportable, but not to
nmobi | e COVBEC Facilities.
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575. SAFEGUARDI NG DOD BLACK BULK FACI LI TI ES

a. Ceneral . Black bulk facilities operated by or for the DCD
use classified crypto equi pment to protect multi-channel trunks
passi ng national security-related information. A black bulk facility
consists of multi-channel termnal (s) and associ ated crypto
equi pnent .

b. Definitions:

(1) A Space is the area within a structure occupied by a
DCD bl ack bulk facility. A Space may be integrated into an area
cont ai ni ng ot her communi cati ons equi prent, or it may be a room or
encl osure dedicated to the multi-channel termnal (s) and associ at ed
crypto equi prrent only.

(2) A Site is the structure that contains the Space.

(3) Appropriately Deared means possessing a CONFI DENTI AL
or higher security clearance issued by the U S. Governnent, or an
equi val ent cl earance issued by a foreign government or an
international organization to which the crypto equi pment has been
rel eased.

C. Safeguarding Criteria. Because of the unique nature of
bl ack bulk facilities, they nmay be operated in many different
envi ronnment s and under varying degrees of security risk. Some
requirenents are the sane as for normal fixed facilities, others are
not .

d. Ceneral Requirenents:

(1) Installation Requirenments . Wenever possible,
installations should conformto the installation REDBLACK criteria.
The appropriate department or agency authority shall determne the
requi renment for application of this criteria on a case-by-case basis.

(2) Facility Approval s, |Inspections, and Tests . The
provisions of Article 550 are applicable. However, TSCM i nspections
and i nstrumented TEMPEST tests are not required.

(3) The protection of |ock conbinations; a determnation
for the need of firearns; naintaining an SOP, and, the use of
nonessenti al audi o/ vi sual equi pnent are delineated in Article 550.

e. Speci al Requirenents. Annex P contains speci al
requi renments for physical security safeguards for DCD bl ack bul k
facilities and saf eguardi ng COVSEC nateri al used therein.
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CHAPTER 6 - MAI NTAI NI NG MODI FYI NG A COVBEC MATERI AL ALLOWANCE

601. CGENERAL

a. OMONorfolk distributes the authorized al |l onance of (R
COVBEC naterial as validated by the IS C of the comrand.

b. OCOWBEC material in physical formis initially (R
distributed via an authorized courier (e.g., Defense Courier Service
(DCS)), or issued directly to a Qustodi an via over -the-counter (OTC

pi ckup at CM O Norfol k.

c. Keying nmaterial may also be gene rated by selected field
sites in electronic form(i.e., 128 -bit key) and distributed
physically in a fill device (FD) or transmtted electronically via a
t el ecomuni cations circuit.

d. The authorized COVBEC naterial all owance for each command is
based on its assigned m ssion and comuni cations capabilities.

605. COVBEC EQUI PMENT, RELATED DEVI CES, EQUI PMENT MANUALS AND

OPERATI NG | NSTRUCTI ONS ALLOMNCE. An account al |l owance for
CAOVBEC equi pnent, rel ated devi ces, equi pnent nmanual s and operating
instructions is based upon an approved all owance Iist in accordance
with the follow ng guidelines and/or authorities:

a. Navy, Coast Quard, and M5SC Comrands

(1) The type and quantity of cryptographic equi pment and
related devices that a command is authorized to hold is contained in
t he NAVY CONSCOLI DATED SECURE VA CE AND RECCRD DATA PLAN as val i dat ed
by CONQ

(2) Shipboard all owances by ship type and/ or design are
based, in part, upon the guidance contai ned i n GPNAVI NST C2300. 44
(series).

(3) Additional guidance nmay al so be provided by FLTCO NCs,
COWMNAVSECGRU, COWAVCOMTELCOM COGARD TI SCOV Commander, Mlitary
Sealift Command), and the (ffice of Naval Intelligence (ON).

b. USMC GCommands :
(1) As published in individual unit's Table of Equi pment
(T/E) and/or gui dance promnul gated by Commandant, Marine Corps// CSB//.

(2) The Commander, Marine Corps Systens Command// CA4l2// is
aut horized to direct transfer of COVBEC equi pnment and rel ated devi ces
bet ween USMC accounts in conjunction with the fielding of new
equi pnent .
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(3) The procedures for nodifying all onances of COVBEC
equi prent and rel ated devices, on a routine and energency basis that
are detailed in Article 655 and 675, respectively, are not applicable
to USMC commands subordi nate to COWARFCR LANT/ PAC, and C& at the
Marine Expeditionary Force (MEF), Division, Aircraft Wng, and Force
Service Support Goup (FSSG |evels.

(4 OvC, COWARCCRSYSCOM and the USMC Commanders cited
above are authorized to manage the COVBEC equi prrent and rel at ed
devices in the OVM5 accounts of subordinate USMC units.

(a) Tenporary transfers, not to exceed ei ght nonths,
wi |l be acconplished on a | ocal custody basis.

(b) Permanent transfers, in excess of eight nonths,
w |l be conducted via an SF -153 account -to-account transfer report.
Gte this article as authority.

(c) DQWb approval is not required for transfers cited
above.

NOTE: OMJ/CSB//, OCOWARCORSYSCOM /Al 2//, DQAve//30//, and the Chain
of Command nust be an information addressee on all correspondence
directing the permanent transfer of equi pnent and rel ated devi ces.

610. VALI DATI ON OF CRYPTOGRAPHI C EQUI PMENT AND RELATED DEVI CES

a. CNOvalidation and approval is required for all
crypt ographi ¢ equi pnent and associ ated ancillary devices that are NOT
contained in the CNO SECURE VO CE AND RECCRD DATA PLAN (i.e., DON
al | onance docunent for cryptographi c equiprment and rel ated devi ces).

b. Submt requests for review, validation, and approval using
the follow ng format:

ACTI ON ONQ' / Ne52/ /

| NFQ |SIC
Admnistrative Chain of Comrand
CMJ / CSB// (USMC commands only)
COGARD TISCOM/OPHA4// (GG comrands  only)
DQOVE/ / 30/ /

Subj ect: REQUEST FCR CRYPTO EQU PMENT VALI DATI ON

(1) Justification for the operational requirenent, including
the detail that will permt establishnment of its relative priority in
t he general program

(2) A bl ock diagram of the existing and/or proposed
circuit.
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(3) The type and general reliability of the transm ssion nmedi um
(4) Identification of all termnals on the proposed circuit.

(5) The estimated, average daily volune of classified and
uncl assified traffic to be handl ed on the proposed circuit, the
maxi numcl assification of that traffic, and any special requirenents
for such traffic.

(6) Expect ed use of the proposed circuit.

(7) The nomencl ature and quantity of termnal equi pnent
required for the proposed circuit (including an indication of
equi prent on hand).

(8) Remar ks pertinent to conpliance wth gui dance provi ded by
CPNAVI NST (5510.93 (series) concerning mnimzing conprom sing
emanati ons or other el ectronmagnetic radiations.

(9) A statenment of ability to conply with security criteria,
or a description and estinmated cost of any nodification that may be
required.

(10) Wen | andline connections are involved, identify the
command that will pay for the tel ephone |Iines and/ or |ease tel ephone
conpany MODEMs, etc.

(11) A statenent that nai ntenance personnel qualified in
accordance wi th CPNAVI NST 2221.3 (series) wll be available or that an
i ncrease of such personnel will be required to naintain the
crypt ogr aphi ¢ equi pnent.

(12) Specify the date nmaterial needed.

(13) Qwb account nunber.

615. COVSEC KEYI NG NATERI AL ALLOMNNCE

a. The quantity of future editions of keying material (i.e.,
reserve-on-board (ROB)) to be held by a CM5 account is determ ned by
the FLTANC, OMC, ISIC or COGARD Tl SCCM

b. Factors such as operational requirenents, type of comand
(fixed or nobile), location, duration and area of depl oynment for
nmobil e units, and the resource limtations and/ or geographi cal
constraints of the DCS are to be consi dered when establishing a
standard RCB | evel for an account. ROB levels can range from2 to 6
nmont hs of keying material (keynmat).
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620. MAI NTAI NI NG RESERVE- ON- BOARD (ROB) LEVEL OF KEYI NG VMATERI AL

a. Each Owb account comrand nust ensure that all effective and
ROB editions of authorized holdings are nmai ntai ned and that requests
for increases or reductions are submtted as operational requirenents
change.

b. It is the responsibility of each CM5 account to reviewtheir
hol dings on an annual basis to ensure a continuing need for the
quantity and types of all COVBEC material held.

c. Mobile accounts nust keep DCS and CM O i nforned of their
nmovenents (e.g., deploynents, underway schedule) to ensure tinely
delivery of their ROB nmaterial

d. Material that cannot be issued by a CM O due to insufficient
stock levels will be listed belowthe "Total Lines/Qantity" |ine on
an SF 153 as fol |l ows:

FOLLON NG SHORT TITLE(S) ARE YOUR LESS | TEMS:

AKAC 00123 ABC
USKAK 00456  DF

e. As each shipnent is received, the Qustodi an nust determ ne
the effective date of each less item If the ROB level falls bel ow
two nont hs of keymat, a nessage nust be sent action to DOVS/ /30//,
info the servicing GMQ indicating the |last edition held and
requesting assistance in obtaining follow -on editions.

NOTE: Superseded naterial received in a ROB shipnent nust be
destroyed within 12 hours of opening the shipnent. Annotate on the SF
153, "SUPERSEDED UPON RECEI PT. " No additional reporting is required.

f. ROB stock level table ( use as a general guide):

SUPERSESSI ON PERI ODI CI TY/ QUANTI TY TO BE HELD (R

ROB Seni - Bi -

LEVEL Year |y annual Qrly nont hl y Mont hl y 15days 10days 7days

2 1 1 2 2 2 4 6 10

3 1 2 2 3 3 6 9 15

4 1 2 2 3 4 8 12 20

5 1 2 2 4 5 10 15 25

6 1 2 3 4 6 12 18 30

7 2 3 3 4 7 14 21 35
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g. ROB quantities are in addition to the effective edition being
used. The above tabl e can be used as a general guide to (R
determ ne how many editions of keying material are to be held as ROB.
Three nonths of ROB is standard for nmost OMVS5 accounts; however, sone
FLTAONO TYCOM identified units are authorized to hold 6/7 nonths of
material to support extended operations.

625. MODI FYI NG RESERVE- ON- BOARD (ROB) LEVEL OF KEYI NG MATERI AL

a. Arequest to increase a ROB level requires at | east 60 days
notice if material is shipped via DCS and at | east 30 days notice for
material picked up OTC at a CM Q A request to decrease a ROB | evel
requires a mnimum of 14 days noti ce.

b. Address a request to nodify a ROB | evel as foll ows:

(1) Navy (see NOTE bel ow), MSC, and USMC supporti ng
establ i shrments :

ACTION Davs/ 130/ /

| NFO oM /CSB// (USMC commands onl y)
Chain of Comrand
Servicing QMO

NOTE: USN surface accounts subordinate to a FLTAONC will address
their request action to O NCPACFLT or O NCLANTFLT, info ISIC, Chain of
Command, DOVE//30//, and servicing CM Q

(2) Coast @ard GCommands

ACTI ON COGARD TI SCOM / CPA4/ |

| NFO Area and/or D strict Conmmander
Chain of GComand
DOVE/ / 30/ /

Servicing QMO
(3) Marine GCorps FM- Comrands

ACTI ON COMWARFCRPAC CR LANT (See NOTE bel ow)

| NFQ oMo [ CsB/
Chain of Comand
DCOvE/ / 30/ /
Servicing QMO

AMEND 1 6- 6



[ 625] CVS 1

c. Provide the following information, in sequence, to nodify an
ROB | evel :

Subj ect: ROB LEVEL CHANCE

(1) CVB account nunber and HO (e.g., 334455/5).

(2) Qurrent RCB | evel.

(3) New | evel .

(4) Ef fective date in YYMMformat.

(5) Servicing DCS and GM Q indi cate any special shipping
instructions or whether material will be picked up OIC at the
servicing CM Q

(6) Justification.

NOTE: Marine Corps commands nust include nmessage passing
instructions to the G -6/CEQ as appropriate (e.g.,
COWARFCRLANT/ /1 G -6/1).

d. Action addressees nust approve, disapprove or nodify a

request to change a ROB | evel for subordi nates by sending a nessage to
DOVS/ /30//, info to the remai ni ng addressees on the original request.

630.  DEFENSE COURI ER SERVI CE ( DCS)

a. Defense Courier Service (DCS) is a joint service
organi zation providing courier delivery for qualified categories of
classified information to include nost COVBEC materi al .

b. DCS and DOVB are not rel ated service organizations. Each
has their own charter and funding responsibilities. DCS budget s
annual ly for its courier service on regular novenent m Ssions.

c. Mbile units, exercise planners, and maj or staff commands
requesting all onance changes nust allow sufficient tinme in their
notification to DOVS and CM O to al |l ow maxi numuse of the regularly
schedul ed m ssi ons.

d. Distribution of COVBEC naterial is normally acconplished
using regul arly schedul ed DCS m ssi ons.

e. Mterial eligible for shipment via DCS is assigned one of
two priorities in the DCS Movenent System as fol | ows:
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(1) Regul ar Movenent: This material, representing the bul k
of the material entered into the DCS, noves in accordance with
regul arly schedul ed DCS mssions. The najority of COVBEC material is
transported via this method.

(2) Speci al Movenent: This material is expeditiously noved
at the expense of the requesting command to satisfy deadlines that
cannot be net by regularly schedul ed DCS m ssions. Special novenent
repl aced the forner DDD (deadline delivery date) and is normally noved
via commerci al neans based on validated custoner needs and avail abl e
DCS resour ces.

(a) Commands requesting a speci al novenent nust
provide a fund site in the request for material and include HQ
DEFCOUR ERSVC FT CGECRGE G MEADE MO/ DQ'/ as an ACTI ON addee. DCQVB
wi Il coordinate speci al novenents between the requesting comrmand and
HQ DCS.

(b) Requests for Special novenents will be processed
and entered into the DCS systemw thin 48 hours or |ess.

(c) A request for Special novenent w t hout a fund
site will be transported as a "Regular" shipnment regardl ess of the
date the material is required.

635. DEFENSE COURI ER SERVI CE (DCS) ADDRESS CHANGE

a. CMGCs process and autonatically ship ROB material to the DCS
delivery address of record for an account (as assigned during the DCS
account establishment process) 45 -60 days prior to receipt by an
account .

b. To preclude delays in receipt of material, COVB accounts nust
notify DCMS//30//, and the servicing CM O and DCS station whenever
there is a change in the servicing DCS station or a change in the
comrand addr ess. Wien there is a change, both the old and new
servicing DCS station nust be inforned of the new address.

640. OVER- THE- COUNTER (OTC) PI CKUP FROM A CM O

a. OMGs provide over -the-counter (OIQ pickup of CAVBEC
material for OVB accounts that do not receive their material via the
DCS.

b. ONLY those commands that will pick up COVSEC nateri al
directly froma CMOare required to have an up -to-date OV5 Form 1 on
file at the GMQ The OMB Form 1 |ists personnel that are authorized
to receipt for and courier COVSEC naterial between their command and a
M Q Annex | contains a sanple CM5 Form 1 and instructions.
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c. Pickup of COVBEC material froma GMOis not authorized
unless the OM5 Form1l is up -to-date. There are NO EXCEPTIONS to this

pol i cy.

d. Personnel picking up COVBEC material mnust carry proper
identification and courier authorization.

e. COOVBEC nmaterial picked up froma CM O nust be transported

directly to the command and be properly stored. Del ays or stops,
except for emergencies, between the command and the CM Q are strictly
prohi bited.

645. TERM NATI NG AUTOVATI C DI STRI BUTI ON OF COVBEC MATERI AL

a. To termnate automatic distribution via DCS or OTC due to
over haul periods, extended operations outside of normal DCS schedul es
or delivery locations, etc., advise the servicing DCS station and/ or
CM O vi a nmessage, info DOVMS//30//, specifying the inclusive date(s) or
nmonths for which keymat is not required.

b. Wenever COVBEC equi pnent nust be renoved from an account
tenporarily or whenever currently held COVBEC keymat will not be used
for several nonths due to overhaul or non -availability, request
di sposi tion gui dance from DOVS (30). ( NOTE: USMC comrands refer to
Article 605.b.)

c. Commands termnating distribution due to di sestablishnent of
a OQwb account nmust follow the procedures in Chapter 8.

d. To resune automatic distribution, notify servicing CM O via
nmessage, info DOMS/ /30//, a mninum of 60 days prior to the date the
material wll be needed. Additionally, if applicable, coordinate
with servicing DCS station to resume courier service.
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650. ROUTI NE_MODI FI CATI ON CF AN _ACCOUNT ALLOMNCE FCR
COVSEC KEYI NG MATERI AL

a. This article is to be used to acqui re COVBEC keyi ng (A
material not previously authorized for receipt by the account (i.e.,
does not reflect in a FLTANC TYCOM or GG area instruction to
support depl oynents). Therefore, Controlling Authority (CA) approval
nmust be obtained prior to acquisition.

b. Aroutine nodification to the authorized COVBEC keyi ng
material all owance of a command i s one which can be net by regul ar DCS
delivery (mninmmof 45 days lead-tine) or available via OIC service
fromCM O (mninumof 7 days |ead-tine).

c. Requests should be addressed as follows. ( NOTE: (R
Failure to adhere to the follow ng format coul d adversely del ay keying
materi al acquisition.)

(1) USN SURFACE ACCOUNTS SUBCRDI NATE TO A FLTA NC
ACTION G NCPACFLT or G NCLANTFLT

| NFQ Controlling Authority
|SIC
Chai n of Comrand
DOVS/ [ 34/ 1
CM O NCRFQLK VA 1 20/ 1

SUBJ: RQUTI NE CHANGE | N COVBEC KEYNAT ALLOMNCE

(2) USN SUBSURFACE ACCONTS
ACTION  OOMBUBPAC or  COVBUBLANT

| NFQ Controlling Authority
ISIC
Chai n of Comrand
DOVS/ [ 34/ 1
CM O NCRFQLK VA/ 1 20/ 1

SUBJ: RQUTI NE CHANGE | N COVBEC KEYNAT ALLOMNCE

(3) USN SHORE ACCOUNTS
ACTION Controlling Authority

| NFO |SIC
Chai n of Conmand
DOVE/ / 34/ /
CM O NCRFQOLK VA/ [ 20/

SUBJ: RQUTI NE CHANGE | N COVBEC KEYNAT ALLOMNCE
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(4) COAST GUARD COMVANDS
ACTION: OCOGARD Tl SCOM / CPA4/ |

| NFO Area and/or D strict Commander
Chai n of Comrand
DOVS/ [ 30/ /
CM O NCRFQOLK VA/ [ 20/
Controlling Authority

SUBJ: RQUTI NE CHANGE | N COVBEC KEYNAT ALLOMNCE

(5 NAR NE CORPS COWANDS
ACTION: Next Senior Flag Level Comrand (See NOTE bel ow)

| NFQ oM [ CSB/ /
Chai n of Comrand
Controlling Authority
DOvVS/ / 30/ /
CM O NCRFQLK VA/ 1 201/

SUBJ: RQUTI NE CHANGE | N COVBEC KEYNAT ALLOMNCE

NOTE: Each USMC Fl ag Level Command (i.e., DV, Wng, FSSG MEF)
must review and forward their endorsenent up the Chain of
Command to COMVARFCRPAC or LANT// &5//, as appropriate.
Ensure that nessage passing instructions to the G 6/ CEO
are included (e.g., COWARFORLANT// G 6//).

655. ROUTI NE MODI FI CATI ON OF AN ALLOMNCE FOR COVBEC EQUI PMVENT,
RELATED DEVI CES, EQUI PMENT MANUALS AND OPERATI NG | NSTRUCTI ONS

a. Arequest to nodify (add/delete a short title or a change in
quantity) the authorized al |l onance of a command for equi prment, rel ated
devi ces, equi prent nanual s and operating instructions nust be addressed
as foll ows:

(1) EQUI PVENT AND RELATED DEVI CES:

(a) Navy and MSC Commands:

ACTION. DOwVS/ /30//
| NFQ |SIC

Chai n of Command
CM O NCRFCLK VA/ 120/ 1/ (R
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(b) Coast Guard Conmands:

ACTION. COGARD TI SCOM [ OPs4/ |

| NFO Area and/or D strict Comrander
DOVE/ / 30/ /
CM O NCRFCLK VA/ 1 20// (R

(c) Mari ne Corps Conmands:

ACTI O\ Next Senior Flag Level Command (See NOTE
bel ow)
| NFQ oM / CSB/ /
Chai n of Conmmand
COMVARCORSYSCOM / ¢4l 2/ 1
DOvVs/ / 30/ /
CM O Norfol k VA//20// (R

NOTE: 1. OMC Washington DC 021900Z APR 93 del i neates USMC
procedures for requesting a routine change i n COVBEC equi prent
al | onances.

2. Each USMC FH ag Level Command (i.e., Dv, Wng, FSSG MEF)
must review and forward their endorsenent up the Chain of Command to
COMVARFCRPAC  or  LANT//G-6//, as appropriate.

3. OOWARFCRPAC and LANT endorsenents on re quests from FMF
Commands nust be submtted to COMARCORSYSCOM / CAl 2/ 1 and requests
from Supporting Establishnent Commands nust be submtted to
oM [ CSB/ /.

(2) EQUI PMENT MANUALS and OPERATI NG | NSTRUCTI ONS :

ACTION  Davs// 30/
| NFQ ISIC
CMZJ / CSB/ /' (USMC commands onl y)
COGARD Tl SCOM / P4/ [ (GG conmands onl y)
Area and/or D strict Commander (GG
comrands only)
Chai n of Command
CM O Norfol k VA /20// (R

b. Action addressee s nust approve, disapprove, or nodify a
request for routine nodification froman account by sending a nmessage
to DOVS/ /30//, except for COWARFCRLANT/ PAC, info to the remaining
addressees on the original request.

C. DCOVB/ /30// must be an addressee on all correspondence
involving the permanent transfer of COVBEC equi pnent, rel ated devi ces,
equi prent manual s, and operating instructions.
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660. FORVAT FOR ROUTI NE _MODI FI CATI ON_ OF AN ACCOUNT ALLOMNNCE

a. Miltiple short titles nmay be conbined and submtted in a
single letter or nmessage. Each short title nust be assigned a
separ ate paragraph and the action addressee for each short title nust
be clearly identified (e.g., 2. FOR DOV5, 3. FOR COWARFCRPAC) in the
case of multiple action addressees.

b. Supporting or related itens (e.g., manuals for
equi pnent) are not automatically issued when COVSEC material is
i ssued. Each specific itemof OOVSEC naterial that is required or
associated with a specific itemnust be requested fromthe applicable

authority. For exanpl e, when equipnent is ordered for a new
installation, the Qustodian nust al so order the required rel ated
devices (e.g., fill devices), keymat, nmaintenance nanual s, and

operating instructions.

C. The format provided bel ow nust be used for routine
nodi fication of an account's all owance of authorized hol di ngs of
OCOVBEC keynmat, equi pnent, rel ated devi ces, naintenance nmanual s and
operating instructions. Were information for a particular short
title is not applicable, insert "NA"

Addees: (as indicated in Articles 650/ 655)
Subj ect : (as appropriate)

(1) CVB account nunber and HA (e.g., 313131/ TS). (R

(2) Short title (indicate node designator for
equi prent ) .

(3) Per manent or tenporary (specify dates in YYMV
format for tenporary (e.g., 9306 - 9310).

(4) | ncrease or decrease, quantity, and justification

(e.g., installation of OIA XS or TAC NTEL, nane of exercise).

(5) Present approved allowance (if short title not

hel d, state NONE).

(6) Required ancillary device(s) (e.g., KA -18,
KYK-13).

(7) Date material needed (allow 60 days for delivery via
DCS or 7 days if material is to be picked up at GM O Norfol k). (R

(8) TYCOM and/or ISIC (required only for equi pnent
and rel ated devi ces).
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(9) Val i dation/authorization (cite ONO authority
or equi pment nmaster plan for equi pnent and rel ated devi ces; no
authorization required for one -for-one replacenent of defective itens).

(10) Servicing DCS station, any special shipping

instructions, or indicate OIC pi ckup from CM O Norfol k. (R
(11) PQOC and phone nunber(s).

665. FORMAT FOR REQUESTI NG | SSUE OF STANDARD DEPLOYMENT KEYNMAT

a. Requests for standard depl oynent keynmat, as listed in the
FLTA NC, TYCOM or GG area instructions, nmust be submtted a m ni mum
of 60 days before departure from honeport.

b. The follow ng format nust be used to request standard
depl oynent keynmat and to also indicate partial reductions in the
quantity of standard depl oynent keynat. Wiere information for a

particular itemis not applicable, insert "NA™"
ACTI O\ CM O (See NOTE bel ow)

| NFQ |SIC
DOV / 30/ /

Subj ect: DEPLOYMENT ALLOMNNCE
(1) Ovs account nunber and HO (e.g., 323232/5). (R
(2) Ship type (e.g., FF, DDG.
(3) Deploynment area (e.g., 1Q W, MED, LANT).
(4) Date material neede d (e.g., 930718).

(5) Inclusive dates nmaterial required in YYMV fornat
(e.g., 9307 - 9311).

(6) Gte applicable instruction/authorization.

(7) Any special naterial required or any speci al
requirenents (e.g., partial Reduction(s)).

(8) Servicing DCS station, any special shipping
instructions, or indicate OIC pi ckup from CM O Norfol k. (R

(9) PQC and phone nunber(s).
NOTE: COVBUBLANT wi || submt requirenents to CM O Norfol k for

depl oyi ng submari ne accounts.
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C. Marine Corps Infantry Battalions involved in the unit
depl oynent program nust conply with instructions contained in the "SCOP
for USMC OVB Account Adm nistration.”

670. FORVAT AND ADDRESSEES FOR REQUESTI NG NEW KEYI NG MATERI AL

a. The majority of new operational requirenments may be
satisfied by allocating keymat that is readily available, but not yet
designated for a specific purpose. In this situation, the keymat can
be provided in a relatively short tine (e.g., 2 - 30 days dependent
on location and/or delivery options). The opposite case would be a
situation which would require that the National Security Agency
produce a conpletely new short title of keynmat, requiring a m ni mum of
120 days noti ce.

b. The follow ng format nust be used to request assignment
of a new short title of keynmat to support a new or revised operati onal
requirenent. Were information for a particular itemis not
applicable, insert "NA" Address the request as foll ows:

(1) Navy (see NOTE bel ow), MSC, and USMC supporting

ACTI ON DQOVE/ / 30/ /
| NFO oM/ CSB/ (USMC comrands onl y)
Chain of Command
CM O Nor fol k (R

NOTE: USN surface accounts subordinate to a FLTCO NC wi || address
their request action to G NCPACFLT  or O NCLANTFLT, info ISIC
Chai n of Command, DQOVB//30//, and CM O Norf ol k. (R

(2) QCoast @Quard Commands

ACTI ON COGARD Tl SCOM / QP4 |
| NFO Area and/or District Comman der
Chain of Comand
DCOvE/ / 30/ /
CM O Norfol k (R

(3) Marine Corps FM- Commands

ACTI ON COMVARFCRPAC CR  LANT
| NFO oM/ CsB/

Chain of Comand

DOvE/ / 30/ /

CM O Norfol k (R
Subj ect : REQUEST FOR NEW KEYNAT SHCORT TI TLE
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(1) CVS account nunber .

(2) d assification of keymat (based on the
classification level of information to be protected).

(3) Equi prent in which keymat will be used (e.g.,
KG- 84).

(4) Nunber of copies required.

(5) Use (i.e., operational, nmaintenance, test).

(6) I ncl usive dates in YYMMformat (if
t enporary).

(7) Controlling authority (this will be the
command requesting the new keymat).

(8) Date keymat to be effective in YYMMformat.

(9) Accounts to hold keynat.

(10) Date material needed (allowa mninum of 120
days for material which nust be produced by NSA).

(11) Servicing DCS station or indicate OIC pi ckup
(only required if originator is to receive the keynat).

(12) POC and phone nunber(s).

C. Action addressee nust approve, disapprove, or nodify a

request by a command for a new keymat short title by sending a nessage
to DOVS/ /30//, info to the remai ni ng addressees on the original
request.

d. Upon notification fromNSA that the request has been
approved and a short title assigned, the requesting comand nust
notify DCMS//30// and provide the follow ng i nformation:

(1) Short title (e.g., USKAT 12457).

(2) JQassification.

(3) AL code (1, 2, or 4). (R
(4 Controlling authority.

(5 Effective period of key by edition (e.g., edition A
effective 1 FEB 94, edition B effective 1 JUL 94).

(6) Long title (i.e., a description of how the nateri al
wll be used (e.g., KG -84 Qperational keytape, KG -84 (perational OTAR
KEK)) .
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675. EMERGENCY MODI FI CATI ON OF AN AUTHORI ZED ALLOMNNCE

a. An energency nodification of the author ized allowance of
a command is one that requires the i mrediate transfer of COVBEC
material to satisfy an urgent and unforeseen operational requirenent
(as determ ned by the Commandi ng Gficer).

NOTE: USMC commands nust refer to Article 605 for tenporary
transfers of equi pnent and rel ated devi ces.

b. Commanding Oficers are authorized to direct the
tenporary transfer of COVBEC material between COVB accounts to satisfy
urgent and unf or eseen operational requirenents.

C. Tenporary trans fer is restricted to no nore than two
editions of keymat; and a period not to exceed 3 nonths for equi prent
or rel ated devi ces. The tenporary transfer is authorized within the

foll owi ng constraints:

(1) The transferring command nust not reduce their
hol di ngs bel ow t he m ni num necessary to neet known or reasonably
antici pated operational requirenents.

(2) The recipient of the material is authorized to hold
the material as part of their nornal authorized all owance.

d. CRFs, and afl oat commands hol ding provisional spare equi pnent,
are authorized to transfer COVBEC equi pnent and rel at ed
devices as a replacenent for failed equi pment submtted in a casualty
report (CASREP).

e. After initiating an enmergency tenporary transfer of (R
material, the transferring comrand nust submt a nessage to the
foll owi ng addressees providing CVM5 account nunbers, short title(s) of
COVBEC naterial transferred, and the rationale for the energency
transfer:

ACTI O\ Controlling authority (See NOTE bel ow
| NFO FLTCINC (USN afl oat commrands only)
oM [ CSB/ / (USMC comrands onl y)
COGARD TISCOM / GPA4/ (GG commands onl y)
| SICs of transferring and receiving accounts
Reci pient of naterial
DQOVE/ / 30/ /

Subj ect: EMERGENCY TRANSFER OF OOVBEC MNATER AL
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NOTE: Do not include DRNSA as an addressee on energency
transfers of OOVBEC equi pnent and rel ated devi ces for
which they are the CA

f. Transferring comrand nust cite this article and the
request by the originating command (e.g., nessage, phone call) in the
body of the SF 153 as authorization for an energency transfer of AL 1

and 2 material . (Docunent the transfer of AL 4 material locally).
680. PERVANENT TRANSFER OF AFLOAT COWWANDS TO A NEW OPAREA
a. Af | oat commands which are permanently re -locating to a

honeport in a different ocean area nust informCM O Norfol k for new
CPAREA material 60 days prior to departure fromtheir present
hormeport .

b. The request wi |l be addressed as foll ows:
ACTION OM O Norfol k

| NFQ Cl NCLANTFLT
Cl NCPACFLT
TYCOMs and/or |1SIGCs (both areas)
OCOGARD TI SCOM / GPHA4/ [ (GG commands onl y)
DQOVE/ / 30/ /

C. The request nust be formatted as detailed in Article
665. b. and include the follow ng additional requirenents:

(1) I ncl ude stop date, YYMM for naterial provided for
present COPAREA and start date, YYMM for material for the new CPAREA

(2) Request disposition instructions fromCM O Norfol k
for that material currently held that is not needed to support the
transit to the new CPAREA

d. CM O Norfolk is responsible for distributing all materi al
normal |y held, material required to transit, and the required materi al
to operate in the new CPAREA

e. Upon arrival at the new honmeport, the account nust:

(1) Coordi nate with applicable DCS comrands to effect
t he change of the servicing DCS station (if not previously done).

(R

(R

(2) Destroy remaining effective segnments of keymat from

previous CPAREA citing this article as authorization.
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be renoved and destroyed i mredi ately, and the destructi on recorded on
the destruction record of the material.

j. Keying material packaged in canisters is considered to be
protectively packaged and sealed in its original canister.

775. COVBEC MATERI AL MANAGEMENT | N A WATCH STATI ON ENVI RONVENT

a. Watch Station Defined: An area which is occupied and
operates on a 24 -hour, 7 -day a week basis; an 8 -hour, 5-day a week
basis; or any simlar basis (e.g., Conbat Information Center (QQ,
ships bridge,) is defined as a watch station

b. Custody: Al COVBEC material held or used at a watch
station must be signed for on a | ocal custody docunent.

C. Responsi bility: Wil e on duty, each watch supervisor is
responsible for all COVBEC material listed on the watch -to-wat ch
inventory, regardl ess of which watch supervisor signed the | ocal
cust ody docurent for the material.

d. I nventory Requirenents :

(1) A watch station nust nmaintain a watch -to-wat ch
inventory which lists all COVBEC naterial held (including
accountability of reseal ed segnents/material).

(2) The material will be listed by short title, edition,
accounti ng nunber, and quantity.

(3) Al paper keying material will be inventoried by
sighting its short title, edition and accounting nunber. Equi prrent
may be inventoried by quantity only.

NOTE: |If an equipnent requiring key is operating properly, the
keycard/ segnment may be verified as present in the
equi pnent on that basis.

(4) The inventory nust be designed to provide a means of
recording dates and initials or signatures to certify that the
i nventory was conduct ed.

(5 Aninventory of all COVBEC naterial held by a watch
station must be conducted whenever watch personnel change.

(6) The inventory will be conducted by appropriately
cleared and authorized personnel as designated by the oncom ng watch
supervisor. ( NOTE: In the case of COVMBEC material requiring TP, the
inventory nust be signed by the two individuals who conpl eted the
i nventory.)
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e. Pagecheck Requirenents: Al unseal ed keying materi al
(except keying material packaged in canisters), publications, and
equi prent held by the watch station nust be pagechecked/verified in
accordance with Article 757 and Annex Y. Unseal ed keying nateri al
i ncl udes:

(1) Keytape segrent(s) that nmay have been uninten-tionally
removed fromits canister before its effective period and not yet
resealed in accordance with Article 772.

NOTE: Ensure that reseal ed COVSEC naterial is accounted for during
wat ch -to-watch inventories.

(2) Keytape segrent(s) that cannot be destroyed
imredi ately after use because there is an operational requirenment to

retain the key until it is superseded. The still -effective segnent
must renai n under TPI, be reseal ed, properly stored, and accounted
for until it is superseded and destroyed.

(3) Superseded extract(s) or segnent(s) of keying materi al
which is awaiting destruction, including extracts or segnments which
have been placed in a special access control container (SACC

securely welded to the interior of a GSA  -approved security contai ner.
(4) The last copy of a multiple -copy key segment which was
removed fromits canister and is being held until superseded. |If the

material will not be destroyed within 24 hours, the material nmust be
resealed in accordance with Article 772 and added to the
watch-to-watch inventory.

(5 Key in loose | eaf manual s or booklet form(e.g., AKAC
874).

f. D screpancies: Any inventory discrepancies nust be
reported immedi ately to the Custodian or Alternate Custodian. |If the
di screpancy is determned to be a COVBEC i ncident, it nust be
reported in accordance with Chapter 9.

g. Status Information: The effective and supersession date
for all COVBEC naterial (less equipnent, rel ated conponents and
devi ces) held by the watch station must be clearly nmarked on the
nmaterial in accordance with Article 760.

h. Destruction:

(1) Destruction of superseded naterial nust be accurately
docunented and conducted within the required timefrane.

(2) Article 790 contains destruction procedures. Chapt er

5 del i neat es personnel, methods, and tinme periods for destroying
COVBEC nateri al .
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778. COVBEC MATERI AL MANAGEMENT | N OTHER THAN A WATCH STATI ON
ENVI RONVENT

a. Ceneral :  Areas where COVBEC naterial is required to
performa communi cations function and the area is not a watch station
(e.g., nobile users, CRF, and Internedi ate Mintenance Facility
wor k - bench areas) will nanage COVBEC nmaterial in accordance with this
article.

NOTE: Mobile users are defined as Marine Tactical units, Naval
Speci al Warfare (SPECWAR) units, Naval Construction
Battalion units, Mbile I nshore Undersea Warfare units
(MWL), Hectronic Ordnance D sposal (ECD) units, and
all aircraft.

b. Custody: Al COVBEC material nust be issued using a | ocal
cust ody docurment .

C. Inventory Requirenents: A watch -to-watch inventory listing
of COVMBEC material is not required. The local custody issue docunent
will serve as the record of inventory. Docurent conpletion of
inventories on the front or reverse side of the | ocal custody
docunent. An inventory wll be conducted in accordance with the
fol | owi ng gui dance:

(1) Arcraft :

(a) Upon change of crew personnel .

(b) Upon issue of nmaterial to aircrew personnel .

(c) UWoon turn -in of material to a CQustodi an.

(d) COVBEC material will be handled as fol |l ows
when end of mssion results in a stop prior to
returning to home airfield:

(1) A a US Mlitary controlled airfield: Keying

material will be stored at a near -by secure facility or wll be
securely stored onboard the aircraft in a security container that is
mounted in or internally chained to the aircraft structure. |If the

material is stored at a location other than the aircraft, place a
listing of the contents inside of a protective container with the
material (e.g., inside a double -locked netal box, a double -Iocked
briefcase or a double -wapped box). GCenerate a hand receipt for the
seal ed container. On the receipt, annotate the highest

classification of naterial placed in the container. Do not give any
outward indication on the container of its contents. Cbtain proper
signatures on the hand recei pt and provi de the individual (s) storing
the container with a copy of the receipt.

(2) A a civilian or non -U S Mlitary controlled

airfield and a near -by secure storage facility will not be used or is
unavai | abl e:  Securely store the naterial onboard the aircraft (as

not ed above) and check the aircraft and storage contai ner every 24
hours for signs of tanpering.

ORI G NAL 7-38



[ 778] CMVS 1

NOTE: |If the storage container(s) on the aircraft protecting
keying nmaterial is danaged or indicates evidence of
possi bl e tanpering, conduct an inventory imediately.

In the event of a discrepancy, submt a COVBEC i nci dent
report, as soon as possible, in accordance with Chapter 9.

(2) Mobile Users (less aircraft):

(a) Conduct an inventory of OCOVBEC naterial prior to
departure and upon return to garrison (or the location where the
Cust odi an i ssued the material).

(b) An inventory is not required while conducting
exerci ses or actual operations renote fromyour garrison (or the
| ocati on where COVBEC naterial is issued).

(3) CRF and Internedi ate Maintenance Facility Wrk - bench

Areas:

COVBEC naterial held in these areas will be inven-toried in
accordance with Article 766 (i.e., inventory COVBEC equi pnent and
publications annually and keying naterial sem annually).

(4) LHs/ Users (when access to OCOVBEC material is not
required on a daily basis; e.g., naterial accessed once a week for
key/rekey purposes)

(a) Material need not be inventoried daily provided:

(1) TPI access and handling rules are strictly
enf or ced.

(2) CQustodian is confident that proper control
can be nmaintained for material without a daily inventory and
acconpanying witten record.

(b) LHs/Users need not open security containers for
t he sol e purpose of conducting an inventory. However, if the
security container is opened for any reason and LHs/ Users have access
to the material, an inventory will be conducted at that time al ong
with the destruction of superseded nateri al

d. Pagecheck Requirenments : Pagecheck COVSEC material in
accordance with Article 757 and/or any |ocal instructions provided by
t he issui ng CQustodi an.

e. Destruction : Conduct destruction in accordance with this
manual or, in the case of nobile users, the instructions provided by
t he issui ng CQustodi an.
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781. REPRODUCI NG COVSBEC PUBLI CATI ONS AND KEYI NG MATERI AL

a. Definition: Reproduction of COMSEC material is the
conpl ete reproduction of an entire code, authenticator, call sign
(CAQ), publication, or keylist (regardl ess of the reproduction
nmet hod). Reproduction of less than an entire copy of material is an
extract. Extracts are prepared in accordance with Article 784.

NOTE: Reproducible material is defined as material printed on
paper which can be duplicated by witing, typing, or
xer oxi ng. Reproduci ble material does not include materi al
coded by an arrangenent of holes (e.g., segnented tapes).

b. Authority to Reproduce: To satisfy an operational
requi rement, the CO nay aut horize the reproduction of an entire
edition of CAC material authorized to be held by the account. This
aut hori zati on takes precedence over any restrictions or prohibitions
agai nst reproduci ng copi es which may be contained in the Handling
Instructions (H) or Letter of Promulgation (LOP) of the material.
In addition, further reporting to higher authority of the fact of
reproduction is not required.

c. Restrictions on Reproducing a CAC. The follow ng CAC
material nmay not be reproduced:

(1) Any US., Alied, or NATO Nucl ear Command and Contr ol
Materi al .

(2) AKAA 285, AVBA TC 2, AMSBA TX 9000, AMBA 661, AMBA 622,
and AVSC E/ D 640.

d. Preparation of Reproduced Copies :

(1) Only an  original copy is authorized for use in
repr oduci ng COVBEC nateri al .

(2) Copies nmay not be reproduced froma reproduced copy.
e. Control of Reproduced Copies. The QO of the command with
| ocal custody responsibility for the reproduced COVBEC naterial is
responsi ble for controlling reproduced copi es.

f. Accountability of Reproduced Copies :

(1) AL 1 and AL 2 reproduced copi es of COVBEC materi al
nust be reported to DOVS/ /30// by submtting a SF 153 Possessi on
Report in accordance with Article 739 and Annex V.

(2) AL 4 reproduced copies of COVSEC nmaterial are not
accountable to DOVMB. AL 4 reproduced material is accounted for and
handl ed based on its assigned classification.
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NOTE: Reproduced AL 4 COVBEC naterial received fromCM O
Nor f ol k, cache, or non-DON account nust be reported to
DOMVB using an SF 153 (see Article 742).

(3) Subsequent accounting for the reproduced copies is the
sane as that of the original naterial.

Cl assification of Reproduced Copies . Reproduced copies of
COVBEC naterial nust be assigned the sane classification and speci al
marki ngs (e.g., CRYPTO NOFCRN) as the original naterial.

h. Handling of Reproduced Copies :

(1) Copies of reproduced nmaterial nmust be handl ed the sane
as the original material, according to classification, special
markings (if any), and AL code.

(2) Jdassified reproduced copi es nay not be transmtted
on-line, and may not be disassenbled for w der distribution.

(3) Unclassified reproduced copi es may be di sassenbl ed for
wider distribution only wthin the comrand.

i. Restrictions on CAC Reproduction . The Comrandi ng
G ficer can authorize local reproduction for [ocal comand use.
This assunes original is held by comrand (i.e., command is validated
to hold CAC by CA). Wen reproduced for |ocal use, account for
local ly; handle in accordance with classification of original CAC do
not enter into OMCS. The foll ow ng applies:

(1) Non- energency situation: CAC can be reproduced for
transfer to anot her comrand only after obtaining CA perm ssion,
informati on copy to DCMS//30//. Reproduced CAC, if AL 1 or AL 2 nust
be entered into CMCS.

(2) Emergency situation: The CO can authorize
reproduction of CAC for transfer outside of command; with after-the-
fact reporting to CA and DOMS/ /30//. Reproduced CAC nust be entered
into the OMCS.

j. Procedures to Enter CAC into CMCS :

(1) Command that reproduced the CAC nust submt SF 153
Possessi on Report to DQVE; and,

(2) Transfer reproduced material on SF 153 to requesting
command.

AMVEND 4 7-40

(A

(A



[ 781] VB 1

k. Assignnment of Short Titles and Accounting Data . Short
titles and accounting data wi |l be assigned to reproduced copi es by
the preparing OVB account Qustodian or Alternate in accordance with
the foll owi ng procedures:

(1) The same short title (including any edition suffix),
classification, and AL code of the original naterial nust be assigned
to each reproduced copy.

(2) Assignment of accounting nunbers to AL 1 reproduced
copies, together with the four digit suffix, as described in NOTE
below, will be used to assign an accounting nunber to reproduced
copi es.

NOTE: |f the accounting nunbers contains nore than four digits,
use only the last four digits of the original accounting
nunber. A four digit suffix beginning with 001 will then be
appended to each reproduced copy along with the origina
accounting nunber in a one-up sequence as descri bed bel ow.

EXAMPLE: 1. If 30 copies are to be reproduced from USKAK 9999 EE
accounting nunber 123456, the short title and accounting
nunber of the first reproduced copy woul d be
"USKAK 9999 EE 3456001." The second reproduced copy woul d
be "USKAK 9999 EE 3456002," and so on

2. ANCRS Users nust enter the prefix letters that precede
t he accounting nunber (in parenthesis) in the short title
field (e.g., USKAK 9999 (AB)).

I. Listing Reproduced Copi es on Accounting Docunents

(1) Each individual reproduced copy of AL 1 naterial nust
be listed on a separate line of an account docunent.

(2) Since reproduced AL 2 and AL 4 naterial will not have
an accounting nunber, this material will be listed as a single line
entry with the total quantity listed in the quantity colum/field of
t he accounti ng docunent.

m Local Custody Requirenents for Reproduced Copies . Loca
custodi an requirenents for reproduced copies are the sane as for
origi nal copi es.

n. Transfer of Reproduced Copies :

(1) Transfer Authorization . Transfer of reproduced
copi es of COVBEC nmaterial requires authorization fromthe
Controlling Authority.
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(2) Classified Extracts in a Non -energency situation

During non -energency situations, the foll ow ng sources
constitute authorization for preparing classified extracts:

(a) LCP, H, forward page, or text of the
publ i cati on.

(b) Separately promulgated directive affecting a
series of publications.

(c) Controlling authority of the naterial when the
above sources do not address extraction.

(3) Uncl assified Extracts in a Non -energency situation

During a non -energency situation, this article, i n the
absence of specific directives to the contrary, constitutes
authori zation to prepare extracts of unclassified naterial regardl ess
of the overall classification of the publication.

(4) Speci al Authorization for Training and School

Conmands :

(a) Service schools and training comrands are
aut hori zed to nake extracts of classified informati on fromany COVBEC
material authorized to be held by the comrand for training purposes
only.

(b) Extracts may not be renmoved fromthe school or
trai ning comrand, and shall be accounted for and destroyed | ocally.

c. Controlling Classified Extracts :

The QO of the command with | ocal custody responsibility for
the extracts is responsible for controlling classified COVSEC
extracts.

d. Classification of Extracts :

Extracts fromclassified COVBEC naterial will be classified
and assi gned any applicabl e special markings (e.g., CRYPTQ NCOFCRN)
in accordance with the foll ow ng procedures:

(1) If individual paragraphs or other subdivisions of a
classified publication are not assigned a classification and speci al
markings, and if no classification guidance is included in the
publication itself, the extract shall be assigned the sane
classification and special marking as that of the overall
publ i cati on.
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(2) If individual paragraphs or other subdivisions of a
classified publication are assigned a classification and speci al
mar ki ngs, the extracts shall be assigned the classification and
speci al markings as the paragraph or section fromwhich the extracts
are nade.

e. Disassenbling COMSEC Publi cations :

(1) To permt w der dissemnation only within a command,

the GO may authorize the Qustodian or LH CQustodi an, to nake a
tenporary subdivision of an unclassified COVSEC publi cati on.

(2) O assified COVBEC publications may not be di sassenbl ed
for dissemnation within or outside the command.

f. Local Custody Requirenents :

(1) Extracts of COVBEC keying naterial marked CRYPTO wil |
be docunented on | ocal custody forns in accordance with Article 769.

(2) Extracts of other COVBEC naterial (including keying
material not marked CRYPTO does not have to be docurmented on | ocal
custody fornms. This material nust be handl ed and accounted for based
on its assigned classification in accordance with CPNAVI NST 5510. 1.

g. Return of Defective Extracts to NSA :

(1) If specifically authorized by NSA defective extracts
wll be forwarded to NSA on a SF 153 as a | ocal custody issue.

(2) Do not assign a TNto the SF 153 and do not send a
copy of the SF 153 to DQVS.

(3) Retain your copy of the SF 153 for accountability
docunent at i on.

h. Destroying and Docunenti ng Destruction of Extracts

(1) Extracts of COVBEC keying naterial nmarked CRYPTO shal |
be destroyed in accordance with Chapter 5.

(2) Extracts fromother COVBEC naterial shall be destroyed
based on their assigned classification in accordance w th CPNAVI NST
5510. 1.

(3) Destruction of COMSEC material extracts wll be
recorded on | ocal destruction docunents in accordance with Article
736.

(4) UWse a local custody docunent to account for defective
extract(s) of COVBEC material returned to NSA
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(5) Attach a copy of the local custody docunent to the
| ocal destruction record to account for an extract(s) returned to NSA
when conpl eting the destruction docunent for the entire edition.

787. ENTERI NG AMENDVENTS AND CORRECTI ONS TO COMBEC PUBLI CATI ONS

a. CGeneral :

(1) Anmendnents and corrections are pernmanent changes to
COVBEC and COVBEC -rel ated publications (hereinafter referred to as
publications) which incorporate up -to-date infornation.

(2) Actions based on outdated or incorrect information
have the potential to adversely inpact operational m ssions and
adm ni strative procedures. Therefore, anendnents and corrections to
publications nust be entered only by properly trained and aut hori zed
per sonnel .

(3) The CQustodian nust ensure that witten gui dance, based
on the procedures detailed in this article, is provided to all
personnel entering anendnents and corrections to publications.

(4) GCnhanging a publication on the basis of an apparent
di screpancy is not authorized. Changes to publications nmay be
entered only as authorized by the publication' s originator.

(5) Fgure 7 -4 is a check -off list which nay be reproduced
for use in entering changes to COVSEC material and COVBEC -rel ated
publications and Figure 7 -5 is an exanple Certification of Arendnent
Entry form

b. Types of Anendnents:

(1) Printed Arendnents

(a) Printed amendrments may consi st of replacenent
pages, cut -out inserts, pen -and-ink changes, or any conbination
t her eof .

(b) Printed amendrments are, nornally, distributed via
the M Gs or directly from DOVS.

(2) Message Arendnent s

Message armendnents normal |y consist only of pen -
and-i nk changes.

(3) Corrections to Arendnents

(a) Corrections to anendnents are pernanent
alterations to printed or nmessage amendmrents.
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(b) Corrections may be printed or they may be i ssued
as a nessage. Nornally, the next printed anendnent or nessage
amendnent will incorporate the information issued in a correction

c. Nunbering of Anendnments and Corrections :

(1) Al anmendrments to a basic publication are nunbered
consecutively while corrections to amendnents are not nunbered

(2) Anmendnents and corrections to amendnments nust be
recorded on the Record of Amendnents (ROA) page of the publication.
For exanple, the record of amendnents and corrections to anendnents
entered in a specific publication could appear as follows: (printed)
Arendrent 1, (printed) Amendnent 2, (message) Amrendnent 3, (Printed)
Correction to Arendnent 3.

(3) Anmendnents nust be entered sequentially. For exanple,
Anendrent 4 may not be entered before Arendnent 3 has been entered.
In the event nore than one correction to the sane anendnent is
recei ved, the corrections should be entered according to the date of
promul gati on.

d. Cust odi an Actions :

(1) Upon receipt, pronptly review amendnents and
corrections and pronulgate any significant information to appropriate
comrand per sonnel

(2) Next, the amendnents and corrections will be entered
as directed by originator.

(3) CQustodians who transfer AL -4 publications to another
CV5 account nust forward all amendnents or corrections to the
comrand(s) hol ding the basic publication for a period not to exceed
90 days. Thereafter, the recipient nmust coordinate with the CAto
ensure recei pt of future amendnents.

e. Supply of Amendnents:

(1) DOwb and the servicing CM O of an account are
responsi bl e for supplying the coomand with printed amendnents and
corrections. However, the Qustodian is responsible for ensuring that
a publication contains the nost current anendnent. Status docunents
(e.g., GWBR) are the nost up -to-date sources for determning the
| at est anmendnent to a COVBEC publi cati on.

(2) Request disposition instructions fromthe origi nator
for excess or unneeded copi es of classified, accountable printed
amendnents and corrections. Ensure that the authorization for
destruction and/or transfer is annotated on the SF 153 Transfer
Report .
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(3) Excess or unneeded copies of unclassified,
non-account abl e anendnents and corrections may be destroyed at the
di scretion of the Custodian.

f. Local Custody:

Local custody issue of AL 1 or and AL 2 printed anendnents
and corrections nust be docurmented on an appropriate | ocal custody
docunent .

g. Entering Anendnents:

(1) Instructions :

(a) Each anendnent provides instructions on the
status or effective date of the amendnent and step -by-step procedures
for entering the anendnent (e.g., specifically identifying which
pages are to be renoved fromthe basic publication and whi ch pages
fromthe anmendnent are to be added, and/or pen -and-ink corrections).

NOTE: Amrendnent instructions nmust be read and cl early understood
prior to entering an anendment.

(b) Pen-and-1nk Changes :

(1) Only bl ack ink will be used to nake
pen-and-ink corrections. No other color of ink may be used.

(2) Pen -and-ink corrections nust be identified,
in the margin, opposite their entry (e.g., Arend 5, Correction to
Amrend 5).

(c) Printed Changes :

(1) Efective amendnents mnust be pronptly
entered and verified as soon as possible after receipt.

(2) An anendnent effective in the future shoul d
be entered as close to its effective date as possible. If an
amendnent is entered substantially before its effective date,
annotate "Effective ( date)" in the nargin of each repl acenent page
and opposite each pen -and-ink change.

(2) Recordi ng the Entry

(a) The individual entering the anendment nust sign
and date the ROA Page of the publication certifying that he/she
entered t he change.

(b) The identity of the change (e.g., Amendnent 1 or
Correction to Amend 1) and, if applicable, the ALCOM nunber and/or
DTG of the nessage, nust be recorded on the ROA Page in order to
properly identify the change.
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(3) Enteri ng Anendnents in Seal ed Publications

If a sealed publication is opened to enter an
amendnent or a correction , the publication should be reseal ed after
verification of the change and pagechecking the publication (if
required).

(4) Pagecheck of Publicati on and Arendnent Resi due

Conduct a pagecheck of publications and anendnent
residue in accordance with Article 757 and Annex Y. Ensure that the
publication's Record of Pagechecks (ROP) Page is annot at ed.

(5) Verifying Proper Entry of an Anendnent

(a) The entry of amendnents nust al ways be verified
by a second individual. Any properly cleared and aut hori zed person
(ot her than the individual who entered the anendnent) may verify an
amendnent entry.

(b) The person verifying an amendnent entry nust
certify, by placing their initials in the nargin al ongside the
amendnent entry on the ROA Page, that it was entered correctly and
that the signature, date, and anendnent identification have been
entered on the ROA Page of the basic publication.

NOTE: Initialing the ROA Page entry is sufficient for verifying an
amendnent entry. A separate entry is not appropriate since
the verifying individual did not actually enter the anendnent.

(c) As a part of the verification process, the person

verifying entry of an anendnent must conduct a second pagecheck of
the basic publication and anendnent residue if the anendnent renoved,
substituted, or added pages. This second pagecheck of the basic
publication nust be recorded (i.e., signature and date) as a separ at e

entry on the ROP Page.

NOTE: The list of amendnent residue, normally found at the end of
t he anendnent instructions, nust be used i n pagechecki ng the
amendnent residue. The verifying individual nmust indicate
this second pagecheck of the residue by initialing and dating
the front page of the amendnent residue.

h. Destructi on of Anendnent Resi due :

Destruction of amendrment residue may be verified in one of
two ways at the option of the CQustodian.

(1) Ether the LH or User who signed the | ocal custody
docunent for the amendnent can furnish the Custodian with a | oca
destruction record and certification of proper entry and verification
(see last page of this chapter); R
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(2) The CQustodian can personally verify the entry by the
LH or User, destroy the residue, and return the basic publication to
the LH or User.

NOTE: 1. (assified anendnent residue nust be destroyed as soon
as possi ble but no later than five working days after an
amendnent entry.

2. Uncl assified anendnent residue shoul d be destroyed as
soon as possible, but may be hel d and destroyed no | ater
than five working days after the end of the nonth in which
t he anmendnent was entered.

i. Recording Destruction of Arendnent Residue :

(1) Docunent destruction locally and maintain required
records in accordance with Article 736.

(2) The destruction of unaccountable, classified amendnent

residue will be conducted in accordance wi th CPNAVI NST 5510.1. Do
not report destruction to DOVS.

790. PROCEDURES FOR DESTROYI NG COVSEC MATERI AL | N PAPER FORM

a. CGeneral :

(1) CQustodians nmust ensure that all personnel who destroy
COVBEC naterial followthe destruction criteria, reporting and
docunent ation requirenents, nethods, and procedures in this manual .

(2) Attention to detail when destroyi ng COVSEC materi al
cannot be overstressed. Failure to follow proper procedures is one
of the principle causes of COVBEC incidents and practi ces danger ous
to security.

(3) Keying material marked or designated CRYPTOis the
nmost sensitive itemof COVMBEC material. Therefore, the i nmmedi at e,
conpl ete, and proper destruction of superseded keying naterial is of
t he hi ghest inportance.

(4) Prior to destroying any COVBEC naterial, verify,
validate, and sight each itemof material to be destroyed.

(5) The two individuals destroying COVSEC naterial are
equal |y responsible for the tinely and proper destruction of the
material and the accuracy of the destruction document(s).

(6) Destruction criteria (i.e., tinmeframes and aut hori zed
nmet hods) are contained in Chapter 5. Reporting and docunentation
requirenents are detailed in Article 736. The informati on bel ow
details the steps to be followed by all personnel when destroying
COVBEC nateri al .
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b. Verifying Status Infornation:

(1) The individuals conducting destruction of COVSEC
material nust ensure that the material to be destroyed is in fact
super seded and/ or authorized for destruction prior to actually
destroying the materi al

(2) CQustodians are responsible for ensuring that the
correct (i.e., nost up -to-date) status information for COVBEC
nmaterial is provided to all personnel destroying COVSEC nateri al

c. Verifying Short Title and Accounting Data

(1) To verify accurately the naterial being destroyed
agai nst the destruction docunent, the individual responsible for
destruction nmust read the short title(s) and accounting data of the
material being destroyed to the wi tness.

(2) The witness nust verify the accuracy and conpl et eness
of the entries on the destructi on documnent.

(3) The witness nust then read the short title(s) and
accounting data of the material being destroyed to the individua
responsi bl e for destruction who then verifies the accuracy and
conpl eteness of the entries on the destruction docunent.

d. Tineliness of Destruction:
The two individual s destroyi ng COVSEC naterial nust ensure
t he conpl ete physical destruction of the material being destroyed
within the tineframes specified in Chapter 5.

e. Security Safeguards:

The two individual s responsible for destroyi ng COVBEC
material nust strictly observe the follow ng security saf eguards when
t he use of burnbags or other containers is required due to a | arge
quantity of material being destroyed.

(1) Sealing and Marki ng Destruction Containers

After verifying the material to be destroyed agai nst
the destruction record, place the material in burnbags or other
destruction contai ners, seal themsecurely, and mark the containers
to identify themas containing COVSEC material. In addition, the
contai ners nust be nunbered to reflect the total nunber of containers
(e.g., 1 of 3, 2 of 3, 3 of 3).

(2) Separation and Control of Destruction Containers

(a) Keep all destruction containers which contain
unshredded COVBEC material separate fromall destruction containers
contai ning non -COVBEC material. Until they are physically destroyed
by an authorized met hod, destruction
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cont ai ners cont ai ni ng unshredded COVSEC material mnust be afforded the
security and storage protection required for the COVBEC nateri al

(b) Destruction containers containing strip - shredded
COVBEC naterial nust be protected based on the highest classification
of the shredded naterial contained therein.

(c) Destruction containers containing cross -cut
shredded paper COVBEC material may be treated as uncl assified
nateri al

(d) Destruction containers containing cross -cut
shredded mcrofiche material nust be protected based on the hi ghest
classification of the materi al

NOTE: Depositing superseded COVSEC keying naterial segnents or
extracts into a burnbag, a special access contro
contai ner (SACC) or other |ocked container does not_
constitute physical destruction. If a SACCis used, all
deposi ted superseded keying naterial nust be destroyed
within the tineframes specified in Chapter 5.

(3) Transportati on of Containers

Transport destruction containers directly fromthe
secure area to the area in which physical destruction wll take
pl ace. Attending to other business or to personal matters while
enroute to the destruction site is strictly prohibited .

f. Wtnessing Destruction:

(1) The two individuals conducting destruction of COVBEC
material nmust not conplete (i.e., sign and date) destruction
docunents until after the material has actually been destroyed.
Therefore, the two individuals conducting the destruction rnust
personal |y witness the conpl ete destruction of the material.

(2) In the case of large destruction facilities (e.g.
disintegrators), operated for the benefit of commands in the area,
the destruction contai ners nay be given to the individual (s) who are
operating the destruction facility. However, the two persons
responsi bl e for the destruction nust physically sight the destruction
contai ner(s) being placed in the device by the operators.

NOTE: |If a discrepancy in a COVSEC naterial destruction
contai ner is noted prior to the physical destruction of
the container (e.g., inaccurately nunbered or m ssing
contai ner, broken container) and if the nature of the
cont ai ner di screpancy causes any doubt whatsoever about
t he accuracy of the correspondi ng destruction docunent(s),
then the contents of all containers involved nust be
renoved and reverified.

7-51 ORI G NAL



VB 1 [ 793]

g. I nspecting Destructi on Devices and Destroyed Materia

(1) Wen an incinerator is used for destruction, ensure
that the flues are properly screened and secured to prevent the
escape of partially burned nateri al

(2) The two individuals conducting destruction must
monitor the entire destruction process and i nspect the destruction
devi ce and the surrounding area afterward to ensure that destruction
was conplete and that no naterial escaped during the destruction
process. These procedures apply to all destruction devices di scussed
in Chapter 5.

(3) The residue fromdestroyed naterial nust be inspected
to ensure that the destruction was conplete (i.e., no unburned and
readabl e bits of material renain).

(a) In the case of shredders, choppers, and
pul verizers (dry process), and pul pers and disintegrators (wet
process), only a representative sanple of the residue needs to be
exam ned to ensure that the device was working properly.

(b) In the case of ash residue froman incinerator or
ot her nethod of burning, the ashes nmust be inspected and, if
necessary, broken up by carefully stirring or sifting, or be reduced
to sludge with water

793. U.S. ARW AND Al R FORCE CQVB ACCOUNTS

Wien corresponding with an Arny (5XXXXX) or Air Force (6XXXXX)
OMB account, the COR of that service nust be an informati on addressee
on all correspondence (e.g., letter, message). CCR addressees are
contained in Annex S
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CVB 25 ONE-TI ME KEYI NG MATERI AL DESTRUCTI ON REPCRT

1. Purpose: The OV5 25 COMBEC keying material report is a two-sided
docunent used to record destruction of individual, one-tine keying
nmaterial segnments of COVSBEC nmaterial. Side one is nunbered 1-31.

The reverse side provides an expl anation for the digraphs that are
printed to the left of the short title on each segnment of extractable
t ape.

2. Preprinted CVM5 25 Reports : The current version of the OQvB 25
(revised date of 11/82) or a locally prepared equival ent formnay be
used.

3. Date of Extract: This colum is used to record the actual date
an individual segment of extractable OCOVBEC keying material is
extracted fromits protective packaging. The use of this colum is
optional .

4. Signatures: The two individuals conducting destruction shal
affix their signatures or initials directly opposite the segment
bei ng destroyed. The use of lines or ditto nmarks to connect
signatures or initials is prohibited.

5. Date of Destruction: The actual date of destruction nust be
entered opposite the two sets of signatures or initials. The use of
lines or ditto marks to connect dates is prohibited.

6. Account/Short Title Date: The conplete short title, edition
register or serial nunber (if applicable), and AL code nust be
annotated on the bottomof this report.

7. Inproperly Conpleted Form: The |lack of two signatures or sets of
initials and a date of destruction for each copy of segnented

nmaterial destroyed is a PDS. The absence of or lack of a conplete
short title, edition, register/serial nunber and AL code constitutes

a PDS. Handl e PDSs in accordance with Chapter 10.

8. Restrictions on Use: Wen the OV5 25 or a locally prepared
equivalent formis used, the destruction of one and only one copy of
a short title may be recorded on the report.

FI GURE 7-1
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CVB 25B COVBEC KEYI NG MATERI AL LOCAL DESTRUCTI ON REPORT

1. Purpose: The OM5 25B is a two-sided docunent used to record
destruction of keytape segnments of COVBEC keying material packaged in
the "VF' format (62 uni que segnents per canister). The destruction of
segnments 1-31A shall be recorded on the "A" side. Segnents 1-31B on
the "B" side. Conplete information nust be recorded on both sides
when this formis used.

2. Signatures: The two individuals conducting destruction shal
affix their signatures or initials directly opposite the segment
bei ng destroyed.

3. Date of Destruction: The actual date of destruction must be
entered opposite the two sets of signatures or initials.

4. Account/Short Title Data: The OVB account nunber of the issuing
account nust be annotated on the OV5 25B in addition to the conplete
short title, edition, register or serial nunber (if applicable), and
the AL code. OM Wsers and LHs of a command ot her than the issuing
command nust annotate their command title vice the title of the

i ssui ng conmand.

5. Inproperly Conpleted Form: The |lack of two signatures or sets of
initials and a date of destruction for each copy of segnented

nmaterial destroyed is a PDS. The absence of or lack of a conplete
short title, edition, register/serial nunber, and AL code constitutes

a PDS. Handl e PDSs in accordance with Chapter 10.

FI GURE 7-2
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CVB 25C COVBEC KEYI NG MATERI AL LOCAL DESTRUCTI ON REPORT

The indi vi dual s whose signatures appear below, certify that they have
destroyed the individual keytape segments on the dates indicated.
Retain this formin accordance with Annex T.

CONFI DENTI AL (Wen filled in)

Dat e of
Seq/ Copy # Si gnature Si gnature Destruction

1/ 01

1/ 02

1/ 03

1/ 04

1/ 05

2/ 01

2/ 02

2/ 04

2/ 05

3/ 01

3/ 02

3/ 03

3/ 04

I
I
I
I
I
I
I
2/ 03 |
I
I
I
I
I
I
3/05 |

(Command Title and Account Nunber)

SHORT TI TLE EDI TI ON REG # AL CCDE
Cassified by: Ow 1
Declassify On: Xl

CONFI DENTI AL (Wen filled in)

FI GURE 7-3

7-61 ORI G NAL



avs 1

CVB 25MC COVBEC KEYI NG MATERI AL LOCAL DESTRUCTI ON REPORT

1. Purpose: The OM5 25MCis used to record destruction of nultiple
copy segnents (i.e., 1/01, 1/02, 1/03, etc.) of COVBEC keyi ng
materi al packaged in canisters.

2. Signatures: The two individuals conducting destruction nust
affix their signatures or initials in the signature blocks dirrectly
opposite the specific copy of the segmented keying material being
dest royed.

3. Date of Destruction: The actual date of destruction nust be
annotated in the date of destruction bl ock.

4. Account/Short Title Data: The OVB account nunber of the issuing
account comrand, the conplete short title, edition, register or

serial nunber (if applicable), and the AL code nust be annotated on
this form OV Users and LHs of a command ot her than the issuing
comrand nust annotate their command title vice the title of the

i ssui ng conmand.

5. Inproperly Conpleted Form: The |lack of two signatures or sets of
initials and a date of destruction for each copy of

segnented nmaterial destroyed is a PDS. The absence of or lack of a
conpl ete short title, edition, register/serial and AL code

constitutes a PDS. Handl e PDSs in accordance with Chapter 10.

FI GURE 7-3
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CHECK- OFF LI ST FOR ENTERI NG AVENDVENTS TO PUBLI CATI ONS

Initial Each |Item When Conpl eted

Veri fying

1. Instructions for entering the change have
been read and under st ood.

2. Black ink only used for deletions
and pen -and-ink changes.

3. Prepared cutouts used. Locally -typed
cutouts identify change being entered
(e.g., Amend 1).

4. Informati on superseded by a cutout
deleted in ink before cutout affixed.

5. Flaps used only if there is no roomto
affix cutout flat on page.

6. Each pen -and-ink change is identified by
amendnent nunber or correction to a specific
amendnent .

7. For change entered substantially before
its effective date, "Effective ( date)"
notati on narked in nargin on all pages where
change was nade.

8. Record of Arendnents page conpl eted and

signed by the person entering the change and
initialed by the person who verified the entry.

FI GURE 7-4

7-63

Per son Per son
Ent eri ng
Amendnent Entry
( Initial ) (Initial )
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CHECK- OFF LI ST FOR ENTERI NG AMENDMENTS TO PUBLI CATI ONS

Initial Each |Item When Conpl eted

Veri fying

(Initial )

9. If change renoved, added, or substituted
pages, publication pagechecked and the Record
of Pagechecks page signed and dated by person
who entered the change and the person who
verified the change.

10. If residue fromchange is nore than one
page, pagecheck of residue nmade and residue

initialed or signed and dated by the person

who entered the change and the person who

verified the change.

11. Residue of change entered by LH Custodi an
or User was destroyed. Date of destruction
and signatures of the two peopl e who destroyed
the nmaterial recorded on | ocal destruction
record, and record forwarded to the Custodi an.

Per son Per son
Ent eri ng

Amendnent  Entry
( Initial )

(Date and signature of person (Date and signature of person
who entered the change) who verified the change)

FI GURE 7-4
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MEMCRANDUM

(date)
From
To: OVB Cust odi an

Subj:  CERTI FI CATI ON OF AMENDMENT ENTRY, VERI FI CATI ON, AND LOCAL
DESTRUCTI ON OF AMENDMENT RESI DUE

Encl: (1) Check-off List For Entering Arendrments to Publications

1. On (date) , Anmendrent , accounting nunber , was entered
into (publication short title and edition) , accounting nunber

2. Proper entry of the amendnent was verified as indicated in
encl osure (1).

3. The residue of the amendnent was properly destroyed (date) by the
two individual s whose signatures appear bel ow

(Signature) (Si gnature)

(Si gnature)

EXAMPLE OF CERTI FI CATI ON OF AMENDMVENT ENTRY

FI GURE 7-5
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