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This instruction implements AFPD %) Readiness Department of Defense Directive (DODD)
2000.12, Antiterrorism (AT) Program Department of Defense Instruction (DODI) 2000.16,
Antiterrorism (AT) Standards It establishes responsibilities and guidance for the Air Force (AF)
Antiterrorism (AT) Progranand integrates security precautions and defensive measures. This Air Force
Instruction (AFI) applies to all military and civilian Air Force personnel, Air Force Reserve Command
and Air National Guard units and other individuals or organizations as eddwrbinding agreement or
obligation with the Department of the Air Force. Ensure that all records created as a result of processes
prescribed in this publication are maintained in accordance with Air Force Manual (AFMABB333
Management of Recordand disposed of in accordance with the Air Force Records Disposition
Schedule (RDS) located ahttps://www.my.af.mil/gcssaf6la/afrims/afrims/rims.cfm. Refer
recommended changes agdestions about this publication to the Office of Primary Responsibility
(OPR) using the AF IMT 84MRecommendation for Change of Publicatiooute AF IMT 847s from
the field through the appropriate functional 6s

SUMMARY OF CHANGES

This document is substantially revised and must be completely reviewed. It incorporates revisions to
DODD 2000.12 and DODI 2000.16 including the requirement for an AT level Il certified Antiterrorism
Officer; the applicability of AT Standards to n@woD tenants on DoD property; and updated DoD AT
Standards. AF functional roles and responsibilities were added or updated to align witlstdie A
construct; and several FPCON measures have been revised or updated, to include measures addressit
Biological Select Agents and Toxins (BSAT) and Chemical, Biological, Radiological and Nuclear
CBRN). Attachment 2 References to DOD -Q000.12H, Attachment 4 AOR-Specific Training, and
Attachment 8 Antiterrorism Resource Allocation Template were removed aeplaced with
Attachment 4 Risk Management and Resourcing processes. The following Report Control Symbol
(RCS) requirements were removed: HAFC(AR)0126, Training Reports for Antiterrorism Level | and
Level Il Training, and HAFSFC(SA)0125, Status @éfntiterrorism Report.


http://www.e-publishing.af.mil/
https://www.my.af.mil/gcss-af61a/afrims/afrims/rims.cfm

AF110-245 30 MARCH 2009

Chapter 10 AIR FORCE ANTITERRORISM PROGRAM ..ottt 4
1.1.  Air FOrce AntiterroriSmM PrOgIaMi..... ... oot eeeere e e e e s eeemr e e e e e e e e s eeeeans 4
1.2.  Roles and ReSPONSIDINLIES......ccccoiiiiiiiiii i rrer e e e e e e e e e e e e e e e e e e e e esenrennaanes 5
Chapter 20 ANTITERRORISM STANDARDS ..ottt rmmme e e e e e e 10
P S = 1 o F= 1o I PO P PP PPPPPPP 10
S - 1 [0 £ 10 ISP PP PPPPPPP 10
2.3.  STANUAIT 3. et e e e e e s e e e 11
Figure 2.1. AT RiSK ManNagemeENt PrOCESS.......ccciuiiiiiiiiiiiiiieeerie et e e e e e et eeeer e e e e e e e e e e e e s e 11
2.4, STANUAIT ...t e e e e n et e e e e e e n e e 12
P T S = 1 [0 F= 10 I OO PP P PP PPPPPPP 12
P2 S TS = 1 a6 F= T o [ PP P PP TPPPP 13
S - 1 (6 £ 1o R PO P PP PP PPPPPPP 14
Table 2.1. AT Threat Planning SCENAIIOS. .. ..uuuuuiuiiiiiiieiiiimme e st e e e ee et ee e et e e e e e e eeeesaa s e e s s s s e e e e e e e e e aeeesaans 14
2.8. Standard 8: AT Program CoOrdiNatION............ccuuuiiiiiiieieeree e e e e emr e e e e e 16
P B S = 1 0o F= 10 I OO PP PP PP PPPPPPP 17
P2 O S = T g o F= T o [ O TP PP P PPPPPTR PPN 19
P2 S = T o F= 1o I PO PP PPPPTPPP PP 19
2,12, STANUAIT L2: .. etttk eenb et e e e bt e e e e st e e e e amm e et e e e b e e e e nn e ean 20
P2 B S = 1 [0 F= 10 I SO OO PPPPPPP PP 20
2.14, STANUAIT L4 ... oottt eenb et e e e bt e e e b e e am e et e e e e e e e ean 21
P RS = 1 0 [o F= 10 I SO OO PP PPPPPPP PP 21
P TS = T a6 =T o [ G PP PPPPPTP PP 22
A S - 1 o F= o [ PP PPPPPT PP 22
2.18.  STANUAIA L8 ... i e et e e e e e e e e e et e e e e e e n e e e e e e e e e e e as 23
P R S - 1 a6 F= T o [ OO PP PUPPPT PP 24
2.20.  STANUAIA 20 ... e er et e e e e e e e e e e e e e e e e e e e b nn e n e e e e e e e e e n e nnnr e s 24
A S = 1 6 F= 10 B PP P PP 24
2,22, STANUAIT 22:... .. ettt e e e e e e ettt e e e e e e nn e e e et e e e e e e e e nnnrr s 25
2.23. STANCAIA 23 e r et e e e e e e e e e e e n e e e e e e e 26
2,24, STANUAIA 24 .ttt e oo e ettt e e e e e e n e e et e e e e e e e nnnrr s 26
2.25.  STANUAIT 25 .. e et e oot e e e e e e et e e e e e e 27
Table 2.2. Minimum AT Awareness Training RequirementS. ... e 28
2.26.  STANUAIA 26 ... eeeeeeiiiii e e et e e e e e e e e ettt e e e e e e e bnn e n e e e e e e e e e e nnnenan 28



AFI110-245 30 MARCH 2009 3

Table 2.3.  Minimum Level II- ATO Training ReQUIFEMENTS........cccoiieiiiii it eee s 30
2.27. Standard 27: Level [H Precommand AT Training........ccccuvvrrrreeeeeeeaiimmms s siieeeeeee e e e aeiees 31
Table 2.4. Minimum Level lll - PrecommandAT Training ReqUIremMents...........ccovvvvvvvvveevivieenneieeeeeenns 31
2.28.  STANUAIA 28:..... .ot e e et e e e e e e e et e e e e e e e 32
2.29.  STANUAIT 2. ... ittt am e e e e s 32
P2 1O B S = T [0 F= 10 B 1 OO U PP PRPPTPPP PP 32
PR N S = 1 a6 F= T o R PP PP PPPPPTP PPN 33
2.32. STANUAIT 32:.... e et e e e e e e e e e e e e et e e e e e n e e e e e e e e e e e e 34
3. Prescribed and AdOPted FOMMS..........uiiiiiiiiee e iicee et me e e e e e e e iees 34
Attachment 186 GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION  ........cccoouvnn..n 35
Attachment 20 FORCE PROTECTION CONDITION (FPCON) MEASURES  ......cccoooiiiiiiii e 48
Attachment 30 TERRORIST THREAT LEVELS ...t 57
Attachment 48 RISK MANAGEMENT AND RESOURCING PROCESSES .......ccccocoevvvivivesreeesiriaea. 59

Attachment 55 AF APPROVED LEVEL Il - ATO TRAINING SCHOOLS .......ccccoiiiiiiiiiccmee 61



4 AF110-245 30 MARCH 2009

Chapter 1
AIR FORCE ANTITERROR ISM PROGRAM

1.1. Air Force Antiterrorism Program.  This instruction establishes guidance and procedures for the

Air Force (AF) Antiterrorism (AT) Program supporting the Department of Defense (DOD) AT Program.
The program seeks to deter or limit the effects of terrorist acts against the AF by giving guidance on
collecting and disseminating timely threat information, prawgditraining to all AF members,
developing comprehensive plans to deter and counter terrorist incidents, allocating funds and personnel
and implementing AT measures.

1.1.1. AT Responsibility. AT is a command responsibility and must be thorougldgretied into

every unit mission. Commanders must continually review their AT posture to keep current with
changing policies and threat levels. Risk management is the key when determining vulnerabilities
and resource prioritization. Any threat or potehtiulnerability with risk that cannot be controlled

to an acceptable level must be forwarded to the next level in the chain of command for resolution.
AT also requires every individual's participation to maintain awareness, practice personal security
measures and report suspicious activity.

1.1.2. Countering the Threat. Countering the terrorist threat requires a fully integrated and
coordinated AT approach with a number of key areas that include at a minimum: Civil Engineers
(Readiness and Emengcy Management, Facilities Engineering, Explosive Ordnance Disposal
(EOD) and Fire Emergency Services), chemical, biological, radiological, nuclear anglididjh
explosives (CBRNE) defense, Services (food), Public Affairs, Communications, Intelligence,
Operations, Security Forces, Surgeon General, Judge Advocate, Comptroller and Air Force Office of
Special Investigations (AFOSI). AT programs should be coordinated with overarching efforts to
achieve protection, such as Force Protection (FP), criticalsimércture protection and continuity of
operations, as described in Joint Publication (3@7.3,Antiterrorism

1.1.3. DOD Policy. DODD 2000.12DOD Antiterrorism (AT) Programestablishes the DOD
policies and responsibilities for the implementation of the DOD AT Program. It establishes DODI
2000.16,DOD Antiterrorism (AT) Standargdsand DOD (2000.12H, Antiterrorism Handbook

The DOD AT Program is a stddement of Comlang Terrorism (CbT). Combating Terrorism is a
pillar of FP.

1.1.3.1. An active AT program utilizes DOD AT Standards prescribed in DODI 2000.16 as
baseline standards. AF AT Standards in Chapter 2 of this document incorporate and supplement
the DoD AT Standards and provide AF specific guidance.

1.1.3.1.1. Geographic Combatant Commander AT policy precedence. In accordance with
the Unified Command Plan (UCP) and DODD 2000.12, the Geographic Combatant
Commander (GCC) AT policies take preeade over the AT policies and programs of any
other DOD Component operating or existing in the GCC area of responsibility (AOR) except
for those under the security responsibility of a Chief of Mission (CoM), to include exercising
tactical control (TACON) dr FP. TACON for FP is in addition to a Combatant
Commander s nor mal exercise of operation
DOD personnel traveling into a GCCo6s AOR s
all AOR-specific AT policies. AF @mponents to GCCs bridge gaps between GCC and AF
policies. In the application of AT policy the more restrictive guidance will be applied.
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1.1.4. Non-DOD Tenants on AF Property. Commanders shall ensure that there is a host tenant
agreement withlanon-DOD tenants on AF property and that it specifically obligates theD©b

tenant to comply with the AT requirements in this AFl. N@@D tenants on an AF installation,

facility or other AF property will be incorporated into, comply with and supipstallation security

and AT Program requirements. NBOD tenants on AF property must comply with all aspects of

the AT Program addressed in this Instruction and other AT guidance documents unless the facility is
outside of the installation controlledepmeter; DOD personnel occupy less than 25% of the
facilityds net I nterior useabl e area -0l&0l,acc o
DOD Minimum Antiterrorism Standards for Buildingsnd the installation commander determines

AT compliance is not required for that facility.

1.1.5. Overseas Travel. All AF military personnel, civilians, dependent family members and
contractors when supporting DOD operations in accordance with contract provisions and outside of
the United Stateshall comply with theater, country and special clearance requirements (AFI 24
405, Department of Defense Foreign Clearance Guidagd DOD 4500.54M, DOD Foreign
Clearance Manudlbefore traveling outside the continental United States (OCONUS).

1.1.6. Eagle Eyes. The Eagle Eyes program is an Air Force AT defensive program created to
enhance the collection of threat information by educating members of the Total Force-baskeoff
citizens on the nature of terrorist attgalnning activities Eagle Eyes is a command responsibility

and requires every individual's participation to maintain awareness, practice personal security
measures and report suspicious behavior. Every AF installation will establish procedures to receive
reports of suspious behavior or indications of terrorist activity.

1.2. Roles and Responsibilities.

1.2.1. General. AF commanders or civilian equivalent directors assigned AT responsibility shall
establish active AT programs using DOD AT Standara@sgibed in DODI 2000.16 as baseline
standards to reduce vulnerability to terrorism. AF unique requirements contained in this Instruction
supplement DOD AT Standards.

1.2.1.1. Major commands (MAJCOMSs), field operating agencies (FOAS), directtregainits
(DRUs), AF Components to the GCC, comporaminbered AFs (@NAFs), numbered AFs
(NAFs), wings, installation and sedtipported separate facilities and commanders or civilian
equivalent directors assigned AT responsibility shall have an AT gqmodgilored to the local
mission, conditions, terrorist threat and national security environment.

1.2.1.2. Supplements to this instruction by AF activities, such as MAJCOM or installation
supplements, shall identify AT specific operational respmilitees. Responsibilities shall
include the scope of AT programs for facilities and operations that do not meet the legal
definition of an installation, e.g. recruiting offices, Rapid Engineer Deployable Heavy
Operations Repair Squadron (RED HORSE) aia® and other geographic separated units
(GSUs).

1.2.1.3. AF activities and action to combat terrorism shall support the GCC as they exercise
overall responsibility for AT within their respective AOR. Ensure such activities and actions
comply with applicable status of forces agreements (SOFA) anB@i2 Foreign Clearance
Manual

1.2.1.4. All commanders have the authority and responsibility to enforce appropriate security
measures to ensure the protection of DOD elements and personnel subject to their control while
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pursuing mission accomplishment and shall ensure the AT awareness andsseafliall DOD
elements and personnel assigned or attached.

1.2.1.5. For more effective host nation (HN) support commanders shall, as appropriate:

1.2.1.5.1. Ensure HN and/or civil support agreements for AT mutual support are established
and exercised with HN/civil support.

1.2.1.5.2. If required HN/civil support agreements to support AT are not established and
implemented, wghannel notification of the situation to MAJCOMs and/or AF Components
to GCCs, who shall determine if tli&CC has agreements established. If not, document the
shortfall and inform the AF/A7S.

1.2.1.5.3.Ensure procedures for information sharing are established and implemented within
the commander 6s span of cont r oncedragreemendso r d a
(SOFA, Mutual Aid Agreement (MAA), etc.) and ensure appropriate personnel under their
authority, who are responsible for supporting the classification and declassification of
records, receive appropriate training.

1.2.1.5.4. Adopt the following key elements to enhance HN support and ensure this
information is in AT policy and training: HN support agreements, resources and benefits
provided by the United States, working groups and informal outreach activities, training and
exerciss with HN officials, threat information sharing and positive human capital attributes
of key AF personnel, such as right skills, training and duty tour length.

1.2.1.5.5. For OCONUS permanent or expeditionary assignments, identify qualified
interpreters or provide language and cultural training for those personnel filling key positions
interacting with HN personnel; consider improving cultural training for all OCONUS
permanent party and for pdeployment.

1.2.2. Financial Management (FM)T'he FM shall:

1.2.2.1. Advise commanders, the AT Working Group (ATWG) and AT Executive Committee
(ATEC) on financial processes and procedures to effectively resource AT program requirements
through the planning, programming, budgeting and execution (PPB&E) and Combating
Terrorign Readiness Initiative Fund (CHRIF) processes in conjunction with other staff offices.

1.2.2.2. Provide long range financial planning for the AT Program.

123. I nspector Gener al (1 G). The | nsyabdity or Ge
execute an AT program and the overall AT program effectiveness will be recorded in accordance
with AFI 90-201,Inspector General Activities

1.2.4. Judge Advocate (JA). The JA will provide legal advice on AT matters.
1.2.5. Public Affairs (PA). The PA shall:
1.2.5.1. Incorporate communication activities to combat terrorism in the public affairs program.

1.2.5.2. Coordinate all terrorist incident/threat report releases to the media with the
commandemds Wohking Group (TWG) prior to the

1.2.5.3.In response to a possible or real terrorist threat, the PA representative, after coordination
with the commanderds TWG and the Office of
may acknowledge that increased security measures have been taken.tsRequeserage of
counterterrorism forces will not be approved.
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1.2.6. Surgeon General (SG). The SG shall:

1.2.6.1. Serve as the OPR for Force Health Protection (FHP) and the Public Health Emergency
Officer (PHEO) in accordance with ARL0-2603, Emergency Health Powers on Air Force
Installations

1.2.6.2. Participate in the food and water protection programs as outlined in AE4d,6-ood
and Water Protection Program

1.2.6.3. Ensure food and water vulnerabiliti@smd toxic industrial chemical/toxic industrial
material (TIC/TIM) vulnerabilities related to terrorism are entered in the Core Vulnerability
Assessment Management Program (CVAMP), through the Antiterrorism Officer (ATO), and are
tracked t o triskeccep@meranesbletiond s

1.2.7. Safety (SE). SE shall assist functional areas in ensuring safety is observed during AT
operations and incident management contingencies.

1.2.8. Manpower, Personnel and Services (Al). The Al shall:
1.2.8.1. Provide AT policy and guidance for personnel issues.

1.2.8.2. Provide specific policy and guidance for documentingdapeloyment AT training and
special position or duty qualifications on deployment orders.

1.2.8.3. Ensure a system exists for tracking formal AT training (Standard 24).

1.2.8.4. Serve as the OPR for incorporating and utilizing AT processes concerning food
handling and distribution.

1.2.8.5. Assist in the review of Capability Based Mamger Standards and manpower
determinant tools for appointed AT positions, e.g. ATOs, as described in ARDI38
Determining Manpower Requirements

1.2.8.6. Notify AF/A7S when a deficiency is identified in manpower standards supporting
appointedAT positions.

1.2.9. Intelligence, Surveillance and Reconnaissance (A2). The A2 shall provide Intelligence
support as directed in AFI 1119, Intelligence Support to Force Protection

1.2.10. Operations (A3). The A3 shall:
1.2.10.1. Identify AT requirements and desired effects for mission operations.

1.2.10.2. Ensure operational reporting procedures for AT associated events are established and
exercised.

1.2.10.3. AF/A3/5 is the OPR for Air Force AT ntizrs and policies and approves all-dfele
AT programs.

1.2.11. Logistics Readiness (A4). The A4 shall:
1.2.11.1. Provide Supply Chain Management to fulfill AT requirements.
1.2.11.2. Monitor logistics readiness AT program sopip
1.2.11.3.Manage Airmen support requirements (protective equipment, weapons, etc).
1.2.11.4.Incorporate AT considerations in the expeditionary support planning program.
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1.2.12. Operational Plans and Requirements (A5). The A5 shall ensure AT is factored into
operational plans, préeployment site surveys, airfield, work center, billets and recreation site
selections.

1.2.13. Communication (A6 or XC). The A6 or XC shall:

1.2.13.1. Ensure netentric communications and information (C&l), to include wireless, radio
and satellite communications, identifies and links Information Operations capabilities that
support AT and provides routine AT communications manageamehtommand and control.

1.2.13.2. Assist in the identification of C&l requirements for the AT Program and provide
technical solution and rough order of magnitude costings.

1.2.13.3. Ensure C&l vulnerabilities in information systems tisafpport AT Programs are
entered into CVAMP, through the ATO, and documented in the system security certification and
accreditation package. The vulnerability should be documented as a plan of action and milestone
(POA&M) as defined in AFI 3202, vol 1INetwork and Computer Security

1.2.13.4.Provide AT policy and guidance for mail handling and management.
1.2.14. Installation and Mission Support (A7). The A7 shall:

1.2.14.1. Ensure installation capabilities and resources support the AT Program and are
incorporated in appropriate aspects of air, space and information operations, plans and
requirements.

1.2.14.2. Ensure appropriate capabilities of the AT Program aegrated with the Emergency
Management (EM) Program as defined in AF Policy Directive (AFPDR3,0Emergency
Managementand AFI 102501 Air Force Emergency Management (EM) Program, Planning
and Operations

1.2.14.3. Implement terrorism icident planning for response, consequence management and
recovery within AT Programs.

1.2.14.4.Provide engineering infrastructure protection expertise to counter terrorist threats.

1.2.14.5. Ensure installation programmers and engineses trained in FP and AT and
incorporating the latest DOD and UFC standards in all designs.

1.2.14.6. Contracting officers, in coordination with program managers and requirement officials,
ensure AT clauses required by Defense Federal AcquisiRegulation (DFAR) and
supplements and local AT measures provided as part of the requirement are incorporated into AF
contracts (Standard 18).

1.2.14.7.Provide physical security and provost service capabilities to support AT.

1.2.14.8. Ensure appropriate capabilities of the AT Program are integrated with Integrated
Defense as defined in AFPD-31Integrated Defense.

1.2.14.9. Ensure engineering infrastructure, installation and/or facility design, physical security,
resource mtection, fire emergency services, EOD, expeditionary engineering, and readiness and
emergency management vulnerabilities related to terrorism are entered in CVAMP, through the
ATO, and the Automated Civil Engineering System (ACES).

1.2.14.10.AF/A7S drafts and coordinates Afide AT matters, policies and programs.
1.2.15. Strategic Plans and Programs (A8). The A8 shall:
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1.2.15.1. Provide longterm planning and programming for AT programs and processes.

1.2.15.2. Develop, integrate and analyze AT initiatives for AF Future Years Defense Program
(FYDP) and long range plan to support the National Military Strategy for Combating Terrorism.

1.2.15.3. Ensure AT programming initiatives are considered for operakiompact during
PPB&E processes.

1.2.16. Air Force Office of Special Investigations (AFOSI). Provides the Air Force a capability to
conduct Counterthreat Operations (CTO) to detect and asdess, fix, track and neutraliz¢he
enemy threat as described in AF Tactics, Techniques, and Procedures (AFIU.B)IBtegrated
Defense Counterthreat Operations (CTOAFOSI is the lead Air Force agency for collection,
investigation, analysis and response for threats arising teomorists, criminal activity and foreign
intelligence and security services as described in AFPEL, 7Criminal Investigations and
Counterintelligencend AFI 14119, Intelligence Support to Force Protection (FP).

1.2.16.1. Provides personairotective services for HigRisk Personnel (HRP) based on threats
and in accordance with DODI-@000.22,Designation and Physical Protection of DOD High
Risk Personnednd AFI 72101, vol 2,Protective Service Matters.

1.2.17. Antiterrorism G f i cer s ( ATOs) . The ATO is the <con
charged with managing the AT Program. Responsibilities are outlined in Standard 9.

1.2.18. Unit AT Representative. Unit AT representatives are appointed in writing fos and

DOD elements and personnel not required to have an ATO as stipulated in Standard 9. Unit AT
representatives are charged with managing the AT Program for their unit or DOD element and
personnel. Responsibilities are further described in paragrayih 2.
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Chapter 2
ANTITERRORISM STANDA RDS

2.1. Standard 1: AT Program Elements. The minimum required elements of an AT program shall

be: risk management (Standard 3); planning (including development of the AT Plan) (Standard 7);
training and exercises (Standard 23); resource application (Standard 30); and comprehensive program
review (Standard 31). The development and maintenance of the AT Program elements should be
ongoing and continuously refined to ensure the relevance and viability of all measures employed to
reduce vulnerabilities to terrorist capabilities.

2.2. Standad 2: Intelligence Support to the AT Program.

2.2.1. The Defense Intelligence Agency (DIA) sets the DOD Terrorism Threat Level (TTL). This
threat level identifies the potential threat to DOD interests in a particular country, including the
United States. The DOD TTL applies whether or not U.S. personnel are present in the country.
GCCs may also set terrorism threat levels for specific personnel, family members, units, installations
or geographic regions in countries within the GCC AOR. Atehment 3 for more information on
TTLs.

2.2.2. Commanders of MAJCOMs, AF Components to the GCGNAFs, NAFs, wings,
installations or selupported separate facilities or deployed commanders assigned AT responsibility
shall:

2.2.2.1. Task the appropriate officials under their command or control to gather, analyze and
circulate appropriate terrorism threat information. When local information indicates gaps,
commanders shall forward timely requests for information via appropriatégienee collection

and production channels.

2.2.2.2. Identify Intelligence (A2) as the lead force protection intelligence (FPI) representative
to develop Priority Intelligence Requiremer
Critical Information Requirements (CCIRs) to focus collection and analysis efforts.

2.2.2.2.1.The AFOSI has the lead for continental United States (CONUS) related PIRs.
2.2.2.3. Provide units in transit with tailored terrorist threat information.

2.2.2.4. Integrate countersurveillance, surveillance detection, counterintelligence (Cl) and other
specialized skills into AT programs.

2.2.2.5. ldentify an AFOSI official as the focal point for local or hosttion law enforcement
intelligence, Cl and criminal intelligence (CRIMINT) information.

2.2.2.6. Incorporate proactive techniques to detect and deter terrorists, particularly in support of
assets or activities conducted in areas designated with SIGNIFICANT or HIGH TTLs. These
activities shall include, but are not limited to:tmansit forces, HRP, special events and high
value military cargo shipments.

2.2.2.7. Ensure that subordinate commanders at all levels forward up and down the chain of
command all information pining to suspected terrorist threats or acts of terrorism involving
DOD elements and personnel or assets for which they have responsibility, including the
provisions of such information to appropriate interagency officials.



AFI110-245 30 MARCH 2009 11

2.2.2.8. Ensure subordinate commanders and key staff members are trained to maximize the use
of information derived from law enforcement liaison from intelligence and CI processes and
procedures. This includes intelligence procedures for handling PIR-fanist units and the
implementation of procedures to conduct intelligence preparation of the battle space and mission
analysis.

2.2.3. Air Force intelligence, Cl and law enforcement elements will coordinate the dissemination of
information on U.S. peans to the Air Force as appropriate in support of the AT Program and within
the provisions of AFPD 71, Criminal Investigations and Counterintelligeno&Fl 71-101, Vol 1,
Criminal Investigations and DOD 5240-R, Procedures Governing the Activitiesf DOD
Intelligence Components that Affect United States Persons

2.3. Standard 3: AT Risk Management.

2.3.1. The AT risk management process is modeled upon the principles described in BOD O
2000.12H and Integrated Defense Risk Management described in AFPD Rlshould be applied

in all aspects of AT program implementation and planning, including operatmaat and
decisions, development of risk mitigation measures and the prioritization and allocation of resources.
The essential components of AT risk management include: determining the criticality of assets
(criticality assessment); assessing the tefrotlwreats (threat assessment); identifying the
vulnerabilities of facilities, programs and systems to an attack, including the use of CBRNE or
similar capabilities (vulnerability assessment); assessing risk based on a holistic understanding of the
criticality, threat and vulnerability of the asset (risk assessment); and implementing the capabilities
needed to correct or mitigate the risk (countermeasures) and reevaluating risk after countermeasures
are employed; and/or accepting risk.

2.3.1.1. The AT risk management process and procedures shall be reviewed at least annually.
An AT Program Review, a Higher Headquarters Assessment (HHA) or a Joint Staff Integrated
Vulnerability Assessment (JSIVA) visit satisfies this requirement.

2.3.1.2. AT risk management is a continuous process of conducting operations. See Figure 2.1
for a graphical depiction.

Figure 2.1. AT Risk Management Process.
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2.3.1.3. For deployments, AT risk management begins with the warning order.
2.4. Standard 4: Terrorism Threat Assessment.

2.4.1. Through the AFOSI and with support from the A2 and ATO a threat assessment process shall
be established consistent with the principles outlined in DEZD@D.12H to identify the full range

of known or estimated threat capabilities (including the use reatlof use of CBRNE). These
assessments shall be updated on an annual basis or more frequently as the threat environmen
dictates or whenever the DIA or GCC TTL changes. Assessments shall be tailored to local
conditions. For each group that may be @dh the assessment shall provide information on the
groupbdés intent, tactics, techniques and proc
(COA) and history, as well as any specific targeting information that may be available. AFOSI is
the AF a@ncy responsible for preparing the DOD Threat Assessment (DTA) as prescribed in DODI
5240.18 Counterintelligence Analysis and Production

2.4.2. Specific threat assessments are also prepared to support operational planning and risk
decisions fo unique mission requirements or special events including, but not limited to, in transit
forces, training and exercises, and operational deployments.

2.4.3. Effective processes should be implemented to integrate and fuse all sources of dahadable
information from local, State, Federal and hoation law enforcement agencies; the appropriate
local, State, Federal and hasition intelligence community activities; other local community
officials and individuals; the applicable U.S. countrgte port authority officials and husbanding
contractors, as appropriate, to provide for a continuous analysis of threat information to support the
threat warning process in accordance with Standard 2.

2.4.4. Threat assessments are integrated into the AT risk management process as a major source O
analysis and justification for recommendations and implementation of Random Antiterrorism
Measures (RAMs); AT enhancements including physical security, emergenagenaent or FHP
changes; program and budget requests; and when conducting AT vulnerability assessments (VAS).

2.5. Standard 5: Criticality Assessment.

2.5.1. Criticality assessment processes shall be established consistent witintiy@es described

in DOD G-2000.12H and AFPD 311 to identify, classify and prioritize missi@ssential personnel,
assets and information. Criticality assessments shall also be conducted -forseimm essential
assets such as higitcupancy buildigs, mass gathering activities, energy infrastructure and any
other facility, equipment, service or resource deemed important by the commander warranting
protective measures to ensure continued efficient operation; protection from disruption, degradation
or destruction; and timely restoration.

2.5.1.1. Criticality assessments should be coordinated with affected Defense Ciritical
Infrastructure Program (DCIP) and Air Force Critical Infrastructure Programs (AF CIP), which
follow the principles in DODDB020.40,Defense Critical Infrastructure Program (DCIPand
AFPD 1024, Air Force Critical Infrastructure Program,and identify defense critical
infrastructure and critical assets.

2.5.2. Criticality assessments will be updated at least annually to determine the degree of asset
criticality based upon the following factors: relative importance, effect of loss, recoverability,
mission functionality, substitutability and repairability. Culity assessments shall provide the
basis for identifying those assets that require specific protective measures and priorities for resource
allocation when developing and updating -Adlated contingency plans, e.g., AT Plan,
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Comprehensive Emergency Managmnt Plan (CEMP) 12, Medical Contingency Response Plan
(MCRP), Integrated Defense Plan (IDP), etc.

2.6. Standard 6: Terrorism Vulnerability Assessment.

2.6.1. Vulnerability assessment processes shall be established consistentheviprinciples
described in DOD €000.12H and AFPD 311 to provide a vulnerabilithased analysis of
personnel (mission essential, mass gatherings, etc.) and mission essential assets (energy
infrastructure, etc.) and information that are susceptiblerorist threats. Incorporate food and

water vulnerabilities according to the guidance in AF24B. Incorporate other assessments, such
assessments made through the DCIP and AF CIP, or coordinate schedules so teams visit the
installation during theame time frame to reduce the impact on operational units.

2.6.1.1. AF VA benchmarks provided by the AF Vulnerability Assessment Team (AFVAT),
which include the JSIVA benchmarks, will be used. Within 90 days of a completed assessment,
prioritize identified vulnerabilities, develop a plan of action to mitigate or elimitiae
vulnerabilities and/or assume risk and report assessment results to the first general officer, flag
officer or civilian equivalent director in the chain of command, to include the NAF.

2.6.1.2. CVAMP shall be populated with assessment reswitgnerabilities as a minimum,
within 120 days from completion of the assessment, i.e. assessment outbrief.

2.6.1.3. A VA will be conducted at least annually or more frequently if the VA or mission
requirements dictate. The VA will be conductgda HHA team at least triennially. VAs shall
be conducted at a minimum for, but not limited to:

2.6.1.3.1. Any AF installation or AF owned or leased facility populated daily by 300 or
more DOD personnel.

2.6.1.3.2. Any AF installationor facility thereon bearing C2 responsibility for emergency
response or physical security plans and programs, or determined to host defense critical
infrastructure or critical assets identified through the DCIP or AF CIP, or use, possess,
transfer, or reaee biological select agents and toxins (BSAT).

2.6.1.3.3. Any AF installation or AF owned or leased facility or activity possessing authority
to interact with local nomilitary or hostnation agencies or having agreements with other
agencies ohostnation agencies to procure these services.

2.6.1.3.4. AF hosted air ports of embarkation (POE) and debarkation (POD); movement
routes (air, ground and rail); and assembly, staging, reception and final bed down locations in
support of any badtion, squadron, ship, or equivalent operational deployment; and similar
sized intransit movement or training exercise. AF movement or shipment of military cargo
shall be coordinated with the designated senior DOD Component with AT responsibility.

26.1.3.5. Any AF personnel designated as HRP (Standard 16). These assessments are
referred to as Personal Security Vulnerability Assessments (PSVAs). PSVAs will conform
to the formats of servicing Protection Providing Organizations (PPO) as ideémifl2ODI
0-2000.22. AFOSI is a designated PPO.

2.6.1.3.6. Any AF event or activity determined to be a special event or activity involving a
gathering of 300 or more DOD personnel.

2.6.1.3.7. AF owned or leased offistallation housing, schools, daycare centers,
commissaries, transportation systems and routes used by DOD personnel and their dependent
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family members when the TTL is SIGNIFICANT or higher, consistent with Standard 3. At
locationswhere there are multiple DOD components or locations that are not AF owned or
leased, VA requirements shall be coordinated with the designated senior DOD Component
with AT responsibility.

2.6.1.4. Information derived from AT VAs shall be classifi pursuant to the requirements
outlined in theDefense Threat Reduction Agency (DTRA)Joint Staff Integrated Vulnerability
(JSIVA) Security Classification Guide

2.6.2. MAJCOMs and AF Components to the GCC will support the GCCs in scheduling
as®ssments and prescribing policies formadice or shorhotice movements to locations where a

VA has not been accomplished or is not current. MAJCOMSs should receive copies of reports on all
VAs completed based on Standard 6.

2.7. Standard 7: AT Plan.

2.7.1. Commanders will develop and maintain a comprehensive AT plan for all DOD elements and
personnel that the AF has AT responsibility. Use of the Joint Antiterrorism (JAT) Guide, when used
in its entirety, satisfies all minimum planning elements prescribatiigninstruction. These AT

plans will not be considered complete unless signed by the commander and exercised. If applicable,
synchronize the AT Plan with any existing CEMP and IDP. At a minimum, AT plans shall be
developed at the installation and sepea or leased facility or space levels and for AF operational
deployments, training exercises or events, and special events.

2.7.2. AT principles are incorporated into all operational plans and risk decisions using the
standards prescribed by this instruction as a baseline to develop and implement AT policies in
support of the AFO0Os unique r ol eworates tthe Hometasdi o0 n
Security Presidential Directive (HSPD) Rational Preparedness The OPR will recommend the
appropriate planning parameters regarding the scale for AF operations and civil support operations
based on the threat. Where A7C (CH)ésignated the OPR, refer to AFI-2601.

Table 2.1. AT Threat Planning Scenarios.

Scenario Title OPR
1 Nuclear Detonatioi 10-Kiloton Improvised Nuclear Device | A7C (CE)
2 Biological Attacki Aerosol Anthrax A7C (CE)
4 Biological Attacki Plague A7C (CE)
5 Chemical Attack Blister Agent A7C (CE)
6 Chemical Attack Toxic Industrial Chemicals A7C (CE)
7 Chemical Attack Nerve Agent A7C (CE)
8 Chemical Attackk Chlorine Tank Explosion A7C (CE)
11 Radiological Attack Radiological Dispersal Devices A7C (CE)
12 Explosive Attacki Bombing Using Improvised Explosive A7C (CE)
Devices
13 Biological Attacki Food Contamination SG3
(Medical)
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15 Cyber Attack XC or A6
16 (AF) Armed Attacki Small Arms: Individual to Squad (10 pax) | A7S (SF)
17 (AF) Aircraft Attacks in the Takeff and Landing Footprint A7S (SF)
18 (AF) Standoff Indirect Fire A7C (CE)
19 (AF) Sniper Attack A7S (SF)
20 (AF) Hostage Crisis A7S (SF)
21 (AF) Contamination of Drinking Water System SG3

(Medical)
22 (AF) Extended Loss of Energy Supply A7C (CE)
Note: _Scenarios are numbered to correspond to the national scenarios, except for AF i
scenarios

2.7.3. Tailor AT plans to the level of command or activity for which the AT principles were
developed. AT plans may reference information from installation contingency response plans. At a
minimum AT plans shall address:

2.7.3.1. The minimum essentidT program elements (AT Standard 1) and standards prescribed
by this instruction.

2.7.3.2. Specify risk correction or mitigation measures to establish a local baseline defensive
posture. The local baseline defensive posture shall facilitate systematic movement to and from
elevated security postures, including the application of RAMs.

2.7.33. AT physical security measures (Standard 13).

2.7.3.4. AT risk mitigation measures for AF afifistallation facilities, housing and activities
(Standard 15).

2.7.3.5. AT risk mitigation measures for HRP (Standard 16).

2.7.3.6. AT construction and building considerations (Standard 17).

2.7.3.7. AT risk mitigation measures for logistics and other contracting (Standard 18).
2.7.3.8. AT risk mitigation measures for critical asset security (Standard 19).

2.7.3.9. AT risk mitigation measures for4tmansit movements.

2.7.3.10. AT incident response measures (Standard 20).

2.7.3.11. Terrorism consequence management measures, including CBRNE and weapons of
mass destruction (WMD) mitigain planning (Standard 21 and CEMR2)0

2.7.3.12.FPCON implementation measures, including-sgiecific AT measures (Standard 22).

2.7.4. GCCs provide AT planning information (e.g., airfield, port and movement route information
and critcality, threat and VA data) to deploying DOD units; and, directs the execution of advance
site reviews to facilitate the AT planning process in areas where the assessed TTL is SIGNIFICANT
or HIGH or where a specific Terrorism Warning is in effect.
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2.7.4.1. At the discretion of the GCC, such security efforts may be waived for deployments or
visits to controlled locations such as existing military installations. Augmentation of assessment
personnel may be necessary to enable subordinate AF Componananders to discharge their
responsibility to provide security, surveys, assessments, Cl and countersurveillance support, and
to act as the liaison with the country team, heion security force, contractors and port
authority.

2.7.5. In countries where available, AFOSI special agents are assigned to FP Detachments (FPD)
and provide FP and ClI services tetiansit DOD personnel. FPDs are mandated to provide surveys,
assessments, Cl and countersurveillance support, and act as the lidhstrewountry team, host

nation security forces, contractors and port authority.

2.7.6. Coordinate AFOSI support for large exercises, contingencies and special events in foreign
countries.

2.7.7. Ensure plans include procedures to expeditda$fe first and emergency responders onto the
installation during increased FPCON.

2.8. Standard 8: AT Program Coordination.

2.8.1. GCCs coordinate AT and security matters with the appatgriCoM and hostation
authorities for countries within their AOR and with the Heads of the other DOD Components whose
personnel are stationed in or transit the respective GCC AOR.

2.8.2. AF Component commanders of personnel who will be statiomed transit the AOR of a
GCC shall:

2.8.2.1. Initiate coordination of AT matters with the appropriate GCC pursuant to the
requirements established by DODD 2000.12. The senior deployed commander with AT
responsibility will designate an ATO inriting to coordinate with the AF Component to the
GCC and provide this information through the Unit Deployment Centers with Unit Type Codes
(UTCs) assigned for the deployment. AF elements dfansit forces with less than 300
personnel and not deployirags a larger troop movement will comply with the GCC operation
order (OPORD) and file an 4mansit AT plan. File iftransit AT plans with their ATO and
commander for approval. Coordinate with AF Components to GCCs or MAJCOMs to determine
in-transit AT pan filing requirements. The plan will cover travel from permanent station to the
initial assembly or embarkation point, where it becomes the responsibility of the senior officer of
a larger movement, such as a troop commander. If the movement doem reotgrger force
where AT responsibility is transferred, the AT plan must include transit to the deployed location
where a commander is designated as having AT responsibility by orders. For countries where
the AF will be performing temporary duty, comnagers will immediately contact the AFOSI

unit or ATO responsible for that AOR. AFOSI will provide a specific, tailored threat briefing
prior to departure.

2.8.2.2. To support AT planning and implementation, AT matters are coordinated with local,
State, Federal and hesation authorities pursuant to existing law, and AF and DOD policy.

2.8.3. Subordinate elements of the DOD Components on AF installations eupglbrted separate
facilities and AF tenant units on installations or-seipported separate facilities shall coordinate AT
program and plan requirements with the host installationselfsupported separate facility
commander or civilian equivalent director. Tenant units shall participate fully in installation and
self-supported separate facility AT programs. At locations where there are multiple DOD
components, such as DG@Based failities or other facilities where DOD occupies space, the
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designated senior DOD Component, unless otherwise stipulated by the applicable GCC, shall be
responsible for integrating and coordinating individual DOD component security plans into a
comprehensie installation, selsupported separate facility or anwae AT program.

2.9. Standard 9: AT Officer (ATO).

2.9.1. Commanders will designate ATOs in writing (see Standard 26 for certification criteria). The
ATO i s t he nulimmaonaivilidneadviss charged with managing the AT Program. The
ATO advisory role does not replace a functi
execut e progr ams I n support of t he operati c
requrements will be established by the commander. ATOs shall be assigned to:

2.9.1.1. Installations or selbupported separate facilities with inherent responsibility for
emergency response functions.

2.9.1.2. Wings and higher.
2.9.1.3. Squadrons having 100 or more personnel.

2.9.1.4. Deploying squadrons and higher with potential perimeter security and access control
responsibilities.

2.9.1.5. Deploying units under the operational control of a designated commiaadag 300 or
more personnel (both civilian and military) assigned.

2.9.2. All ATOs shall:

2.9.2.1. Assist the commander in implementing Joint, DOD, GCC and Air Forceekited
doctrine, policy and TTPs. Make recommendations to the commander if supplemental policy
and guidance is necessary to execute the con

2.9.2.2. Provice guidance, priorities and resourcing strategies for the correction or mitigation of
AT vulnerabilities utilizing CVAMP.

2.9.2.3. Recommend Cb-RIF submissions to correct or mitigate emergency or emergent AT
vulnerabilities through the AF Comportgn the GCC in accordance with Chairman of the Joint
Chiefs of Staff Instruction (CJCSI) 5261.0XFgmbating Terrorism Readiness Initiatives Fund

2.9.2.4. Provide AT considerations, to include reabrld and exercise lessons learned, into
appropriate concept of operations and other procedural guidance.

2.9.2.5. Collaborate with the TWG to determine if action through warnings, policy and guidance
or organize, train and equip functions are necessary based on worldwide terrorism incidents or
threats.

2.9.2.6. Work closely with AFOSI and Security Forces to support and advocate the Air Force
Eagle Eyes program.

2.9.3. The following are dditional responsibilities for ATOs appointed based on paragraphs 2.9.1.1
(installation or selsupported separate facilities) and 2.9.1.2 (wings and higher):

2.9.3.1. The minimum grade of these ATOs shall b& 7, GS12 or YA-02. At small uits
or deployed locations, where the rank requirements cannot be met, the priority for selecting an
ATO should be based on AT expertise and certification.
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2932.ATOs wi | | be assigned to the commarmeler 6s
commander or a senior officer on the commanc
ATO is assigned to the headquarters staff of the senior commander assigned AT responsibility.

2.9.3.3. Ensure CVAMP is used to identify and track Adsourcing actions and appropriate
vulnerabilities are submitted to the GCCs for funding assistance.

2.9.3.4. Ensure CVAMP is populated with Aflelated assessment vulnerabilities in accordance
with this instruction. Additional functional datalegss may be used for follean project
information and tracking, but a reference note must be documented in the vulnerability
observation within CVAMP. Coordinate with functional commanders to ensureelaied
vulnerabilities are entered in and decisiomsactions are tracked in CVAMPNote: Other
databases may be used to manage the follow up action(s), but the initial vulnerability and the
project identification code or numbers must be recorded and tracked in CVAMP.

2.9.3.5. Monitor Program Element Code (PEC) 28047 and coordinates funding for AT
initiatives.

2.9.3.6. Facilitate the ATWG and ATEC.

2937.Coordinate with FPI representatives to d

2.9.3.8. Coordinde with Exercise Evaluation Teams (EETs) or the ATWG for integrated
multifunctional, interagency (local, state, federal), OCONU®ultinational, installatiorwide

AT exercises involving AT, EM and/or Medical response per functional guidance to test
capabiities against adversary COA, e.g., force on force, TTPs. The ATO assists functional leads
in executing required exercises and evaluation ofdated capabilities.

2.9.3.9. Coordinate multifunctional teams of Subject Matter Experts (SMEs) wbeducting
AT assessments. In conjunction with functional commanders, provide countermeasure(s)
solutions to correct or mitigate risk or recommend where the commander may assume risk.

2.9.3.10. Assist CE in determining the design basis threané®t AT construction standards
based on local threats.

2.9.3.11. A full-time multi-functional staff shall be designated, trained and resourced to support
these ATOs in administering their respective AT programs. As a minimum, functional
represatatives will be designated in writingNote: AT programs should be integrated with
other FP programs and overarching efforts to achieve protection, such as critical infrastructure
protection and continuity of operations; however AF CIP is a sepafafgdgram and restraint
should be exercised if these program responsibilities are added to ATO responsibilities without
appropriate SME staff support.

2.9.4. The following are additional responsibilities for ATOs appointed based on paragraph 2.9.1.1
(installation or selsupported separate facilities):

2.9.4.1. In conjunction with other ATOs, unit AT representatives, functionals and SMEs,
facilitate interaction for developing and implementing plans and programs that allows seamless
capability application and resource deconfliction for contingency response and incident
management. As a minimum, this includes the AT, CEMR,1IMCRP, IDP and Disease
Continment Plan (DCP).

2.9.4.2. Provide oversight to wing/installation RAM programs.
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2.9.5. The following are additional responsibilities for ATOs appointed based on paragraphs 2.9.1.3
(squadrons over 100 personnel) and 2.9.1.4 (deployingdsgns) and responsibilities of Unit AT
Representatives:

2.9.5.1. Ensure FPCONSs are implemented and report status to the installationsupgelfted
separate facility ATO as prescribed in the installation orsgdported separate facility Adlan.

2.9.5.2. Participate in the ATWG and TWG.

2.9.5.3. Ensure functional TTPs and guidance are integrated with the installation or self
supported separate facility AT program.

2.9.5.4. Arrange for Level I AT Awareness Traimg and predeployment country threat briefs
if not provided through the Unit Deployment Center.

2.9.5.5. Assist in scheduling and tracking RAM implementation and provide this information to
the installation or selfupported separate facility AT& prescribed in local guidance.

2.9.5.6. Assist in developing and tracking-iransit AT plans (Standard 8).
2.10. Standard 10: AT Working Group (ATWG).

2.10.1. Multi-functional ATWGs shall be established at installations andssglported separate
facilities and higher (stationary and deployed) that meet at leastasemally or more frequently,
depending upon the level of threat activity. ATWGs oversee the imptatisenof the AT Program,
develop and refine AT plans and address emergent or emergency AT program issues. The ATWG
recommends COAs to the ATEC,; develops-#&lated policy, TTP and guidance; clarifies AT roles

and responsibilities; conducts lengnge planing and recommends resourcing requirements; and
addresses emergent or emergency requirements througRIEbT

2.10.2. ATWG membership shall include the ATO, the commander (or a designated representative),
representatives of the principal stafficluding persons with CBRNE expertise, tenant unit
representatives and other representatives as required to support AT planning and program
implementation. The chair and mandatory members of the ATWG will be designated in writing by
the commander. Sedtyr clearance requirements for members will be established by the
commander. An ATWG charter or similar document should be developed to describe member
responsibilities and minimum functional and SME participation.

2.10.3. AF/A7SO0 chairs the Headquarters AF (HAF) FP Working Group.
2.11. Standard 11: Threat Working Group (TWG).

2.11.1. A multi-functional TWG shall be established at the installation anesaplforted separate
facilities and higher (ationary or deployed) that meet at least quarterly or more frequently,
depending upon the level of threat activity. TWGs develop and refine terrorism threat assessments
and coordinate and disseminate threat warnings, reports and summaries. The TWG, revie
coordinates and disseminates threat warnings, reports and summaries. They should consider terroris
threats and their asymmetrical methods of organization, intelligence, planning and operations that
could pose a threat to the installation or operationthe Base Boundary and/or Base Security Zone
(BSZ). They also track CBRN active defense warnings and intelligence community threat alerts and
advisories regarding terrorist groups and analyze the applicability to the installation and its
operations.

2.11.2. TWG membership shall include the ATO, the commander (or a designated representative),
members of the staff, and appropriate representatives from tenant unitshadegecontractor, local,
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State, Federal, hesiation law enforcement agaas and the intelligence community. The chair and
mandatory members of the TWG will be designated in writing by the commander. Security
clearance requirements for members will be established by the commander. A TWG charter or
similar document should b#eveloped to describe member responsibilities and minimum functional
and SME patrticipation.

2.11.3. Based on threat information, appropriate SMEs shall be assembled to provide information
needed to develop predictive intelligence and recommend @O¢ounter threats or otherwise
reduce risk. If resources are available, especially at high threat locations or at MAJCOM or higher
levels, members of the TWG may be further organized to form the basis of an Intelligence Fusion
Cell as described in AFTT810.2,Integrated Base Defense Command and Control.

2.12. Standard 12: AT Executive Committee (ATEC).

2.12.1. An AT executivelevel committee or similarly structured corporate body will be established

at the installation and sedupported separate facility level and higher (stationary or deployed) that
meets at least serannually. ATECs develop and refine ATogram guidance, policy and
standards; act upon recommendations of the ATWG and TWG; and determine resource allocation
priorities to mitigate or eliminate terrorisrelated vulnerabilities. The chair and mandatory
members of the ATEC will be designatedwriting. Security clearance requirements for members

will be established by the commander. An ATWG charter or similar document should be developed
to describe member responsibilities and minimum functional and SME participation.

2.12.2. AF/A7S dairs the HAF FP Steering Group.
2.13. Standard 13: AT Physical Security Measure.

2.13.1. Principles of AFTTP 3l0.1, Integrated Base DefensAFI 31-101 and DOD 5200.0R,

Physical Security Progranare applied and fully integrated into AT plans to ensure employment of a
holistic security system to counter terrorist capabilities. \ed#igned physical security measures

are multilayered and include the integration and synchronization of the folpvessential
elements, as further described in DOD AT Standard 13: detection, assessment, delay or denial,
communication and response. The development of comprehensive physical security measures
requires the integration of facilities, physical securityipment, trained personnel, biometrics entry
control equipment, when established, and procedures oriented at a minimum in support of perimeter
and area security, access and egress control, protection against CBRNE attacks (including those
using the postaystem), HRP protection, barrier plans and facility standoff distances.

2.13.2. AOR or other missiospecific security policies are developed to guide subordinate
development of local physical security systems and the purchase of physical segupitgent.

2.13.3. Tenant command and unit security plans and measures are coordinated and integrated into
the AT Plan.

2.13.4. Ensure barrier plans include measures to prevent reverse entry though exit lanes. Ensure the
barrier plan affords personnel time to recognize a possible threat and employ the final barrier(s)
while minimizing risk to vehicle occupants, e.g. placing aestipe between the integrated defense

(ID) check point and the final denial barrier. The purpose of the final denial barrier is to prevent an
attack but planners must factor that most instances requiring barrier employment are because of
mistakes in judgm®nt by vehicle operators.

2.13.4.1. Barrier plans should protect facilities listed in the AT plan from vehicle attacks.
Installations will ensure proper standoff through UFC and DOR0Q0.12H recommended
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passive barriers. Barriers plans shoalsio identify owner/users tasked with erecting barriers
and specified time periods. See JB7302 for additional guidance on establishing barriers plans.

2.14. Standard 14: Random Antiterrorism Measure.

2.14.1. The RAM programs developed and implemented as an integral component of the overall
AT program and guided by the principles outlined in DOER@O0.12H. To maximize the
effectiveness and deterrence value, RAMs should be implemented without a set pattern, either in
termsof the measure selected, time, place or other variables. Lessons learned have highlighted
unpredictability in security activities as one of the best and most cost effective deterrents available to
a commander. Randomly changing AT TTPs enable integdsfshses to appear formidable and
prevent threats from easily discerning and predicting patterns or routines that are vulnerable to
attack. RAMs, at a minimum, shall consist of the random implementation of higher FPCON
measures, to include MAJCOM or lolyatieveloped sitespecific measures, in consideration of the
local terrorist capabilities. Random use of other security measures should be used to supplement
FPCON measures. The RAM program shall be included in AT plans.

2.14.2. When developing and implementing an effective installation RAM process:
2.14.2.1. Include tenant units and tenant commands.

2.14.2.2. Implement daily RAMs to include weekends and holidays. The frequency will be
increased as the threatieases. At least three RAMs chosen from higher FPCONSs are required
daily.

2.14.2.3.Use RAMs to mitigate vulnerabilities impacting facilities and nearby areas.

2.14.2.4. RAM implementation should be compatible and coordinated with aggtaw
enforcement or CI surveillance detection and ID measures.

2.14.2.5. Consider methods to make RAMSs visible to confuse or expose surveillance attempts
and preoperational planning.

2.14.2.6. Implement dynamic and proactive RAMs to aoomicate unit resolve to detect, deter,
prepare for and counter threats.

2.14.2.7. Make efforts to include, as appropriate local, State, Federal and host nation law
enforcement patrols and first responders.

2.14.2.8. Implement RAMs instdhtion wide or target specific types of facilities, functions or
activities.

2.14.2.9.RAM implementation efforts shall be monitored, tracked and analyzed.
2.15. Standard 15: AT Measures for AF Off-Installation Facilities, Housing and Activities.

2.15.1. For AF owned or leased aiffistallation facilities, housing, transportation services, daycare
centers and other activities used by or involving a ngasisering of DODpersonnel and their
family members, specific AT measures shall be developed in overall AT programs. At locations
where there are multiple DOD components or locations, AT measures shall be coordinated with the
designated senior DOD Component with AT @sgbility.

2.15.1.1. Risk mitigation measures shall include, but are not limited to: emergency notification
and recall procedures, guidance for selection efnsffallation housing, temporary billeting and
other facility use (including compliae with UFC 4010-01 for leased, newly constructed and
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expeditionary buildings), physical security measures, CBRNE defensive measures andhshelter
place, relocation and evacuation procedures.

2.15.2. Mutual Aid Agreements or other similarlstructured protocols are developed with the
appropriate local, State, Federal and fm@tton authorities to coordinate security measures and
assistance requirements.

2.16. Standard 16: AT Measures for High-Risk Personnel (HRP).

2.16.1. AT measures are developed pursuant to the principles outlined in D2ID@12H, DODI
0-2000.22 and AFI 7101, vol 2,Protective Service Matter&r personnel designated as HRP.

2.16.1.1. SAF/IGX is the HAF focal point for policy devegdment and coordination with the
OASD for Special Operations and ldwtensity Conflict and Interdependent Capabilities
(OASD (SO/LIC&IC)) to implement DODI €000.22.

2.16.1.2. AFOSI is designated a PPO and is the AF lead for Protective Service Details (PSDs)
and PSVAs.

2.16.2. Designation of positions as HigRisk Billets (HRB) and HRP shall be in accordance with
DODI 0-2000.22 and AFI 7101, vol 2.

2.16.2.1. SAF/IGX shall staff nomination packages for the Secretary of the Air Force (SECAF),
who will make the decision to nominate AF officials to the Office of the Secretary of Defense
(OSD).

2.16.2.2. SAF/AA shall staff nomination packages for the ARp¥bas appropriate.

2.16.2.3. Nomination packages shall be staffed through the appropriate MAJCOM or AF
Component to a GCC.

2.16.3. AFOSI will complete a PSVA for each person occupying an HRB who is nominated for
HRP in accordance with O@ O-2000.22 and AFI 72101, vol 2. PSVAs will be initiated within 90
days of an individual 6s assignment to an HRB
annually and updated if the TTL changes, but no less than every 3 years.

2.16.4. HRP and family members, as appropriate, shall complete appropriateigkiginaining
(personal protection, evasive driving, AT awareness and hostage survival); shall be properly cleared
for assignment to positions, facilities or countries requiring suctegtion; and shall be thoroughly
indoctrinated on the duties and responsibilities of protective service personnel.

2.16.5. HRP designees and their family members shall be familiar with treaty, statutory, policy,
regulatory and local constraints the application of supplemental security measures for certain
high-ranking DOD officials who are provided additional protection due to their position.

2.16.6. HRP security measures shall be reviewed within 60 days of changes to the TTL for the
affected country and HRP.

2.16.7. The provisions of AFI 2302, Vehicle Managementhall be complied with for the
acquisition and use of negactical armored vehicles.

2.17. Standard 17: AT Construction and Building Considerations.

2.17.1. All new construction and renovations, regardless of the funding source, that exceed 50
percent of the replacement cost or change the use of the facility must comply with-QIED 4,
DOD Minimum Antiterrorism Standards for Building®Refer to AFPD 311, AFI 31-101, AFI 65
601, Vol 1, Budget Guidance and Proceduresnd AFH 321084, Facility Requirementsfor
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additional information. Proper facility project planning, prograngrand design must be done in
concert with the ATO, installation intelligence and security personnel to adequately address site
specific threats. Ensure restoration and modernization projects which include security and AT
Standards compliance upgradesnadb exceed 70 percent cost versus new facility standard.

21711.The installation commander or the senio
will certify that new facility or renovation projects of 50 percent or more of replacement cost
comply with standards as listed in paragraph 2.17.1. The ATO will work with the engineering
staff from design inception to project completion, ensuring requirements are met. The ATO
should be part of the coordination prior to certification. The seniat Engineer will report
discrepancies to the appropriate MAJCOM for determination/action.

2.17.2. Ensure the A7 (CE) and ATO develop a prioritized list of risk mitigation measures
(reference DOD €000.12H, UFCs and AFI 31101) for use by siteetection teams. These criteria

shall be used to determine if facilities either currently occupied or being considered for occupancy
provide adequate protection for DOD personnel against the effects of a terrorist attack.
Circumstances may require the meawent of DOD personnel or assets to facilities the U.S.
Government had not previously used or surveyed. AT Standards shall be a key consideration in
evaluating the suitability of facilities that were previously not used or surveyed.

2.17.3. The A7 (CE) will ensure at least one engineer at each installation has completed the Security
Engineering and Design Course to review, document and track construction projects for compliance
with UFCs and AT Standards.

2.18. Standard 18: AT Measures for Logistics and Other Contracting.

2.18.1. AT measures shall be incorporated into the logistics and contracting processes (requirements
development, vendor selection, award, execution and evaluation) when the provisions of tieé contra
or services provided affect the security of DOD elements, personnel, ressiential cargo,
equipment, assets or services. When commensurate with risk, consider AT performance as an
evaluation factor for contract award (past performance and propestgamance under the instant
contract) and as a performance metric under the resultant contract.

2.18.2. A verification process, whether through background checks or other similar processes shall
be implemented to enable the U.S. Governmenttestato the trustworthiness of DOD contractors
and subcontractors (U.S. citizens, hesation and third country personnel) to the greatest extent
possible, including those personnel having direct or indirect involvement in the delivery or provision
of sewices. Priority will go to service provisioning related to mail and food, water or other materiel
intended for consumption by DOD personnel. This vetting of trustworthiness shall include agents
and crews on contracted ships, planes, trains and oveiaicdes. Refer to AFI 3101.

2.18.3. Site-specific risk mitigation measures are developed and implemented to maintain positive
control of DOD contractor and stdontractor access to and movement within installations, sensitive
facilities and clasified areas.

2.18.4. Site-specific risk mitigation measures are developed and implemented to screen contractor
or subcontractor transportation conveyances for CBRNE hazards before entry into or adjacent to
areas with DOD personnel and missessential assets.

2.18.5. Contracts will comply with the AT provisions of the Defense Federal Acquisition
Regulation.



24 AF110-245 30 MARCH 2009

2.18.6. Contracts shall incorporate Level AT Awareness Training requirements. See Standard
25.

2.19. Standard 19: AT Measures for Critical Asset Security.

2.19.1. Risk management measures shall be developed to reduce the vulnerabilities of DOD assets
assessed as critical in STANDARD 5, to include distributive information or corpased sstems
and networks. Integrate these measures into overall AT program efforts.

2.19.2. Coordinate with appropriate local, State, Federal or-hasbn authorities responsible for
the security of notbOD assets deemed essential to the functiooh@OD assets assessed as
critical.

2.20. Standard 20: Terrorism Incident Response Measures.

2.20.1. Incident response measures shall be developed consistent with the principles outlined in
DOD 5200.08R and AFI 162501 and included in the overall AT plan. These measures shall
include procedures for determining the nature and scope of incident respmhsging incidents

with a CBRNE component); procedures for coordinating security, fire, medical, hazardous material
and other emergency responder capabilities; and steps to recover from the incident while continuing
essential operations.

2.20.2. AF Components to GCC or GCCs prepare incident response measures for their AOR.
AFOSI and Force Protection Detachments should be included in contingency planningdosin
units.

2.21. Standard 21: Terrorism Consequence Management Meases.

2.21.1. Consequence management, CBRNE and public health emergency preparedness and
emergency response measures are included as an adjunct to the overall AT Plan or installation
emergency management plans. For the AF these measures arsmfthen@EMP 12, MCRP, AT

Plan and the IDP. The contents of all plans may be referenced in the AT Plan. These measures shal
focus on mitigating vulnerabilities of personnel, families, facilities and materiel to terrorist use of
WMD and CBRNE weaponss well as overall disaster planning and preparedness to respond to a
terrorist attack. These measures shall include integration with DOD emergency responder guidelines
provided in AFI 162501; mass notification system standards under UB2141; estabshment of

medical surveillance systems consistent with DODD 6490.C2E)prehensive Health Surveillance,

and AFI 102604, Disease Containment Planning Guidanceployment of CBRNE sensors and
detectors; providing collective protection; and providing personal protective equipment (PPE) or
individual protective equipment (IPE) in the following priority and in accordance with AR50Q.

The contract Statementf ®&ork or Performance Work Statement must specify if PPE will be
government or contractor provided:

2.21.1.1. First Responders and Emergency Responders. Personnel who work closest to known
or suspected CBRNE hazards (e.g., emergency responideut) be provided protection needed

to perform their duties in an unknown hazard environment. Responders should use the
maximum possible protection until determined otherwise by competent authority.

2.21.1.2. Critical Personnel. Personnel deenesdential to the performance of critical military
missions (whether military, civilian, contractor, hosttion personnel or third country nationals),
such as critical personnel assigned to mission essential functions (MEFs) described in AFI 10
208, Continuity of Operations Program (COOP3hould be provided an appropriate level of
protection to support continuity of those critical military missions. Since critical missions should
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be continued without interruption, collective or individual protectioly im@necessary to sustain
them.

2.21.1.3. Essential Personnel. Personnel deemed essential to the performance of essential
military operations (whether military, civilian, contractor, hnation personnel or third country
nationals) should be pvaled an appropriate level of protection to support near continuity for
those essential military operations. Since essential operations may be interrupted for relatively
short periods (e.g., hours to days), escape protection may be necessary to ssestdial es
operations (i.e., escape, survive and restore essential operations).

2.21.1.4. Other Personnel. For all other persons not in the above categories, the objective will
be to provide the procedures or protection necessary to safely suniivadent, e.g. sheltan-
place or evacuation procedures may fulfill this requirement.

2.21.1.5. Included as part of the above categories are those who work or live on DOD
installations worldwide, family members authorized overseas and DODacts if designated
in contract agreements and designated as essential to perform critical DOD missions.

2.21.2. Sitespecific CBRNE preparedness and emergency response measures are developed and
coordinated through the Readiness and Emergencyaigament Flight. These measures are
implemented and synchronized with a corresponding FPCON measure.

2.21.3. Mutual Aid Agreements or other similarly constructed protocols will be established with the
appropriate local, State, Federal or haation authorities to support AT Plan execution and augment
incident response and pastident consequence management/digs.

2.21.4. The installation should be able to warn its resident population in affected areas of possible or
confirmed CBRNE hazards immediately, utilizing the Air Force Installation Notification and
Warning System (INWS). The warning mustlude instructions to shelter in place or evacuate.

2.21.5. Installation public health emergency response measures that are synchronized with FPCON
levels shall be developed and implemented.

2.22. Standard 22: Force Protection Cordition (FPCON) Measures.

2.22.1. The GCC is responsible for establishing the baseline FPCON for their AOR and procedures
to ensure that FPCON measures are uniformly disseminated and implemented. The AF Component
to the GCC is typically delegated manage this task for the GCC. See Attachment 2 for detailed
listing of FPCON measures.

2.22.2. Installation commanders with AT responsibility and higher shall:

2.22.2.1. Determine an appropriate FPCON level for those personnel and assets for which they
have AT responsibility. Subordinate commanders may raise a Higher e | comman
FPCON level, but they shall not lower the FPCON level without the highet commandér s

written concurrence.

2.22.2.2. Classify sitespecific AT measures and physical security actions, linked to an FPCON
as NCONFI DENTI ALO. When separated from the
FPCON and sitspecific FPCON levelsmayeb downgr aded to AFOR OFFI
in accordance with DOD 5200R, Information Security Program

2.22.3. A review mechanism is established to ensure FPCON levels are commensurate with
changing threats and the principles of risk manageméhnis is essential because implementation of
FPCON measures at elevated FPCON levels for an extended duration can be counterproductive to
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effective security and overall mission accomplishment. In some circumstances, based upon local
conditions and thehteat environment, commanders should consider implementing a-levedr
FPCON and supplement with other local security measures and RAMs as an effective alternative to
executing the highdevel FPCON measures.

2.22.4. Sitespecific FPCON measweare developed and implemented for stationary aitichinsit

forces to supplement the FPCON measures and actions enumerated for each FPCON level. The
development of sitspecific FPCON measures must permit sufficient time and space to determine
hostile ntent, while fully considering constraints imposed by standing rules of engagement in CJCSI
3121.01B,Standing Rules of Engagement/Standing Rules For the Use of Force For U.S. &odces,

rules of force under AFI 3207, Arming and Use of Force by Air Fee Personnel Organic
intelligence, ClI and law enforcement resources, institutional knowledge of the area and
comprehensive understanding of organic capabilities, supported by national and AOR assets, shall be
leveraged in directing tailored FPCON ma@s to be implemented at specific sites for both
stationary and Htransit forces.

2.23. Standard 23: AT Training and Exercises.

2.23.1. AT training and exercises shall integrate with physical security and relevant elements of AT,
EM, FHP and ID and are afforded the same emphasis as combat task training and executed with the
intent to identify shortfalls affecting the protection of persénassets and information against
terrorist attack and subsequent AT consequence management efforts.

2.23.2. AT and AOR specific training, particularly poeployment training, is supported by
measurable standards, including credible deterrenderesponse standards, deterrespecific
TTPs and lessons learned. AT training shall also be incorporated irdevetitraining plans and
predeployment exercises. Pdeployment training shall also include terrorism or similarly
designed scenariosn@ hostile intent decision making. Joint operations and exercises shall
incorporate AT training and planning for forces involved.

2.23.3. At least annually, comprehensive field and staff training, including deploying squadrons and
higher, are coducted to exercise AT plans. Annual AT exercises shall encompass all aspects of AT,
physical security and emergency management plans. Additionally, current baseline FPCON through
FPCON CHARLIE measures shall be exercised annually at installations &sdmebrted separate
facilities.

2.23.4. Maintain AT exercise documentation for no less than 2 years to ensure incorporation of
lessons learned.

2.23.5. AT lessons learned are submitted through the AF Lessons Learned program and, when
appropriate, through the Joint Lessons Learned program.

2.23.6. ATOs in coordination with the Wing EET shall develop a comprehensive annual training
and exercise program to provide the necessary individual and collective training to prepare for an
annual exercise.

2.24. Standard 24: Formal AT Training.

2241. The AFbd6s for mal AT Tr ai ni ngATRPAwarapessa Tainsid a | |
(Standard 25), Level I} ATO Training (Standard 26), Level IH Precommand AT Training
(Standard 27), Level IV AT Executive Seminar (Standard 28), R@pecific training (Standard 29)

and HRP AT training (Standard 16).
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2.24.2. AT training shall be integrated into officer, NCO and civilian training as required by this
Instruction and whenever possible and appropriate. Long term improvemant@echentation of
effective AT programs depends upon a solid training foundation for all grades, skills and functional
areas.

2.24.2.1. All AF assigned personnel shall complete appropriate formal AT training and
education. Individual permanentords shall be updated to reflect completion of the training.

2.24.2.2. ATOs and unit personnel are encouraged to attend additional protection related
courses, e.g., Security Engineering and Design Course.

2.24.2.3. Required AT formal training shall be provided to individuals who are not properly
trained upon arrival to a new assignment or as soon as possible. Report AF training deficiencies
through the AF chain of command to the appropriate MAJCOM. Report othgceéStaaining
discrepancies through the appropriate AF Component to the GCC.

2.25. Standard 25: Level | - AT Awareness Training.

2.25.1. Every military Service member, DOD employee and local national or third country citizen in
a drect-hire status by the DOD, regardless of grade or position, shall complete LevAT |
Awareness Training requirements.

2.25.2. DOD contractors shall be provided AT information as required by DFAR, Section 252.225
7043. Level I- AT AwarenessTraining shall be offered to DOD contractor employees under the
terms and conditions as specified in the contract, especially when the performance is OCONUS.
The TWG should determine the best method to offer training to contractor employees.

2.25.3. Dependent family members ages 14 years and older traveling OCONUS on official business
(e.g., on an accompanied permanent change of station move) shall complete- lfevélWwareness
Training as part of their préeparture requirements.

2.25.3.1. Commanders will encourage dependent family members to complete LeW&T |
Awareness training before any personal travel OCONUS (e.g., leave) or to any locale where the
TTL is MODERATE or higher.

2.25.4. Level | - AT Awareness Training shabe provided in initial entry basic training or in
general military subject training for all initial entry AF military and civilian personnel. AF
personnel accessions must receive this initial training under the instruction of a qualified Level |
AT Awareness Training instructor.

2.25.5. All individuals qualified to administer Level-IAT Awareness Training will be designated

in writing. Individuals who complete a formal AF approved Level ATO Training (Standard 26)
course of instructionwhether in residence or through a mobile training team, may qualify to
administer Level } AT Awareness training.

2.25.5.1. If a certified instructor is not available, as an interim solution, commanders will certify
and appoint qualified SMEs .(g, security forces, special agents, EM, Bioenvironmental
Engineer, intelligence personnel) who have received formal training in AT TTP and individual
security and protection, and are knowledgeable in the current AT publications and methods for
obtaining AOR-specific updates. Commanders must clearly describe the qualifications of the
individual in the appointment letter to justify this method and explain why other options are not
feasible.

2.25.6. Individuals completing Level4{ AT Awareness Triaing shall:
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2.25.6.1.Have the requisite knowledge to remain vigilant for possible terrorist actions.
2.25.6.2.Be capable of employing AT TTP as outlined in DOE2@0.12H.

2.25.7. Level I1- AT Awareness Training is built upon the minimum requirements outlined in DODI
2000.16, Standard 25, Table E3.T2. Table 2.2 below supplements DOD Standard 25 with AF
modifications. AT Awareness training offered by other Services or DOD agemzets AF
requirements as long as they fulfill all requirements of DOD Standard 25.

Table 2.2. Minimum AT Awareness Training Requirements.

AT Awareness instruction shall include at least the following subjects (AF
added/modified):

- Personal praictive measures for CBRNE attacks utilizing local or theater
specific emergency management guidance and procedures

- Force Health Protection measures

2.25.8. Annually, postaccession Level + AT Awareness Training shall be provided to all AF
personnel. Annual posiccession Level4 AT Awareness Training may be accomplished by one of
two means:

2.25.8.1.Instruction from a qualified Level | AT Awaness Training instructor.

2.25.8.2. Completion of a DOD or Afsponsored and certified computer or wedsed distance
learning instruction. Note: AF personnel assigned or attached to an embassy on TDY under
CoM authority must receive Level IAT Awareness Training from a qualified instructor.

2.25.9. HQ AF Security Forces Center (AFSFC/SFOZ) is responsible for managing the AF Level |
AT Awareness Training.

2.25.10. AF assigned personnel complete LeVvEIAT Awareness Training as part of the AF annual
ancillary training program.

2.25.10.1. The Force Support Squadron will document LevelAT Awareness Training for
individuals and their dependents that are 14 years or older. This training requirement will be
included in the relocation process. Training must be completed prior to finaitcngssing.

2.25.10.2.0rders approving officials and/or Unit Deploymdmanagers (UDM) shall document
completion of Level I- AT Awareness and AOR specific training on OCONUS deployment
orders.

2.25.10.3. Unit Training Managers document Level AT Awareness Training with the date of
completion in Military Moderniation Personnel Data System (MILPDS). If MILPDS is
unavailable, Unit Training Managers will document AT Awareness Training through normal
ancillary records. Unit Training Managers will provide LevelAT Awareness Training status
and statistics upon geest.

2.25.10.4. Aircrews will document their Level-l AT Awareness Training as ARMS Code G110
(Level I- AT Awareness Training).

2.26. Standard 26: Level Il - ATO Training.
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2.26.1. Individuals will be qualified as an ATO by completion of a formal AF approved Level Il
ATO Training course of instruction, whether a course in residence or through a mobile training
team. At permanent duty locations, newly assigned, uncertified ATAQlsceh#plete a formal AF
approved Level I- ATO Training course within 120 days of appointment. At temporary duty
locations the most expedient arrangements shall be used to send a trainee to formal training.

2.26.2. AF approved Level IF ATO Traning courses are listed in Attachment 5. Level ATO
Training shall prepare ATOs to manage AT programs, advise the commander on all AT issues,
qualify individuals to administer Level-IAT Awareness Training and coordinate support required

for compldion of Level I- AT Awareness Training.

2.26.3. Certified ATOs shall remain current and proficient.

2.26.3.1. Personnel who are qualified as an ATO but have not served as an ATO in the last 12
months shall complete a formal AF approveevél 1l - ATO refresher training course of
instruction. The refresher may be through a course in residence, mobile training team or
computer or welbased distance learning instruction.

2.26.3.2. Personnel who are qualified as an ATO but have not served as an ATO in the last 13
months to 3 years shall-egtend a formal AF approved Level {IATO Training course of
instruction. The refresher may be through a course in residence or mobile tie@mmng

2.26.4. MAJCOMs with Level 1I- ATO Training courses shall:
2.26.4.1. Designate course of instruction requirements for ATO personnel.

2.26.4.2. For new courses, submit a Plan of Instruction (Pol) to HQ AFSFC/SFOZ for abprov
prior to initiating any training. Pols will be submitted to HQ AFSFC/SFOZ as requested.

2.26.4.3. Commandspecific requirements may be added to the core curriculum. Develop
measurable standards for Level INTO Training and determine evalien methods to ensure
trainees are proficient.

2.26.4.4. Conduct an annual review of Level-IIATO Training course curriculum to validate
minimum curriculum content.

2.26.4.5. Maintain a reference library of all Afielated publications relevant to the course of
instruction.

2.26.4.6. Develop an AF Form 797Qualification Standard Continuation/Command Job
Qualification Standard(JQS$})o task certify personnel serving @structors, as appropriate.

22647Est abl i sh a PDS Code -ATO TnamiRdgcourseso i dent i f

2.26.4.8. Review potential instructor candidates to ensure prerequisites are met prior to
commencement of duties.

2.26.5. Personnel serving as Level-lIATO Training course instructors will, as a minimum, have
completed the following:

22651.A formal AF instructords course, such as
School, Basic Instruot Course, etc. The Principles of Instruction course is the minimum
required standard. Personnel may begin instructing students without having completed this
requirement provided they have a certified instructor serving as the Supervising Instructor.
However, they are required to have a date to attend one of the above courses within 90 days of
being assigned instructor duties.
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2.26.5.2. Graduate from an AF approved Level ATO Training course (Attachment 5).
2.26.5.3.Be task certied on an AF Form 797, as appropriate.

2.26.5.4. Instructors should expand their AT knowledge by attending courses such as sister
Service AT training, Dynamics of International Terrorism (DIT) and CVAMP training.
Additionally, conducting ovethe-shoulder observations of HHA VAs adds to credibility and
subject matter expertise.

2.26.5.5. Level Il - ATO Training instructors should have hag/@ars field experience as an
ATO.
Table 2.3. Minimum Level Il - ATO Training Requirements.

1. (I/U) Complete a formal Afapproved Level I+ ATO Training course of instruction, wheth
a course in residence or through a mobile training team (CONUS or OCONUS).

2. (MU) Level 1l- ATO Training shall consist of the following minimum topics (A&ded):

a) (I/U) Understanding FP Roles and Responsibilities

- (I/U) Understand necessary Host Nation and Civil Support Agreements and Requireme
b) (I/U) Prepare AT Plans (consider using the JAT Guide)

- (U) How to Integrate AT Plans with CEMP -B) MCRP, IDP, etc.

3. (I/U) Review of the following DOD and Joint Staff publications (AF added).

a) (I/U) UFCs4-010-01, 401002, 4020-01fa, 4020-03fa, 4020-04fa, 4022-01,4-023-03 and
4-021-01

b) I) Agile Combat Support Concept of Operations

c) (I) AFDD 2-4.1,Force Protection

d) (YU) AFTTP 3-10.1,Integrated Base Defense

e) (I/U) AFTTP 310.2,Integrated Base Defense Command and Control
f) (I/U) AFI 10-245,Antiterrorism (AT)

0) (/U) AFI 10-2501,AF Emergency Management (EM) Program Planning and Operation
h) (1) AFI 10-2603,Emergency Health Powers on Air Force Installations
i) (I) AFI 10-2604,Disease Containment Planning Guidance

J) (IWU) Air Force Lessons Learned Program

k) (I/U) AFI 14-119,Intelligence Support to Force Protection

[) (I’U) AFI 31-101,The Air Force Installation Security Program

4. (I/U) If available, add the following to Level-IATO Training courses:

a) SME presentations from the Federal Bureau of Investigations (FBI), AFOSI, EOD, Inte
Medical Group, etc.

b) Handson instruction of Antiterrorism Enterprise Portal (ATEP) and CVAMP
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2.27. Standard 27: Level lll - Pre-command AT Training.

2.27.1. Squadron, group and wing commanders5©r O6 commanders and civilian equivalent
director position) shall complete Level HPrecommand AT Training before assuming command.

2.27.2. MAJCOMs will ensure this training is provided 8guadron commanders, e.g. during
MAJCOM squadron commander orientation seminars or other means. Group and wing commanders
will receive this training through the group and wing commander courses. MAJCOMs will
determine minimum qualifications for persondelivering Level llI- Precommand AT Training.

2.27.3. Level Il - Precommand AT Training is built upon the requirements outlined in DODI
2000.16, Standard 27, Table E3.T4. Table 2.4 below supplement DOD Standard 27 with AF
modifications. A minimum of a-hour block is provided to properly address the mummtopics.
Additionall vy, commander s ar e encour aged t o
iCommander 6s Responsibility Coudse, Antiterror

2.27.3.1. Installation commanders are required to gain a thorough uaddimsg of all the
requirements.

Table 2.4. Minimum Level lll - Pre-command AT Training Requirements.

1. PreCommand AT training shall include the following minimum topics (AF
added/modified):

a) Understanding AT responsibilities and minimui Rrogram Elements

- Risk Management and Risk Assessments

b) * Ensuring preparation of AT plans

- Baseline FPCON posture

- Integrated Defense Plan

- Mitigating CBRNE, WMD attack and risks in support of EM plans

- MOUs, Memorandums of Agreement (MOASs) avidAs

- JAT Guide Capabilities

c) * Organization of AT groups

-ATWG

-TWG

-ATEC

d) *Understanding the local threat picture

- Potential sources of law enforcemelarived Force Protection information
- Fusion of Intelligence, Cl and law enforcement information

- Terrorism Threat Levels

e)*How the installations integrate with the National Response Framework
f) *How the installation integrates with the Country Team
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2. Review of references includes GCC OPORDs (AF added).

2.28. Standard 28: Level IV - AT Executive Seminar.

2.28.1. Commanders at all echelons will ensure appropriate military officers in the grades of O6
through O8 and civilian equivalent/senior executive service civilian employees attend the AT
Executive Seminar as described in DOD Standard 28.

2.28.2. The AT Executive Seminar is administered by the Joint Sta (Jeputy Director for
AT/Homeland Defense, J34). Nomination requests are sent through the Services and COCOMSs.

2.28.3. The AT Executive Seminar provides DOD senior military and civiliarcetvee leadership
with the requisite knowledge to enable development of AT Program policies and facilitate oversight
of all aspects of AT programs at the operational and strategic levels.

2.29. Standard 29: Area of Responsibility (AOR)Spedfic Training for DOD Personnel and In-
transit Forces.

2.29.1. GCCs develop and provide AOR specific training and provieleaimsit forces with threat
information. The AT awareness training and education programs orient all DOD personnel with
AOR-specific information on AT protection. This A@pecific information is in addition to annual
Level I - AT Awareness Training and may be provided through multiple means, including GCC/AF
Component to the GCC/MAJCOM publications, messages, Internet Wes) AFI 24405 and

DOD 4500.54M.

2.29.2. AF personnel (including family members ages 14 years and older) departing to another
GCCO0s AOR shall complete the gaining GCCés, A
specific AT education requirements within 3 months of a permanent change of station.

2.29.3. Commanders of AF Hransit forces, units and individuals will obtain from GCCs, AF
Component to the GCCs or MAJCOMs detailed threat information covering transit routes and sites
that will be visited by the deploying unit or individualsSuch information includes focused
information on potential terrorist threats (e.g., tailored production and analysis) and guidance on the
development of AT protection risk mitigation measures to aid in the development of tailored AT
planning. Similar tadred information is also provided to inifaeater transiting units and
individuals.

2.30. Standard 30: AT Resource Application.

2.30.1. Risk shall be assessed against the standard and mitigation measures applied. Where the
resulting risk is still deemed too great, the countermeasure requirement shall be elevated using the
PPB&E process. Where applicable and in accordance with the MQuddretthe Department of

State (DOS) and the DODOQverseas Security Supportpordination will be made through
MAJCOMs or AF Components to GCCs with the appropriate GCC to ensure that resource
requirements for AT programs are identified and programmede Atachment 4 for more
information on AT resourcing.

2.30.2. For emergent or emergency AT requirements that could not reasonably have been
anticipated or programmed, prioritization shall be coordinated with the appropriate GCC, AF
Component to th GCC or MAJCOM and CBRIF requests shall be submitted to the Chairman of

the Joint Chiefs of Staff (CJCS) as specified in CJCSI 5261.01E. AF Components to the GCC or
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MAJCOMs will submit CbFRIF through the GCC. GCCs forward CBIF requests to the CJCS
using CVAMP.

2.30.3. MAJCOMs will submit validated prioritized AT resource requests with compelling
justification, including those submitted or considered for ®F, to the GCC for review and
submission to the CJCS on an annual basis purswantutrent DOD Program Objective
Memorandum (POM) guidance and timelines using CVAMP.

2.30.4. Tenant units on AF installations and facilities shall coordinate and prioritize AT program
and resource requirements according to PPB&E procedures withot installation commander,
applicable Military Department and appropriate GCC.

2.30.5. Antiterrorism PEC 28047F is the primary funding source for manpower authorizations, AT
equipment, procurement, and the associated costs specifically identified and measurable to those
resources and activities associated with the Air Force AT Program. SK/AS the AF Program
Element Monitor (PEM).

2.31. Standard 31: Comprehensive AT Program Review.

2.31.1. Comprehensive AT program reviews are conducted to evaluate the effectiveness and
adequacy of AT program implementation. The evaluation shall include an assessment of the degree
to which Air Force AT programs comply with the standards prescribed in thigudtion. AT
program reviews shall evaluate all mandatory AT program elements (DOD Standard 1) and assess
the viability of AT plans (DOD Standard 7) in view of local operational environment constraints and
conditions. DOD r000.12H provides proceduresand recommendations to conduct
comprehensive AT Program reviews. Other procedures include reviewing AT programs based on
JSIVA or AFVAT benchmarks or DOD AT Strategic goals.

2.31.2. Comprehensive AT program reviews shall be conducted at leasalanby all commanders
required to establish AT programs.

2.31.3. Comprehensive AT program reviews shall be conducted in conjunction wittepleyment
VAs (Standard 6).

2.31.3.1. The purpose of a prgeployment AT program reviews ig €nsure that deploying units
have viable AT programs and executable AT plans for transit to, from and during operations or
training exercises in the deployed AOR.

231.32.Depl oying AF el ements shal/l compl y with

2.31.4. A comprehensive AT program review shall be conducted whenever there are significant
changes in threat, vulnerabilities or asset criticality.

2.31.5. MAJCOMs shall ensure subordinate commands undergo an external AT program review at
least once every 3 years. The ultimate outcome of triennial AT program reviews is the identification
of AT program deficiencies that may be exploited by terrorists. The AT program review teams
should provide realistic solutions aimed at improving AT progremplementation and risk
mitigation strategies.

2.31.5.1. Triennial AT program reviews may be conducted as an HHA or JSIVA. The AF may
use an HHA or JSIVA in lieu of an annual AT program review.

2.31.5.2. In addition to providing an asssment of compliance with the AT Standards, an HHA
or JSI VA shall assess and evaluate the viab



34 AF110-245 30 MARCH 2009

program implementation, the methodology for addressing resource shortfallgrgasization
coordinationand synchronization of AT program elements.

2.31.6. Tenant commands and units located on AF installations shall be included in comprehensive
AT program reviews.

2.32. Standard 32: AT Program Review Teams.

2.32.1. AT program review assessment team guidelines shall be modeled upDiRAe AT VA
Team Guidelinesand include, at a minimum, compliance with the standards prescribed in this
Instruction, accepted TTPs and best AT practices.

2.32.2. A sufficientnumber of AT program review teams shall be resourced to execute the program
review assessment requirements of the AF and to ensure AT program review teams comprise of
individuals with sufficient functional expertise to assess and evaluate satisfacterdifebtiveness

and adequacy of AT Program implementation at the level for which the AT Program review is being
conducted (headquarters, unit, command, installation, activity, etc.).

3. Prescribed and Adopted Forms.

3.1.Adopted Forms.

AF Form 797, Job Qualification Standard Continuation/Command JQS
AF IMT 847, Recommendation for Change of Publication

DANIEL J. DARNELL, Lt Gen, USAF
DCS/Air Space and Information Operations, Plans and Requirements
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Abbreviations and Acronyms

AF CIP & Air Force Critical Infrastructure Program

AF1d Air Force Instruction

AFMAN & Air Force Manual

AFOSId Air Force Office of Special Investigations

AFPDd Air Force Policy Directive

AFSFCd Air Force Security Forces Center

AFTTPO Air Force Tactics, Techniques and Procedures

AORO Area or Responsibility

ATOd Antiterrorism

ATECO Antiterrorism Executive Committee

ATOO Antiterrorism Officer

ATWG 0 Antiterrorism Working Group

BSATO Biological Select Agents and Toxins

NAF& ComponerfNumbered Air Force

CBRNEGS Chemical, Biological, Radiological, Nuclear and higikld Explosive
CbTo Combating Terrorism

CbTo RIFO Combating Terrorism Readiness Initiatives Fund
CCIROCommander 6s Critical |l nformati on Requiremen
CEMPO& Comprehensive Emergency Maeament Plan

C&I 6 Communications and Information

Cld Counterintelligence

CJCSd Chairman of the Joint Chiefs of Staff

CJCSIO Chairman of the Joint Chiefs of Staff Instruction

COAQd Course of Action

CoMd Chief of Mission

CONOPS3 Concepts of Operations

CTOOd Counterthreat Operations

CVAMP @ Core Vulnerability Assessment Management Program
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DCIPo Defense Critical Infrastructure Program
DCPd Disease Containment Plan

DFAROJ Defense Federal Acquisition Regulation
DIA 8 Defense Intelligence Agency

DODd Department of Defense

DODDg Department of Defense Directive
DODId Department of Defense Instruction
DOSA Department of State

DRUG Direct Reporting Units

DTAS DOD Threat Assessment

EETO Exercise Evaluation Team

EM& Emergency Management

EOD& Explosive Ordnance Disposal

FHPO Force Health Protection

FOAOQ Field Operating Agency

FPSd Force Protection

FPd Force Protection Detachment
FPCONGJ Force Protection Condition

FPId Force Protection Intelligence

GCCo Geographic Combatant Commander
GSUd Geographic Separated Unit

HHA 0 Higher Headquarters Assessment
HAF & Headquarters Air Force

HNOJ Host Nation

HRB®& High-Risk Billet

HRPJ& High-Risk Personnel

IDO Integrated Defense

IDPJ Integrated Defense Plan

IEDA Improvised Explosive Device

IPEJ Individual Protective Equipment
JATd Joint Antiterrorism Guide

JP3 Joint Publication

JSIVAQJ Joint Staff Integrated Vulnerability Assessment
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MAA & Mutual Aid Agreement

MAJCOM & Major Air Command

MCRP& Medical Contingency Response Plan
MEF& Mission Essential Functions

MILCON & Military Construction

NAFA Numbered Air Force

OASDg Office of the Assistant Secretary of Defense
OCONUSS Outside the Continental United States
OPCONGg Operational Control

OPORDd& Operation Order

OPRd Office of Primary Responsibility

PAJ Public Affairs

PECA Program Element Codes

PHEOGJ Public Health Emergency Officer

PIRA& Priority Intelligence Requirement

POM® Program Objective Memorandum

PPB&EGS Planning, Programming, Budgeting and Execution
PPOJ Protection Providing Organization

PPES Personal Protective Equipment

PSVAJO Personal Security Vulnerability Assessment
RAM & Random Antiterrorism Measure

RED HORSES Rapid Engineer Bployable Heavy Operations Repair Squadron
SMEGJ Subject Matter Expert

SOFAQ Status of Forces Agreement

TACONOA Tactical Control

TIC & Toxic Industrial Chemical

TIM 6 Toxic Industrial Material

TTL & Terrorism Threat Level

TTPO Tactic, Technique and Procedure

TWGO Threat Working Group

UCPd Unified Command Plan

UFCd Unified Facilities Criteria

UTCOd Unit Type Codes
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VA Vulnerability Assessment
VBIED & Vehicle Born Improvised Explosive Device
WMD & Weapons of Mass Destruction

Terms

Active Defens® The employment of limited offensive action and counterattacks to deny a contested
area or position to the enemy.

Air Force Emergency Management (EM) Progran® The single, integrated Air Force program to
coordinate and organize efforts to prepare for, prevent, respond to, recover from and mitigate the direct
and indirect consequences of an emergency or attack. The primary missions of the Air Force EM
program areo (1) save lives, (2) minimize the loss or degradation of resources and (3) continue, sustain
and restore combat and combat support operational capability in dwazalds physical threat
environment at Air Force installations worldwide. The ancillargsions of the Air Force EM program

are to support homeland defense and civil support operations and to provide support to civil and host
nation authorities IAW DOD directives and through the appropriate Combatant Command. The Air
Force EM program is manag)éy the Office of The Civil Engineer, AF/A7C.

Antiterrorism (AT) 0 Defensive measures used to reduce the vulnerability of individuals and property
to terrorist acts, to include limited response and containment by local military and civilian forces.

Assessmerd@ Analysis of the security, effectiveness and potential of an existing or planned intelligence
activity. (JP 102) [The evaluation of progress toward the creation of effects and the achievement of
objectives and end state conditions.][AFDEL.2]{Words in brackets apply only to the Air Force and

are offered for clarity.}

AT Awarenes® Fundamental knowledge of both the terrorist threat and the measures to reduce
personal vulnerability to terrorism.

AT Officer (ATO) 8 The principal miliary or civilian advisor charged with managing the AT program
for the commander or DOD civilian exercising equivalent authority.

AT Planningd The process of developing specific guidance and exeeatiented instructions for
subordinates. An AT planoatains commandpecific guidance for the establishment of an AT program
and the implementation of the AT Standards.

AT Programd One of several securinelated programs that fall under the overarching combating
terrorism and FP programs. The AT pragr is a collective, proactive effort focused on the prevention

and detection of terrorist attacks against DOD personnel and their families, facilities, installations and
infrastructure critical to mission accomplishment as well as the preparation to defaimdt and
planning for the response to the consequences of terrorist incidents. Although not elements of AT, plans
for terrorism consequence management preparedness and response measures as well as plans f
continuing essential military operations armaportant adjuncts to an effective AT program. The
minimum elements of an AT program are AT risk management, planning, training and exercises,
resource application and a program review.

AT Program Reviewd The process of developing specific guidelines used to evaluate the AT Program
in order to assess satisfactorily and evaluate the effectiveness and adequacy of the AT Program.

AT Resource Applicationd The process of applying risk management to vulnktiab and where the
resultant risk is not acceptable after applying mitigation measures, elevate the vulnerability with a
resource request using the existing PPB&E system, theRIB,Tthe Physical Security Program and






