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FOREWORD
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Chapter 1

Remote Sensor Operations Fundamentals

Remote sensor operations expand the commander’s view of the battlefield. Remote sensors
provide a means to economically conduct continuous surveillance of vagt areas, contribut-
ing key information to the intelligence collection effort. These operations decrease the num-
ber of personnd required for reconnaissance and surveillance operations and reduce the
risk associated with these operations. A remote sensor system, condisting of individual sen-
sors, communications relays, and monitoring devices, provides the capability to conduct re-
mote sensor operations. Sensors, relays, and monitoring devices are employed in an
integrated network, providing general surveillance, early warning, or target acquidtion over
sdected areas of the battlefield. Key condderations in employing remote sensors are the na-
ture of the target, characteridics of the area or operations, time and resources available for
emplacing the sensor network, and the location and connectivity of the sensor monitoring

gtes.

1001. Remote Sensor Systems

A remote sensor system is a continuous, dl-westher surveil-
lance system which provides monitoring of activity in eected
aress. The system conssts of sensors, relays, and monitoring
equipment; sysem components are emplaced a selected
points on the battlefield to provide an integrated sensor net-
work. Sensors are placed adjacent to the desired survelllance
area, normally a route or point target (objective, helicopter
landing zone, or assembly ares). Individua sensors are acti-
vated by seismic, magnetic, infrared, or optical detections of
moving targets.

Detections are transmitted by FM radio link directly or viare-
lays to the monitoring equipment. Operators at the monitoring
dte interpret the detections to determine location, direction,
and speed of movement of the detected targets. They may
adso be able to provide an estimated number of vehicles or

Remote sensors entered the Marine Corps inventory in 1967

during the Vietnam conflict. The development of a sophisti-
cated remote sensor system permitted the continu- us survell-

lance of vast areas, providing indications and warning of

future enemy activities. Remote sensors decreased the num-

ber of personnd required to monitor the movements of men
and material and reduced the risk associated with surveillance
operations by providing the capability to monitor targets

without physicaly locating personnd in the surveillance area

The intelligence developed from information provided by the
remote sensor system was used to plan and execute numerous
successful operations by Marine forces.

The use of sensors in Vietnam established ther value as an
intelligence collection asset. The third-generation Tacticd Re-
mote Sensor System (TRSS-Phase 111 or TRSS 111) has been
amaingay of Marine Corps intelligence collection capability
snce 1972. In 1992, a new generation of sensor equipment,

personnel detected and ageneralizet_j identification of 'Fhe tyPe TRSS-Phase V (TRSS V), entered the inventory. TRSS V
of targets detected (9., tracked vehides, whedled vehides or provides a greetly enhanced remote sensor capability through
personnel), depending upon the type of sensors employed and the use of light-weight sensors, new detection technology, and

the nature of the target’s activity. This information is for-
warded to intdligence, operations, and fire support agencies
in the form of sensor reports.

1002. Evolution of Remote Sensors

improved information processng capabilities. See figure 1-1
for the TRSS andts components.

1003. Remote Sensor Employment
Principles
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%
SENSOR MOBILE MONITORING RELAY ASSEMBLY REMOTE
SYSTEM {SMMS}) WORKSTATION

Remote Sensor. Device that detects the physical presence of an ob- Remote Sensor System. An equipment suite consisting of sensors,
ject by means of energy reflected or emitted by the object and trans- relays, and monitoring equipment which provides a sensor surveil-
mits information from the detection to a specially equipped lance capability. The current Marine Corps remote sensor system
monitoring site located beyond visual observation range of the sen- assets consist of suites of equipment designated the Tactical Re

sor. Also referred to as unattended ground sensor (UGS). mote Sensor System (TRSS).

LT <\ ,(
ﬂ S e T MONITORING
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Sensor String. A grouping of 2 or more (usually 3-5) remote sen-
sors emplaced within the same area to provide coverage of a spe-
cific surveillance target such as a road intersection, choke point, or
objective. Sensors are normally employed in strings, since a string
can provide significantly more information than an individual sen-
sor. Target speed, classification, and direction of movement can be
determined by tracking the target as it activates each of the

Figure 1-1. Remote Sensor Terminology.
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Sensor Field. A grouping of sensor strings within the same geo-
graphic area which provide surveillance over a specific portion of the
battlefield or a group of related surveillance targets, e.g. a series of
sensor strings covering the approaches to and exits from a river

Intrusion Detection System (IDS). An IDS (also known as Attende
Ground Sensors) consists of sensors and monitoring equipment in
tended to support local security requirements Intrusion Detection
Systems are distinguished from Remote Sensor Systems by the
short range and the absence of the requirementto establish a spe
cial monitoring site. The current Marine Corps Intrusion Detectio
System is designated the Miniature Intrusion Detection Systen
(MIDS). The MIDS is discussed in appendix A.

s @ T e STRING
MONITORING®& T
SITE
GROUND
RELAY

Sensor Network or Net. An integrated network system of sen-
sor strings, relays, and monitoring sites established to provide

sensor surveillance over all or part of the area of operations.

=

Figure 1-1. Remote Sensor Terminology (Continued).
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Remote sensors can be employed in dmogt any tacticd Stua
tion. Optima employment is in areas where mgor movement
is redricted to a few key lines of communications and the
traffic pattern of military and civilian activity can be easly

discriminated. Remote sensor operdtions are idedly suited to
support relatively stable stuations such as long-term defen-

sve or security operations ashore, where the time and re-
sources are available to develop an extensive sensor network
throughout the area of operaions. Remote sensors have lim-
ited utility in fast-moving mobile operdtions, raids, and other
limited duration operations unless adequate time and means
are provided to emplace sensors to support the planned

operation. In addition, the employment of sensors in areas of
open terrain or heavily congested urban concentration re-
quires detailed planning to ensure the sensor network can pro-
vide the desired information in those environments.

a. Remote Sensor Applications

(1) General Surveillance. Sensors are used to provide
generd survelllance of lines of communications, beachheads,
helicopter landing zones, assembly aress, objectives, and
other named areas of interest (NAIS). Sensor information is
used to develop the generd enemy Stuation and support the
scheme of maneuver through the detection of enemy activity
near insertion points or other objectives.

(2) Early Warning. Sensors are placed along avenues of
gpproach to provide early warning of enemy movement to-
ward friendly postions. Sensor strings may be placed for-
ward, on the flanks, or in the rear of friendly unitsto facilitate
force protection. In this application, sensors should be im-
planted as far forward of friendly positions as possble, ex-
ploiting the extended range of the remote sensor system to
provide maximum resction time.

MCWP 2-2.3Remote Sensor Operations

of sensor grings through repested attacks on enemy forces lo-
cated in the same area.

b. Capabilities of Remote Sensors

(1) Remote Surveillance. Remote sensors provide an
extended-range surveillance capability without the require-

ment to maintain a physica presence in the surveillance area
Through the use of rdays to maintain line-of-aght communi-
cations connectivity between the sensors and the monitoring
dte, monitoring operations can be conducted a hundred miles
or more from the surveillance area. This cgpability gives the
MAGTF commander a means to economicaly monitor ac-
tivity in the area of operations or area of interest, consarving

the use of other reconnaissance and survelllance assets for

other critical tasks.

(2) Target Detection and Classification. Sensors can
confirm or deny the presence of activity in the designated area
and give agenera indication of the type and volume of ac-
tivity. Sensors can provide the number, generd type, location,
direction, and speed of most acquired targets. The degree of

detail and accuracy of the target classfication is a function of

the number and type of sensors used as wdl as the profi-
ciency of the monitoring Site operator. While sensor data
doneisrardy sufficient for target acquisition, sensors can be
used to cue other surveillance and target acquisition assets to
obtain the data required for targeting.

(3) Near Real-time Reporting. Electronic transmisson
of sensor detections to the monitoring Site provides near red-
time reporting of activity in the survelllance area. Automated
processing equipment can generate a sensor report for trans

mission within minutes of an activation.

(4) Continuous Operations. Sensors operate day and
night, in all westher conditions. Individua sensors can oper-

(3) Target Acquisition. A well-developed sensor network ate continuoudy for up to 30 days, relay systems can function

can be used for target acquistion. Sensors are implanted
aong key enemy lines of communications or NAls and sen-
sor activations are used to initiate targeting action. The key
limitation of sensors in this gpplication is the inability to dis-
criminate between hodtile, friendly, and noncombatant activ-
ity. As aresult, sensor data must normaly be confirmed by
some other surveillance asset. Sensors do provide an excellent
means of facilitating the targeting process through the cueing
of other target acquisition sources, and, once a target is pos-
tively identified, a well-planned sensor network can track a
target as it moves across the battlefidd. If used for target ac-
quisition, care must be taken not to compromise the location

for up to 45 days. Battery life is the primary factor limiting
sensor/relay endurance; battery life is de-pendent upon the
number of activations and transmissions required aong with
westher and other environmental factors.

(5) Stealth. Properly emplaced remote sensors are ex-
tremely difficult to detect. Built-in dectronic counter-
countermeasures aso make eectronic detection and counter-
measures againg remote sensors unlikely. To enhance system
security, individual sensors contain an darm circuit which
notifies the monitoring sation if the sensor is tampered with.



MCWP 2-2.3 Remote Sensor Operations 1-5

(6) Flexibility. Remote sensors can be employed in a variety the implants must be accurately reported to the monitoring

of means to support the concept of operations. Sensors can be  agency.

hand emplaced by mobile and/or foot patrols or dropped from

arcraft. Detections can be relayed and processed in redl time  (6) Inventory. Sensor assets are limited. Each Marine expe-

or stored by relays for transmission on command. ditionary force (MEF) will have sufficient sensors for em-

placing approximately 200 sensor sirings of 3-4 sensors each.

Furthermore, while expendable, sensors are expensive and

only asmall war reserve stock is planned.

(1) Implant Operations. The time and resources required

to implant sensors and relays are the key limitations on re- (7) Failure Rate. Inherent in dl dectronic systems is the
mote sensor operations. The placement of sensors and relays possibility of component failure. Loss of any single dectronic
must be planned in detail and accomplished well in advan ce component may render the device inoperable and degrade the

c. Limitations of Remote Sensors

of when the information is needed. The tactical Stuation may
preclude use of arcraft for implant operations and limit the
number of ground patrols which can be employed for im -
planting sensors.

(2) Terrain Masking. Remote sensors require radio fre-
quency line-of-9ght between sensors and the monitoring Ste;
as a reault, they are susceptible to terrain masking. Effective
employment requires detailed planning of sensor, rdlay, and
monitoring Site locations as well as knowledge of the capabili-
ties and limitations of the transmitters. Terrain masking may

preclude extended range employment of sensors in mountain-
OuS aress.

(3) Limited Target Discrimination. Remote sensors by
themselves cannot provide postive target identification. Sen-

sors activate in response to some type of physicad presence.

Using amix of sensor types can provide a genera category of

the target, eg., personnd, whedled vehicles, or tracked vehi-

cles, but sensors will not be ableto determine whether the
target is friendly, enemy, or non-combatant. Sensor activa:

tions must be combined with other information to provide a
positive target ident- ification.

(4) Responsiveness. Because of the time required to plan
and execute implant operations, remote sensors are generdly
not responsive to rapidly changing requirements. Advance
planning of sensor support through detailed sudy of the mis-
son, enemy, area of operations, and commander’s intent pro-

vides the bet means of anticipaing future sensor

requirements.

(5) Sensor Positioning. Accurate emplacement of the
Sensors is crucid to obtaining coverage of the desred area
Knowing the exact location of the implanted sensor is critica
to successful relay and monitoring operations. As a reault,
implants must be done according to a plan and the location of

operation of the overd| system.
1004. Concept of Employment

Sensors are implanted in strings of 2-5 sensors per string.
Whenever possible, a variety of sensors will be used within a
gdring in order to provide maximum target discrimination
data. Strings are implanted according to a coherent sensor
surveillance plan, facilitating comprehengve coverage of des-
ignated surveillance Stes and the generd area of operations.
Sensor strings are integrated with data relays and monitoring
Sites, forming a sensor network. See figure 1-2.

a. Command and Control

(1) Control. Marine Corps remote sensor assets are main-
tained under centraized control of the Sensor Control and
Management Platoons (SCAMP). SCAMP or SCAMP de-
tachments maintain remote sensors and associated equipmernt,
plan remote sensor employment, perform air-implant opera
tions from rotary wing aircraft, asss in hand-implant opera-
tions, and monitor and report information generated by sensor
activations. Operationd control of remote sensor operaionsis
exercised by the MAGTF Command Element (CE) through
the Surveillance and Reconnaissance Center (SARC). The
CE directs the employment of the SCAMP through the sup-
port relationships detailed below.

(2) Support Relationships

(a) General Support. Due to the depth and range of sen-
sor operations and the need to integrate sensor information
with other deep surveillance assets, SCAMP normally oper-
ates in Generd Support (GS) of the MAGTF. In GS, the
MAGTF commander, through his G-2/S-2, determines prior-
ity of support, locations of sensor srings and monitoring
gtes, and information dissemination flow.
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Figure 1-2. An Integrated Sensor Network.

(b) Direct Support. The entire platoon or portions of it
may be placed in Direct Support (DS) of a designated unit.
Under DS, priority of support goes to the supported unit. A
SCAMP liaison eement is provided to the supported unit. A

c. Implant Operations

There are two types of implant operations—hand-implant
and ar-implant. Implant operations are tasked, coordinated,

monitoring Ste is collocated with the command post of the and controlled by the SARC. Implant operations are planned

supported unit, or the unit receives sensor information directly
from a designated monitoring Ste.

b. Planning

Sensor operations are planned to satisfy the intelligence col-
lection requirements of the supported command. The Intdli-
gence Preparation of the Battlespace (IPB) process
provides the key eements to support remote sensor operations
planning, including: identification of entry points, lines of
communications, threet avenues of approach, designation of
NAIls, and evaduation of communications line-of-sight condi-
tions in the area of operations. IPB data is analyzed to deter-
mine the optima locations of sensor drings, relays, and
monitoring sites. Requirements for implant operations are de-
veloped along with concepts for the monitoring and dissemi-
nation of sensor data. These dements are combined into a
sensor survelllance plan.

jointly by the SCAMP and the designated implant unit.

(1) Hand-Implant Operations. Hand-implant operations
offer the following advantages over ar-implants:

® Greater accuracy of sensor placement.

* Ability to employ full sensor suite (air-drop-
pable sensors are limited to seismic detectors).

® Flexibility to adapt implant plan to conditions in
the surveillance area.

Sensors can be emplaced by any trained ground patrol.
As sensors are designed for employment far forward of
friendly postions (deep in the area of influence or in the area
of interest), hand-implant operations are normaly accom-

plished by reconnaissance units. Due to speed, range, and
cargo capacity of the LAV-25, the Light Armored Recon-
naissance Battalion/Company is the MAGTF s primary sen-

sor implant unit. SCAMP personnel provide training in
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implanting sensors, and they brief units tasked with implant
missons. The SCAMPs are not manned, trained, or equipped
to operate in the deep or disant reconnaissance aress and
should not be tasked to undertake implant missons in these
aress. However, a remote sensor operator should accompany
any patrol tasked with a sensor implant mission, to ensure the
correct emplacement and functioning of the sensors. Due to
the importance of proper siting and testing of relays, a remote
sensor operator will always be included in any patrol assgned
to emplace a ground relay. SCAMP personnd can carry out
emplacement missions when access to the implant area does
not require unique reconnaissance skills or security measures
beyond the platoon’s organic capabilities, due to the limited
number of remote sensor operators, the use of SCAMP per-
sonnd to carry out sensor emplacement may detract from on-
going sensor planning and monitoring activity.

(2) Air-Implant Operations. The speed and range of air-
craft provide a means to rapidly emplace a large number of

Sensors across a wide area Due to current equipment con-

figuration, only rotary wing aircraft can drop sensors, limiting

ar-implant operations to areas where the air defense threet is
relatively low. Additional disadvan-tagesof ar dropping are
decreased accuracy and limited types of sensors available.

The SARC will request and coordinate air support for air-

implant missons. SCAMP per-

sonnd will coordinate with the designated squadron on the de-
talls of the misson and perform the actud ar drops of the
SEeNors.

d. Monitoring Operations

(1) Processing Sensor Data. The SCAMP peforms
monitoring operations in accordance with the Sensor Survell-
lance Plan. Sensor activations are receved by TRSS

monitoring equipment. The monitoring equipment provides
red-time, on-screen monitoring of sensor activations, data
dorage, and automated assgtance in the analyss of sensor

data generation of sensor reports.

(2) Monitoring Sites. A monitoring Site congsts of sensor
monitoring equipment, communications equipment, and one
or more sensor operators. Primary monitoring equipment is
mounted in a HMMWV; a man-portable workgtation can be
remoted from each primary monitoring site. Monitoring Stes
are located to maintain communications line-of-sght with
sensors and/or relays. Every effort is made to locate monitor-
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ing dtes in proximity to supported unit command pods to
fecilitate rapid reporting of sensor-derived information.

(3) Redundancy. The monitoring plan attempts to estab-
lish redundancy in the sensor network, insuring that at leaest
two separate Sites can receive activations from each sensor or
relay. Redundancy permits displacement of monitoring Stes
by echelon, ensuring continuous monitoring of the sensor net-
work, and reduces the impact of the loss of any single site due
to equipment failure or enemy action.

e. Dissemination of Sensor Information

Sensor-derived information will be disseminated in acc or-
dance with the intelligence dissemination plan. Sensor reports
may be disseminated via area networks, a sensor reporting ra
dio net, or other reconnaissance radio net. In GS, these re-
ports go the SARC for further dissemination throughout the
force. In DS, reports go directly to the supported unit as des-
ignated by that unit's G-2/S-2. However, any unit may enter
the sensor reporting net to receive sensor reports from the
monitoring sitesin near-red time.

(reverse blank)



Chapter 2

Tactical Remote

Sensor System

A remote sensor system conssts of sensors, communications data-relay devices, and moni-
toring equipment. The current Marine Corps remote sensor system is designated the Tacti-
cal Remote Sensor System (TRSS). TRSS provides the capability to establish an integrated
sensor network in support of the MAGTF intdligence collection plan. TRSS equipment in-
cludes a variety of hand-emplaced and air-ddiverable sensors, ground relays, and portable

and mobile monitoring devices.

2001. Tactical Remote Sensor System
Equipment Suite

A TRSSis made up of—

® Sensors

Communications data-relay devices
M onitoring equipment

One complete TRSS suite congsts of the equipment listed in
figure 2-1. A suite has sufficient equipment to implant and
monitor 24 hand-emplaced sensor drings and 8 air-delivered
grings. It is intended to support a Marine expeditionary unit
(MEU). Each SCAMP operates Sx TRSS suites.

Detailed descriptions of TRSS components are provided in
appendix B.

2002. Sensors

A sensor conssts of a detection device, an encoder transmitter
unit (ETU), an antenna, cabling, and associated connectors.
Sensors detect changes in the physical environment through a
variety of means. When activated by a target, the sensor
sends an eectronic impulse to the ETU. The impulse is en-
coded and trangmitted to a relay or monitoring Ste via VHF
radio sgnd.

Detection devices are placed within detection range of the tar-
get areq, @ther on or inthe round, depending on the type of
detector. For hand-emplaced sensors, the detector is attached

to the ETU by means of a cable and the encoder tranamitter is
buried in the ground or concedled in vegetation with its an-
tenna extended. Air-ddlivered sensors are sdlf-contained
units, consging of a seismic detector, encoder trangmitter,
and antenna in one package desgned to bury itsdf in the
ground when dropped from an arcraft. This package is des-
ignated the ar-delivered seismic intrusion detector (ADSID).
Seefigure 2- 2.

Seismic Intrusion 24
Detectors (SID)

Infrared Intrusion 24
Detectors (IRID)

Encoder Transmitter 24
Units (ETU)

Encoder Transmitter 96

Unit/Seismic Intrusion
Detectors (ETU/SID)

Air-Delivered Seismic 24
Intrusion Detectors
(ADSID)

Ground Relays 5
Portable Monitors 4
Sensor Mobile 1

Monitoring Systems

Figure 2-1. Tactical Remote Sensor
System Equipment Suite (TRSS).
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a. Detector Types

Figure 2-2. Air-delivered Seismic
Intrusion Detector.

Figure 2-3. Hand-emplaced Seismic
Intrusion Detectorwith
Encoder Transmitter Unit.

MCWP 2-2.3 Remote Sensor Operations

(1) Seismic. The saismic intrusion detector (SID) is the ba-
Sc detector. The SID is equipped with a seismic geophone
which detects ground vibrations caused when personnd or
vehicles pass within the geophone's detection range. SIDs
have an average detection radius of 25 meters for personnel
and 100 meters for vehicles. The detection radius will vary
with soil type; the sensor’s sengtivity may be adjusted to suit
specific environmental conditions. See figure 2-3.

(2) Magnetic. Magnetic sensors are confirming sensors,
primarily used to detect the presence of vehicles or distinguish
between vehicles and personnd. They detect disurbancesin a
sdf-generated magnetic field caused by the presence of fer-
rous metds. They can dso determine direction of movement
across thelr magnetic fidd, i.e, left-to-right or right-to-left.

Magnetic detectors have a limited radius. 3 meters for per-

sonnd and 25 meters for vehicles. Magnetic sensors cannot
be implanted from the air. See figure 2-4.

Figure 2-4. Magnetic Intrusion
Detector with
Encoder Transmitter Unit.
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(3) Infrared. Infrared sensors are another type of confirm-
ing sensor; they are particularly useful for counting the
number of objects (personnd or vehicles) moving through a
sensor string. Infrared sensors use a passive infrared detector

to sense changes in ambient temperature caused by the move-
ment of an object through its field of view. Infrared detectors
can aso determine direction of movement across their field of
vison. Infrared detectors have a unidirectiona detection range
of 15 meters for personne and 100 meters for vehicles. Infra-
red detectors must be above ground with their sensor head
Sted to provide an unobstructed field of view to the survell-
lance area. They cannot be implanted from the air. See figure

2-5.

b. Encoder Transmitter Units. ETUs contain the
logic, circuitry, and power source necessary for the tranamis-
son of sensor detections. A common ETU is used with dl
three types of hand-emplaced detectors; two detectors can be
attached to each ETU. Seefigure 2-6.

In addition, there is an ETU/SID which consists of a seismic
detector and ETU integrated into a sngle package. See figure
2-7. For ar-ddivered sensors, an ETU is integrated into the
ADSID package. ETUs tranamit using one of 599 available
VHEF radio channds, the channd is sdected prior to im-
plant and cannot be changed without recovering the

ETU. In addition to detections, ETUs tranamit periodic
messages to confirm proper operating datus and a specidly

S
g

I
G I\\\ |

il @

Figure 2-5. Infrared Intrusion Detector
with Encoder Transmitter Unit
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coded message to indicate that a sensor has been tampered
with. ETUs are powered by standard C-cell batteries. Battery
power is sufficient for 30 days of continuous operations;
since the battery is used primarily to transmit sensor activa-
tions, battery life may be extended significantly if sensor de-
tections are limited.

2003. Relays

Reays provide line-of-sght communications connectivity be-
tween sensors and monitoring Stes, extending the range of the
TRSS and permitting its use in redricted terrain. Relays con-
9g of a receiver/tranamitter, control circuitry, power source,
and antenna. See figure 2-8. The relay can be programmed to
relay incoming data in red time or dore the data until re-
motely commanded to trangmit the data to an available
monitoring Ste. Reay is accomplished via VHF or UHF ra-
dio link; UHF is used for the transmission of stored data at a
fadter data rate. Relay functions such as channd  sdlection
and operating mode can be controlled remotely via VHF
link from the monitoring Ste. Relays are hand-emplaced; the
relay and power source are concedled on or under the ground
with only the antenna extending from the camouflaged relay
equipment. A single battery pack provides 30 days of con-
tinuous operation; additiona battery boxes can be connected
to provide extended operationa periods.

Figure 2-6. Encoder Transmitter Unit
with Seismic Intrusion Detectorand
Magnetic IntrusionDetector.



® ) @
N
B '
@
@ &
—e— \}“’
JX@ \&/ @

MCWP 2-2.3 Remote Sensor Operations

Figure 2-7. Encoder Transmitter UnifSeismic Intrusion Detector

2004. Monitoring Equipment

Monitoring equipment receives data from sensors and relays,
processes the data to derive the maximum amount of infor-
mation, and generates an automated sensor report. Sensor op-
erators verify the reports and disseminate them to the
appropriste agency. TRSS uses two types of monitoring
equipment: the sensor mobile monitoring sysem and port-
able monitors. Both can receive, decode, and display sensor
data from the U.S. Army Improved Remotely Monitored
Battlefidld Sensor System (I-REMBASS) and the Miniature
Intrusion Detection System (MIDS).

a. Sensor Mobile Monitoring System. The sensor
mobile monitoring system provides equipment for the receipt,
sorage, processng, display, and reporting of remote

sensor activity. The sensor mobile monitoring sysemisa
sdf-contained sysem of monitoring, processng, and
communications equipment mounted on the back of a
HMMWYV. See figure 2-9. A system has two workgtations,
each of which can monitor up to 504 sensors. Either one of
the monitoring workstations can be displaced from the shelter
to provide limited, stand-alone monitoring capability at re-
mote locations.

b. Portable Monitors. A portable monitor is a hand-
held receive/display unit that receives, decodes, and displays
sensor identification code transmissons. See figure 2-10. It is
primarily used to perform field operational checks at the sen-
sor implant Ste. It can be used to monitor sensor activations
on alimited bags, but dl data received by the portable moni-
tor must be processed manudly.
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Figure 2-9. Sensor Mobile Monitoring System.
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Figure 2-10. Portable Monitor.

Figure 2-8. Ground Relay Assembly.
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2005. Future Capabilities capability, providing a means to rapidly implant sensors deep
within the area of interest, even in a medium or medium-high

a. Day/Night Thermal Imager. A day/night thermal A" defense threat environment.
imager is under development which will provide an enhanced
confirmation/classification capability. The imager conssts of
an imaging head and an imager transmisson unit. See figure
2-11. When activated, a sensor in the imaging head will take
a therma image of the target in its field of view. See figure
2-12. The image will be tranamitted to a relay or monitoring
Stefor andyss and integration with other sensor data.

The imager head has a 28 degree fidld of vison and a range
of 9 meters for a full screen image. The imager has an inter-
na SID which activates the imager head when it detects vi-
brations from a target; it can aso be activated by cueing from
a sparate, externdly-connected sensor. Each TRSS suite
will have 24 imaging sensors.

b. Airborne Relay. An airborne relay will provide the
cgpability to rday sensor activetions in red time and/or re-
trieve data stored by ground relays. See figure 2-13. Use of
an airborne rlay amplifies the communications line-of-sight
problem and thus increases the range and depth of the sen-
sor network. An arborne relay is an effective way to service
a generd survelllance network emplaced deep in the area of
interest, where sensor activations are sored in ground relays
far forward of friendly lines. The airborne relay will consst of
an add-on package which can be mounted on a variety of ro-
tary winged aircraft and UAVs.

c. Fixed-wing Air Droppable Sensor. The ealier
third-generation sensor suite included separate ADSIDs for
use by fixedwing and rotary wing aicraft. The current
TRSS ADSID is not suitable for use by fixed-wing arcraft. Figure 2-11. Thermal Imager.
This ADSID will be redesgned in the future to restore this
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Figure 2-12. Sample Image from Thermal Imager.

UAV WITH TRSS RELAY AND RECOVERY UNIT
SID

Imager

IRID

MAGID

Air-delivered
SID

OB ORORORO:

TRSS SENSORS

TRSS GROUND RELAY (commandable) SENSOR MOBILE MONITOR SYSTEM

Figure 2-13. Tactical Remote Sensor Equipment Suité&irborne Relay.

(reverse blank)



Chapter 3

Command and Control oRemote Sensor Operations

3001. Remote Sensor Command and
Control

Marine Corps remote sensor assets are assgned and em-
ployed under the centrdized control of the SCAMP. The
SCAMP has responghility for planning and execution of re-
mote sensor operations in support of MAGTF op- erations.

a. Command. The SCAMP is commanded by the
SCAMP platoon commander, whose authority and responsi-
bilities are amilar to those of other commanders.

b. Operational Control. Operationd control
(OPCON) of SCAMP rests with the MAGTF commander.
The MAGTF commander exercisess OPCON through the
G-2/S2 and the SARC. OPCON includes the authority to
plan and execute remote sensor operations, assign a tactica
mission to the platoon, and designate support relationships.

c. Administrative Control. Adminigrative control

(ADCON) is exercised through the adminigrative chain of

command. Currently, the intelligence company exercises AD-
CON over the SCAMP and is respongble for training, equip-

ping, and ensuring the required order, discipline, maintenance,
and susainment of the platoon.

d. Attachment

(1) Temporary command relationships, such as the attach-
ment of the platoon or detachments from the platoon to
MAGTFs amdler than a MEF or mgor subordinate com-
mands, may occur dependnon the tactical Sit- uation.

(2) In this rdationship, the command to which the
SCAMP/SCAMP det is attached assumes full command
(OPCON and ADCON) responghility for the attached
eement.

(3) Attachment of SCAMP subdements will normadly be
used to provide remote sensor capability to deploying
MAGTFs smdler than a MEF. When the entire MEF de-
ploys, generd support (GS) and direct support (DS) relation-
ships should be used to tailor remote sensor support, rather
than attachment.

(4) SCAMP detachments should be built around standing
dements (sensor employment squads/sensor  employment
teams [SESY'SETS]). When the attachment of a SCAMP det

to agtanding MAGTF (eg., aMEU), will be arecurring evo-
lution, every effort should be made to establish a habitud re-
lationship between that MAGTF and the detachment's base
SESor SET.

e. Support Relationships

(1) General Support. When the SCAMP or a detachment
from the platoon operates in GS, it supports the entire

MAGTF. Due to the depth and range of remote sensor opera-
tions and the need to integrate remote sensors with other deep
survelllance assats, GS will be the norma support relation-

ship for SCAMP dements. In GS, the MAGTF commande,

through the G-2/S-2, determines priority of support, locations
of sensor grings and monitoring Stes, and information dis-
semination flow.

(2) Direct Support. The entire SCAMP or portions of it
may be placed in DS of a particular unit. Under DS, the
SCAMP dement provides specific support in accordance
with the supported unit’s requirements. This support can con-
s of emplacing a new sensor network, enhancing an exis-
ing one to cover the supported unit's area of interest, or

samply establishing a monitoring Ste to provide direct dis-
semination of sensor data to the supported unit's SARC or
COC. In DS, a SCAMP liaison dement is provided to the
supported unit. A monitoring Ste is collocated with the com-
mand post (CP) of the supported unit or the unit receives sen-
sor information directly from a designated monitoring Ste. As
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with attachment, habitua relationships between SCAMP de- a. Mission. The misson of the SCAMP is to plan the
ments and supported units should be established whenever employment of, to operate, and to maintain a remote sensor

possible.

(3) Factors Influencing Support Relationships. No
single mode of support is appropriate to dl Stuations. Key
congderations in determining the appropriate support rela
tionship are asfollows:

Concept of operations.
Remote sensor application being employed.

Depth of the sensor network forward of friend- ly
lines.

Requirement for timeliness of sensor infor-
mation.

As the most common use of remote sensorsis to provide gen-
erd surveillance of the area of interest and because sensor in-
formation must normaly be combined with other intelligence
to gan full benefit of this information, GS is the preferred
support relationship. The use of DS may be appropriate in
the following circumstances:

® To support a unit designated as the main effort
for a particular operation or phase of an
operation.

During the conduct of independent or geographi-
cally separated operations by a subordinate
element.

To provide early warning of enemy activity to the
unit (s) responsible for that sector of the area of
operations (AO).

To provide target acquisition support to fire sup-
port agencies responsible for that sector of the
AO.

Responghilities under genera support and direct support are
shown in figure 3-1.

3002. Sensor Control and Management
Platoon

system in support of MAGTF operétions.
b. Tasks

The SCAMP performs the following tasks.

Plans employment of remote sensor systems in
support of MAGTF operations.

Conducts remote sensor monitoring operations.
M aintains remote sensor equipment.

Trains personnel to emplace remote sensors and
datarelays.

Assists in the planning and execution of sensor
emplacement missions.

Implants air-delivered
helicopters.

Provides liaison teams to the MAGTF CE and
units designated to receive DS from the remote
Sensor system.

remote sensors from

c. Organization

There is one SCAMP per MEF. A SCAMP conggis of a
headquarters section and three SESs. Each SES congsts of a
squad headquarters and two SETS. See figure 3-2. Each SET
operates one TRSS suite of equipment. Each SCAMP can
deploy sx SETsand six full TRSS suites.

(1) Headquarters Section. The headquarters section
conssts of the headquarters group (platoon commander, as-
Sgant platoon commander/maintenance officer, platoon ser-
geant), planning section, supply/maintenance section, and
adminigtrative section.

The headquarters section performs the following functions:
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Responsibility General Support Direct Support
Establishes liaison SCAMP liaison and control Liaison team with supported
element with SARC or MAGTF | unit G-2/S-2
G-2/S-2
Note 1
Develops sensor surveillance SARC Supported unit
plan G-2/S-2 or SARC
Note 2
Directs sensor emplacement SARC Supported unit
missions G-2/S-2 or SARC
Note 2
Positions monitoring sites SCAMP commander in SCAMP commander in
coordination with SARC coordination with supported
unit
Determines sensor data flow MAGTF G-2/S-2 or SARC Supported unit G-2/S-2
Provides admin/log support Commander with ADCON Commander with ADCON
responsibility

Note 1: When no SARC is established, MAGTF G-2/S-2 performs SARC functions.
Note 2: The SARC or supported unit G-2/S-2 may perform these functions depending on the tasking
authority given to the supported unit.

Figure 3-1. Responsibilities Under General Support and Direct Support.

SENSOR CONTROL
AND MANAGEMENT
PLATOON
HEADQUARTERS
SECTION
SENSOR SENSOR SENSOR
EMPLOYMENT EMPLOYMENT EMPLOYMENT
SQUAD SQUAD SQUAD
SENSOR SENSOR
EMPLOYMENT EMPLOYMENT
TEAM TEAM

Figure 3-2. SCAMP Organization.
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* Plans remote sensor operations for the MAGTF
asawhole.

®* Manages execution of the sensor surveillance
plan.

® Provides liaison element to CE or senior sup-
ported headquarters.

® Performs 2d-4th echelon maintenance on remote
sensor equipment.

® Provides supply support for the platoon.
® Training management.

* Embarkation.

® Platoon administration.

(2) Sensor Employment Team. The SET is the basc
unit of employment for remote sensor operations. A SET is
made up of four Marines and operates one TRSS suite of
equipment. A SET is desgned to support a MEU-szed
MAGTF. A SET can provide the following capabilities:

® Develop alimited-scope sensor surveillance plan.

® Assist in the planning and execution of implant
operations.

® Provide sensors and relays for the employment of
up to 24 hand-emplaced and 8 air-delivered sen-

Sor strings

® QOperate a single monitoring site on a continuous
basis.

® QOperate a remote monitoring site for limited
periods.

® Perform 1st echelon maintenance on remote sen-
sor equipment.

(3) Sensor Employment Squad. A SES consgts of a
three-man squad headquarters and two SETs. The squad

headquarters provides an enhanced planning and liaison
capability over that of the SET. In addition, it provides

greater flexibility in the establishment of remote monitoring
Stes.

d. Concept of Employment

(1) SCAMP as=ts will be task-organized to provide remote
sensor support. While a SET or SES is configured to support
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anotional MEU or larger MAGTF, the specifics of the Stua
tion will determine the configuration of the sensor assets
employed.

(2) The SET is the basic unit of remote sensor employment.
It is ds0 the gmdlest dement capable of independent
employment.

(3) A SET is configured to support a MEU-szed MAGTF.
A SESisdesgned to support a MEF(Fwd). A MEF will nor-
mally be supported by an entire SCAMP.

(4) During tactical operations, the SCAMP or SCAMP de-
tachments remain under OPCON of the MAGTF com-
mander, normaly in GS of the entire force. The MAGTF
G-2/S2 exercisss OPCON for the MATGF commander
through the SARC.

(5) The entire platoon/detachment or portions of it may be
placed in DS of a subordinate unit. SESs or SET's are config-
ured for the DSrole.

3003. Tasking Remote Sensor Assets

a. Tasking Authority. Tasking authority for remote
sensor assets rests with the commander who ex ercises
OPCON over the SCAMP/ISCAMP detachment. Tasking

authority includes directing the—

® Emplacement of sensos and relays.
e Establishment of monitoring sites.
® Dissemination of sensor information.

Under DS, the supported commander may be given complete
or patia tasking authority over the supporting re-mote sen-
sor assets. For example, a unit with a SCAMP det in DS
may be given authority to position monitoring Sites and direct
the dissemination of sensor data, but not be authorized to em-
place new sensors. In edtablishing the support relationships,
the MAGTF commander must designate the degree of task-
ing authority delegated to the supported commander.

b. Exercise of Tasking Authority. Tasking author-
ity is normaly exercised by the SARC, based upon
commander’s guidance, direction from the G-2, the intelli-
gence collection plan, and the concept of operations. The ma:
jority of remote sensor tasks will be assigned by the sensor
surveillance plan. Modifications to the plan or new taskings
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will be given to the SCAMP in the form of frag orders, usu- b. SCAMP Liaison and Control Element. The

aly viaa SCAMP liaison and control eement located in the
SARC.

c. Requesting Remote Sensor Support

(1) Remote sensor support is requested through the opera-
tiond chain-of-command, utilizing established intelligence
collection support procedures.

(2) Subordinate units will normally identify generd intelli-
gence collection requirements rather than asking specificaly
for remote sensor support. This permits the MAGTF collec-
tions officer to determine the best asset to satisfy the require-
ment; the best asst might be an unmanned aerid vehicle
(UAV) or arecon team but not remote sensors.

(3) In certan circumstances, it may be appropriate for a
subordinate unit to specificaly request remote sensor support.
In asking specificaly for remote sensor support, a subordi-
nate unit may request that sensor survelllance be established
in a particular location(s), a SCAMP det be placed in DS, or
that sensor reporting be provided through a specific commu-
nications link. For example, the ground combat eement
(GCE) may want to incorporate sensors in support of its cov-
ering force during defensive operations; in this case, the GCE
should request a SCAMP det be placed in DS, with authority
to emplace its own sensor network.

(4) Any type of remote sensor support request should be co-
ordinated between the collections section of the MAGTF and
the requesting unit.

3004. Remote Sensor Control Agencies

The following agencies are normaly edtablished to exercise
control over remote sensor operations. See figure 3-3.

a. SARC. The SARC sarves as the focd point for the plan-
ning and execution of intelligence collection operations within
the MAGTF. The SARC exercises operationa control for the
MAGTF commander over remote sensor assets. The SARC
develops the sensor surveillance plan, supervises the execu-
tion of the plan, develops and issues new remote sensor task-
ings, and maintains the current status of the established
sensor network and remaining remote sensor assets. When
no SARC is established, the G-2/S-2 section of the supported
unit will carry out these functions.

SCAMP/SCAMP det will provide a liaison and control ee-
ment to the SARC. This eement is headed by the platoon or
detachment commander. It performs the following functions:

® Plans remote sensr operations.

® Exercises command and control of SCAMP
elements.

* Maintains status of remote sensor assets.
® Receives sensor reports from monitoring sites.

c. SCAMP Headquarters. The platoon or detachment
headquarters provides adminigrative and logistical support

to remote sensor operations. A SCAMP CP will normaly be
established in proximity to the SARC.

d. Monitoring Sites. Monitoring sites maintain the
gatus of and provide reporting from their assigned portions of
the sensor network. A senior monitoring Ste may be desig-
nated to coordinate the activities of al the monitoring Stes;
otherwise, this function is carried out by the SCAMP liaison
and controlelement of the SARC.

e. SCAMP Liaison Teams. SCAMP liason teams
are provided to units assgned implant missons and units re-
ceiving DS from a SCAMP dement. Responsibilities for |i-
ason teams to implant agencies are listed in paragraph
5002. Responghilities of liason teams for supported units
parald those of the SCAMP liaison and control eement of
the SARC.

3005. Communications for Remote
Sensor Operations

The success of remote sensor operations depends upon the
maintenance of effective command and control of monitoring
operations and the timdy dissemination of sensor data. De-
talled planning is required to ensure that the necessary com-
munications architecture is established to support remote
Sensor operations.

a. Sensor Data Transmission. The transmisson of
sensor data from the encoder trangmitter units and relays is
done in a unique frequency band; no other U.S. military
equipment uses this frequency band. Therefore, thereisno re-
quirement to establish aunique “Sensor Data Tranamis-

son’ net. However, the SCAMP must il request dlocation
and coordinate the use of frequencies and channels for sen sor
data transmission with the communications-electronics officer
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in accordance with established procedures for use of eec-
tronic emitters.

b. Sensor Reporting. The timeiness requirement for
sensor reporting will dictate the choice of means used to dis-
seminate sensor reports. The following are options available,
listed in order of preference:

(1) Direct Dissemination. Whenever possble, a moni-
toring Ste should be collocated with the SARC or CP of the
supported unit. A monitoring Ste in proximity to the sup-
ported unit can provide direct dissemination of sensor reports
viamessenger, telephone, or loca area network.

(2) Radio. Transmission of sensor reports via radio nets
may be the only way to disseminate sensor information in a
timely manner, particularly when monitoring stes are dis-
persed throughout the AO.

(@ If a high volume of time-sendtive reporting is antici-
pated, a sensor reporting net should be established; other-
wise, time-sengtive reports can be sent over the supported
unit's intdligence or reconnaissance net while non-time-
sengtive reports can be disseminated via messenger or other
means.

MONITORING SITE

SARC

SCAMP
LIAISON &
CONTROL
ELEMENT

SCAMP .
CP

............

</ ;\s
-
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(b) The supported unit's intelligence or aert/broadcast net
should be used to transmit critica early warning or target ac-
quisition reports.

(c) Data transmisson should be used whenever possible to
minimize transmisson time and ensure accuracy of the

reporting.

c. Command and Control. The SCAMP/ISCAMP
det commander must maintain effective command and control
over his subordinate elements. While this can sometimes be
accomplished by using the communications

assets of the supported unit(s), normaly, positive control re-
quires the establishment of a separate SCAMP command net.

d. SCAMP Radio NetsThe following unique SCAMP
radio nets may be required for the conduct of remote sensor
operations.

(1) Sensor Reporting Net

(@) Purpose. Provides a means for rapid reporting of sen-
sor data to supported units. This net will operate in a broad-
cast mode whenever possible any unit with the capability
may enter the net to copy pertinent sensor reports.

(b) Composition

SUPPORTED

~ < _UNIT /\

LN
TEAM

O

MONITORING
SITE

Ay

spzseerssssrsssrssarssresersssserenseieT

O

- MONITORING
" \ SITE
A IMPLANT
LN TEAM
TEAM

Figure 3-3. Sensor Control Agencies.
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® SARC (net control). ® SARC (SCAMP liaison and control element).

® Monitoring sites. ® Platoon/det headquarters (net control).

® Supported units. ® Monitoring sites/deployed SES/SETs liaison
teams.

(2) SCAMPCommand Net

(@) Purpose. Provides means for SCAMP commander to
exercise command, monitor status of remote sensor opera:
tions, and coordinate adminigtrative and logigtics requests of
subordinate elements.

(b) Composition

(reverse blank)



Chapter 4

Planning for Remote Sensor Operations

Remote sensor operations require detailed planning and key intelligence developed through

the IPB process in order to be successful. The mission, area of operations, threat, com-
mander’s intent, and concept of operations mug be analyzed to determine the potential for
remote sensor employment and the sensor information requirements which must be satis-
fied. To devdop a sensor surveillance plan, a sensor employment planning cell headed by
the intelligence collections officer uses a six-gep sensor employment planning cycle. The
sensor survelllance plan provides the employment concept and detailed ingructions for the
execution of remote sensor operations. Requirements for implant operations are developed

along with concepts for the monitoring and dissemination of sensor data and these dements
are combined into the sensor survellance plan.

4001. Remote Sensor Support to
Operations

The nature of the misson determines the tactica application
and scope of remote sensor operations. For each type of mis-
son, there are unique condderations for the employment of
remote sensors.

a. Offensive Operations. Offensive operations, aong
with amphibious operations, are the mog difficult to support
with remote sensors. The rapid pace and fluid nature of mod-
ern offengve operations may result in emplaced sensor net-
works being quickly uncovered by friendly forces;, sufficient
time and resources may not be available to reestablish the net-
work to support exploitation and pursuit. In addition, moni-
toring operations and the dissemination of sensor data are
complicated by frequent displacements of advancing units.
When a sensor network can be established in advance of the
operation, remote sensors can provide the following support:

® Monitoring of objectives. Sensors can provide
surveillance of an objective and the avenues of
approach to it, detecting and characterizing the
nature of activity onand around the objective.

e Surveillance of entry points. As with objectives,
sensors can provide surveillance of beaches, heli-

copter landing zones (HLZs), and drop zones to
help determine their suitability.

® Surveillance of the area of interest. Sensors em-
placed deep in the battle area can help guide the
planning effort by characterizing the location, na-
ture, and intensity of enemy activity in the area of
operations. Once execution begins, the sensor
network helps monitor enemy response to the at-
tack, providing early warning of reinforce-
ment or counterattacks, identifying retrograde
operations, and assisting in target acquisition
efforts.

b. Defensive Operations. The TRSS is well suited to
support defengve operdtions. As in offensve operations, sen-
sors provide the best support when they can be emplaced
deep in the area of interest. In the defense, sensors are im-
planted adong likely avenues of gpproach and in and around
probable assembly areas to provide early warning of enemy

attacks. An extensve sensor network can be used to track en-
emy formations as they move across the battlefield, providing
basic targeting data and cueing other target acquisition assets.

In a mobile defense, sensors can aso be used to provide sur-
veillance of gaps between units or of open flanks or rear
aress.

c. Amphibious Operations. The employment of re-
mote sensors in support of amphibious operations presents
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many of the same challenges as supporting offensve opera-
tions, coupled with the following additional com- plications:

® Increased size of operating area and number of
objectives, entry points, lines of communications,
and named area(s) of interest (NAI) to be
covered.

e Limited access to the amphibious objective area
for implant operations.

® Risk of compromising OPSEC by emplacing
Sensors.

® Maintenance of communications line-of-sight be-
tween sensors/relays and shipboard monitoring
Sites.

® Conduct of shipboard monitoring operations.

d. Military Operations Other Than War. The
TRSS can be used to support forces engaged in military op-
erations other than war (MOOTW). Generdly, it is the na
ture of the threet, the characterigtics of the area of operations
and the duration of the operation rather than the particular
MOOTW mission which will determine the applicability of
remote sensor support to a particular operation. Missons
which have alarge area of operations and are conducted over
an extengve period such as peacekeeping or support to coun-
terinsurgency are more likely to benefit from TRSS employ-
ment. Conversaly, the opportunity to emplace and develop an
effective sensor network in support of short-duration, limited-
scope operations like raids or recovery operationsis minimd.

4002. Planning Considerations

a. Terrain. Teran factors have a sgnificant impact on
sensor employment. The prevailing terrain in large part deter-
mines potentid sensor locations, implantation means, sensor
detection radius, the requirement for relays, and the postion-
ing of monitoring Stes. Terrain factors to be conddered are
asfollows

® Soil type and composition. These factors deter-
mine detection radius and emplacement method;
hard, compacted soils offer best detection condi-
tions for seismic sensors.

¢ Ambient interference. Seismic noise due to vol-
canic activity, earth tremors, surf action, or
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running water (either natural, e.g., rivers and

streams, or man-made, e.g., sewer or water sup-

ply systems) will degrade the quality of seismic
sensor performance. Emissions from power lines
and other electronic sources can disrupt magnetic
Sensors.

® Vegetation. Vegetation provides cover and con-
cealment for sensors and relays, but may inhibit
antenna placement and interfere with communi-
cations line-of-sight.

® Lines of communications. The traffic pattern in
the area of operations is a critical factor in deter-
mining the best locations for sensor emplace-
ment. In general, areas with limited lines of
communications and restricted cross-country mo-
bil