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(U: NRO GROUND COMMUNICATIONS INFRASTRUCTURE AND SERVICES

(U} PROGRAM PERSPECTIVE _ (CAOTS) telecommunications technologies and correlates these with user-
' focused requirements 1o ensure an integrated development and to identify
q g p 1d
National Reconnaissance Program - interdependencies. Actual integration of these new technologies into the
Information Services ’ NRO telecommunications nétwork will be governed by user requirements
Funds by Expenditure Center and Base/Ongoing/New and the use of sound business and engineering practices. (Note; COMM 0C
FY 1996-2003 . dates generally precede system IOC dates found elsewhere in this CBIB.)
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(U) Ground communicaiicns plays a pivotal role in the consolidated and
integrated space-based collec ion architectures of the NRO, by managing the
assured flow of intelligence aad data through ground-based assets. This role
is accomplished through the design, acquisition, operation, maintenance,
and management of the grour d communications portion of the overall NRO
Information Systems Infrast ucture, which includes both telecommunica-
tions and Management Inforriation Systems (MIS).

( The Information Technology Group (ITG) within the Communica-
tio irectorate (COMM) provides the critical ground communications link
in the end-to-end systems eng.ineering effectiveness of the NRO. ITG’s tele-
communications network sipports mission tasking to NRO satellite
operations; transmission of time critical sateliite command and control, and
telemetry data; and disseminztion of wideband mission data supporting the
operations and maintenance of the NRO’s overhead IMINT, SIGINT, and
MASINT collection and processing systems. ITG also provides services in
direct support of NRO'’s miss.on (i.e., secure voice, secure video teleconfer-
encing, and data transfer services are provided to the NROIF
community to send, receive, store, display, and manipulate adminisiralive,
voice, facsimile, and video dzia). Our vision is “to be the premier NRQ cus-
tomer service provider <f unparalleled information systems and
telecommunications "capabilit es.” The overall sirategy for achieving this
vision is to integrate development and operations by defining a user-focused, " VIMS0398
standards-based, integrated a1d open systems architecture. Figure 74 pro-
vides a delineation of this straregy. Tt identifies new, commercial-off-the-shelf
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Structured for the first :ime in last year’s CBIB as seven logical cate-
gories of expenditure, in this CBJB we have added an eighth interrelated
category. Each of the eight ca:egories is explained in detail below. This bud-
get (summarized above) is designed to achieve the primary goal of enriching
the NRO’s mission data transport capabilitics as well as providing systems
and services to support overa'l improvement of the NRO mission as a “sys-
tem of systems.” A key eleme nt of this goal is the consolidation of alil NRO
communications facilities and improved connectivity between elements by
replacing parallel, incompatit le networks with integrated systems based on

S
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commercial and government -tandards. ITG is participating in the definition_

of an NRO open systems stendards profile to establish network standards
and policies for information and telecommunications services to all ' NRO
elements, consistent with In elligence Community and DoD information
architectures. The scope of th:: open systems standards and policies includes
engineering, software development, installation, testing, and operations and
maintenance support for a sin zle NRO network. ‘

At the same time, we must provide a reliable and secure infrastructure
in the most efficient and cos effective manner. Over the next decade, the
network security ITG provides to the NRO will evolve to account for new
and increasing threats and simultaneously take advantage of evolving secu-
rity technology. ITG will us: a “risk management™ approach to network
security policy, whereby risks are understood and protective countermea-
sures are incorporated to, at :, minimum, mitigate the risk to an accepiable
level. The costs of providing : ecurity protection will be balanced against the
cost of not providing protection (i.e., the risk, exposure, and potential harm
if the protections are not inccrporated), The NRO network system security
program is designed to enhat ce the security posture of ITG-provided net-
works and information processing capabilities by integrating managerial,
administrative, procedural, a1 technical security measures to attain an
acceptable level of protection,

‘ The NRO's integration of its ground communications network sup-
ports its family of Intelligeace Community, government, military, and
industrial organizations arourd the world. This common communications
system is key to assuring secu.re connectivity for launch, on-orbit command
and control, and timely proce:sing and dissemination of mission data. This
cohesive process from Tasking; through to Products is depicted as Figure 75.

A common communications system becomes even more critical as the

O continues to integrate th= operations and data from ifs mission ground

stations. Examples of this inte gration are reflected in the following ongoing
and planned architectures:
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Figure 75. 'Tasklngs to Products Flow
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Through effective management of -nission-essential bandwidth, we
calf achieve cost-effective sharing of securz communications requirements
such as voice, facsimile, video teleconfereacing, and MIS services across
the NRO. The overall system must remain -esponsive lo new requirements,
as well as continue to service and mair ain the existing infrastructure,
COMM Ground Communications is working closely with the collection
System Program Oftices (SPOs) as they migrate loward consolidated sys-
tems to evolve the communications infrastr cture to meet these efficiencies.

(T, /’ The warfighting components of the military services, the national
dec#ion makers, and the Intelligence Comnunity are the customers of the
NRO's products. Satisfaction of their requ rements necessitates collabora-
tion among these many Agencies and Departments. We are working through
the Intelligence Systems Board (ISB) to ircrease NRQ’s interconnectivity
with the Intelligence Community and the military. The NRO receives its
tasking from a variety of sources. ITG provides communications systems
and interfaces which support collection system tasking directly from
national and military users; preduct dissemination through the National
Imagery and Mapping Agency (NIMA) and NSA; and connectivity to the
DIA-managed Joint Worldwide Intelligcnce Communications System
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(JWICS). An example of how :his kind of interaction has resulted in opera-
tional advantage is the data relay support for the Defense Airborne
Reconnaissance Office (DAR()) Extended Tether Program now being pro-
vided by NRO. Our network is continually being optimized by incorporating
the most economical communi cations services through the use of commer-
cial providers, purchased com nunications lines through DISA, and shared
resources use with NSA or oth . IC Executive Agency communications ser-
vices. An excellent, and Jong-s anding example of this oplimization is NRO
and NSA su ige jointlv, ¢ serations at several

? Finally, ITG’s strategic ;:0als include expanding existing capabilities
to Allow increased support to US military actions. COMM places great
emphasis on enhancing exercis2 and contingency support and we are in fact
now striving to extend that support to our warfighters engaged in hostile
operations. Plans for expanded connectivity and interoperability with the
military user community will involve expanding ITG's communications
capabilities to enhance NRO st pport to military exercises and provide more
flexible contingency support, : nd consolidating and establishing processes
lo prioritize and more fuily use satellite communications (SATCOM) and
other resources during contingencies. All of these activities allow us 1o
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improve the flow of information and support new architectures that will
increase responsiveness (o “tactical’ users.

(U) §YSTEM DESCRIPTION AND OPERATIONS CONCEPT

) COMMY/ITG provides classified communications and related techni-
cal support to more than overnment and contractor facilities -which
directly support the NRO. Figure 78 provides a visual synopsis of the NRO
Integrated Ground Communications Network,

) This NRO enterprise-wide communications infrastructure supports all
aspects of the organization’s mission. Communications support is provided
to acquisition activities belween the NRO programs and their supporting
industrial base to include definition of requirements, detailed design, and
implementation of capabilities. Launch communication services encompass
not only the actual launch event, but also prelaunch planning and support to
mission needs such as pad-to-factory vehicle telemetry for remote testing
and video services for anomaly resolution. Connectivity is provided for sat-
ellite operations and mission data transmission worldwide by fixed and
mobile communications.

(U) Ongoing efforts to consolidate, streamline, and integrate communica-
tions-computer infrastructure services and support are directed at five areas:

— standardizing the requirements process;
— improving operational support;

— enhancing the interoperability, internally and externally, of NRO
communications and computer systems; -

— making maximum use of commercial services and products; and,
taking advantage of evolving technology.

As the NRO overhead architecture evolves, the ground communica-
tiofls " requirements demand increased capacity, interoperability, and
interconnectivity. ITG has developed an Integrated Road Map (IRM) 1o
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facilitate strategic planning of these changing requirements and to guide
{uture investment decisions. Long range planning is critical in implementa-
tion of the NRO strategic vision and the dramatic increase in interaction with
-agencies, both within the Intelligence Community and the DoD. lnteraction
with IMINT, SIGINT, Office of Systems Applications (OSA), Operational
Support Office (0S0), and Office of Space Launch (OSL), as well as other

Control N_

customers, requires us Lo plan and provide bandwidth needs which can han-
dle not only normal traffic, but meet Quick Reaction Capability (QRC)
requirements as well. The goal of this planning activity is to cultivate broad
architectural concepts, based on open systems standards and commercial
practices which support the integrated infrustructure to optimize NRO col-
lection services.
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(U) FUTURE INVESTMENT

! ITG is continuing its cfforts toward achieving a consolidated and inte-
grdied information systems and services infrastructure. The advantages of
employing common standards and processes, providing a seamless information
network not only within the NRO but also with external clements, are signifi-
cant. Ground communications challenges are increasing as the NRO integrated
collection systems and associated processing facilities are consolidated, render-
ing a significantly more communications-intense collection architecture.
Mission data requirements will increase by a factor of about fifty to support
remote downlinks and for transport of data between processing facilities. Sig- (U) Network Operations
nificant increases in mission data transfer requirements are expected to result in
large increases ini long haul communications speed and capacity for this ser-
vic

(# Funds network operations and maintenance support for 24 hours per
daff, 7 days per week operation of the NRO core communications services.
Contracts for operations support of servers, desktop terminals, peripheral
devices, LAN infrastructure equipment, warehouse support, help desk and
Future investments designed to enhance systems administration support, training support services, consolidated

operational support and achieve cost efficiencies are underway and are reflected maintenarnce contracts, contract maintenance support for over 10,000 net-
in the IRM, work devices, are funded
‘ here. The most s1 cant components are the communications and com-

(U) BUDGET ELEMENT puter support contract, equipment service contracts, engineering and support
(U) Leased Lines

services contracts, and consolidated maintenance contracts for launch com-
munications support. Network Operations & Support also funds the NRO-
CIA connectivity via the &current!y used for administrative
services to CIA employees in the NRO. The FY 98 decrease is attributed to
the redistribution of dollars within Ground Communications to more accu-
rately reflect program objectives and priorities. FY 97 and out funding has
been adjusted downward to .capture forward funding and CAAS
adjustments.

% The Integrated Network Management System (INMS) initiative that
prdvides reliable, responsive, and integrated network and information sys-
tem management capabilities across the NRO communications backbone is
another major activity. INMS provides an integrated, scalable system for
monitoring, measuring, and controlling the NRO enterprise network and its
services, and entails the migration from numerous disparate network man-
agement systems to a single, highly automated, standards-based, open-
systems architecture. FY 98 funds support the acquisition, installation, and
integration of pre-planned hardware and software upgrades commensurate
with technological advances and established and proven COTS products.
Cost efficicncies are realized by a reduction in administrative and opera-
tional costs through the consolidation and automation of redundant
management systems and processes. Additionally, INMS provides enhanced
nctwork and  data sccurity, facilitates network architecture changes,
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optimizes use of network and system resources, and reduces degradation and Additionally, FY 97 funding was adjusted downward to incorporate forward
disruption of network services. - funding adjustments. e
rware Support (U) In an environment aimefi at improving efficiency and lowering costs,
(U) Soft PP ITG has developed eight “business centers™ across the organization. These
( business centers undertake a “process owner” responsibility for standardiz-
p po

ing the architecture, cost, implementation, and life-cycle support for-
products under their purview. They are serving as models to be replicated
throughout ITG and the NRO, by establishing standardization, recapitaliza-
tion programs, ordering efficiency, and cost savings. lmprovements are
currently being realized through quicker delivery to the customer, reduced
acquisition costs, and systematic capital investment programs to replace
obsolete, unmaintainable equipment. '

(U) Major activities for FY 98 and beyond include the following efforts.

(U) Network Hardware

s
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MIS Modernization trensitions the NRO to a next generation Manage-
mefit Information System (M IS) in FY 97, with the goal of completing the
effort by the end of FY 98. [ uring FY 98, ITG will continue to recapitalize
its obsolete NeXT workstation inventory, and will replace it with a.main-
stream Intel Pentium-based workstation that supports a wide range of
hardware and software CO'"S products. The benefits are improved data
interchange with external ory anizations and reduced need to purchase more
expensive niche market procucts. The next generation MIS desktop work-
station will allow the NRO t select the most cost-effective solution for its
evolving MIS and external customer requirements. FY 98 costs to accom-
plish workstation recapitalization include hardware purchases, plus non-
recurring contract systems e gineering and installation support costs. The
NRQO’s MIS modernization : trategy will eliminate dependence on limited
solutions by investing in maistream COTS MIS products and technologies
that are more powerful, bette- integrated, less expensive, and more manage-
able. The new MIS will g ve the NRO the foundation of a MIS that
exemplifies the spirit of res|onsiveness and technological excellence that
will carry the NRO into the 2{st century. :

(U) System Engineering

(U) This line funds syster: engineering, configuration management, and
systems integration. A significant effort is currently underway to develop new
system concepts, options, and capabilities through ITG’s Laboratories. These
development, test and integra ion laboratories are its mainstay for developing
a robust, distributed, and int.grated architecture through use of innovative
systems engineering, life-cycl: planning, and pursuit of preeminent emerging
technologies. The ITG Syste:ns Engineering Staff (SES) is tasked with the
consolidation and integration of all ITG lab activities to improve efficiency.
This management provides ccntrolled focus on the development, integration,
testing, and checkout functior s involving new transmission/switching equip-
ment, networking equipmen: and services, and all applications software
required for the NRO networ:. The Advanced Engineering Analysis Center
(AEAC) is the most recently i icorporated lab. AEAC’s goal of enhancing the
operational efficiency of NO networks and communications systems
directly supports the COMM Strategic Plan for integrating all of the NRO's

NOFOPIN
TOP SHCRET

239

Control Nori

i
13

MIS and telecommunications requirements and services into the most effi-
cient network possible to meet customer needs. The AEAC lab will perform
development and integration on technologies related to advanced communi-
cation and information systems and services to include high speed
netwarking, multimedia services, and Intemnet technology.

) Significant compone 15 program. include the configuration
management and system integrator working with the various program
offices 1o ensure requirements are captured and tracked to a project and
schedule. Minor components include consulting engineering contracts, stud-

_ies and lab work, engineering services associated with record message

transport, and mail server engineering services. Systems Engineering Sup-
port also provides for the integration of evolving technologies into the NRO
communications system. )

(U) System Development

(U) Software Development funds network hardware and software support,
tools and test equipment, systems integration services, and service and con-
sulting contracts associated with the development and initial deployment of
new information systems. The increase from the FY 97 President’s Budget is
the result of a realignment of funds into System Development from within
Ground Communications.

(U) The following ongoing initiatives focus on consolidation of multiple
independent networks and leveraging new network bandwidth, messaging,
and nanagement technologies that produce savings over time.
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‘ Defense Message System (DMS) runds engineering and proof of
caicept activities to transition to DMS in response to the Defense Informa-
tion System Agency's (DISA) initiative to provide improved record
communications and E-mail for the DoD. Fer direction from the DCI, the
NRO and the rest of the Intelligence Ccmmunity will transition fro
SOCOMM, AUTODIN, and E-mail to DMS. This will include a#
level, DMS compliant messaging capabilitv with retrospective search an
profiling enhancements. The NRO Intellijence Demonstration Network
(TDN) testbed will enabie functional testing ind evaluation of DMS compo-

nents to determine DMS compaublllty witt the Intelligence Community’s
unique messaging and security requirements
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{U) Miscellaneous Support and Services

(U) Funds consumable supplies, publications, tools and test equipment,
cellular phone and pager support to the NRO customer base, vehicle pur-
chases, fuel, maintenance support to field units, fee-for-service expenses
pursuant to host- tenant agreements, base supply and imprest accounts, bench
stock, base transponanon management office expenses, and trave! and train-
ing expenses. Funding in FY 97 was adjusted downward to incorporate
forward fundmg adjustments.

(U) Information Systems Reinvesiment Reserve

(U) In summary, COMM/ITG continues to satisfy increased requirements
by efficient management and economies of scale through consolidation of
systems, networks, and applications. Initial fiscal investments have paid off
in terms of cost savings from the removal of no longer needed redundancies,
implementation of improved procurement practices, and centralized design,
implementation and operations efforts.

(U) The strategy to achieve our vision emphasizes maximum use of COTS
products and services, while maintaining a strong technology program and
constant innovation to ensure the most cost-effective and mission-responsive
support. ITG is moving vigorously to evolve an end-to-end (requirements
management to dissemination), integrated and interoperable communications
and information systems architecture, in partnership with other NRO pro-
grams. We believe the program is balanced, sustaining the most capable
support in a decreasing fiscal environment while retaining essential core
capabilities for a viable NRO ground communications infrastructure,
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