




















Policy [-30 Dated: 15 December 2004

22. Pre-publication Review — A review to determine if information proposed for public
dissemination in one’s official capacity is consistent with established NSA/CSS, DoD, and IC
policies and programs.

23. Private Capacity — Acting on behalf of one’s self and not in association with
NSA/CSS.

24. Protected Information:

a. Classified Information — Information that is classified or is in the process
of a classification determination pursuant to the standards of Executive Order 13526 or
any successive order and implementing regulations. It includes, but is not limited to,
intelligence and intelligence-related information, sensitive compartmented information
(information concerning or derived from intelligence sources and methods), and
cryptologic information (information concerning communications security and signals
intelligence. including information that is also sensitive compartmented information)
protected by Section 798 of Title 18, United States Code.

b. Information Protected bv Statute — Unclassified information relating
to the organization, functions, and activities of NSA/CSS; relating to the names, titles,
salaries, and number of persons employed by, detailed or assigned to NSA/CSS:; and
relating to communications security information involving codes, ciphers, and
cryptographic systems used by the United States Government or any foreign
governments.

25. Public Dissemination — Dissemination of information in a documentary form
(including, but not Jimited to, written matenal, videos, and photographs) to one or more persons
who do not have the appropriate access authorization, secunty clearance, and need-to-know to
receive official NSA/CSS information.




ANNEX A

CLASSIFICATION REVIEW PROCESS

1. PROCEDURES:

a. Current NSA/CSS affiliates acting in an official capacity shall submit for
supervisory approval all official NSA/CSS information intended for public dissemination.
Once written approval is received from the supervisor confirming that the information is
appropriate for dissemination, the affiliate shall submit the information, security
confirmation(s) and written consent from affiliates identified in the information (if
applicable) to his/her Classification Advisory Officer (CAO) for a classification
determination. The CAO shall forward the information, including contracting officer
approval (if applicable) to the Office of Policy and Records for final release
determination and referral outside NSA/CSS, if required. A complete list of CAOs can
be found on NSAnet by typing “go cao” for CAOs at NSA-Washington and by typing
“go field-cao” for CAOs in the Extended Enterprise.

b. Current NSA/CSS affiliates acting in a private capacity using knowledge
gained while working with the Agency shall also submit information for classification
review to his/her CAO.

c. Current NSA/CSS affiliates are not required to obtain supervisory approval
on resumes. However, resumes must be submitted to a CAO for a classification review
prior to submission to the Office of Policy and Records for final clearance.

d. The CAO shall confirm that employee names in association with the Agency
are releasable.

e. Former affiliates shall send information covered by this policy to:

NSA/CSS

ATTN: DIP2, Pre-Publication Review
9800 Savage Road

Suite 6248

Fort George G. Meade, MD 20755-6248

for dissemination to the appropriate organizational element for a classification review.
Upon completion of review and coordination, the organizational elergent shall provide its
determination within 20 days to the Office of Policy and Records for direct response to
the submitter.

f. Where information intended for public dissemination is available to the
submitter fror classified sources and also independently from open sources, the
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submitter may be permitted to publish the information if he or she can cite an adequate
open source publication and if publication of the information by the submitter at the time
of review will not cause additional damage to the national security through confirmation
of previous publications. The approving official may give permission to publish
contingent on the submitter’s citation of open sources in a footnote. The approving
official shall exercise discretion in making these determinations on a case-by-case basis
and include the following as factors in his/her decision:

1) The sensitivity of the jnformation from classified sources:
2) The number and currency of the previous publications;
3) The level of detail previously exposed:

4) The source of the previous disclosures (whether authoritative and
acknowledged or anonymous *“‘leak’™);

5) The submitter’s access to classified sources; and

6) The authority and credibility that the submitter’s Agency experience
brings 10 a confirmatory statement.

2. APPEAL PROCESS:

a. A pre-publication review classification determination may be appealed in
writing within 20 working days of receipt of such determination to the Associate Director
for Community [ntegration, Policy and Records (ADCIPR). At his/her discretion, the
ADCIPR may allow an additional 30 days to file a written appeal, provided that the
submitter files a written notice of intent to appeal within 20 working days of receipt of
the initial determination and presents justification to support a time extension. In
appealing, the submitter shall specifically identify the disputed portions of the initial
determination and the reasons for appeal and shall include any supporting information
that the ADCIPR should consider.

b. The Office of Policy and Records will schedule meetings with the Office of
General Counsel, as necessary, to review the disputed information and, within 30
working days of receipt of the appea), advise the submitter of the determination and. to
the extent consistent with national security, the reasons for determinations adverse to the
submitter’s interests.

c. Per Section 1.8 of Executive Order 13526 (Reference f). the final Agency
classification decision on documents submifted for pre-publication review pursuant to an
approved non-disclosure agreement cannot be further appealed.
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d. Information disapproved for public dissemination for reasons other than
classification may be appealed to the ADCIPR. See Annex B.
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ANNEX B
PRE-PUBLICATION REVIEW PROCESS

1. PROCEDURES:

a. Cumrent NSA/CSS aftiliates acting in an official capacity shall submit for pre-
publication review all official NSA/CSS information intended tor public dissemination.
[n order to obtain pre-publication approvai, NSA/CSS affiliates shall comply with the
Procedures as identified in Annex A, paragraph l.a

b. After completion of final classification review per Annex A, paragraph l.a.,
the Office of Policy and Records shall forward submissions to the Strategic
Communications Organization (DN), who shall issue a pre-publication review
determination to the affiliate.

2. APPEALS: A pre-publication review determination may be uppealed in writing
within 20 working days of receipt of such determination to the ADCIPR. At his/her discretion,
the ADCIPR may allow an additonal 30 days 10 file a written appeal, provided that the submirter
files a written notice of intent to appeal within 20 working days of receipt of the initial
determination and prescmts justification to supporl a time extension. In appealing. the submitter
shall specificallv identifv the disputed portions of the determination and the reasons for appeal
and shall inciude any supporing information that thec ADCIPR should consider. The final
ADCIPR decision on documents submitted for pre-publication review cannot be further
appealed.
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