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from the attacks on the other cities, it failed. The
attacks in the front were not enough to divert
Allied attention or resources to defeat them.
MACV interpreted the 30 January attacks as a
preview for an assault throughout all of South
Vietnam. That morning, the reaction by MACV to
the attacks across the Central Highlands and the
coastal cities to the east was to alert all American
forces and to urge that the South Vietnamese do
the same. Furthermore, the truce was cancelled.
The Americans expected more attacks the next
morning, and when they occurred their units
were at a heightened readiness.

18778 If the activity in the B-3 Front was not
intended as a deception, then it can be interpret-
ed as a failure in Operations Security (OPSEC)
planning. Hanoi did disguise successfully its main
intention and concealed the urban area buildup.
However, all of this was compromised by the fail-
ure by the PAVN units in the B-3 area to control
their communications security. By revealing the
expression “N-Day,” a significant indicator of the
offensive was exposed to Allied intercept opera-
tors. This indicator, even if not interpreted cor-
rectly by the SIGINT analysts, was enough to
reinforce MACV’s view that Hanoi was running
something big.

-5~5B- Whatever explanation is chosen to
account for the B-3 Front attacks, we cannot get
away from the fact that the NSA reporting indi-
cated that the last of the three dates for “N-Day”
listed for the beginning of the Tet offensive is
most likely the date for the 30 January assaults.

(U) The Storm Breaks:
Tet and the American Reaction

(U) While the Allied command worried about
Khe Sanh and enemy troop movements in the
Central Highlands, some 84,000 communist sol-
diers were quietly moving into their jump-off
positions in and around South Vietnam’s cities
and towns. Five battalions of VC troops infiltrat-
ed Saigon in small groups or singly disguised as
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peasants or ARVN soldiers. There they picked up
weapons from pre-positioned caches, many of
them buried in the city’s cemeteries during an
earlier virtual parade of phony burials in the pre-
ceding weeks."®® Assault teams met and went
over plans one more time. A central command
post and hospital were set up at the Phu To race-
track in Cholon, the Chinese quarter of the city.

(U) One of the interesting rumors about Tet to
surface was the claim that the ASA intercept site
at Phu Bai had intercepted information about
communist troop movements towards Hue just
before the fighting started on the morning of 31
January. The claim adds that the information was
sent to Danang for analysis before it was passed
along to Hue, but, due to Army “bureaucratic pro-
cedures,” the warning arrived after the attack.
This assertion has appeared in several publica-
tions and seems to have originated in Don
Oberdorfer’s Tet, first published in 1971.
Oberdorfer’s reference to the incident lacks a
source. A variation of it is in Westmoreland'’s
memoirs, A Soldier Reports. He claims that this
was merely “information” sent to Danang, specif-
ically, the 111 Marine Amphibious Force’s intelli-
gence staff prior to the fighting. Other histories of
Tet and the war have repeated the story."**

-5/4+68-On the surface, the story has a certain
authentic “ring” to it. The ASA had a field station
at Phu Bai, and Danang was home to intelligence
staffs from various commands, including the III
MAF G-2, which was primarily concerned with
the situation at Khe Sanh. There was a great deal
of intelligence exchange among the various com-
mands. But can a single warning be pinpointed?
The answer is no. However, recall that as part of
the buildup around Khe Sanh, there was a con-
current appreciation that some communist troop
movements threatened Hue.'®® Also, the first
report in the NSA series recapitulated the month-
long buildup of PAVN units, specifically the 6th
Regiment, to the south and southwest of the

city.'%¢
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based acoustic and seismic sensors, Khe Sanh
was harassed by artillery fire and patrol probes
around its perimeter. Throughout March, SIG-
INT, mostly in the form of D/F from Phu Bai and
voice intercept from the marines inside the
perimeter, detected the disengagement of the two
primary PAVN divisions committed to the siege:
the 304th and 325C. In April, the first elements of
the relief force from Operation Pegasus arrived at
Khe Sanh. The siege that had so obsessed
President Johnson and General Westmoreland
and had consumed so many intelligence
resources, ended rather meekly. Within a month,
the base, that had meant so much as an example
of national military will, was abandoned and
destroyed by MACV in favor of another position
about ten miles to the east.
DGA
(U) After Tet:
Cryptologic Postmortem

(V) bd
Richard Helms

|1n July the PFIAB

released a final report which considered the
nature of the “warning” issued by U.S. intelli-
gence and the limiting nature of what informa-
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tion was conveyed as part of the same warning, It
was somewhat restrained in its tone and avoided
pointing an accusatory finger at any particular
agency or individual. This was in keeping with the
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group's desire not to add to the problems MACV
already had in just fighting the war. This low-key
approach was agreed 1o by the then DCI, Richard
Helms.'™ However, later evaluations of the
report would argue that it did not go far enough
in its criticisms, that the U.S. intelligence
community was a victim of its own flawed tech-
niques and inflexible attitude towards Hanoi’s
strategy.'”™®

=53 Ovcrall, the committee reported that a
general warning, without anyv specific time or tar-
gets, indeed had been given to the various com-
mands in South Vietnam, and that this warning
was sufficient for U.S. commanders to take pre-
cautionary actions. However, the report noted
that there were differences in the amount and
type of information made available to command-
ers, especially in each of the four Corps Tactical
Zones. Also, the timing varied; for example,
General Weyand had much more advanced infor-
mation than the commanders in the other three
zones. Furthermore, there had been a lack of gen-
eral information about the intensity, scope, and
especially the timing of the attacks. The bottom
line of the report was this:

While some reports suggested the possibility of
simultaneous attacks in certain areas, the
Board |PFIAB] found noue predicting the
extent of the attacks whicl actually occurred or
the degree of simultaneity achieved in their

N s
execthon.

<t8r What the report singled out for criticism
was the intelligence process. When confronted
with the evidence of a gencral offensive, many
commanders and intelligence officers could not
imagine the communists capable of such a attack,
especially country-wide, coordinated attacks at
scores of targets."” This was as much a result of
the inability of military commanders and civilian
officials to accept the possibility of a completely
unique situation — in this case, a country-wide
assault against a new target set, i.e., urban centers
- as it was their previous reliance on MACV’s

“bookkeeping” methods which had so lowered
the appreciation of the communist’s military
capability."”®

~5¥ There was, as well, a dichotomy in the
sense of urgency detected in communist prepara-
tions between analytic elements in Saigon and
Washington. Washington's removal from the
immediate scene created a sort of “emotional dis-
tancing” that may have inhibited its realization of
the imminent threat of an attack. At the same
time, Washington was being blitzed with more
information than Saigon, creating a somewhat
murkier view of what the communists were plan-
ning. Important highlights had trouble receiving
the same attention in the Pentagon as they did in
Saigon. '*® However, it was difficult to determinc
what impact the reports had in Washington.
Westmoreland sent daily updates to the JCS that
were relayed to President Johnson. Yet, in these
messages the MACV commander’s attitude
towards the urgency of the situation seemed
ambiguous, especially regarding the expected
start of the general offensive. Westmoreland
sometimes hinted at imminent attacks, and, at
other times, suggested that the attack would start
after the Tet holiday.'®

€5 Another serious criticism which the report
leveled at the intelligence community by the
report was the delay in getting intelligence to sen-
ior decision-makers. The process of reworking
reports through various intermediate agencies
before they reached their audience put officials in
the difficult position of making decisions without
the necessary original information.'®* The study
also recommended that an all-source indications
center be formed in the U.S. embassy. However,
this center was never formed." This need
echoed similar concerns over the absence of a
centralized SIGINT processing and reporting
center in Vietnam which has been discussed ear-
lier.

~EF84488 Except for some suggestive allusions
to “reports,” SIGINT was notably absent from this
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final version of the PFIAB report. An earlier, and
more highly classified version, known as the
Interim Report, which had been released in April
by the Working Group, carried many more details
and spelled out the SIGINT role in pre-Tet report-
ing. It is worthwhile to include the entire state-
ment:

6. Despite enemy security measures, communi-
cations intelligence was able to provide dear
warning that attacks, probably on a larger scale
than ever before, were in the ofﬁné‘;._

Considerable numbers of I |

] |enemy messages were read.

These messages appeared in many areas of
South Vietnam. They included references to
impending attacks, more wide-spread and
numerous than seen before. Moreover thev
indicated a sense of urgency, along with an
emphasis on thorough planning and secrecy
not previously scen in such communications.
These messages, laken with such nontextual
indicators as increased message volumes and
radio direction finding, served both to validate
information from other sources in the hands of
local authorities and to provide warnings to
senior officials. The indicators, however, were
not sufficient to predict the exact timing of the
attack."3*

“F5+55- According to the interim version,
communications intelligence seems to have been
the only element producing information of value
to the puzzling pre-Tet picture. This initial assess-
ment has been accepted in later histories, mono-
graphs, and symposia as an accurate statement of
what SIGINT was reporting prior to Tet.'3®

£E+58-For the cryptologic community, Tet
was an important event because of its implica-
tions for how effectively SIGINT could discern the
“big picture,” as well as in how well it informed
the rest of the intelligence community, and, by
extension, its most important users in Saigon and
Washington of what was going to happen. It also
provided an insight into how the customers of
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SIGINT regarded the infd__rmation and how much
they understand SIGINT process and its limita-
tions. ‘

«57#5B- At the same time, this contention of
SIGINT's prescience is a reflection of the position
NSA staked out shortly after Tet began. On 8
February 1968, while fighting raged in Hue and
other beleaguered South Vietnamese centers,
NSA sent a message to ecounting all of its
reports which pointed to—tme Tet attacks. The
wording in the NSA message was less dramatic
and precise than in later claims. In the message
the Agency stated that “The accumulation of SIG-
INT provided evidence that a coordinated offen-
sive would be conducted in several areas through-
out South Vietnam. The timing of these coordi-
nated communist operations which were alluded
to in SIGINT correlates with the general offensive
which started on 29/30 January.” '*® The mes-
sage went on to reiterate the substance of four-
teen reports illustrating its main contention that
SIGINT forewarned of the offensive. Some of the
referenced reports, like the series about the “evi-
denced” general offensive, were relevant. Others
were not. These latter seemed to have been
included since they fell within a pre-Tet time
frame of 15 to 30 January.

€5/58 However, it is difficult to square the
later claim that NSA predicted Tet with the thrust
of the PFIAB’s final report, which mentions
Washington’s ignorance of Saigon’s forebodings,
as well as the failure by the intelligence organiza-
tions to nail down the scope and nature of the
communist attacks. As was discussed earlier,
there were general problems with the SIGINT
reports, especially the NSA series. However, there
were other problems with the reports. Besides
confusing the meaning of the “N-Day” indicator,
NSA was slow to report the actual start of the
attacks. Hostilities, which began on the 30th and
climaxed on 31 January, werc absent from the
report series until Follow-up 15 issued late on 1
February, better than a day after the attacks start-
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ed!"®” It is difficult to explain why this happened;
that a major change in the status of a target’s
activity should go unreported for such a long time
suggests an inflexibility in the reporting series
and those who were managing it. It also points to
the technical difficulty in reporting current events
when the primary analytic center was half a world
away.

€F54455-In the Interim Report, it had been
said of the NSA reporting that it alone conveyed a
“sense of urgency” in the communist troops’
preparations prior to Tet. However, it is difficult
to find much evidence of this “urgency” in the
series just discussed. In one example, on
24 January, a subordinate of the Military
Intelligence section of the PAVN 1st Division,
preparing to go on a six-day march to its position,
is told to get there because the situation is “very
urgent.” **® However, two days later, this unit was
virtually in the same place.'®®

<55 In fact, the “sense” of urgency had
been known to Washington for some time prior to
the SIGINT reports. On 22 January, a MAC intel-
ligence summary sent to President Johnson
noted that, from captured enemy documents, the
communist command was “displaying a very
unusual sense of urgency.” Besides the docu-
ments, the report added that the most obvious
signs of this urgency were the poorly prepared
attacks in the Central Highlands and the rapid
movement southward of the PAVN 304th
Division."°

187781H As for making an impact in Saigon, it
previously has been pointed out that General
Westmoreland had allowed the repositioning of
American combat units away from the country-
side and back to Saigon well before any signifi-
cant SIGINT reporting about a general offensive
had emerged. Also, Westmoreland’s alert to
American forces of 30 January, according to his
G-2 chief, was sent after the attacks that morning

in Pleiku and Kontum Provinces and at points
along the coast.""

(U) Here, in a sort of circular fashion, we
return to Giap’s intent with the battles around
Khe Sanh and the DMZ region, as well as the
attacks in the Central Highlands during the early
phase of the offensive — to nail the American
command’s attention to the fighting in those loca-
tions while the next phase of the TCN/TCK was
being prepared. Westmoreland considered the
military activity around Khe Sanh (and the DMZ)
as the centerpiece of Hanoi’s plan. As such, it fol-
lows that he would interpret intelligence within
the context of the struggle for the base. As we
have seen, Westmoreland had realized the threat
building near Saigon in early January. Yet he still
considered the northern provinces in CTZ I, and,
to a lesser degree, the Central Highlands, the crit-
ical theater of battle. None of the intelligence he
received, including the SIGINT, could persuade
him otherwise.

~87788- That the SIGINT gathered by the
Americans was never strong enough to convince
Westmoreland of the true nature and purpose of
Tet, and that many of the important indicators of
Tet eluded the analysts, was probably due, in
part, to an increasingly effective security regimen
in communist communications and operations.
Communist concern about security was one of the
most common themes in the NSA pre-Tet report-
ing series. Units were constantly reminded of the
nced to maintain security (and secrecy) in order
to ensure the success of “N-Day” attacks. Units on
the march were urged to avoid contact, while
those in place were reminded to take sufficient
camouflage precautions to avoid discovery by
patrols and airborne observation. In the crypto-
graphic arena, prior to Tet, the PAVN command
in Hanoi had directed a stepped-up training pro-
gram and had increased such support in terms of
new systems and personnel.’®*

45468 This is not to say that the communist
security measures were totally effective: the very
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painted a grim picture of the situation in
Indochina.

(U) On 26 March, when the group reported to
President Johnson, they recommended against
Westmoreland's troop increase. Furthermore,
they suggested it was time to begin disengaging
from Vietnam. Their recommendations were sec-
onded by a special Departinent of Defense study
which saw no end to the conflict, even with all of
the reinforcements demanded by Westmoreland.
It is likely that the assessment from the Wise Men
heavily influenced President Johnson's decision
to seck to negotiate a way out of the war.**®

(U) On 31 March, President Johnson
announced a partial cessation to the bombing of
North Vietnamn and his desire to open negotia-
tions with Hanoi. He also shocked the nation by
announcing his refusal to seek reelection. In a
way, the course of the war had turned a corner;
but getting out would be a long and bloody affair.
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against air raids. Informers from Saigon passed
us intelligence, so we were able to decamp
whenever the Americans or their South
Vietnamese puppets planned operations in the
area. . . . Still, we had some close shaves. Once,
soon after I arrived, American warplanes
dropped thousands of tons of bombs around us,
but we weren't even scratched.’

18778 Where COSVN was located remained
the main problem for the U.S. intelligence com-
munity, especially the cryptologists supporting
MACV. Such a large organization as COSVN pre-
supposed sites that could be fixed by D/F or aeri-
al reconnaissance. After about ten years of track-
ing COSVN, U.S. intelligence had developed a
sort of profile for the communist headquarters;
that is, it knew the location of communist Base
Areas (BA) where COSVN was likely to appear
after successive moves. Clustered along the
Vietnam-Cambodia border region of Tay Ninh

swoe  BA3S0
COSVN FIRST ALTERNATE BASE AREA
CAMBGCDIA
COSYN SECONDARY
AT ReATD ALTERATE i/ e~
AL
J' / BASE AREA BA3S2

&

\BA353
TAY NINH
PROVINCE
BA 354
@ TAY KINH CITY

T

and Bin Long Provinces, they were like a set of
well-known animal runs, and the hunters in
Saigon were ready to strike at them.

-5 For a long time, dating back to the
French war, COSVN had been an integral part of
the southern communist movement. As far back
as 1951, COSVN had existed as an extension of the
Lao Dong Party’s organization, under the direc-
tion of the CEC, located in the communist strong-
hold of Tai Nguyen in central Tonkin. The
COSVN remained the Lao Dong Party’s supreme
authority in south until January 1955 when the
National Reunification Committee assumed con-
tro] of the party’s activities in the newly formed
Republic of Vietnam during the post-Geneva set-
tlement.'® These actions consisted mostly of
propaganda against the Saigon government of
President Diem, and the organization of the dis-
affected local, ethnic populations to carry out
anti-Diem activities.

54813 At the time of the Geneva-mandated
referendum in 1956, some members of the central
office returned to the DRV. For the next few
years, many of the members of the defunct
COSVN travelled between the South and the

North.

“€5/75t) COSVN Base Area map along the
Cambodian-South Vietnamese border
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F5/585-In 1961, the Executive Committee’s
plan was to send some of its designated members
to the South to reestablish the central office
(trung wong) in South Vietnam." Under the
direction of the CEC, COSVN assumed the role as
provisional revolutionary government for the
Nam Bo region and the adjacent Cambodian bor-
der region. The subordinate echelons of COSVN
were similar to those in Hanoli, with staff sections
and beneath them operational departments for
political, military and rear services functions.

FSH6H-All through 1961, American cryptol-
ogists marked the gradual expansion of COSVN
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fact. elements of COSVN continued their odyvssey
until late June when thev finally settled into a
position another fortv-tive kilometers farther
northeast into Cambodia."®

545 With COSVN like a lugitive on the
run, MACV adapted a different approach, and
looked to use B-52 Arc Light strikes to hammer
COSVN when it rested. If the communist head-
quarters could be crippled by the big bombers,
then Allied troops would move inand finish it off.
For the NSA office in Saigon. pinning down
COSVN's location became its number one task.'
On paper, at least, the marriage of ARDF and Are
Light seemed to be a perfect match between
apparenlly precise targeting and an equally pre-
cise high-level bombing capability,

“F550- However, there were several prob-
lems which undercut the effectiveness of this
uniott. For one, there was distinet gap in under-
standing what SIGINT could deliver in terms of
precisc targeting information for the bombers.
The comnunists remotely operated their anlenna
fields from their actual transmitting complexes:
sometimes they were as far away as five kilome-
ters. Such an arrangement usuallv negated the
B-52 strikes which tended to blast just the anten-
na tields. At the same time. the B-52 bombing
patterns, with their very small circular error
probabilities (CEP), were good for precise target-
ing of specific
topographic fea-

located anywhere, even on the perimeter. Also,
the communist antenna complexes were, in many
cases. a series of antenna “farms.” situated in a
pattern around COSVN's actual location. For
COMSEC purposes, these antennas could be used
sequentially or randomly. So. what the ARDF
missions really located were the individual anten-
na “farms” as thev were activated by the VC com-
municators. The vesulting D/F plots of the sepa-
rate “tarms.” with overlapping boxes and perime-
ter fixes, appeared haphazard and imprecise to
non-ciyvptologists and led them to discount many
results and ignore them when planning air
strikes.>”

=+F575H The COSVN also had an annoving
habit of constantly moving, often shortly in
advance of the Arc Light missions. Quick retar-
geting of the B-32s in reaction lo the moves
proved impossible; the command and control of
the Arce Light missions always was inherently
clumsy and echclon-dependent. Often. the Air
Force would refuse o divert an Arc Light mission
on the basis of a single new ARDF fix.* Still, one
communist rear services group was hit on 11 May
during a tardy shift to a new position. Reportedly
about 150 personnel were killed by the raid as
they were waiting on the surface to move.**

£+ The main reason that COSVN was able to
avold Arc Light strikes was that, historically, the

tures  or nuan-
made structures.
Direction finding
fixes, even with
the precision
that the ARDF
capability
brought into the
calculations, pro-
duced a kind of
turge!  box in
which the objec-
tive could be
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(U) Typical damaged landscape after an Arc Light strike in South Vietnam

FOP-SEEREFHEOMNFI.—




(U) By 1969, though, thc issue of
Vietnamization was no longer a policy luxury for
the United States; nor could it continue to be pro-
jected into some rosy future when a military equi-
librium between Hanoi and Saigon had been
achieved. President Nixon's pre-election “sceret”
peace plan had came to naught. The only strategv
left which could justify the withdrawal of
American troops was Vietnamization.

(U) Vietnamization called for increasing both
the size and capabilities of the ARVN to prosecute
the war on their own with minimal American par-
ticipation. The United States transferred every-
thing from M-16 rifles to F-5 jets to the South
Vietnamese; up to 2.5 billion dollars worth of
equipment was passed to the ARVN. At the same
time, South Vietnam's regular armed forces,
security, and paramilitary units undenwvent a dra-
matic increase in size and capability.

<875t All of this was carried out under a plan
known in the Pentagon as JCSM 42-70. The JCS
memorandum contained a codicil which called
for a similar expansion of the ARVN cryptologic
organization known then as the Special Security
and Technical Branch, or SSTB. At NSA, the plan
for the expansion of the SSTB was referred to as
the  Vietnamization  lmprovement and
Modernization Plan, or VIMP for shert. It called
for a threefold mission: improve and modernize

s AT

the South Vietnamese SIGINT capability to the
point where it could support its armed forces:
provide selected COMINT support to South
Vietnam between the time it assumed its total
combat responsibility and its ability to supply its
own cryptologic support; and provide adequate
SIGINT to the U.S. command and meet national
intelligence requirements during and after the
drawdown of American forces, including the
previously mentioned support to the South
Vietnamese cryptologic cffort.”

ESHSH The NSA VIMP was an ambitious
program: it called for nearly tripling the man-
power of the SSTB, adding a number of major
new field sites, and installing an effective and
secure communications system that could con-
nect the smallest intercept team with headquar-
ters in Saigon. In chapter 4, we had briefly dis-
cussed the effort in 1961 to improve and modern-
ize the South Vietnamese SIGINT organization. It
might be asked: What had happened in the inter-
vening eight years? Or, more accurately, what had
not happened during that time that warranted
such a large-scale effort to build up the South
Vietnamese SIGINT organization? 1o answer
this, we need to go back to the beginnings of the
Vietnamese cryptologic etfort, back to the days of
the French phase of the Indochina War.

—FS/4SH-Early Days
of Vietnamese
COMINT

(U) Being part of the
French Empire, Viet-
namese nationals could
not participate in any
aspect of cryptology
(or cryptography) until
their French colonial
masters decided to
allow them. Through
World War 11, there is
no evidence that any

(V) F-5 jets intended for South Vietnam
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(U) President Eisenhower and U.S. secretary of state
John Foster Dulles greet President Ngo Dinh Diem in
Washington, D.C., May 1957.

EO
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€5/SH-NSA Looks for a New SIGINT
Partner in Southeast Asia, 1958-1961
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political advantage in the mgrass of Saigon poli-

tics was not always certain.|

EO 1.4.(c) paa

starting its changes .on 10 April.>® Furthermore,
in a report done six weeks later, it was shown that
in October 1961 certain Viet Cong nets in the, Nam

Bo region had switched ]
systems, and that the interregional commu-

nications net had changed its crvptography by
January 1962.%

{FSSE Aside from the cryptologic challenge
imposed by the change — and it was considerable,

as the V€ communications now broadl resem-,‘
bled that of Hanoi's regular mllltarv,l -

[ there now was the difficulty,

-F57/#58 A more critical incident appeared in
late March 1962. The U.S. intercepted a message
sent by the headquarters of the Vietnamese mili-
tary intelligence organization in Saigon to an out-

post in Hue which listed the locations of various

Viet Cong transmitters throughout South °

Vietnam]

IIt was suspected that, based on knowledge
of earlier communist cryptologic successes, the
information in this message was probably com-

promised.|

F5+51- This incident, along with the suspi-
cion that the South Vietnamese had compro-
mised the USMACV SIGINT Plan on 13 April,
convinced many in American SIGINT leadership
that the South Vietnamese leaks were responsible
for the subsequent major communist communi-
cations change. However, the USIB was unable to
prove this. At the time there was compelling SIG-
INT evidence that the communist changes had
been under way well before the two compromises
occurred. For example, two reports from the ASA
site at Tan Son Nhut indicated that the communi-
cations change occurred in stages, with western
Nam Bo (the area northwest of Saigon) initiating
its changes on 6 April, and Military Region 5
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at least in American eyes, of how to proceed with
the relationship with the J7 organization.,
Suspicion’s worm, in the form of the compromise,
had entered the minds of the Americans; from

‘then on, they would view the J7 organization with -

an unease that would affect all future considera-
tions.

/,

~F8/#9P- In line with instructions from
Washington, the ASA site at Tan Son Nhut began
deleting radio arbitrary designators (RADs) and
net diagrams from the database it shared with the
Vietnamese. The reaction by the Vietnamese was
predictable: bewilderment and confusion. More
serious, though, was the prospect of a serious
deterioration of .the Vietnamese D/F effort
because of a likely inability to maintain continu-
ous identity of target transmitters. This problem
was recognized by General Harkins, COMUS-

EO 1.4. (c)
EO 1.4.(d)




MACV, who sent a message to CINCPAC and
DIRNSA asking for a reconsideration ol the deci-
sion. Both CINCPAC and the CIA chief in Saigon
supported Harkins' objection, adding that this
move could seriously jeopardize NSA’s effort at
setting up a U.S.-only SIGINT site at Phu Bai.”®

F5ASH Oddly, all this concern over the secu-
rity of the Victnamese cryptologic organization
followed an NSA evaluation of its performance as
a COMINT producer, which rated it as poor. In
June 1962, an evaluation from DIRNSA's staff to
the CIA office handling foreign intelligence rela-
tionships stated that the expanded American
effort reduced the need for the Vietnamese inter-
cept. The latter’s overall product was considered

“not essential.” Though, it was pointed oul, that if

Intercept of communist voice communications
cver materialized. then there would be use for the
Vietnamese COMINT personnel for intercept and
transcription.”

+F&5451H In September of 1962, this theme)

UGA

and technical material necessary for later planned
. . . . 61
plaintext voice intercept operations.”

—+F5468 Although this exchange crisis had
been defused, the American concerns about the
security in the ARVN J7 organization remained.
Larlier in May, Admiral Frost had advised the
deputy director, NSA, Dr. Louis Tordella, who
was preparing to brief the secretary of defense,
Robert McNamara, about the implications of the
communist communications change. He said
that, “T do not accept the idea of joint U.S.-ARVN
SIGINT operations and further promotion of this
concept must be discouraged. Please advise CIA.
Our job is training and assistance in technical
field[s] and need not exceed CAT II (X) maleri-

a]'noz

was repeated in a message from the NSA repre-
sentative in Vietnam to the director, NSA,
Admiral Frost. He reported that, except tor mon-
itoring the communist Liberation News Agency
broadcasts. the ARVN COMINT effort was virtu-
ally a duplication of all other intercept sources,
primarily Amcrican[ JThe bot-
tom line assessment was put in a chpped style:
“Good for back-up, and occasionally unique traf-
fic, and excellent for LNA cover.” Continue with
the liberation radio broadcast copy, the NSA rep-
resentative in Saigon suggested, but the other
material “could be dispensed with.” *°

5451 In July 1962, Admiral Frost, proba-
bly reacting to plcas from the American missions
in Saigon, relented on his draconian measures
against sharing with the Vietnamese. He pointed
out that the prohibition was not intended to deny
all steerage information. In a message to Saigon,
he limited the steerage data to D/F information
not higher than the secret classification which
would not compromise sophisticated techniques

EQO 1.4, (o
Fo 1.4, o
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54451 Ultimately, it is difficult to make a
clear judgment whether the securily problems
within the J7 organization and its successors
were cver fixed to NSA's final satisfaction.
Throughout the war, there were tidbits of evi-
dence sprinkled through reports and messages
from NSA representatives that indicated that
the South Vietnamese had not eradicated com-
pletely the problem of infiltrators and lax securi-
ty. For example, in 1964, it was discovered in
SIGINT that the Viet Cong had an agent within an
ARVN “radio monitoring center,” though it was
unclear what he was providing to the commu-
nists.®* In a September 1968 incident, J7 commu-
nicators were discovered by American COMSEC
monitors to be passing COMINT information to
its customers over insecure communications
channels.®

8B The South Vietnamese themselves
could barely keep their mouths shut when it came
to cryptologic secrets. The 5 May 1964 edition of
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language assistance if and when the VC and
North Vietnamese voice intercept missions could
be developed.™

“F&A58-This low regard for the J7 compe-
tence continued into late 1966. During discus-
sions with the USMACYV J-2 chief, Major General
Joseph McChristian, concerning direct discus-
sions with the Vietnamese, DIRNSA questioned
the ARVN COMINT organization’s technical
competence, susceptibility to political pressures,
internal security, and whether there was any hope
for long-term potential for J7 satisfying NSA
requirements. The NSA representative had been
even more bleak in his assessment:

I am convinced that the ARVN COMINT effort
is of small value to the production of SIGINT in
support of U.S. intelligence requirements, and
even of less value to the GVN (my italics)
{Government of Vietnam]. 1t is not my inten-
tion . . . to ascribe blame. However, if the state-
ment is accepted; if it is in the interest of the
U.S. to develop or nurture available ARVN SIG-
INT effort in support of the GVN, and\if the
Sabertooth program was intended to achieve
these ends, we have failed.””

F5+51 Another outcome of this separation
was that the ARVN SIGINT organization, its peo-
ple, and capabilities, remained largely a mystery
to the Americans. To be sure, there were liaison
people, and the later head of Vietnamese SIGINT,

facilities in Vietnam and to NSA headquarters;
but, when assessments were performed, especial-
ly in preparation for the VIMP in 1970, there was
much confusion and ignorance about the
Vietnamese, their technical abilities and short-
comings, at lcast to the detail needed to imple-
ment the upgrades later outlined in the VIMP.

¥5/55 When asked about how good the

Vietnamese were, vague or conditional adjectives
often were used, such as DIRNSA’s 1970 overall

jras a-constant visitor to American

evaluation of “fairly effective.” " Such statements
reveal only how uncertain the Americans were
about their Vietnamese SIGINT counterparts and
stand in stark contradistinction to the detailed
inventory of problems and shortcomings found in
official and many personal reports, accounts, and
messages. One example of this was the recollec-
tion by an NSA advisor of his 1973 experiences at
the South Vietnamese Danang Processing Center.
During an inspection trip of the outlying LLVI
team, he found:

«S7+688 LLVI team operation could have been
far more productive if the lieutenants and sen-
ior NCOs had been more professional. Most of
these teams were located in forward areas and I
was unable to visit many of them. Those I did
visit invariably needed basic improvement.
Antennas were often oriented in wrong direc-
tions or were found to be grounded; radios and
generators were rarely properly grounded;
bunkers were not secured with perimeter wire
and the men had not been counseled in docu-
ment and equipment destruction in case of
overwhelming enemy attack.”*

5755 For the Vietnamese SIGINT organi-
zation, these eight years were marked by grudg-
ing American allowances for intercept and pro-
cessing efforts within extremely tight security
restrictions. Even a project with as much promise
as the Dancer program, originally started in early
1965 to handle the exponential growth of the

intercept of North Viéthamese voice communicge 1.4. (d)

tions that was overwhelming the U.S. SIGINT
system, would be inhibited from achieving its full
potential. Eventually three DANCER sites — the
ASA site at Phu Bai, the AFSS mission at Danang,
and the ASA 509th Group in Saigon — were estab-
lished to transcribe the avalanche of communist
voice intercept.

F5HEB- Yet Dancer was a program plagued
with problems for almost three years before its

projected impact at last was rcalized. Initially
Dancer personnel were stationed at the three
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voice intercept capability which, in turn, would
aid the American SIGINT effort.”™

FS5/468 Counterpoint: Vietnamese
Communist COMINT, 1954-1970

€785 While the J7 organization expanded
slowly and remained on a short leash of limited
exchange and cooperation with the American
cryptologic organizations, to the north a radically
different approach to the practice and organiza-
tion of communications intelligence was devel-
oped by Hanoi.

(U) Earlier, we described how the Viet Minh
had developed their own COMINT organization
to support the military effort against the French
and that it was successtul in supplying intelli-
gence on French tactical operations and, Lo a less-
er but not insignificant degree, the French High
Command’s strategy.

EO 1.4, (c)

EO 1.4. (<)
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(2 wob. 1 Ltvver § By BiL bty trap at exploit Allied communications
coord. 778344 contact on the ground D31 + remained spotty; as a corollary, the

Pajicher 1} " We have 6 RP cut at this time + . . .
Action 11 " Lead cv is at cpt 78, tail cv is et cpt x + case for communist exp101tatlon

10,0 strey 11 Stroy 66 Reference from Flame at coord, 6937 he . .. e
spotted baso ounp i wovemert, be vants remained unconvincing to military
i awk took up i size from Tra
element search area + commanders. The best DIRNSA

could say was that “it is assumed that
the Viet Cong were privy to this
13-12-1969 D2/26 information and in time to take
» 97 . .
0905 Sluch 14  Fire 90 Come up on your post, give me locstion fef counter mea.SUreS. At this pOlnt’
— Bt S 1030 hours the only evidence that NSA could
Fire 8  Sluch 14 Location put A/S at 573408+ : :
0910 Slu:h 1 Pi:e 90 IA.;: m‘i’é }t’;ier:-d:,yansa.r ot that location point to consisted of SIGINT prOdUCt
5+
At r 2105 clisks tothe W aread  frOM 1959, 1963, and a translated
Fire D665 * My 54 element AP ; brocken fer ccordinat- 1961 Viet Cong radio lOg referring to
ion Stroy 4 elomeat twecpr
0930 Fire %0 Stroy AS0 Rogd bweep team sp return your location the intercept Of ARVN communica-
yeb 7
+Affirmatdve, road ewesp to BC return D54 tions_98
loeatiom
093> Race 6 Fire 90 Request ductoff fo- 1 VN fomale et vy
D66 M saced S577 e found T tussd 130 {5461 American knowledge of
0950 Fire 90 At coor 467 wo found § tunol IO
« Bunkeres erican owledage o
1005 90 C665 MWy A elomxci sp Ly ivcation.al Lhis tinss VC and PAVN COMINT grew sub-
20 cb6s Your 5& elewant w0l worling into 5B, A A )
?sotiom CP, M amd 62 clement 1ebwrn ny stantially with the bu]ldup of
ocaticn+ . .
+Rogor, Wilcot American and North Vietnamese

5> Typescript of handwritten VC intercept of

U.S. plaintext communications

insecurities of all types were rampant in
American (and ARVN) communications. Surely,
they must have asked themselves, could the
communists benefit from those compromises?
The answer was yes; and, in many cases, the com-
munists were able successfully to exploit what
they had through an active imitative communica-
tions deception program.®®

¥F57/4#58 However, despite all of the monitor-
ing, education and training, and advisory efforts,
the COMSEC situation for both the U.S. military
and particularly the forces of South Vietnam,
remained frustrating to security personnel in

combat forces in South Vietnam after

1965. Proximity in the battlefield led

to a much deeper awareness of the
Vietnamese capabilities. As the Allied SIGINT
coverage expanded, more and more intelligence
was accumulated about the communist commu-
nications intelligence effort and organization. At
the same time, the ASA HUMINT exploitation
and reporting of captured communist COMINT
personnel, documents, and equipment revealed a
mountain of information. By the late 1960s, it was
possible to piece together the structure and oper-
ations of the communist COMINT endeavor in
the south.

F3//Sh In the early 1960s, the Viet Cong had
organized small strategic intelligence cells which
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intercepted South Vietnamese military communi-
cations. In 1963, COSVN began to assert control
over these units. First, the cells were organized
into the 47th Technical Reconnaissance Battalion
which worked under the auspices of the Military

Intelligence Section of COSVN’s military staff.?? -

[ At this point, ARVN communications .*

remained easily exploitable,|

| English language com-
munications seem to have remained mostly
untouched by the VC since they lacked intercept
operators with a sufficient grasp of the lan-
guage.'®' This shortage would disappear by 1965,
driven by the increasing American involvement in
Indochina, especially after the start of the Rolling
Thunder air campaign in the spring.

€545 By 1965, the southern communist
command, realizing the importance of its com-
munications intelligence effort, and anxious to
retain its lucrative intelligence sources, convened
a special conference of its COMINT and other
intelligence personnel. At this meeting, it was
decided to reform the technical reconnaissance
effort into a joint strategic and tactical organiza-
tion which would reach down into the provincial
and regimental levels in both the political and
military structures. Tactical combat units would
continue to be supported by special units, while
the COSVN and military region headquarters
would retain their own units for higher-level
analysis and training.'®” In 1966, the communists
had completed the reorganization of their
COMINT effort in the south. The Central
Research Directorate (CRD), Hanoi’s headquar-
ters for military intelligence, took operational and
administrative control of all COMINT activity in
the DRV, as well as the northern province of
South Vietnam (MR 5), and the Central

~ToP-6EGRETHEOMINTING-
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Highlands (B3 Front). COSVN, located just
across the border in Cambodia, took command of
all the other.elements in the remaining regions to
the south.

<5> Both the CRD and COSVN scem to have
exerpised nearly complete control of their sepa-
rate commands, which included operations,
staffing, recruiting, training, and technical capa-

‘bilities. Both maintained central facilities where-

in resided what could be termed as “high-level”
cryptanalytic, traffic analytic, and language capa-
bilities, as well as intercept operations. Training
in all of the cryptologic skills were done in schools
located at both sites. Intercept operator training
lasted anywhere from six months for morse code
to a year for English language personnel who had
an extra six-month period of on-the-job-training
(0OJT1).

-6} The basic element of communist commu-
nications intelligence in the south was the so-
called Technical Reconnaissance Unit, or the Don
Vi Trinh Sat Ky Thua. These small detachments
were allocated to the headquarters staffs of all
North Vietnamesc combat units down to the bat-
talion level, and to the regional and subregional
Viet Cong command structure. The TRUs carried
a complement of intercept operators, analytic
personnel and communicators. The size of the
TRU could vary from as high as 100 down to
about a dozen personnel, men and women. The
units operated near their headquarters and pro-
vided direct support intelligence information
derived from intercept and initial analytic efforts.
Normally, information was couriered or trans-
mitted by field telephone. Only in critical situa-
tions would the TRUs pass their information by
radio.'®®

£5¥ The TRU’s main objective was twofold:
give their host unit intelligence that provided a
tactical advantage during combat operations and
the means of avoiding combat in disadvantageous
situations.'®* TRUs concentrated on communica-
tions targets which offered both the path of least
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itized” tour could be accomplished, as long as

/as not aware of the restrictions 1o what he
could sec.)'*® The Americans tol hat for a
variety of reasons — among others, J7’s limited

resources, capabilities, and budget problems — .

the plan was unrealistic. NSA suggested that if he
was insistent on doing this that he should try to
implement the plan in a series of phases begin-
ning with the tactical units and ending with a
transition to a national cryptologic organiza-
tion.*** Of course, whai i,vas not informed
of was that the United States, for some time, had
considered the idea of such an organization as
“inimical” to its cryptologic interests, that the
development of a Vietnamese.national cryptolog-

ic capability would seriously affect U.S. SIGINT
and COMSEC positions in Vietnam."*?

id go ahead with one part of
his plan, which was to provide direct division-
level COMINT support to the ARVN. These sup-
port units would be known as ARVN Special
Technical Detachments, or ASTDs. Each ARVN
division was to have one of these support compa-
nies. Actually, the formation of these units was
not a new idea. Back in 1961, one part of the
USASA OPLAN 8-61 called for the formation of
a COMINT support company made

r".?‘go 1.4.(d)

Vietnarmese ASTDs had the dual mission of pro-
viding direct SIGINT support to its host division,
as well as supporting J7's efforts in Saigon. In
November 1968, received approval from
the Vietnamese General Staff to begin forming

“the ASTDs. His plan called for:setting up ten of

these detachments, each manned by four officers

- and fifty-six enlisted personnel, In turn, these

ASTDs were further broken down into low-level
intercept teams of four enlisted ‘personnel and
NCOs. Each ASTD would support their host divi-
sion’'s COMINT needs through intercept, D/F,
processing, and reporting of intelligence derived
from communist communications.

—F8/8H- Like everything else with
Vietnamese communications intelligence, too few
cxperienced and trained personnel, as well as a
lack of equipment, hampered the ASTD start-up.
The first detachment, assigned the ARVN's best
combat division, the 1st, did not arrive until July
of 1969. Even at that, the ASTD was not consid-
ered ready for operations. In January 1970, the
509th Group was tasked by MACV to get the
Vietnamese detachments ready for deployment.
Surprisingly, the personnel assigned to the Ist
ASTD were considered “inexperienced” by Saigon
and would require “greater than normal technical

up of five support platoons which
were to have the capability of
search, intercept, translation,
D/F, and reporting of plaintext,
tactical communist communica-
tions. These units were to be self-
sufficient and able to accompany
their ARVN host units any-
where.'?®

~F546H The ASTDs were mod-
eled after the highly successful ASA
direct support units which were
attached to each U.S. Army divi-
sion and brigade in Vietnam, such

as the Ist Infantry Division’s 337th
Radio Research Company. The

(U) Some of the personnel of the 1st ARVN Special

Technical Detachment intercept team
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advice and assistance” if it was to be ready. This
additional training also would be a test of the new
ASA support plan for these units.'*”

5458 Full deployment of the ten ASTDs was
not finished until late 1970. It took intensive
training by ASA advisors, similar to that for the
1st ASTD, to raise the ability of the detachments
to perform even basic skills such as effective
intercept of tactically useful Vietcong communi-
cations.””® And even then, certain communist
communications, such as those nets which oper-
ated exclusively on the VHF range, were excluded
from ASTD coverage.'*®

S48 By 1969, the Americans were plan-
ning their withdrawal from Vietnam;
Vietnamization, as mentioned earlier, was no
longer a luxury, but a requirement. The
Vietnamese communications intelligence organi-
zation, starved for personnel, training, equip-
ment, and integration with the U.S. SIGINT
System for the past eight years, would soon find
itself awash in everything it had ever wanted. But
was it in time? And was it enough? Or was it even
what the Vietnamese needed? And could the
Vietnamese get ready in time to go it alone? For
by 1969, along with the combat troop withdrawal
from Vietnam, the American cryptologic struc-
ture had begun its own drawdown.

€S7/SHr The Great Cryptologic
“Bugout,” 1970-1973

(U) President Nixon did not allow for the
results of Vietnamization to determine the rate of
the American withdrawal; whether Saigon’s
armed forces were ready or not to deal unilateral-
ly with Hanoi’s military formations mattered lit-
tle to Washington. Driven by internal political
considerations, which pressed for a reasonable,
but also a quick as possible, disengagement,
Nixon accelerated the American departure. In
1969 about 50,000 G.1.s had gone home. In early
1970, he announced a further decrease of
150,000 troops which included four army divi-

FOP-SECRETHCOMINTHX4

sions and one Marine regiment. The next year,
another 100,000 troops were slated to head
home. By early 1972, about 95,000 American ser-
vicemen remained in Vietnam, of whom around
6,000 were combat troops.

F38D The American SIGINT presence
underwent a similar dramatic drop-off. The earli-
er 1970 Vietnamization plan submitted by NSA
had based its projections for a putative competent
ARVN SIGINT capability largely on a controlled
reduction of the American cryptologic presence
from about 8,500 billets in 1970 to 6,654 in 1973
(or 6,000 depending upon what plan would be
followed)."*® Defense Department critics of the
plan pointed out how NSA was way behind what
was actually happening in Vietnam.'*' For exam-
ple, the Army and Air Force cryptologic agencies
had accelerated the pullout of their units. Yet,
even revised figures for the drawdown were unre-
alistic in view of the political forces driving the
overall American withdrawal. A draft 1971 NSA
program still called for over 2,000 U.S. military
and civilian cryptologists to remain in Vietnam
for the fiscal years from 1974 to 1977! 32 The
truth was that the Americans were leaving
Vietnam as fast as they could in order to meet the
provisions of the approaching peace settlement.
The rapid phaseout of American cryptologists
made a shambles of the original VIMP’s timeta-
bles, and subverted any chance to be effective.

15+#58-There had been an ongoing reduction
in the American SIGINT presence in South
Vietnam for sometime before Nixon’s announced
withdrawals had started. Mostly, this involved the
redeployment of some military cryptologic ele-
ments from Vietnam to bases elsewhere in the
region. The Air Force, for example, had started to
reduce its presence at Danang in 1967 and subse-
quently by late 1970 had moved most of its assets
to bases in Udorn | |
Thailand. These moves provided better support
to the 7th Air Force which, by this time, staged
most of its missions from several air bases locat-
ed throughout that country. The navy’s monitor-

EO 1.4.(c)
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undeserved connotation of unreliabitity. Still, for an
interesting set of recollections, il is suggested that the
special Vietnam isstie of Cryptolog be read for its trio
of stories recounting the experiences of four NSA tech-
nical advisors during the last period of the DGTS exis-
tence. -

75. 4F5458 143rd SIGINT ‘Committee Meeting.
March 1968, “Request by the Government of Vietnam
for Assistance in Establishing a Central Cryptologic
Organization.” - USIB-SC-29.23/11, 13 February
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76. 544 DIRNSA 1o NSAPAC REP (VIET-
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. {8/#8H Organization: The sprawling,
‘regional, multiservice, multinational SIGINT
undertaking during the war was never centralized
by the American SIGINT leadership. This may
not have mattered in the 1950s when the

American interes |
| [Yet, by 1962 significant numbers of

cryptologists served all over Southe}ast Asia.
These included personnel from all four services
(the Marine Corps was still part of. the Navy
Department) and the COMINT efforts of other
countries. A plan had been developed that year
for a Joint SIGINT Authority to corral these dis-
parate elements under one control, who, in turn,
was to, be subordinate to MACV. However,
bureaucratic impediments emerged in' the form
of Army and Air Force objections to outside con-
trol of its service cryptologic elements. At the
same time, neither MACV nor CINCPAC was will-

. ing to assume command responsibility for a con-
*solidated SIGINT effort. The ensuing solution

never really addressed the problems inherent in
the arrangements without a central authority.

-(-S#SH-The logical ﬂgure to assume control of
all SIGINT :in the region, the NSA/CSS
Representatlve Vietnam, defined his position in
nebulous terms such as “facilitator” or “coordina-
tor.” His command structure was under the exist-
ing NSA Representative hierarchy in the Pacific
region — subordmate to the representatives in

- Hawaii and, for a.while, the Philippines. Locally,

the NRV had enough authority to mix it up with
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field sites over the control of certain intercept
positions, but he never had enough to leverage
complete missions or to organize a response to a
crisis. That authority was split among NSA, the
509th ASA Group, and the headquarters of the
Service Cryptologic Elements. Many SIGINT
resources, especially collection and ARDF air-
craft, in the region remained beyond his effective
control. A few early attempts at centralizing some
SIGINT functions — processing and reporting at
the SEAPIC — failed to take hold. In spite of later,
repeated MACV calls to create some sort of cen-
tralized processing or reporting center, similar to
its own Joint Intelligence Center, SIGINT contin-
ued to operate as a set of loosely associated enti-
ties.

€5/ Like many other problems in
Vietnam, this lack of centralization came home to
roost when the Tet Offensive erupted in late
January 1968. We saw how NSA was dissatisfied
with the lack of centralized and coordinated
reporting from the various SIGINT sites in
Vietnam. Fort Meade stepped over the NRV and
the intermediate NSA Pacific representatives,
assumed control, and issued a single series
designed to report on the “possible general offen-
sive” in Vietnam. However, despite a limited, ini-
tial success, the reports failed to provide adequate
warning of Tet. The report series suffered from a
diluted central theme; information contained in it
tended to confirm MACV’s belief that the attacks
being prepared in South Vietnam were intended
to distract attention from Khe Sanh. But more to
the point, by being removed physically from
Vietnam, NSA could not take the actions appro-
priate in meeting the threat of a general offensive.
For example, we saw the NSA series was not cur-
rent, often a full day behind events. Nor was it as
broadly inclusive as it might have been; many
reports from stations in the southern part of
Vietnam were not cited in the report series after
the first report was issued. NSA never alerted the
elements of the SIGINT system — the NRV, 509th
ASA Group, the field sites — to the impending
assaults. NSA, situated half a world away at Fort
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Meade, simply could not substitute for a central-
ized SIGINT authority in Vietnam.

/488 Policy towards South
Vietnamese COMINT: From the earliest days
of the intervention in the region, the American
attitude and approach to the national COMINT
agency of South Vietnam can be portrayed, at
best, as “at arm’s distance.” The overriding atti-
tude, the one that defined this circumspect rela-
tionship, was the concern about the poor security
program in the Vietnamese COMINT organiza-
tion. This was an opinion held by people at all lev-
els of the hierarchies of the American cryptologic
and intelligence communities. There had always
been a suspicion going back to the 1950s about
the integrity of South Vietnamese security.
Whether the anecdotes about the security failures
signified a general trend of communist infiltra-
tion or just a series of security incidents cannot be
determined completely.

4545H However, it was this historic concern
in Washington that fed the misconceptions about
the origins and nature of the great communist
communications and cryptographic change in
1962. These apprehensions held, despite the con-
siderable SIGINT evidence to the contrary that
Hanoi’s changes had been occurring for some
time. As a result, the American distrust was set in
stone. In many ways this fear over security hob-
bled the relationship between the American and
Vietnamese cryptologists for the rest of the war.
For thirteen years, the two organizations cooper-
ated and collaborated in a most restricted man-
ner. Exchanges were conducted under the most
rigorous terms. Joint operations, were, in large
part, never truly “joint”; the Vietnamese were
more like an adjunct entity, quarantined from any
contact with the Americans, except for their spe-
cific mission. This distrust destroyed early joint
efforts of the 3rd RRU at Tan Son Nhut. It
increased the impetus for U.S.-only operations at
Phu Bai and other sites. American SIGINT opera-
tions generally were isolated from those of the
ARVN.
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front-end, often scen in the sharpest relief in the
individual combatant. Intelligence, and SIGINT
is part of this mix, plays an important but still sec-
ondary role. Tt offers insight into the enemy's
plans and capabilities. It can be a force multiplier.
Yet it is no substitutéx.32

54485 Unlike World War 11, in which Allied
COMINT could provide insight into the Axis’
strategic plans and capabilities, and had some-
thing of a role in Allied' strategic planning, SIG-

NT in Indochina plaved a largely secondarv role.

. [ American SIGINT

could not provide dircct information on Hanoi's
strategic military, politica,[______—_hectivi-
ties. The only help SIGINT could provide was on
the infiltration rates of Hanoi’s troops after 1968.
For the most part, though, SIGINT was confined
to support of Allied military operations. This role
was hardly insignificant, and SIGINT did con-
tribute to a string of American military successes
starting in 1965. However, Allied military opera-
tions were such — that is, largely a reaction to
communist military initiatives in South Vietnam
— that they could not achieve the elusive “victory”
sought by Washington.

5458 Yet, if SIGINT could not contribute to
Washington's strategy for winning the war, it was
not without an impact, for better or worse, on two
of the most critical events of the war: the inci-
dents in the Tonkin Gulf and the Tet Offensive.
Earlier, it was illustrated how SIGINT failed the
Johnson administration, when, in 1964, it did not
report all of the information that it held concern-
ing the actual activities of Hanoi's navy on
4 August. Instead, only certain reports that
substantiated the Navy's claim that the two
destroyers had been attacked were provided the
administration. Other SIGINT was manipulated,
or misrepresented as relevant, while contrary
information was withheld, and access to all of the
nearly sixty translations and reports was denied.
Without all of the SIGINT information, a decision
by Washington to respond to Hanoi depended on
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the flimsy evidence from the handful of SIGINT
reports that loosely supported the notion of a sec-
ond attack. Over the years, NSA refused to release
the entire record to either the secretary of defense
or the foreign relations and intelligence commit-
tees of Congress. On those occasions when NSA
was requested to supply information, it offered
only the “official” version contained in the 1964
chronology. For thirty-seven years, the scope and
nature of NSA’s failure remained unknown.

&8 As for the Tet Offensive, despite offi-
cial and personal claims, SIGINT did not deliver
an adequate warning in January 1968. When
NSA Headquarters assumed responsibility for the
pre-offensive reporting, it believed that the ensu-
ing report series would warn MACV of the gener-
al attacks. However, as was demonstrated, the
SIGINT reporting did not have this desired effect
on Westmoreland and his staff. After Tet, a senior
NSA official asked General Westmoreland why he
had never acted on the information in the reports.
Westmoreland’s response led this official to
believe that the general had his own preconcep-
tions as to what the communists were up to and
ignored the SIGINT.*® The more likely explana-
tion, based on the sources analyzed earlier, is that
the information in the SIGINT reports actually
coincided with MACV’s own assessment — that
Khe Sanh was the real target of Hanoi’s plans and
that the offensive preparations elsewhere
remained, at best, a diversion. The report scries
remained NSA’s only response to the communist
preparations. Curiously, it never alerted the field
sites or the SIGINT command structure to the
approaching attacks.

€546 In large measure, these two failures by
the American SIGINT community were the natu-
ral result of the technical and organizational
shortcomings that historically plagued the
American SIGINT effort from its very first days in
the Indochina War. It is easy to see how the
crimped analytic capability, especially in crypt-
analysis, and the lack of sufficient qualified lin-
guists affected NSA reporting in both instances.
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(U) Sources

1. (U) Primary Sources (Document
Collections)

A. (U) National Archives. Records Group 457,
the Records of National Security Agency, and
Records Group 226, the Records of the Office of
Strategic Services.

B. (U) Records Collections at the National
Security Agency. A number of primary source
holdings are located at the National Security
Agency, Fort George G. Meade, MD.

- NSA/CSS Archives (NCA, Accession Num-
ber and Location)

+ NSA/CSS Records Center (Box Number)

» Center For Cryptologic History Holdings
(Series and Box Number)

» National Defense University Vietnam
Holdings (Box Number)

» Anchory electronic database (Serialized SIG-
INT Product, 1965 to Present)

C. (U) Other Collections of Documents.

« (U) House Committee on Armed Services.
United States-Vietnam Relations, 1945-1967.
Study Prepared by the Department of Defense, 12
Volumes. Washington, D.C.: Government
Printing Office. This is the unclassified version of
the collection popularly known as the “Pentagon
Papers.” The House version does not include the
documents from the peace negotiations attempt-
ed by various intermediaries between 1965 and
1967. Volume 12, Peace Negotiations, is the
affected volume.

« £F8 Vietnam Task Force, Office of the
Secretary of Defense. United States-Vietnam
Relations, 1945-1967. Washington, D.C., 15
January 1969 (47 volumes).

« (U) Other editions of the Pentagon Papers
are much less useful for research, though they
still retain a utility for review. These versions
include the four-volume Senator Gravel edition,
The Pentagon Papers: The Defense Department
History of United States Deciston Making on
Vietnamn (Boston: Beacon Press, 1971), and the
single-volume edition published by the New York
Times in 1971.

« United States Department of State. Foreign
Relations of the United States (FRUSA).
Washington, D.C.: U.S. Government Printing
Office. There are many relevant volumes in this
series which apply to the war in Indochina going
back to the French war in 1952.

2. (U) Unpublished Internal Manu-
scripts

-€57+68 Several histories which included sec-
tions on the Indochina War, or specifically dealt
with the conflict, were started but never complet-
ed. Many of these were associated with the joint
effort of NSA and the three Service Cryptologic
Agencies begun in 1967. Perhaps the largest of
these was the Army Security Agency’s effort
under its history advisory group. Beginning in
1968, a multivolume effort was produced which
covered ASA’s activities through 1967. However,
it was never completed.

-S481-509th Radio Research Group, When

the Tiger Stalks No More...The Vietnamization of
SIGINT, May 1961-June 1970. 1971.
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