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Chapter 7 — (U) A Springtime of Trumpets:
SIGINT and the Tet Offensive

(U) In the history of the Indochina War, the
communist Tet Offensive, which began on 31
January 1968 has dominated American popular
imagination as no other event of the war. And
rightly so. The fury and extent of the attacks were
unexpected. Nearly every very major city and mil-
itary base in South Vietnam was attacked by com-  |#
mando teams and main force units of the L%
National Liberation Front and the People’s Army
of Vietnam which, themselves, seemed to spring
from an earth sown with the mythic crop of drag-
on’s teeth. The Tet Offensive changed the course
and nature of the Indochina War in ways unimag-
inable just a few days earlier. The unvarnished
images from this event — the execution of a Viet
Cong suspect by Vietnamese National Police
Genceral Loan, the dead communist guerrillas
sprinkled about the grounds of the U.S. embassy,
and U.S. Marines fighting to recapture the rubble
of Hue — brought home to
Americans and their leaders in a
compelling fashion just how
much their conceptions and atti-
tudes about the war were mis-
taken. Most of all, Tet would
force President Johnson finally
to make a strategic choice for the
course of the war; the option he
finally chose defined the
American effort thereafter. For
the communists, the bloodbath
they suffered grievously wound-
ed the indigenous National
Liberation Front’s effectiveness;
from now on, North Vietnamese
forces would totally dominate
the fighting.

(U) In the aftermath of Tet, (V) Pictures from Tet: top, General Loan executing a Viet Cong suspect,
two central, and seemingly sim- and bottom, U.S. military police fighting on
ple, questions were asked of the the grounds of the U.S. embassy.
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U.S. intelligence community: Just what was
known about Tet and when would it occur? Yet
the answers to the simple interrogatives of “what”
and “when” were disputed heavily in the post-Tet
assessments. As we shall see, the “what” of Tet
was known, but in a variety of guises. The all
important knowledge of when Tet would hit was
just as significant as the nature of the attack. But
the knowledge of the “when” was studded with
nettles of uncertainty as well. Intelligence derives
most of its special justification by supplying com-
manders with that certain foreknowledge of
enemy intentions and capabilities. “Forewarned
is forearmed” is the time-honored cliché from
warfare. For the intelligence community, and the
cryptologic one is included here, the controversy
surrounding Tet would seriously call into ques-
tion its methods of providing timely and useful
warning to the American command.

(U) Some judgments of the intelligence effort
prior to Tet have been harsh. A West Point text-
book compared the intelligence failure of Tet with
those of Pearl Harbor and the Second Ardennes
Offensive in December 1944.! Former Secretary
of Defense Clark Clifford, who replaced Robert
McNamara, insisted that not one word of warning
had been received by General Westmoreland or
the American ambassador in Saigon, Ellsworth
Bunker.? Claims to the contrary have been made
by participants and observers. One of the most
knowledgeable participants at the time suggests
that there was no strategic surprise, but that sev-
eral tactical aspects of the offensive were a sur-
prise to the command in Saigon and the Johnson
administration in Washington.?

¥57#55- From the cryptologic perspective,
resolving the controversy about the “what” and
“when” of pre-Tet SIGINT reporting will not be
easy. This is so for a number of reasons. For one,
various assertions have been put forward in offi-
cial reports, and by some former cryptologists
who might be considered to have direct knowl-
edge, that SIGINT did indeed “predict” when the
Tet attacks were to occur. One NSA senior did

claim that SIGINT reporting went down to the
wire, that it “went out hours before the attack,
and told when, where, how, and locations, and
timing.” * Other NSA analysts, veterans of the
war, also made similar claims for SIGINT pre-
dicting the Tet attacks.” Similar refrains of this
chorus can be found in other histories and assess-
ments of the SIGINT community’s performance.
An unclassified CIA history concluded that,
except for the National Security Agency, no other
elements in the intelligence community did better
than provide a “muted warning.” ® The same his-
tory added:

The National Security Agencev stood alone in
issuing the kinds of warnings the U.S.
Intelligence Community was designed to pro-
vide. The first SIGINT indicators of impending
major activity began to appear in the second
week of Junuary 1968. In the following davs
NSA issued a number of alerts, culminating in a
major warning il disseminated widelv in com-
munications intelligence channels on 25
January. titled Coordinated Vietnamese
Communist Offensive Evidenced in South
Vietnam'. 7 OGA

(U) Even public histories of Tet have echoed
this assessment. One stated that the NSA analysis
of communist communications “confronted
MACYV analysts and officers with indications that
attacks throughout South Vietnam were immi-
nent. At least six days before the offensive, the
NSA provided a specific and accurate warning ot
when the offensive would materialize and an
accurate prediction about the location of the
attacks.” °

€57#51 Yet there exists a large body of analy-
ses, reports, and histories which heavily criticize
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the performance of the SIGINT community in
reporting the approach of the Tet offensive.
Surprisingly, many of the sources quoted earlier
themselves contain conditional gualifiers {o their

praise of SIGINT.

, A history of U.S. intelligence prior to Tet
added this interesting point about SIGINT’s role:

It appears. however, that U.S. analysts did fall
vietim to the "Ultra” syndrome, the tendeney to
rely on sources of information that have a rep-
utation for accurate and timely information. In
early 1968, SIGINT revealed the movement of
NVA units as thev massed along the DM7Z . | .
especiallv near Khe Sanh. In contrast, VC units
that were surrounding and infiltrating southern
cities remained relativelv quiet . . . as U.S. intel-
ligence agencies became mesmerized by the
electronic image . . . thev tended to downplay

. reports that indicated a V'C attack against
the cities of the south.

€878t Obviously, such different opinions,
even within the same documents and mono-
graphs, suggest that, despite the confident pro-
nouncements of some NSA high officials, there
remains much controversy about SIGINT’s role
prior to Tet. Some of this may derive from the
imprecision of the claims. Exactly what is meant
by “predict”? A dictionary definition states simply
that it means to “foretell in advance.” Yet, how
much needs to be foretold to be effective, espe-
cially in a military context? Is merely saying
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“something” may happen sufficient? Do the com-
manders of armies need more to act upon? Or
does the word “predict” accurately portray the
SIGINT process prior to Tet? Could another term

describe what SIGINT actually was attempting to

do and, at the same time, allow for a precise eval-
uation of its performance.

“8/85-In order to arrive at some determina-
tion of SIGINT’s role and its effectiveness prior to
the attacks, we need to understand the complex
and numerous factors that influenced how

American officials reccived intelligence froni SIG=

INT sources. So in the ensuing narrative, we will
try to answer the following questions: What was
the military situation in early 19682 How did SIG-
INT fare in a battlefield support role? How did
both sides perceive their respective positions vis-
a-vis the other in 1968? What were the aims of the
North Vietnamese during the Tet offensive?
Exactly what did SIGINT observe of the North
Vietnamese and Viet Cong preparations for the
offensive? What was the effect of the siege of Khe
Sanh on American military intelligence? How was
this intelligence disseminated and to whom? How
was it received? And what effect did it have?

157#55-In reviewing the chronology leading
up to Tet, we will be concerned primarily with
SIGINT's role prior to the attack. This is impor-
tant, since the reporting by SIGINT before 31
January is what the various customers in
Washington and Saigon used to make their
assessments of the situation, as well as their sub-
sequent preparations (or inaction). Although we
will consider the post-Tet assessments and evalu-
ations, these documents, by their very nature,
tend to correlate post-event understanding with a
search for “indicators” that were reported earlier.
This tendency distorts our understanding of what
happened prior to Tet. By emphasizing a handful
of details that “predicted” Tet, as these evalua-
tions did, the rest of the background “noise,” that
is, other intelligence, influcnces, biases, all of
which shaped the American attitude prior to the
offensive, were ignored, or down played in signif-
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icance. This is not a useful approach for under-
standing the setting before Tet.

(U) To comprehend what happened, we need
to see how both sides had arrived at the situation
that existed in South Vietnam by the end of 1967.
We can begin by reviewing the course of the war
and the role that SIGINT played.

€S7//SH The Ground War and the
Development of SIGINT Indicators,
1965-1967

(U) The North Vietnamese leadership had
been surprised by the American intervention in
the South beginning in March 1965. Also, Hanoi
had not counted on the size and rate of the
buildup of U.S. ground forces. Le Duan, secretary
general of the Lao Dong Party, admitted later in
1965 that the “situation had developed more rap-
idly than we had anticipated.” ** Hanoi’s leaders
had been surprised, but they had already instigat-
ed a reinforcement of the southern insurgency’s
forces with regular PAVN formations. In
September 1964, the 808th Battalion was on its
way south. By the beginning of 1965, two regi-
ments of the PAVN’s 325C Division were already
moving into camps along the Laotian-South
Vietnamese border.

(U) The strategic problem for Hanoi’s leaders
was how to deal with the new military situation
created by Washington’s intervention. The deci-
sion the communist leadership finally made was
an extension of an earlier choice to strike a deci-
sive blow at the South. Prior to the American
arrival, the NLF military units, the People’s
Liberation Armed Forces (PLAF), although hav-
ing mauled ARVN units in several battles, had
failed to destroy Saigon’s military. To beat the
ARVN and the newly arriving American forces
required the formation of main force units in the
south and the use of regular PAVN units from the
north. Key to this strategy was the appointment of
Nguyen Chi Thanh as the military commander in
the south. Thanh was a southern returnee and

known as a charismatic leader. He was a general-
of-the-army in the PAVN; the only other holding
this rank was Vo Nguyen Giap. Thanh was an
ardent believer in Vietnamese unification, but
unlike Giap, opposed any negotiations with
Saigon or Washington, preferring a militant poli-
cy.™* He had pressed for an aggressive campaign
of conventional, large formation attacks against
the ARVN. Beginning in early January 1965,
PLAF units had scored a series of impressive vic-
tories against large ARVN forces near Ben Gia,
Song Be, and in Quang Ngai Province. By sum-
mer, Saigon’s military was on the ropes.

=+€5//55- As for the newly arrived Americans,
Thanh ordered his units to stand and fight with
the Americans, despite the latter’s overwhelming
advantage in firepower and mobility. The first
opportunity to take on the Americans was not
long in coming. In early August 1965, ASA cle-
ments at Ben Hoa, using ARDF techniques, had
located the First VC Regiment on the Van Tuong
Peninsula (known also as the Batangan

Lf g < \ o

(V) PAVN Senior General Nguyen Chi Thanh
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Peninsula) near the Marine base at Chu Lai. The
information was brought to the attention of
Westmoreland’s chief of intelligence, Major
General Joseph McChristian, by an NSA repre-

sentative to the MACV staff, |

General McChristian informed Lieutenant
General Lewis Walt, commander of the marines
in Vietnam, who planned a trap for the VC regi-
ment.

<8775 The marine plan, known as Opcration
Starlight, involved closing off the base of the
peninsula with a marine battalion. Offshore naval
gunfire, combined with air strikes and land-based
marine artillery would pound the isolated com-
munist troops. Then, another marine battalion
would land on the beach and sweep up the sur-
vivors, On 18 August, Starlight began. Eventually
6,000 marines pressed the defenders into pock-
ets which, in turn, were hammered by aircraft
and naval gunfire. It was all over in three days.
The marines claimed over 700 communist dead
and prisoners and 127 weapons captured.
General McChristian saw Starlight as an example
of how intelligence can drive operations."
Cryptologists in Vietnam also saw this experience
as heralding a new and significant role for ARDF
and SIGINT in Vietnam."®

“¥5/+5H However, in the euphoria that fol-
lowed Starlight, there were indications that the
operation was not quite as effective as claimed.
Thanh would claim that most of the regiment had
escaped the trap and that the battle had proved
that PLAF troops could stand and fight with the
Americans. Over 200 American had been killed
and wounded in the battle."” But more disturbing
than Thanh’s claims was what SIGINT revealed.
Within two days of the battle, the First
Regiment’s radio network was back on the air. On
25 August, the regimental headquarters had
moved thirty kilometers to the west of the Van
Tuong Peninsula and was again communicating
with its battalions. By 1 September, the net was
back to normal operations. Also, there were indi-
cations that elements of the regiment were
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involved in an attack at the nearby village of An
Hoa.' In fact, the region would never be pacified;
American and ARVN sweeps never rooted out the
communist presence in Van Tuong."®

(U) The first large-scale test for Thanh's
PAVN regulars occurred in late October 1965.
During the late summer and into early fall, three
PAVN regiments, from three separate divisions,
moved into position around the Special Forces
camp at Plei Me located about twenty-five miles
south of Pleiku. It seemed to American planners
that these maneuvers were meant to cut South
Vietnam in half. The communists may have been
doing just that. Rear support construction units
were busy extending supply lines eastward from
the Ho Chi Minh Trail into the Central Highlands,
a move that typically presaged extended opera-
tions.*°

(U) On 19 October Plei Me was attacked by
the PAVN 33rd Regiment of the 325th Division.
The initial assault failed and the communist
troops fell back and began shelling the base. A
relief column of some 1,200 ARVN troops, sup-
ported by tanks and armored personnel carriers,
headed south from Pleiku towards Plei Me. Seven
miles from the base it was ambushed by another
PAVN regiment and pinned down. The column
finally was rescued by elements of the 1st U.S.
Cavalry Division, which literally rode to the res-
cue in its helicopters.

F5/4ASH- After the column safely reached the
camp, the ist Air Cavalry turned to pursue the
PAVN regiment located in the nearby Ia Drang
Valley. For the next three weeks, in a pair of oper-
ations known as Long Reach and Silver Bayonet,
the cavalrymen chased the PAVN units. The
Americans used their mobility and firepower to
effect, in the process reducing two PAVN regi-
ments to tatters. Particularly devastating were air
strikes, including the first use of B-52s in a tacti-
cal support role. It seemed to the Vietnamese,
that each time one of their units settled in, an air
strike would hit them. Discussing the American
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ability to pin point their locations, a 33rd
Regiment staff conference held after the battle
concluded that they had spies in their midst.*'

€FSAHSH- Of course, it had not been spies
which had given away their positions; rather, it
was airborne direction finding that had flagged
the NVA units for the air strikes. But it was an
ARDF capability with a difference: no longer were
the results held up until the aircraft landed.
Instead, the aircraft passed their results directly
to the ASA unit in support of the tactical com-
mander. Secure air-to-ground communications
were achieved with the use of a one-time pad for
passing the D/F results. The DSU, in this case the
371st RRC, had moditied an intercept position
into a controller for the ARDF mission aircraft.
For la Drang, five mission aircraft were allocated.
Fixes could be passed from a plane to the com-
mander in under thirty minutes.*

F5/+/6H la Drang had been the first signifi-
cant test for tactical SIGINT in an ongoing opera-
tion. Initially, it had demonstrated its value by
alerting MACV to the moves of the PAVN regi-
ments around Plei Me. The D/F proved to be use-
ful as a targeting tool for tactical air strikes, allow-
ing for B-52s, in particular, to be utilized. Still, Ia
Drang was not a totally unmitigated success for
SIGINT. At least four times during the struggle,
ARVN and American units had been ambushed
by large communist units — twice during helicop-
ter landings — and SIGINT had been unable to
detect the traps. In all cases, firepower, in the
form of air strikes and artillery support, had been
essential in retrieving dangerous tactical situa-
tions for the Americans. The Air Force had to
mount almost five times the number of air sorties
than it had originally planned in order to support
the 1st Air Cavalry.*

=575 This trend of beating the communist
forces to the draw continued into early and mid-
1966. For example, during March in the western
Central Highlands, SIGINT had picked up the
movement of PAVN command and intelligence

units eastward towards Pleiku and Kontum. A
tactical command element was isolated which
appeared to have assumed control of opera-
tions.** Before the movements could be consoli-
dated, General Westmoreland dispatched troops
from the U.S. 25th Infantry Division. For the next
two months, the division's units maneuvered
across the region forcing the communist troops to
fight or withdraw. They also cleared the major
north-south road, Route 14, connecting the
provincial capitals. In June, the 101st Airborne
Division launched Operation Hawthorne to clear
the area near Dak To. By the end of July 1966, the
communist command and intelligence elements
had withdrawn, their plans apparently frustrated.

(U) For all of the head-on fighting with the
Americans, Hanoi’s troops had little positive to
show for the heavy casualties it had sustained.
Westmoreland's forces had broken up every
major communist military initiative before they
could be effective. In the summer of 1966,
Westmoreland had completed the buildup of U.S.
forces to the point he now felt he could conduct
large-scale operations which he termed “search
and destroy.” This approach, while not always
bagging the PAVN and PLAF units, had the
important by-product of denying the communist
planners the element thev needed the most —
time. Time always was the necessary ingredient
for the planning and preparations of communist
military operations. Unlike the Americans, who
extended their lines of supply and communica-
tions to facilitate offensives, the communist
approach required the preparation of a battlefield
before an assault. This meant the prepositioning
of supplics and the rchearsal of unit roles. The
sweeps by the big U.S. units compelled the com-
munist troops to abandon the supply stockpiles
and prepared positions. The communists no
longer had the luxury of an uninterrupted period
leading up to an attack.”

(U) General Thanh came under political
attack in Hanoi for his bloody strategy. The main
critique was his emphasis of main force opera-
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tions to the ncglect of guerrilla or the People’s
War approach: Thanh had failed to coordinate
operations with the revolutionary elements — the
guerrillas and local political functionaries. His
crities favored a protracted revolutionary struggle
and advocated a return to a “defensive” posture of
small-unit strikes. Thanh, in a speech before
COSVN in mid-1966, contemptuously dismissed
this approach. “If we want to take defensive posi-
tions, we should withdraw to India.” 2

(U) Despite Thanh’s bravado, he did relent
and accepted some limits to his earlier strategy.
He was willing to admit that adaptations had to
be made in tactics when fighting the Americans.
He allowed for additional forms of political strug-
gle to supplement the military actions. He limited
large unit operations to the northern part of
South Vietnam, near the DMZ. Regular PAVN
units and large PLAF formations engaged U.S.
Army and Marine units near places like Con
Thien, Camp Carroll, and Khe Sanh. Other fights
started outside Danang and Hue. In the Central
Highlands, isolated special forces bases were hit.
North of Saigon, communist units battled numer-
ous Allied battalions that were trying to clear out
the communists’ complexes in sanctuaries along
the Cambodian border.

(U) Thanh had not abandoned his big-unit
strategy. He just changed the way the main force
units engaged the Americans, which was referred
to as the way “a tiger leaps at his prey.” *”
Communist units would attack isolated bases and
units and then disappear into the bush when the
large American units arrived on the scene.
Despite this change in tactics, by the middle of
1967, the communists again had taken horrific
casualties and had little to show for it. Their units
were still in the field, but nothing had been
denied the Americans.

87781 A major factor in the string of com-
munist military failures was the growing capabil-
ities of the American SIGINT effort in South
Vietnam. In the three vears of direct U.S. combat
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involvement, American SIGINT developed in
pace with the growth of the Vietnamese commu-
nist communications.

5458 Prior to 1965, Vietnamese communist
operations could be characterized as “guerilla” in
that the final planning was left to lower echelon
units, which, in turn, seldom used radios to con-
duct militray operations. D/F and analvsis in this
period was effective in locating units in their
enclaves or bases, seldom on the move. After
1965, as larger regular PAVN formations took the
field, the communications profile of communist
military operations changed. Certain C3 patterns
of behavior appeared that tipped off their actions.
These patterns, recovered by SIGINT analvsts,
allowed them to determine with a great degree of
accuracy, the operational intentions of commu-
nists units. So effective was this analysis that,
after 1965, probably no major communist mili-
tary operations went undetected.

~«€57//8b-These patterns were termed “"SIGINT
indicator” by the cryptologists in Vietnam and
NSA, and were used to warn Allied commanders
in Saigon and the field of communist moves. By
late 1967, analysts had developed five major cate-
gories of SIGINT indicators that tipped off com-
munist military activity These were:

1. Changes to Signal Operating Instructions
(SOI). These features included introduction of
new tactical callsigns, procedural signals,
increased communications scheduling, unsched-
uled changes to the SOI, and a failure to imple-
ment a regularly scheduled SOI change. Of par-
ticular interest was the appearance of so-called
“watch nets” in communist communications.
Watch nets basically acted as a 24-hour “call up”
by which units could contact and set up transmis-
sion schedules. This technique provided flexibili-
ty for units on the move that might encounter
unexpected difficulties.

2. Communications Network Structural
Changes. These entailed the activation of unit for-
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ward elements, such as tactical operations com-
mander, communications centers, and observa-
tion posts. Many of these modifications were
forced by the changing tactical situation.

3. ARDF (and other D/F) results such as the
concentration of communications terminals,
unusual movements (of more than 10 kilome-
ters), and (in cases of reaction to Allied opera-
tions) dispersal of communications facilities serv-
ing headquarters elements.

4. Communications activity changes which
included high or substantially increased activity
levels, the appearance of sustained levels of high-
precedence messages with attendant requirement
for receipt, and unusual operator reaction to this
type of message.

5. Cryptographic changes. The introduction of

tactical cryptosystems)

[were often exploitable and provided a lode
of information about attack plans. One unique
variation of this was the appearance of teams
from a communist unit’s Military Intelligence
Section (MIS), whose reporting carried current
information on target status or on occasion
included exploitable operational traffic.

=6F5/4#58 It should be pointed out that SIGINT
analysts did not approach the indicators in a lock-
step manner, checking them off as they were
observed, until they arrived at some magic per-
centile predicting an attack. Instead, the analysts
had developed a much more nuanced apprecia-
tion of their meaning and relationship to military
operations. The analysts understood that not all
the indicators would occur before any communist
military operation; in fact, there never had been
an instance prior to Tet where all indicators had
occurred.?® Rather, the analysts usually saw the
appearance of one or more of the indicators, not
at once, but in a modulated crescendo. This
upsurge was accompanied by a concomitant

Page 308

increase in the tempo of communications leading
up to the attack.

F57585-This process of “making the connec-
tion” amongst the indicators was important for
another reason: the analyst had to be able to
judge whether or not the indicator(s) was a clue to
an upcoming military operation or was a singular
reflection of some benign (nonoperations-relat-
ed) change to the current communications net-
work or SOI. The thought process exhibited, then,
was not the compilation of indicators, but the
recognition of the entire phenomenon as a valid
tip-off to a military activity. Furthermore, this
analytic process implied that the analyst had a
knowledge of the history of the target communi-
cations structure’s tendencies. This “benchmark-
ing” based on prior activity levels was an impor-
tant element in understanding what the indica-
tors might be showing the analysts.

(U) One apparent result of an increased SIG-
INT capability was the concurrent development
and use of an intelligence methodology called
“pattern analysis” by MACV’s intelligence com-
mand, the Combined Intelligence Center.
Essentially, pattern analysis was the correlation
of all information from all intelligence sources so
as to determine the communist intentions.
Visually, pattern analysis was demonstrable
through the use of maps with multiple overlays.
Each overlay would signify a particular type of
information about the enemy, say the location of
radio transmitters, known logistics centers,
ambush sites, etc. The resulting visual patterns
could suggest a variety of possible activities in an
area. To arrive at a reasonable determination of
what the enemy was planning usually required
the ability to correlate a number of items of intel-
ligence. At times, this process, especially its
sources, would be criticized.?® Still, Westmore-
land conceded that pattern analysis could drive
the tempo, nature, and location of American
operations.>’
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“YS$~By the end of the 1966-1967 dry season
campaign in May, the strategic situation in
Vietnam could have been called a stalemate.
Although the communist efforts to strengthen
their position south of the DMZ had failed, efforts
by MACV to drive them out of their strongholds
north of Saigon and along the Laos and Cambodia
border regions similarly had failed. The American
presence had climbed to 450,000 troops, while
Hanoi’s infiltration had kept pace. The United
States was spending $2 billion per month

EO 1.4.(c¢)

The month before,

General Westmoreland had told President
Johnson that, unless the communist structure fell
apart, the war could go on for five more years.*
The “limited war” Washington had bargained for
may have seemed unending. But for Hanoi, the
time seemed right for a roll of the die.

(U) Hanoi and Washington Plan
for Victory

(U) To the communist leaders in Hanoi, the
military-political situation in South Vietnam was
not as encouraging as it could have been. The
previous campaign, that is, the 1966-67 Winter-
Spring Campaign (October 1966 to May 1967),
had produced nothing more than a continuation
of the previous military standoff. However, even
in the midst of the campaign season, changes
were being contemplated. In January 1967, the
13th Central Committee of the Lao Dong Party
had called for the adoption of a new strategy com-
bining political/diplomatic and military methods.
Ho Chi Minh praised this new approach, termed
“fighting while negotiating,” and appealed for
party unity so as to implement it.*®

EO 1.4.(c)
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(U) General Thanh returned to Hanoi and
presented his plans to break the stalemate and
force the United States out of the war. His argu-
ment was simple: the only way that Hanoi could
force Washington out of the war was to convince
it that the costs of continuing the struggle would
far outweigh anything that it could realize
by remaining committed to Saigon’s support.*’
If Johnson wanted to escalate the war, it would
seriously threaten America’s global strategic posi-
tion and sertously undermine his domestic social
and economic programs.®® Hanoi wanted
to exploit the “internal contradiction” of
Washington’s position.

(U) Hanot’s problem was how to exploit this
contradiction in Washington’s stance. The solu-
tion, according to Thanh and other planners, was
to hit the Americans where they were weakest —
the South Vietnamese political and military struc-
ture. The communists would strike at the ARVN
and Saigon’s governmental apparatus in a coun-
trywide assault. At the same time, an appeal
would be made by the NLF to the nationalist sen-
timent of the South Vietnamese population to rise
up against the regime in Saigon and thereby iso-
late the Americans. Bereft of popular support, the
United States would have no choice but to exit
Vietnam. The DRV knew it could not defeat the
United States in a direct military confrontation;
the terms for beating the U.S. could be found in
destroying the weakest element of its policy -
South Vietnam’s government and its forces. In a
way, this thinking reflected the Vietnamese his-
torical fascination with the success of its rural-
urban revolution of 1945 when handfuls of Viet
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Minh units and cadre had overthrown a mori-
bund Japanese administration and the puppet
government of Bao Dai. However, the leadership
in Hanoi was less sanguine and did not expect the
U.S. to roll over and be supine; they hoped to
bypass the Americans with a nationalist upris-
ing.%”

() On 6 July 1967, General Thanh died of a
heart attack while in Hanoi. The responsibility for
carrying out the new strategy fell to General
Giap.®® Giap had been skeptical of Thanh’s
reliance on PLAF units and cadre to carry off the
offensive. Furthermore, he was loathe to expose
regular PAVN formations to the certain high loss-
es from such an attack.?® Other high-ranking
Vietnamese disagreed with the strategy itself.
These individuals, who might be termed “doves”
in Hanoi, favored an emphasis on negotiations,
and their resistance presented the politburo in
Hanoi with a problem. In September 1967, a
purge of these individuals occurred, maybe as
many as 200, whose ranks included the deputy
chairman of the State Science Commission and
the chief of a military intelligence directorate.*®

(U) However, planning for the Tet Offensive
(Tet Mau Than), more accurately referred to as
Operation TCK/TCN (Tong Cong Kich/Tong
Khoi Ngia, or the General Offensive/Uprising),
had already begun. At planning sessions in mid-
1967, Ho Chi Minh had made emotional appeals
for a united effort to bring victory in the next
phase of the war. Hanoi's military planners set
the strategy for a three-phase winter/spring cam-
paign to start in late 1967,

(U) During Phase I of the campaign, the
Communists planned to mass and carry out coor-
dinated conventional force operations along the
border of South Vietnam, in the highlands, and
around the DMZ. When the U.S. forces respond-
ed to these moves, and, in the process, denuded
the cities of their shielding presence, the Viet
Cong units would be free to infiltrate South
Vietnam’s urban centers and prepare for the next
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phase, the General Uprising. This first phase has
caused much controversy among historians of the
war. In the battles initiated by the North
Vietnamese, especially at Khe Sanh, in which they
fixed the strategic attention of MACV, the PAVN
suffered enormous losses: at Khe Sanh some-
where between 8,000 to 10,000 troops were esti-
mated to have been killed during a nine-week
span. If it was merely an effort to fix U.S. atten-
tion, the butcher bill was terribly high. General
Giap and other North Vietnamese military lead-
ers insisted that it was just that — a lure. No mat-
ter what Hanoi'’s intention, it did work: General
Westmoreland saw the siege at Khe Sanh as the
curtain raiser for a larger scheme to seize the
entire region around the DMZ.*'

(U) Some commentators have suggesled that
Giap had to assure himself that a large operation
in the South would not lead to a U.S. invasion of
the North — an option which was always on
Hanoi’s mind.* Actually, Giap’s fears were not
groundless. Since 1966, the U.S. had considered
the invasion option in some detail. Walt Rostow,
the presidential advisor for foreign affairs, had
claimed such a move could seriously disrupt
Hanoi’s plans. Eventually, three invasion scenar-
ios were secretly drawn up. All of them called for
a joint ground-airborne-amphibious assault, one
in the region around Vinh — one of the major
northern terminals for the southern infltration —
and the other two closer towards the DMZ. The
trouble was that any of the plans required about
three divisions of troops. Some would stage from
the U.S. via Okinawa or the Philippines, but the
rest would have to come from U.S. forces in South
Vietnam; Westmoreland told General Wheeler,
the chairman of the JCS, that he would be hard-
pressed to spare any of his troops for an attack on
the North.*

(U) During the considerations to carry out the
invasion, which Westmoreland told President
Johnson would have to wait until spring 1968
when decent weather arrived, the U.S. ran into
the same problem that would afflict it after Tet —
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where to get the troops so that their removal
would neither cause internal political turmoil nor
upset America’s strategic worldwide posture.*
Tet would put off the invasion plans for good,
but the decision about reinforcements for
Westmoreland would return and add to the
Johnson administration’s post-Tet woes.

(U) Hanoi intended phase II of the campaign
to run from January to March 1968. This was the
central part of the TCK/TCN - the “classic” por-
tion of Tet, whose dimensions would surprise the
commands in Saigon and Washington. It called
for coordinated guerrilla and commando assaults
within the South Vietnamese cities and the ARVN
military installations that would be combined
with second echelon attacks by PAVN regular
units from outside urban centers where they had
been massing. During the attacks a nationwide
appeal would go out for the southern Vietnamese
to join in a general uprising. As a Vietnamese doc-
ument spelled out this phase:

Destrov and disintegrate the main body of the
puppel army to such an extent that it ccases to
be a foree on which the U.S. tmiperialists can
relv.. o Wreek ... the puppet army to the point
it can no longer maintain the reactionan
regime . . . arouse the masses in the cities and

rural areas. .. .8

(U) In Phase III, after the general uprising
had begun, PAVN units would cross the DMZ and
assault or besiege American units now suddenly
lost in a wave of popular revolts by the southern
Vietnamese masses. These attacks would isolate
the Americans and, at the same time, create the
conditions for the “decisive victory” in which
Hanoi would hold all trump and negotiate the
Americans out of Vietnam.

(U) Ambitious as this campaign was, and as
carefully crafted as anv of Giap’s previous efforts,
it was flawed in two important respects. First of
all, the strategic assumption of a popular or gen-
eral uprising in reaction to the envisioned defeat
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of the Americans was a misreading of the popular
climate in South Vietnam. Although the
Vietnamese population could hardly be counted
as adherents to the Saigon regime, neither were
they ripe for a popular uprising against it. Hanoi’s
belief in the certainty of an uprising reeked of ide-
ological fantasy more than the cold calculation of
the popular pulse.

57458 The second flaw was in the plan itself.
The necessary ingredients for a successful second
phase were secrecy and coordination. Unfor-
tunately for Giap, but not for Westmoreland,
these conditions conflicted. The deepest secrecy
necessary to safeguard surprise jeopardized the
coordination needed to pull the attacks off.

{- This move, more than anything;

doomed the Tet attacks to military failure. It
remains unclear whether the attacks on the 30th
were premature or if the attack had been delayed
by Hanoi and those VC units missed the message.
There is a suggestion that possibly the date of the
main attack, or the premature attack itself, had
been pushed up from a previous date.*® However,
as we shall see, there is some SIGINT that may
point to a solution to this debate.

£ Throughout the summer and fall of 1967,
a number of articles discussing a change in strat-
egy by senior North Vietnamese leaders appeared
in various party and military publications.?” In
July, an article appeared in the army daily news-
paper castigating those who preferred to negoti-
ate a settlement to the war. In September, the
most famous of these was Giap’s “Big Victory,
Difficult Task,” which warned its readers against
expectations of an easy victory. However, Giap
reminded his readers of the virtues of protracted
revolutionary war.*® This article was also broad-
cast over Radio Hanoi’s domestic service. In
November, Le Duan wrote of the necessity of
building up forces in towns to force the struggle
there, as well as in the countryside. Finally, in
December, high party and government officials,
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foreign diplomats, and leading citizens through-
out Hanoi received an envelope in which there
was a pink piece of paper with this poem reput-
edly written by Ho Chi Minh (and broadcast over
Radio Hanoi on 1 January 1968):

This spring will be far better than any spring
past,
As truth of triumph spreads with trumpet
blast
North and South, rushing heroically together,
smite the American invaders.
Go forward!
Certain victory is ours at last.*’

(U) Meanwhile, in the command centers in
Washington and Saigon, the reaction to the
apparent stalemate in 1967 was a curious mixture
of optimism and unease about the course of the
war. In certain intelligence circles, in the State
Department, and in the person of Secretary of
Defense McNamara, there was a belief that the
war could not be won as it was currently being
waged. Despite the bloodletting, the communists
were still fielding fighting units while the Viet
Cong political structure could not be permanent-
ly eradicated from the countryside. Rolling
Thunder, after more than two years, simply was
not stopping the supply flow, nor was it pushing
Hanoi to the conference table. Surveying the situ-
ation, these officials, advisors, and analysts
believed that an escalation of the fighting would
not work, either. For some, the only way out
seemed to be negotiations.*®

(U) On the other hand, most of the high mem-
bers of the Johnson administration seemed con-
vinced that the war was being won. For them, the
problem was the slow erosion of public support
for the war. Mostly, this was seen as a public rela-
tions problem: how to counter the poor attitude
of some government officials and the negativity
of the press dispatches from South Vietnam. The
Johnson White House staff dreamed up an
activist program pushing an optimistic theme.
A “Success Offensive” was started by presidential

advisor Walt Rostow, whose Psychological
Strategy Committee monitored press stories from
around the country, seeding friendly press
with information on items such as progress in
hamlet pacification and increased communist
casualties.”

(U) The order from this group was to get out
the message that “we are winning” the war. From
the middle of 1967 to the end of the year, a
crescendo of optimistic statements from various
high-ranking civilians and military washed over
the critics of the administration’s policy. In
August 1967, the chairman of the Joint Chiefs,
General Earle Wheeler, stated that the air war
was “going well and . . . that he did not agree with
the [negative] conclusion of the Intelligence
Community.” In September, Walt Rostow com-
mented that he was “outraged at the intellectual
prudishness of the [ntelligence Community [con-
cerning its evaluation of the lack of progress in
pacification].” >

(U) Into the fall, the administration kept up
the public relations pressure. In November,
General Bruce Palmer, deputy commander of the
U.S. Army, Vietnam, told a reporter that “The
Viet Cong has been defeated from Da Nang all the
way down in the populated areas [sic]. He can’t
get food and he can’t recruit. He has been forced
to change his strategy from trying to control the
people on the coast to trying to survive in the
mountains.” Vice President Hubert H.
Humphrey, returning from a trip to Vietnam told
a television interviewer that “We are beginning to
win this struggle. We are on the offensive.
Territory is being gained. We are making steady
progress.” ®® In Saigon, spokesman for the head
of the pacification effort, Robert Komer, briefed
reporters that, based on results of the Hamlet
Evaluation Survey, 67 percent of the population
lived in areas now controlled by the Vietnamese
government.>*

(U) Of course the big gun in this offensive was
General Westmoreland. Despite some misgiv-
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ings, Westmoreland cooperated with the admin-
istration and added his opinion. On 21
November, he addressed the National Press Club.
Among his remarks he said that “We have
reached an important point when the end comes
into view.” He added that the transition to the
final phase “lies within our grasp.” During ques-
tioning he stated that the United States could
begin to turn the war over to South Vietnam in
two years.*® To some journalists, Westmoreland’s
comments seemed to portend victory and reas-
sure people with doubts about the war. Those
discouraging or alarming reports tended to be
discounted by those in charge at both ends of the
Saigon-Washington command chain.>®

(U) The rationale for the optimism of
Westmoreland and others lay in their view of the
progress in the war which, in turn, was based on
official reports from a variety of statistical
sources: the pacification programs, estimates of
order of battle, and numerical strength of com-
munist forces in Vietnam. On the civilian side, the
pacification program finally seemed to be work-
ing. Robert Komer, who held the rank of ambas-
sador (just below Ellsworth Bunker in the civilian
hierarchy), had reorganized all of the previous,
disparate rural pacification efforts under CORDS
(Civil Operations and Revolutionary Develop-
ment Support) with himself at the apex. Using
highly talented people like John Paul Vann (the
former military advisor) and Daniel Ellsberg,
Komer planned to contest the NLF’s control of
the villages using their own tactics and tech-
niques against the communists — a call for an
American-supervised “revolution” in South
Vietnam.”” By the fall of 1967, Komer could claim,
based on the Hamlet Evaluation Survey, that
nearly 75 percent of South Vietnamese villages
were pacified. This percentage translated into
about twelve million people.

(U) Allied with the pacification program was
the infamous Phung Hoang, or the Phoenix
Program, which aimed at physically eliminating
the Viet Cong infrastructure. The Phoenix

(V) General Westmoreland addresses the National
Press Club in November 1967

Program was run by Komer's CIA assistant,
William Colby, formerly the COS, Saigon, who
had organized the predecessor efforts to OPLAN
34A. In later years, the Phoenix Program would
come under severe criticism. Left largely to the
South Vietnamese intelligence services to imple-
ment, it became a means for settling blood feuds
and outright blackmail. Certainly, Phoenix hurt
the communists; they admitted as much after the
war. However, the extravagant claims for success
were measured by the numbers of suspects “neu-
tralized” in some fashion or another. No one
could be certain if the numbers bandied about the
offices in Saigon and Washington represented
real communists or innocents swept up in its
talons.
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Adams’ documentary proof, which, despite its
paucity, was far more persuasive than the
Pentagon’s empty folders. As one military intelli-
gence officer later admitted to Adams, “You
know, there’s a lot more of these little bastards
out there than we thought.” ® Adams returned to
Langley convinced that the army had accepted his
figures. ’

(U) Sam Adams, a distant relative of the
famous presidential line of Adamses, was a CIA
analyst charged with developing communist
order of battle information in South Vietnam.
Beginning in December 1966, Adams saw that
there was little documentation to support the
then current figures used by MACV or the CIA.
Numbers agreed to in earlier years just kept being
recirculated. Others were based on unreliable
ARVN intelligence. Adams soon understood that
if MACV’s casualty and desertion figures were
correct, then the communists were close to
running out of men. However, the communists
always seemed to be able to make good their
losses.”

(U) Wanting a more comprehensive order of
battle, Adams cast his analytlic net wider to
include all sources of communist strength. He
factored in estimates of support personnel, polit-
ical cadre, and the part-time forces from local
communist militia units, just the categories which
the Pentagon had dismissed as “low grade,” “part-
time,” and “weaponless.” ®*® What he found led
him to conclude that the VC and PAVN forces
numbered close to 600,000 personnel — better
than twice MACV’s figures. In mid-January 1967,
George Carver, the DCI's Special Assistant for
Vietnam Affairs (SAVA), dispatched Sam Adams
to an order-of-battle conference in Honolulu
which had been convened by General Wheeler,
the chairman of the JCS. The MACV intelligence
representatives provisionally agreed to a new fig-
ure, something near 500,000, as a concession to

(V) George
Carver
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(U) On the other hand, the Pentagon's . . UGA
approach centered solely on the organized; mili- :
tary forces of the PLAF and the PAVN. This
approach reduced the war to a simple military
confrontation between mililary units and mini- -
mized the sustaining nonmilitary infrastructure.

The MACV staff, led by the G-2, Brigadier
General Philip Davidson, and supported by civil-
ians like Ambassador Komer, considered the
other non-main force categories not significant to
the enemy’s order of battle.®® Besides ignoring as
much as one-half to two-thirds of the enemy’s

strength, this narrow approach also subverted the
military’s own macabre measure of progress — the
infamous body count. The U.S. military counted
all enemy casualty claims against only regular
combat units, rather than applying them to all of
the participating enemy’s forces. The result was a
casualty count skewed solely against the regular

military units: casualties from one column were

credited to another.®” To the MACV order of bat-
tle specialists, then, the casualty figures told it
that the “cross:over point” indeed had been
crossed and that Hanoi could no longer sustain its
war effort. Hence, MACV’s optimism about the
war.

(U)  Although Westmoreland and the
Pentagon had won the bureaucratic numbers
game, after Tet, their position would be revealed
as self-delusion. And the administration’s
“Success Offensive” would run into the minefield
of its own making.

(U) U.S. Intelligence and the Start of
the Winter/Spring Offensive

(U) On 1 September 1967, the communists
began their winter/spring offensive with a series
of major assaults against Allied border positions
extending from Con Thien in the north down
through the Central Highlands to Loc Ninh and
Song Be in the III CTZ north of Saigon. Rising to
the challenge, Westmoreland committed more

and more American units to counter the commu-
nists’ thrusts. Unhindered by population centers,
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and therefore free to use their overwhelming fire-
power, the Americans inflicted heavy losses on
the North Vietnamese and Viet Cong regular for-
mations.

&4y

JAt the same time, the communists

hit the helicopter base at Phu Bai and destroyed
or damaged eighteen choppers and caused
over one hundred casualties amongst South
Vietnamese forces.

€57//81r After the communist troops left, an
American team, made up of soldiers from Phu Bai

personnel, inspected the damage. The

Termammyg classified material and salvageable
equipment were removed. The investigators later
determined that the VC had gained access to the
entire complex and that the
SIGINT site had been com-

hills located south of the DMZ in Quang Tri
Province. Marines from the Third Marine
Division had occupied these positions as part of
the effort to interrupt PAVN infiltration across
the DMZ. On 1 September, artillery units of the
PAVN 324B and 324C Divisions started shelling
the marine bunkers. Westmoreland, seeing an
opportunity to thrash regular PAVN units,
launched operation Neutralize. Over the next
month the communist units were pulverized by
over 4,000 air sorties, including strikes by B-52s.
By the first week of October, the PAVN units, hav-
ing suffered an estimated 2,000 dead, pulled out,
and the “siege” was broken, although it should be
noted that the communist troops never tried to
overrun the marine base.®

(U) At the end of October, the 88th PAVN
Regiment attacked the ARVN 9th Regiment at
Song Be in Phuoc Long Province about fifty miles
north of Saigon. The North Vietnamese troops
assaulted the ARVN position four times, but were
repulsed each time with heavy losses. Two days
later, the provincial capital of Loc Ninh near the
Cambodian border was attacked. Here the veter-
an 273rd Viet Cong regiment assaulted a number
of local South Vietnamese defense units. Soon,

promised. The apparent
thoroughness of the commu-
nist attack caused the direc-
tor, NSA, to send a message
to his military cryptologic
component commanders
(ASA, AFSS, and NSG) to
reconsider security arrange-
ments at all of their sites,
since it seemed that the Viet
Cong had a good idea of the
layout of the site and the
nature of its operations.®®

(U) The first of the Phase
I attacks took place at Con
Thien, which was a series of
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troops from the U.S. First Infantry Division rein-
forced the South Vietnamese. For ten days the
communists kept up their assaults; one bayonet
charge was beaten off using artillery pieces firing
special antipersonnel rounds known as “bee-
hives.” The communists abandoned the attacks;
almost 900 North Vietnamese were killed.

€5/#58 The biggest border fight, which
occurred in the Central Highlands, started at
about the same time. Since the beginning of
October, there were SIGINT indications of
communist forces concentrating in Kontum
Province.” On 21 October, analysts at the 330th
Radio Research Company at Pleiku intercepted
the short messages that were the signature of a
communist intelligence unit moving in the hills
west of Dak To in Kontum Province. Within the
next week, the analysts were marking up their
maps with the movements of four Main Force
PAVN regiments, the 32th, 66th, 174th, and the
24th, as they took up positions in Western
Kontum Province.” Westmoreland had only one
U.S battalion in the area. Eventually, as the battle
was joined, nine more U.S battalions from the 4th

(U) A trooper of the 173rd Airborne
Brigade near Dak To

Infantry Division and the 173rd Airborne Brigade,
along with six ARVN battalions, were committed.

“57/455- By mid-November, the battle cen-
tered on Hill 875, where over 2,000 air sorties,
including 300 by B-52s, flattened communist
positions before being overrun by a U.S. ground
assault. By Thanksgiving it was over. Communist
casualties numbered about 1,600, while almost
300 Americans died. The SIGINT tip-off had
proved important: communist prisoners had
claimed that their plans to engage American units
individually had been upset by their rapid arrival
in the battlefield. Everyone was pleased with the

SIGINT support.”|

(U) The border battles were military failures
for the North Vietnamese, at least according to
conventional military criteria of casualties suf-
fered and failure to achieve tactical objectives.”
But more was lost by the communists. During the
fighting, American troops had captured a cache of
documents near Dak To containing orders and
directives from the PAVN B-3 Front Command
(Central Highlands) concerning the 1967 Winter-
Spring Campaign. Four objectives for the fighting
were listed:

+ Tou annihilate a major U.S. unit in order to
force the enemy to deploy more troops . . .

« To improve {PAVN] troop combat tech-
niques. ..

«To destroy an enemy unit and liberate an area

and strengthen the base area . . .

« To effect close coordination of battles

throughout South Vietnam. . . e
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the end of January.®®

(U) Of course, not everyone discounted the
evidence of a nationwide attack. The problem for
MACV was how to reconcile the obvious refer-
ences to a nationwide offensive with the observed
limited PAVN maneuvers in the I Corps area near
the DMZ. Some MACV staff officers ridiculed
the claims and expectations in the captured doc-
uments as unrealistic. The very boldness of the
plan militated against its believability. The com-
munist claims of impending victory seemed out-
landish, especially in the face of the casualty

Wws
January
press
release

e PRESY RELEASE

Tel: 92.026 - 92.001 United States Mission in Vietnam

January 5, 1960

CAPTURED DOCUMENT INDICATES FINAL PHASE OF REVOLUTION AT HAND

Subordinate level Communist party activists of the National Literatinn

Pront forces are .ein. told that the final phose of the rovolitionary war in

- 11 -

Action to be taken: Use very strong wilitary attacks in cocrdination
with the uprisings of the local population to take aver towns anxi ci-th.-s.
Troops should flood the lowlands. They should muve toward libersting the
capital city / Saigon 7, take pcwer and try to rally enomy brixadcs and
regiments to our side one by ons. Propaganda should bu brotdly disseainated
amonz the population in genoral, and 1caflots should bu used to reach enemy
officers and vnlinted porsonnel. The above subject should bLe fully understooc
by cadre amxd troops; hawever, our brothers should not say that this order
comes from the Party and Uncle / Ho Chi Il.nh_7, but to say it comes from the
/ Literation 7 Front. Also, do not specify times for tmplemontation.

| Esulation: Frou | Decemier on, all units should take the initirtive to

unprepared stance when the Tet attacks began at
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figures from the previous two months. As one
intelligence officer said, “If we had gotten the
whole battle plan, it would have not been
believed. It would not have been credible to us.”
84 On 5 January, the Joint United States Public
Affairs Office released part of the captured plan.
One reporter, looking at it, could only mutter
“moonshine.” %

-€87788- All of this is not to suggest that
Westmoreland and the others were oblivious to
the intelligence piling up on their desks.
However, the military situation that developed in
the northern part of South Vietnam, especially
near the DMZ, soon held the attention of the
Americans. A 23 December NSA report suggested
that PAVN unit movements into the provinces
near and south of Danang indicated that a possi-
ble offensive activity would start there soon.®

JA State Department assess-

ment from 6 January carried the same conclusion

that the communists were preparing a major
offensive in the northern region of the country.®®

(U) By January, the communist military activ-
ity along the borders seemed to have spent itself.
However, ominous new movements were detect-
ed in Quang Tri Province. PAVN units seemed to
be concentrating around a small marine base
near Route 9 just under twenty-five kilometers
from the border with Laos. Soon everyone’s
attention would be riveted to that base to the
exclusion of everything else. Its name was Khe
Sanh.

(U) The Fulcrum of Qur Vision:
The Siege of Khe Sanh and Its Effect
on American Intelligence

(U) Khe Sanh, in western Quang Tri Province,
sits astride the old French Colonial Route 9 which
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connects the Vietnamese coast with the trading
centers of Laos and the central Mekong region. In
1962, the U.S. Special Forces had set up a base in
the area and trained local irregular forces for for-
ays into the nearby eastern portions of the Ho Chi
Minh Trail. The marines’ first experience at Khe
Sanh occurred in April 1967. Ever since the
marines had taken over responsibility for securi-
ty in the I CTZ, they had been steadily expanding
westward along Route 9 towards Laos. By early
1967, they had arrived at the town of Khe Sanh
and began to build a military base and airfield just
to the north of it. In late April a regiment from the
PAVN 325C Division sent in advance units to
seize the hills northwest of the marine airfield.
The 3rd Marine Regiment, 3rd Marine Division,
with heavy artillery and air support, drove out the
Vietnamese after two weeks of close fighting,
blasting them from bunkers and other prepared
positions in combat that was reminiscent of the
Pacific island campaign in World War I1.

454455 Beginning in late October and
throughout the rest of 1967, SIGINT detected ele-
ments of another communist buildup in the east-
ern portion of Laos across from Khe Sanh. Two
regiments of the PAVN 304th Division were
heard in communications as they massed along
Route 9 in Laos. The 304th had been steadily
moving south from its base in the southern DRV.
By mid-December, the divisional headquarters
was located near Tchepone, Laos.®? At the same
time, just north of these two regiments, other ele-
ments of the 304th and another PAVN division,
the 320th, were located through D/F. Along with
the divisions, there existed a new headquarters
unit controlling them. This “High Command”
seemed to now be responsible for activity west of
Quang Tri Province.*®

<S7/781r1f the presence of elements from two
divisions was not ominous enough, in early
January 1968 two regiments from the PAVN
325C Division, the division the marines had
scrapped with in April, were detected by D/F in
regions north and west of Khe Sanh. Meanwhile,
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elements of the other two divisions had movedto ~ Vietnamese caused]
the south and east of Khe Sanh. To MACV, there
was no doubt that the North Vietnamese had set
up a major military effort in Quang Tri Province,
and Khe Sanh seemed to be the linchpin. By late
January, the communist front command ele-
ment, known to the Americans as the Khe Sanh
Area Front (KSAF), now controlled all three divi-
sions. In late January, it was rumored that Vo
Nguyen Giap visited the frontal command post.
This led to later rumors of a B-52 raid intended to

take out the post with him in it.* Actually, there

was a B-52 raid on the KSAF command post on
30 January. However, there never has been any
indication that Giap was at Khe Sanh, just some
suggestive circumstantial evidence.®® In fact, the
commander of the new PAVN Front, known as
the “Route 9 Front,” was Major General Tran Qui
Hai, who previously had been the assistant chief
of staff of the PAVN.%*

S48D-All of this movement into the north-
ern part of Quang Tri Province by the North
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LJanuary, he ordered the next phase of its defense,
Niagra II, the all-out air assault on the commu-
nist positions around the base, to begin. The 7th
Air Force commander, Major General George
Keegan, formed his own intelligence center, sim-
ilar to Niagra I, but with an added twist that
pre-saged later thinking about the siege: he invit-
ed eight French field officers, all survivors of the
siege at Dien Bien Phu, to advise his command on
communist siege tactics.”®

(U) In Saigon, General Westmoreland was
convinced of the threat to the marine base. On 6

(U) For the next two weeks, the marines at the
base could see more signs that the communists
were slowly closing the ring around them. A num-
ber of patrols outside the perimeter came under
fire, one being ambushed on 14 January. Other
patrols found bunkers being built and signs of
movement on the trails in the hills around the
base. That week, two extra marine battalions
were flown in to reinforce the garrison. On 20
January, General Davidson and the G-2, III
Marine Amphibious Force (MAF), who was
responsible for operations in the northern
provinces of South Vietnam, visited Khe Sanh.
During discussions with the base commander,
Colonel David Lownds, and his staff, Davidson
was told that, despite the intelligence, the
marines did not believe that there was a large

(V) View of the
bunker
housing the
Marine
cryptologic
detachment at
Khe Sanh
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force surrounding them.®® Whether this was
marine bravado or Colonel Lownds truly missed
the significance of the intelligence, especially the
SIGINT, is unclear. However, that same day,
the marines picked up a rallier from the PAVN
forces who told them that he was from the 325C
Division and that they were going to attack that
night.'*°

(U) Early in the morning of 21 January, bat-
talions from the 95th Regiment of the PAVN
325C Division attacked Hills 861 and 881 north-
west of the marine base. After heavy fighting, the
Vietnamese were driven off. To the south, anoth-
er PAVN battalion overran Khe Sanh village, sev-
ering Route 9 to the west of the base. The main
ammunition and fuel dumps on the marine base
were detonated by PAVN artillery rounds.
Suddenly, the marines were in a fight and short of
supplies.

(U) In reaction to Davidson’s earlier report of
the critical situation at Khe Sanh, General
Westmoreland ordered the formation of a special
command post, MACV-FWD, under the com-
mand of his deputy, Lieutenant General
Creighton W. Abrams.'®" Another marine battal-
ion was flown in to reinforce the garrison which
now numbered nearly 6,000 marines, U.S.
Special Forces, and ARVN rangers. An airlift was
started to resupply the marines. Air Force cargo
planes flew in 130 tons of supplies, often under
mortar and machine gun fire. Also arriving with
the supplies were SIGINT reinforcements.

~t5//58 There had been a small SIGINT sup-
port detachment (USN-414J4) at Khe Sanh since
August 1967. A team of morse intercept operators
and analysts had supported the marines ever
since. Usually numbering anywhere between
fourteen and twenty-five personnel, they manned
three morse intercept positions, one COMSEC
monitoring post, and an ARDF liaison position.
The team had supported two extra SRDF posi-
tions on hills to the south of the base, but after the
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initial skirmishes in early January, these teams
had been withdrawn to the main base.'*?

548D Just before the siege began in earnest
on 21 January, the detachment had monitored
tactical voice communications among the com-
munist units surrounding Khe Sanh. At first, the
marines in the base taped the transmissions and
shipped them to its headquarters unit at Danang
(USN-414J) for processing. But once the fighting
started, this procedure proved to be tactically use-
less to Colonel Lownds command. So, on 22
January Danang flew in a Vietnamese language

voice exploitation team. The_next dav an NSA
civihan Vietnamese linguist,l |
arrived along with extra intercept equipment and
tape recorders for the voice effort.'* P.L.

€57/#5b- Shortly after voice intercept opera-
tions started, Colonel Lownds informed the
marines that he was receiving basically the same
intercept from a South Vietnamese detachment of
six voice intercept operators under a Captain Phat
supporting the ARVN 37th Ranger Battalion also
defending Khe Sanh. The marine voice intercept
team moved into the ARVN bunker and divided
up the functions with the Vietnamese. The ARVN
would intercept the PAVN voice transmissions
and transcribe them. The marines would trans-
late the scripts into English and pass important
intelligence to the marine commander.

€57//55 The voice intercept team concentrated
on the communist artillery nets which provided
information on their general firing plans and,
occasionally, the actual order to fire on the base.
The combined team was able to tip off the com-
mand bunker which, in turn, could warn the
marines to take cover. Later on in the siege, the
team monitored plans for night probes against
various positions for purposes of reconnaissance
and assaults in force. It has been reported that
upwards of 90 percent of these probes were
tipped off in advance thanks to the voice inter-
cepts.'®® This figure is difficult to evaluate
because the marines utilized a number of other
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sources of tactical intelligence, among them seis-
mic, acoustic, and infrared sensors, agent reports,
and the exotic XM-3 airborne personnel detector,
otherwise known as the “people sniffer.” The
effect of all of these sources, including the
SIGINT, was to give the marines as current and
complete a picture as possible of communist
troop activity around Khe Sanh.'®®

€878t Still, the SIGINT from the radio bat-
talion detachment was of special significance,
especially to Colonel Lownds. During the siege,
Lownds would visit the detachment’s bunker,
sometimes several times during the day, asking
for the latest intelligence. Lownds told the
marines there that if anything significant was
received they were to contact him at once, no
matter the time.'®®

€S/758HThe marines at Khe Sanh also benefit-
ed from a number of outside SIGINT resources
which provided additional collection, processing,
and D/F assets. The ASA site at Phu Bai provided
overall management of the SIGINT assets
assigned to support Khe Sanh. It also processed
voice intercept from the team inside the base.
Phu Bai worked closely with the marine SIGINT
element at Danang which coordinated all SIGINT
support to the overall marine command in
the region, the III
MAF. Airborne collee-
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(U) All of the SIGINT support reflected the
great importance attached to Khe Sanh by
General Westmoreland. When he had seen the
buildup of communist forces in the region, the
question before his command was whether or not
to defend or abandon Khe Sanh. The weather in
the region at that time of the year was rainy and
prone to low-level clouds and fog which blanket-
ed the area. Supporting the base would be
difficult; air supply would be the only way to keep
the garrison going. There were few mobile forces
free to counter the PAVN divisions moving into
the area. However, Westmoreland was confident
that the base could hold. He could mass air
and artillery support from a variety of sources
which could compensate for the outnumbered
marines.'®®

(U) In Washington, though, there was a real
concern about Khe Sanh. On 11 January, General
Earle G. Wheeler, the chairman of the Joint
Chiefs of Staff, sent a message to Westmoreland
outlining the concerns in Washington. There
were two differing views on the battle. The first
was that Khe Sanh was an opportunity to use the

tion assets came from
the AFSS’ Sentinel
Sara platform (EC-47)
which specialized in
intercept of low
power, tactical manual
morse communica-
tions that even the
marines inside Khe
Sanh could not hear
due to the local hilly
terrain. ARDF support
came from  the
Air Force Security
Service’s  Compass

R
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overwhelming American firepower to smash sev-
eral large PAVN units. The other view saw Khe
Sanh as a chance for Hanoi to inflict a defeat on
Washington not unlike Dien Bien Phu.'*’

(U) The introduction of the Dien Bien Phu
parallel probably was unfortunate for the com-
mands in Washington and Saigon. There were
some superficial similarities — the communist
troops surrounded both garrisons with superior
numbers of troops, they held high ground from
which they could shell the bases, and hoth
besieged bases relied totally on aerial resupply.
However, the differences between the two situa-
tions were far more significant. For one thing,
Khe Sanh was not at the end of an tenuous aerial
supply line; it was mere minutes from Allied air
fields. Moreover, the marines could rely on enor-
mous amounts of outside firepower. Some esti-
mates put the ordnance dropped from Allied air-
craft, including B-52s, at around 100,000 tons.
Air support was so heavy that it has been
described as a “beehive,” with aircraft stacking up
in a holding pattern up to 35,000 feet awaiting
clearance to make their bombing runs. Artillery
support, some of it from army

Khe Sanh as a possible replay of Dien Bien Phu.
In the basement of the White House, President
Johnson had a terrain model of the base set up
which he would consult daily for updates. It has
already been noted how the 7th AF commander
consulted former French officers who had sur-
vived the battle. General Westmoreland ordered
his command historian to prepare a study on
Dien Bien Phu and other sieges to see how Khe
Sanh fit into historical precedents. After seeing
the presentation, Westmoreland would confide in
his diary that the entire briefing was “fraught with
gloom.” "'* The feelings in Washington could be
summed up in the words of President Johnson to
General Wheeler, “I1 don't want no damn
Dinbinphoo.” '

batteries at Camp Carroll,
some twenty miles away,
added another 150,000
rounds.'® Relief units, princi-
pally from the 101st Airmobile
Division and the 3rd Marine
Division were only an hour
away by helicopter.

(U) However, the Dien
Bien Phu image took hold in
the minds of the administra-
tion and MACV. The press
headlined the story about the
“doomed garrison” and how
the fate of the earlier French
disaster was “casting a long
shadow of gloom over
Washington.” ' And the
administration did act as if
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(V) President Johnson and his advisors study the Khe Sanh map
in the basement of the White House.
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|that

Hue and Danang areas may be aftac}k[eld.
Enftire] action against either or both might be
attempted as a diversionary measure to tie down
US and ARVN tr{oo]ps in 1 CTZ to preclude their
use if Khe Sanh is atftacjk{e]d” (my italics)."*®
Finally, on 29 January, Westmoreland sent a
message to General Wheeler highlighting his
determination that planned communist attacks in
the rest of the country had been delayed, but that
these attacks, when launched, were intended to
“deter reinforcement of Northern I Corps” where
Khe Sanh was."*®

(U) Yet, for all of the American concern over
Khe Sanh, the Vietnamese never seriously tried to
capture the base. There were battalion-sized
assaults on 21 January against positions in the
hills northwest of the garrison, and three battal-
ion assaults on marine and ARVN positions to the
south and west in February. On 7 February
(where the PAVN used tanks for the first time),
the Special Forces base at Lang Vei was taken.
These attacks resembled somewhat the
Vietnamese approach at Dien Bien Phu in which
separate parts of the outer defenses were taken to
further seal off the base. However, there were no
large-scale attacks to take the base itself. The
PAVN never massed artillery or antiaircraft guns
in order to overwhelm the base’s defenses or deny
the use of aerial resupply as had been done
against the French fourteen years earlier. In fact,
during the second week of February, the PAVN
command shifted units away from Khe Sanh. So
what was Hanoi’s intention?

(U) The answer will probably never be known
for certain. Giap and other Vietnamese leaders
have vacillated from claiming that it was meant to
pin down American forces to an assertion that
they actually intended to take the base."” Another
theory has it that Hanoi had to determine if the
Americans would invade the DRV if the DMZ was
used to mount a multidivision assault.”® Perhaps,
Khe Sanh was not meant to be taken until the sec-
ond phase of the TCK/TCN plan had succeeded.
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This position coincides with communist maneu-
vering around the base. By mid-February, when it
was apparent that the second phase had failed
completely, the North Vietnamese began to dis-
engage from around Khe Sanh.'® Whatever
Hanoi’s ultimate aim, the siege at Khe Sanh, as
will be seen, distorted Washington’s (and
MACV’s) view of Hanoi’s approaching military
offensive.

(U) Countdown to Tet: SIGINT
Reporting during January 1968

15488 During the month of January, while
attention in Washington and MACV in Saigon
was fixed on the marine garrison surrounded by
two PAVN divisions, SIGINT picked up signs of
communist military activity in other parts of
South Vietnam. These indications came from a
variety of communist communications intercept-
ed throughout the country. The most important
appeared to be in the Central Highlands, or the
B-3 Front. There two clusters of activity were of
interest. The first was near the tri-border region
of Laos, Cambodia, and South Vietnam where the
Headquarters B-3 front, the PAVN 1st Division,
its Military Intelligence Section, and three regi-
ments were concentrated. The second was at the
Kontum-Pleiku border area. A separate head-
quarters element was active there and communi-
cated with B-3 Front suggesting some coordinat-
ed actions."*® To the east of the highlands, there
were Indications that the PAVN 2nd Division and
associated elements were deploying to the coastal
regions of Quang Ngai, Phu Yen, Khanh Hoa, and
other provinces. By 21 January, a forward head-
quarters element of another frontal command,
which was communicating with three PAVN reg-
iments, was located just ten kilometers from
Hue.™

O
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5758 General Weyand had been unenthusi-
astic about Westmoreland's policy of pursuit and
engagement along the border regions of South
Vietnam. As early as 9 January he had requested
Westmoreland to allow some of his units to be
repositioned back near Saigon. Weyand had been
briefed on the analysis of the communist radio
traffic in his command area and felt that MACV
was underestirnating the threat posed by the local
Viet Cong forces. Eventually, Westmoreland con-
ceded Weyand’s argument and allowed some
American maneuver battalions to redeploy to
Saigon.'*?

€57//5H- Throughout the rest of January,
American and Allied field sites intercepted mes-
sages that revealed communist battle prepara-
tions, Allied units being targeted, and position
reports that pinpointed many of the units as they
moved into new positions. Documents captured
by ARVN units on 20 January outlined attacks on
the cities of Qui Nhon and Ban Me Thout.
Reconnaissance elements of the U.S. 199th
Brigade, scouting the countryside around Saigon,
could not find the enemy, but discovered newly
constructed bunkers and heavily used trails that
indicated extensive troop usage.'** By the last
week of January, the SIGINT and other intelli-
gence sources were pointing towards something
big — the question was what and to what extent
were the movements related, if at all?

<8778t On 25 January, NSA trumped the
SIGINT reporting coming out of Vietnam and
assumed control of it. According to an NSA mes-
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sage sent after Tet, as early as 16 January SIGINT

had information of an offensive in Pleiku
Province which would start soon. By 25 January,
the “accumulation of SIGINT data” indicated that

‘ a “coordinated offensive” would be conducted

throughout several areas in South Vietnam.'®

NSA initiated a report series to accommodate the
intercept that appeared related to the apparent
communist offensive. The series was titled,
“Coordinated Vietnamese Communist Offensive
Evidenced in South Vietnam,” and was meant to
“present details relating to the impending attacks
in each of these [endangered] areas.” '*°
Eventually, the series would include forty-four
follow-up reports. Of relevant interest for this
discussion are the ten follow-ups and the original
report that preceded the beginning of the Tet
offensive before and up to 30 January (Saigon
time). At the same time, other reports were issued
which either repeated portions of the NSA series
or complemented it. In all, twenty-six reports can
be identified which relate to the period beginning
on 25 January and leading up to Tet."*’
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{8778 In considering the NSA reporting
series, two questions need to be answered:
Exactly what was reported in terms of indicators,
especially those related to the Tet Offensive; and
did the reporting have an impact on the posture
and planning both in Saigon and in Washington?
In other words, did the NSA reporting actually
“predict” Tet as claimed, and did the reporting
influence MACV preparations for it?

«5//58 As we have seen earlier, throughout
January (and even before), SIGINT reporting had
highlighted the indicators of communist prepara-
tions for offensive operations around the country.
SIGINT had reported on the formation of new
command structures near the DMZ and the
Central Highlands. The movement of various
units near the DMZ and on the Laotian and
Cambodian borders had been tracked through
the efforts of land-based and airborne direction
finding elements. Communications profiles had
changed. Message levels were at new highs, and
the new signal operating instructions proliferated
in communist radio nets throughout South
Vietnam. PAVN miilitary intelligence sections in
several military regions had sent out reconnais-
sance teams to report on the status of targets and
Allied units.

45758 The analytic problem facing cryptolo-
gists in January was not one of accumulating or
even recognizing the SIGINT indicators. The
issue was recognizing them for what they were:
indications of a general offensive throughout
South Vietnam. Yet, to make the analytic leap of

logic required that the indicators be interpreted

in a way that could tie together all of the appar-
ently geographically widespread and disparate
combat preparations then suggested by the SIG-
INT. Not to do so would leave SIGINT customers
frec to interpret the offensive as a series of sepa-
rate attacks; local commanders could just as eas-
ily see the preparations in their zones as signify-
ing only regional strikes.
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[The SIGINT analysts in South

Vietnam and at Fort Meade had to base their
reports on tactical communications — essentially
regimental-level and below. They were exploiting
the messages of communist units from all around
the country. The indicators they saw implied that
those units were readying for attacks. But were
they getting ready for the same operation or were
these local attacks? '

FS/#5H What the SIGINT analysts, both at
NSA and in the various field analytic and report-
ing centers throughout South Vietnam, needed to
do was to tie together all the activity. They had to
come up with a set of indicators that went the one
extra step and connected the dots of the separate
pieces of communications intelligence that were
flowing into their hands. And it was not sufficient
merely to “pile on” more examples of already-
established COMINT indicators. The trick was to
recover the unique indicator, or indicators, that
would bundle up all of the other intelligence into
a single and coherent reading of the enemy’s
intent and operational plan.

tFS##55 The problem with Tet, as opposed to
all of the previous military operations that had
been discovered through reading the SIGINT
indicators, was that it was an operation unlike
any other before. Just the audacious scope and
goals of Tet were unique enough to render it dif-
ficult to retrieve the whole picture of the offensive
from the hundreds of tidbits of SIGINT that
threatened to swamp the intelligence analysts in
Vietnam. Tet was, in a fashion, a series of con-
nected major attacks throughout South Vietnam.
But what were the common threads — what char-
acteristics made Tet a single plan?

TFOP-SECRETHEOMINTAG-
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~F57/55 There were six major characteristics
or indicators unique to the 1968 Tet offensive for
which SIGINT could, and did, provide some
amount of information. In order of importance,
from least to most characteristic, they were

« the widespread distribution of newer, more
powerful weaponry to Viet Cong and NVA units,
to include, among others the AK-47 automatic
rifle (the Chinese version of the Soviet-made
Kalishnakov automatic rifle) and RPG-7 rocket
launcher

* special command preseriptions to subordi-
nates which were meant to reinforce security
practices and instill confidence in the outcome of
the offensive (propaganda)

» the delineation of specific roles for special
Viet Cong units as the first echelon or primary
strike units with regular units of the PAVN and
Viet Cong Main Force units as second echelon or
reinforcements

» South Vietnamese cities and population cen-
ters as the main targets of the attacks

« attacks in all but six provinces of South
Vietnam

» and, last, and perhaps the most critical ele-
ment — the one which could be defined as the sin-
gle indicator which connected all the prepara-
tions and plans — the existence of the so-called
“N-Day” or the Vietnamese version of “D-Day”
(“N” or ngay, the Vietnamese word for day; so
“N-Day” literally means “D-Day.”)

5458 The first two indicators, the
improved weaponry and the command directives
for increased security and propaganda efforts,
probably would not stand by themselves. They
would have to be combined with the other four to
act as a distinct warning for a general offensive.
The other four were unique enough that any sin-
gle one, especially the “N-Day” indicator, could

FOP-SECRETHCOMINTY-

have connected all the other indicators thereby
alerting SIGINT and intelligence analysts to the
special nature of Tet. The “N-Day” indicator, by
itself, might have been enough; what could not be
a better indicator than the specific date (and
time) of the Tet attack? However, as we shall see,
what should have been a clear set of indicators of
an attack were, in reality, not so convincing.

«F5/~58 The reports that NSA issued
between January 25 and the beginning of Tet,
have virtually nothing to say about the appear-
ance of new weaponry, nor their wide distribu-
tion. In the special series that began on 25
January, there are some scattered references to
weapons. In Follow-up 1, there is mention of an
unidentified element with three recoilless rifles
and sixty rounds of ammunition. In another part
of the same report, a second unit is cautioned not
to use B-40 rockets (known as RPG-2) against
vehicles.'*® In Follow-up 3, there is a reference to
a unit of the PAVN 1st Division having difficulty
moving its cumbersome artillery into position

during 26 January.'*’

54488 In fact, we have to look outside the
series to find anything approaching a weapons
inventory. In the Southeast Asia SIGINT
Summary for 19 January, there is an inventory of
weapons shipments by the PAVN Rear Services
organization to seven locations, all located in the
DMZ or I Corps areas. Although there are listings
of sizable shipments of almost 400 AK-47 auto-
matic rifles, there is also a mix of other small
arms, including bolt action carbines, and 60-mil-
limeter mortars. Furthermore, from the listing it
is not clear if the weapons were intended for dis-
tribution to troops or were to remain in stor-
age.™® Obviously, the pre-Tet SIGINT reporting
offered little in the way of indications of new and
widespread weaponry among the communist
forces.

F5A5 The next indicator, what can be
labeled as command prescriptions concerning
security of attack preparations and indoctrination
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of troops, is probably not unique enough as a tip-
off to the offensive. In fact, as we have seen earli-
er, intelligence officers and newsmen who were
aware of the operational plan viewed it skeptical-
ly as one propaganda ploy. The skepticism within
U.S. command and intelligence circles in Saigon
probably diluted any effect this information ever
could have had.

S5ty There were command cautions
about increased security scattered throughout the
NSA report series. They mostly dealt with units
exercising caution when moving near Allied units
or establishing bivouacs. There were also a refer-
ence to a “communications plan,” but this con-
cerned a single unit, probably a regiment, and
could not be applied to all the communist units in
South Vietnam.”' Another message, this time to
a PAVN 1st Division unit, suggested that security
was paramount to ability to launch an attack en
masse on “N-Day.” ** Again, this applied to only
a single unit.

~F5/5h-Propaganda or troop indoctrination
was a common feature before all attacks. Appeals
to the offensive “molding character” the emphasis
to the leadership role of the Lao Dong Party,
directives to develop

erally appear in communications of units in other
areas of South Vietnam.

~<€F57/#55 Similarly, SIGINT did not reveal the
next indicator, the use of special Viet Cong assault
units as first echelon strike forces with regular
PAVN units and Viet Cong Main Force units as
the second echelon elements. There is only one
mention of any of these units in the series, and it
is a very tentative one at that — the Hue Municipal
Unit."* In Follow-up 8, there is a single reference
to an unidentified team infiltrating the village of
Chu Kram (possibly in the southern Central
Highlands)."® All the other units named in the
series, and this includes all of the reports, are
Main Force Viet Cong and PAVN formations.

“F5/+A5H We have the same problem with the
next indicator — South Vietnamese cities as the
main targets of the Tet offensive. Very few cities
are mentioned at all in the pre-Tet reporting.
Those that are mentioned serve as reference
points for troop movement, bivouac location, or
suspected concentrations of communist troops.
Major cities, like Da Nang, Pleiku, and Hue, are
mentioned only in passing. Only a handful of
small towns are listed as targets. In the initial

combat plans in a
“democratic” manner,
and exhortations to
continued strength, all
appear in the report-
ing prior to Tet.
Apparently one unit
thrived on the prob-
lems of preparation,
stating that “The prob-
lems continually nour-
ish us and give us
additional strength
with which to confi-
dently carry out the
mission.” "** Yet, these
instances remain sin-

gular and do not gen- (V) Viet Cong unit armed with AK-47s and captured U.S. field radios.
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report of the NSA series, three towns in
Pleiku province — Le Thanh, Duc Co, and
Tan Lap — are listed as targets that must be
taken. However, the reports mention other
objectives near other urban centers, which
suggests that the latter were only reference
points. For example, Follow-up 4 states the
ARVN 51st Regiment near Danang is to be
attacked, while Follow-up 6 informs us that
the bridge at Dien Binh is to be covered by a
unit. At other cities, like Chu Ba and La
Thanh, ambushes were to be set up by units
to attack American or ARVN units which
may move to counter the assaults.’*® The
number of cities and villages listed in the
pre-Tet reporting was minuscule: perhaps a
dozen, compared to the number actually
attacked — almost ninety in the period from
30 January to 7 February.

SAHSH If we look at the number of
provinces in which the attacks are to occur,
the picture that emerges suggests less than a
country-wide offensive. When the informa-
tion from the reports is tallied, there are only
eight provinces mentioned in the NSA report
series for which attacks are planned. They
are concentrated in two regions: northern
part of CTZ 1, which includes the

Tet Otfensive
Major Cities
and
Military Bases
Attacked
January 30- February 3, 1968

@ Kontum

Preiku 0

Tuy Hoa

®8an Me Thuot

- Mlitary Corps
Bo.ndary
O Ar Base

Demilitarized Zone, Khe Sanh, Hue, and
Danang, as well as the western Central
Highlands, in particular Pleiku and Kontum.
Viet Cong activity reported in two further
provinces in the Nam Bo - Bien Hoa and Phuc
Long — was regarded as only “possibly related” in
the NSA report Even if we include these latter
provinces, we still can count only ten provinces.
The provinces around Saigon and in the Mekong
Delta region are never mentioned in any of the
reports. Yet, attacks occurred in thirty-eight of
forty-four South Vietnamese provinces during the
initial period of the Tet attacks.

F5/#5H The only indicator remaining is the
“N-Day” reference. As mentioned earlier, this
indicator should be the one which defines the Tet

FOP-SECRETHOOMINTHXT

(U) Major attacks in South Vietnam during Tet

reporting. The other five could be tentative, frag-
mentary, or conflicting; SIGINT could be getting
only nibbles around the “big picture.” On the
other hand, the mention of a starting day (and
possibly time) should be unambiguous, especially
if widely separated units refer to it. However,
when we look at all the reports, even the nature of
the “N-Day” indicator becomes contentious. First
of all, more than one possible “N-Day” is men-
tioned; as many as three could be construed from
the report series. The first report itself leaves
open the possibility of “N-Day” occurring on the
night of 25-26 January.™” Follow-up 2, issued on
28 January, only suggests that the attack would
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start on 29 January or “shortly thereafter.” The
most concrete example was carried in Follow-up
5 (and repeated in Follow-up 7), which reported
on January 28 that an element of the PAVN 1st
Division in western Pleiku Province had informed
another unidentified subordinate unit that the
attack was to begin “as soon as possible but no
later than 0030 hours (Golf) on 30 January.” '*®

€57/585- Another important aspect of this
reporting concerning “N-Day,” but never high-
lighted in any reports, that all but one reference
to it occur only in the communications of the
communist B-3 Front. The B-3 Front was respon-
sible for military operations in Pleiku and
Kontum Provinces within the communist
Military Region 5, which extended from Quang
Nam Province south to Darlac Province.
Furthermore, these communications are all from
regular PAVN formations in Military Region 5:
the 1st, 2nd, 3rd Divisions, and the GDRS ele-
ment. The only unit outside the B-3 Front, but
still within MR 5, that referred to “N-Day” was
located very tentatively near Danang.'*® And
recall that Danang was attacked on 30 January.

(S//SI) 1t should be pointed out that the gen-
eral Tet attacks began on the morning of 31
January (Saigon). Therefore, in these reports
what NSA really is reporting is the starting time
for the so-called “premature” attacks of 30
January (29th in Washington). These attacks
have been subjected to much discussion as to
whether or not they were planned or the product
of a misunderstanding by the units in the Central
Highlands and Coastal regions of MR 5. This
question will be covered in the next section.
Suffice it to say that the “N-Day” reference in the
communist messages may have referred to some-
thing else than the start of Tet, and the multitude
of possible dates could only impair the utility of
this piece of intelligence. There is a suggestion of
this confusion when, on 25 January, General
Westmoreland cabled General Wheeler that the
25th was “shaping up as a D-Day for widespread
pre-Tet offensive action”™ by the communist
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forces."*® Note that 25 January was mentioned in
the NSA series as a possible “N-Day.”

454451 This last point leads into the second
question of whether the NSA report series, and
the other SIGINT reporting, made any sort of
impact on the command centers in Saigon and
Washington. It has to be stated up front that there
is little evidence that the SIGINT reporting made
an impact, or influenced either command about
the nature of the Tet offensive or its timing. The
first mention in the President’s Daily Brief of a
possible general offensive was on 20 January
prior to the NSA series. The next reference does
not appear in the brief until 29 January when a
small item is included about communist forces in
the western Central Highlands completing their
battle preparations.'*'

(U) However, the White House’s Current
Intelligence Bulletin (CIB) carried far more infor-
mation on the communist buildup. The CIB was
distributed to a much wider audience than the
Presidential Brief.. On both 27 and 28 January,
the CIB carried items from NSA’s 25 January
report. However, in the same 28 January
Bulletin, it was stated that the communists
intended to launch large-scale attacks on one or
more fronts soon after the Tet holiday, and that it
was not certain if an all-out offensive was in the
works.'#?
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(U) Westmoreland’s military preparations
reflected this emphasis on the threat to the north.
By the time that the Tet attacks started on 31
January, a large percentage of available U.S.
maneuver battalions had been dispatched to the I
and II CTZ to support Khe Sanh, the DMZ, and
the cities in Quang Nam and Thua Thien
Provinces. As of 30 January, elements of the 101st
Airborne Division were in transit to the region.'*

548 Surprisingly, for all of the reporting
about a general offensive in South Vietnam,
NSA's own actions on the eve of the attack appear
curiously restrained. There is no evidence that
any type of warning or alert message was trans-
mitted from NSA to any of the SIGINT authoritices
in South Vietnam, the NRV or the 509th ASA
Group, any operational centers, such as the SSGs
for MACV, MACV Forward, or 7th Air Force, or to
any of the field sites. There are no entries in the
NOG Summaries leading up to Tet to indicate
that NSA elements in the Pacific were alerted to
the approaching attack."**

€575 A warning from NSA headquarters
did not have to be a formal SIGINT Alert, such as
was done in the wake of the first Gulf of Tonkin
attack. Such an alert even could have been a less
formal message. However, nothing was sent. As
one NSA civilian, assigned to the Watch Office for
I Corps at Phu Bai, noted, no warning of an attack
was received from NSA or the NRV prior to the
attacks. There were analysts at the SSG for MACV
Forward who, individually, anticipated an attack,
but their opinion was informal and limited to the
site.'¥’

~TOP-SECRETHEOMINTI-

54488 As a barometer of ‘the sense -of
urgency, the case of the positioning and intercept
tasking of the two technical research ships in
Indochinese waters further illustrates the lack of
an alert posture by the SIGINT elements. It
should be remembered that one of the purposes
for the stationing of the TRS’s in Southeast Asia
was the provision for contingency collection or
emergency evacuation of coastal SIGINT sites
such as Danang. It has been implied. in other
cryptologic historical writings that the' vessels
were to be redeployed to the waters near the DMZ
as contingency collection platforms for the ASA
site at Phu Bai and the navy site at Danang, This
move supposedly was prompted by the signs of
increased communist activity throughout ‘South
Vietnam in late January."*® However, the truth
was that the ships remained in the southern part
of the country, stationed off the Mekong Delta.
There they continued to receive routine tasking
for communications search and development of
new Viet Cong radio nets (notated “VCX”)."** The

ships stayed in the area until mid-February 1968, _
taking on additional tasking for the communica-

tions of the 7th and 9th Viet Cong divisions,

|The USS Oxford finally redeployed

to the north, but not until 19 Februa

€5/#58- Throughout January, NSA and field
sites in Vietnam issued a number of reports which
indicated that the Vietnamese Communists were
preparing {or a possible general offensive in
South Vietnam. However, the reports failed to
shake the commands in Washi :gton and Saigon
from their perception of the communist main
threat centered in the north, especially at Khe
Sanh, and in the Central Highlands. We will dis-
cuss further this failure when the subject of the
Tet postmortems is taken up.

(U) American military forces were not alerted
to the approaching offensive until the morning of
30 January. It was several hours after the seem-
ingly “premature” attacks in the southern part of
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the Central Highlands, when Westmoreland,
after being briefed on that morning'’s fighting and
the prediction that more could come the next day,
finally warned his field commanders to the dan-
ger. Only then were American units placed on
alert. Westmoreland also advised the South
Vietnamese military to recall their troops who
were on leave for Tet. The thirty-six-hour cease-
fire with the communists was then cancelled."*

(U) It is this “premature” attack that we will
discuss next, for there is some indication from
SIGINT that it may have actually been planned all
along.

(U) The Mystery of the 30 January
“Premature” Attacks

183 On the morning of 30 January (the 29th in
Washington), between 0100 and 0500 hours, a
number of communist units attacked points in
the provincial capitals in Pleiku, Quang Tri,
Darlac, and Khanh Hoa. Communist sapper
teams struck at the U.S. installations at Danang,
Nha Trang, and Cam Ranh Bay. The attacks of the
30th, which tipped Hanoi’s hand to MACV and
thereby doomed the major assaults on 31
January, have been the subject of much specula-
tion, and several theories have been floated to
explain them. One suggestion is that the units
which attacked on the 30th in Pleiku Province
and on the coast at Nha Trang were confused
about the actual start of operations. Another the-
ory holds that the units involved acted independ-
ently, perhaps reacting to a possible compromise
of operations.”

(U) What appears to have happened is that
the original timetable for TCK/TCN was planned
to coincide with a Tet holiday truce proposed by
Hanoi that extended from 27 January to 3
February. This week-long period would allow the
communists a cushion in which all final prepara-
tions for the assaults could be completed. At the
same time, this extended truce permitted NLF

Page 334

cadre to organize demonstrations in Saigon itself
which would complement the military assault.'**

(U) However, General Westmoreland
changed his mind on the length of the Tet truce.
As early as 16 January, he and General Vien, the
chief of staff of the South Vietnamese Army,
approached President Thieu with the suggested
change. Although Thieu initially hesitated, he
agreed to the change. The communist intelligence
apparatus got wind of the shortened truce period.
On 28 January, Westmoreland informed his
commanders that the truce would run only from
1800 hours on 29 January to 0600 hours on 31
January. This thirty-six-hour window forced the
communist command to radically change its own
timetable by moving up the start date even

though many units would not be fully prepared.
155

(U) Hanoi settled for a new attack date, which
appears to have been 31 January. But there is
some confusion over how this date was selected in
the first place. According to communist sources,
Hanot had ordered another MR command, the
Tri Thien-Hue Military Region to begin the attack
on the Lunar New Year or 31 January. However,
South Vietnam was using a revised calendar in
which the new year began on 30 January.
According to these same sources, the Tri Thien-
Hue Military Region used the revised calendar
and set the attacks for 30 January."*® The prob-
lem with this explanation is that the attacks on
30 January occurred solely in Military Region 5
and not in the Tri Thien-Hue Military Region,
which consisted of the provinces immediately to
the north.

€5/#58-The evidence for a change in the
attack date exists in both SIGINT and collateral 7
intelligence sources. | |

Ibrieﬁng in the middle of February carried
the information that a document captured on 9
February indicated that the date of the initiation
of the offensive had been postponed shortly

—
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before it began, but no date is specified.”’
SIGINT’s contribution, which contradicted the
captured material, was a translation issued by the
ASA site at Pleiku on 25 January, that quoted a
message to an unidentified PAVN 1st Division
element that “Preparations for the night of the
battle (1 GRP) be withdrawn immediately. N-Day
could be moved to an earlier [my italics] date
than previously established. It will be reported
later.” '**

57585 Both reports suggested a previous
attack date had been moved up. A later SIGINT
report contained a new date and time (no later
than 0030 on 30 January) The sources of the
information for both reports were from the same
region, western Pleiku and Kontum Provinces,
and involved the PAVN 1st Division. Recall, too,
that, with one exception, all references to “N-
Day” were intercepted only in B-3 Front commu-
nications. From this evidence, it seems likely that
the changed date applied only to the set of attacks
that occurred on 30 January. Furthermore, the
NSA report series suggests strongly that the
attack date had been decided as far back as 27
January, but no later than 28 January."*® Follow-
up 16, issued late on 1 February, the day after the
general Tet attacks had started, would refer to “N-
Day” as being on either 29 or 30 January.'*”

EO 1.4.(c)

€875 The same NSA report series also pro-
vides a possible explanation regarding.the pur-
pose of the 30 January attacks. Follow-up 11,
issued late on 31 January, reported that commu-
nist units in western Pleiku Province were
ordered to create diversions for enemy units by
lighting fires and attacking any responding units.
Although the diversion activity occurred a day
after the 30 January attacks had begun, it is pos-
sible that it may have been a continuation of the
same “premature” strikes whose purpose was to
further distract American attention from the
buildup and subsequent strikes in the urban cen-
ters of South Vietnam. :

€5/685-The SIGINT report of the persistence
of the diversion activity in the B-3 Front area sug-
gests a possible, new interpretation for the 30
January attack: that the preparations and the
compromise of the “N-Day” attacks may have
been intentional, and, in fact, were a purposeful
deception designed to further fix Allied attention
away from the general attack on the other urban
centers.l

IIt is possible that

Hanoi, realizing the traditional strategic concern

Allied command a further distraction from-the
buildup in the urban areas. The preparations for
Tet included many deception and denial meas-
ures, such as those for radio traffic, some of which
were suggested by Soviet advisors."® The “noise”
created by the communications and movement of
the communist units in the B-3 Front was meant
to blanket the buildup of troops in and around the
urban areas. The fact that the “N-Day” references,
with one weak exception, were intercepted only
on the B-3 Front networks, raises the possibility
of deception by Hanoi.

«5//5B However, if the activity in the B-3

Front was intended to distract Allied attention
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over the region, may have wanted to give the
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1S77SP If the activity in the B-3 Front was not
intended as a deception, then it can be interpret-
ed as a failure in Operations Security (OPSEC)
planning. Hanoi did disguise successfully its main
intention and concealed the urban area buildup.
However, all of this was compromised by the fail-
ure by the PAVN units in the B-3 area to control
their communications security. By revealing the
expression “N-Day,” a significant indicator of the
offensive was exposed to Allied intercept opera-
tors. This indicator, even if not interpreted cor-
rectly by the SIGINT analysts, was enough to
reinforce MACV’s view that Hanoi was running
something big.

5455 Whatever explanation is chosen to
account for the B-3 Front attacks, we cannot get
away from the fact that the NSA reporting indi-
cated that the last of the three dates for “N-Day”
listed for the beginning of the Tet offensive is
most likely the date for the 30 January assaulits.

(U) The Storm Breaks:
Tet and the American Reaction

(U) While the Allied command worried about
Khe Sanh and enemy troop movements in the
Central Highlands, some 84,000 communist sol-
diers were quietly moving into their jump-off
positions in and around South Vietnam’s cities
and towns. Five battalions of VC troops infiltrat-
ed Saigon in small groups or singly disguised as

peasants or ARVN soldiers. There they picked up

weapons from pre-positioned caches, many of
them buried in the city’s cemeteries during an
earlier virtual parade of phony burials in the pre-
ceding weeks.'** Assault teams met and went
over plans one more time. A central command
post and hospital were set up at the Phu To race-
track in Cholon, the Chinese quarter of the city.

(U) One of the interesting rumors about Tet to
surface was the claim that the ASA intercept site
at Phu Bai had intercepted information about
communist troop movements towards Hue just
before the fighting started on the morning of 31
January. The claim adds that the information was
sent to Danang for analysis before it was passed
along to Hue, but, due to Army “bureaucratic pro-
cedures,” the warning arrived after the attack.
This assertion has appeared in several publica-
tions and seems to have originated in Don
Oberdorfer’s Tet, first published in 1971.
Oberdorfer’s reference to the incident lacks a
source. A variation of it is in Westmoreland's
memoirs, A Soldier Reports. He claims that this
was merely “information” sent to Danang, specif-
ically, the 111 Marine Amphibious Force’s intelli-
gence staff prior to the fighting. Other histories of
Tet and the war have repeated the story.'®*

«54458-On the surface, the story has a certain
authentic “ring” to it. The ASA had a field station
at Phu Bai, and Danang was home to intelligence
staffs from various commands, including the I1I
MAF G-2, which was primarily concerned with
the situation at Khe Sanh. There was a great deal
of intelligence exchange among the various com-
mands. But can a single warning be pinpointed?
The answer is no. However, recall that as part of
the buildup around Khe Sanh, there was a con-
current appreciation that some communist troop
movements threatened Hue.'®® Also, the first
report in the NSA series recapitulated the month-
long buildup of PAVN units, specifically the 6th
Regiment, to the south and southwest of the
city.16¢
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(U) So the fact that Hue was considered a tar-
get of the buildup — whether a diversion to Khe
Sanh or as a main objective — was not new to
intelligence analysts. It is possible that analysts
from Phu Bai, which was nearby, unilaterally
could have warned any number of posts and units
in the area. It was mentioned earlier that individ-
ual SIGINT analysts believed an attack was immi-
nent. There were enough intelligence support
groups in the north — I Corps Watch Office, SSG
MACV Forward (Niagra I), IIl MAF G-2 - that
such an exchange could have occurred. In the
confusion that followed, it might have been easy
to have recalled an informal warning or “heads
up” phone call or exchange over an OPSCOMM
printer.

(U) The full offensive began early in the
morning of 31 January. The wave of coordinated
attacks lit up the South Vietnamese map like a
pinball machine. All but four of South Vietnam’s
provincial capitals were attacked. The seaside
enclaves of Hoi An, Da Nang, and Qui Nhon were
hit. The huge American complex at Cam Ranh
Bay was rocketed. The mountain resort town of
Dalat, so long spared by a tacit agreement of both
sides, was struck. Sixteen
provincial capitals in the
Mekong Delta came
under fire, while scores of
district seats were over-
run, ruining much of
Saigon’s fragile efforts at
pacification. However, in
many cases, after their
initial successes, the com-
munist troops found
themselves isolated and
surrounded as second
echelon units, mostly
PAVN, failed to reinforce
them. The isolated com-
munists fought with a
stubborn courage and car-

the flexibility that had marked earlier operations
and had so impressed American observers.

(U) The most vicious combat occurred in Hue
where, for weeks, U.S. Marines were locked in a
virtual face-to-face match with enemy troops in
the old imperial citadel. In fighting reminiscent of
World War II assaults on Japanese-held islands,
the marines relied on flamethrowers, bayonets,
and grenades to finally reclaim the old, imperial
citadel, or the pile of rubble that it had become.
Troops of the U.S. 1st Cavalry Division took three
weeks of fighting through enemy blocking posi-
tions and poor weather to completely encircle the

city.

(U) In Saigon, the communists managed their
boldest, if most hopeless, attacks. Four thousand
men, organized into small platoon or squad-sized
teams, spread out through the city in the earliest
hours of 31 January. One of their main objectives
was the American embassy, the nexus of
American power and prestige. Nineteen men,
rolled up to the embassy, blew a hole through the
surrounding wall, and raced onto the grounds,
their guns blazing away. The commandos man-

ried on attacks almost
blindly, often abandoning
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(V) Marines fighting in Hue near the old imperial citadel

take cover behind a tank.
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aged to seize the first floor of the embassy. It took
American security forces six and a half hours of
fighting before the embassy grounds and building
finally were secured. In a statement typical of offi-
cial shortsightedness, an American officer
referred to the attack on the embassy as a “pid-
dling platoon action.” '¢”

€8//8Hr The first critic on the attacks was
issued by the CIA contingent at the embassy with-
in 45 minutes of the attack (301959Z/310359GO.
They reported that the building had been
attacked by a team of sappers. There were 4
Americans, not counting guards, in the embassy
at the time. The first SIGINT-based critic was not
issued until early afternoon of 31 January
(310847Z/31154G)| |

| The army had

entercepted Cambodian General Staff communi-
cations that gave an outline of the situation in
Saigon and along the common border.'*®

(U) A new fury and brutality came with the
Tet attacks. In various urban centers, government
officials, functionaries, and employees only
remotely associated with the Saigon regime were
slaughtered. In Hue, many foreigners, including
doctors, missionaries, and newsmen from the
United States, Germany, France, Belgium, Korea,
and the Philippines were murdered by teams of
communist security troops. After the city had
been retaken, Allied forces would uncover mass
graves of the victims.

(U) In Washington, the initial reports of the
attacks were greeted with the same tunnel vision
that had restricted its earlier appreciation of
Hanoi’s plan. Khe Sanh remained the center of
attention. In the White House, the Tuesday lunch
on 30 January (Washington time) began with a
discussion of the status of the besieged base. In
the middle of the meeting, Walt Rostow was
called out of the room. When he returned, he had
in his hand a flash message from the Pentagon’s
National Military Command Center: we are
being shelled by mortars in Saigon. Several build-

FOP-SECREFHEOMINTING-

ings were under fire, including the American
embassy and the Presidential Palace. Secretary of
Defense McNamara said that “The answer to
these mortar attacks is success at Khe Sanh.” '%°
The next day, General Wheeler briefed the presi-
dent on the attacks. He repeated Westmoreland's
evaluation that they were not successful and were
diversionary efforts in preparation for an assault
on Khe Sanh or the DMZ."”’ The same day, the
CIA’s wrap-up issued by the deputy director of
intelligence characterized the attacks as harass-
ments, and concluded the enemy’s operations so
far might be preparatory to or meant to support
further attacks in the Khe Sanh, DMZ, or north-
ern Quang Tri Province areas."”’ A DIA Special
Intelligence Summary issued the day of the
attacks put this spin on the countrywide assaults:

This concerted operation may have been

undertaken to: Prevent any Allied reinforce-

ment of the Khe Sanh area, where a large-scale

enemy attack is expected; present a show of

strength in the continuing psychological war;
172

and bolster morale.

(U) In Saigon, General Westmoreland briefed
correspondents on the afternoon of 31 January.
The enemy campaign, he reported, was in three
phases:

1. Attacks in the highlands, the Cambodian
border and the Mekong Delta, designed to lure
Allied forces from the cities;

2. The current attacks in the urban areas; and

3. The main effort at Khe Sanh and the north-
ern region of I Corps was still to come (my ital-
ics).l73

-57#+585 However, Khe Sanh and the rest of the
northern region near the DMZ were never seri-
ously threatened by the PAVN. Except for one
fruitless attack on the ARVN Ranger positions in
the complex in late February that had been
detected by the marine intercept site and ground-

Page 339




L et

OGA

based acoustic and seismic sensors, Khe Sanh
was harassed by artillery fire and patrol probes
around its perimeter. Throughout March, SIG-
INT, mostly in the form of D/F from Phu Bai and
voice intercept from the marines inside the
perimeter, detected the disengagement of the two
primary PAVN divisions committed to the siege:
the 304th and 325C. In April, the first elements of
the relief force from Operation Pegasus arrived at
Khe Sanh. The siege that had so obsessed
President Johnson and General Westmoreland
and had consumed so many intelligence
resources, ended rather meekly. Within a month,
the base, that had meant so much as an example
of national military will, was abandoned and
destroyed by MACYV in favor of another position
about ten miles to the east.
DGA
(U) After Tet:
Cryptologic Postmortem

W) pd
Richard Helms

‘This was in keeping with the
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group’s desire not to add to the problems MACV
already had in just fighting the war. This low-key
approach was agreed to by the then DCI, Richard
Helms."”®> However, later evaluations of the
report would argue that it did not go far enough
in its criticisms, that the U.S. intelligence
community was a victim of its own flawed tech-
niques and inflexible attitude towards Hanoi's
strategy.'”®

=€5F Overall, the committee reported that a
general warning, without any specific time or tar-
gets, indeed had been given to the various com-
mands in South Vietnam, and that this warning
was sufficient for U.S. commanders to take pre-
cautionary actions. However, the report noted
that there were differences in the amount and
type of information made available to command-
ers, especially in each of the four Corps Tactical
Zones. Also, the timing varied; for example,
General Weyand had much more advanced infor-
mation than the commanders in the other three
zones. Furthermore, there had been a lack of gen-
eral information about the intensity, scope, and
especially the timing of the attacks. The bottom
line of the report was this:

|The study

“FOP-SECRETHEOMINTIX4

also recommended that an all-source indications
center be formed in the U.S. embassy. However,
this center was never formed.'® This need
echoed similar concerns over the absence of a
centralized SIGINT processing and reporting
center in Vietnam which has been discussed ear-
lier.

5458 Except for some suggestive allusions
to “reports,” SIGINT was notably absent from this
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final version of the teport. An earlier, and
more highly classified version, known as the
Interim Report, which had been released in April
by the Working Group, carried many more details
and spelled out the SIGINT role in pre-Tet report-
ing. It is worthwhile to include the entire state-
ment: ‘

6. Despite enemy security measures, cominuni-
cations intelligence was able to provide clear
warning that attacks, probably on a larger scale
than ever before, were in the offing:

Considerable numbers ofl I

| |enemy messages were read.

These messages appeared in many areas of
South Vietnam. They included references to
impending attacks, more wide-spread and
numerous than seen before. Moreover thev
indicated a sense of urgency, along with an
emphasis on thorough planning and secrecy
not previously seen in such communications.
These messages, taken with such nontextual
indicators as increased message volumes and
radio direction finding, served both to validate
information from other sources in the hands of
local authorities and to provide warnings to
senior officials. The indicators, however, were
not sufficient to predict the exact timing of the
attack.'®*

~“¥5/5B- According to the interim version,
communications intelligence seems to have been
the only element producing information of value
to the puzzling pre-Tet picture. This initial assess-
ment has been accepted in later histories, mono-
graphs, and symposia as an accurate statement of
what SIGINT was reporting prior to Tet.'®®

<€/58-For the cryptologic community, Tet
was an important event because of its implica-
tions for how effectively SIGINT could discern the
“big picture,” as well as in how well it informed
the rest of the intelligence community, and, by
extension, its most important users in Saigon and
Washington of what was going to happen. It also
provided an insight into how the customers of
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SIGINT regarded the information and how much
they understand SIGINT process and its limita-
tions. "

55 At the same time, this contention of
SIGINT's prescience is a reflection of the position
NSA staked out shortly after Tet began. On 8
February 1968, while fighting raged in Hue and
other beleaguered South Vietnamese centers,
NSA sent a message to ecounting all of its
reports which pointedToTme Tet attacks. The
wording in the NSA message was less dramatic
and precise than in later claims. In the message
the Agency stated that “The accumulation of SIG-
INT provided evidence that a coordinated offen-
sive would be conducted in several areas through-
out South Vietnam. The timing of these coordi-
nated communist operations which were alluded
to in SIGINT correlates with the general offensive
which started on 29/30 January.” '*® The mes-
sage went on to reiterate the substance of four-
teen reports illustrating its main contention that
SIGINT forewarned of the offensive. Some of the
referenced reports, like the series about the “evi-
denced” general offensive, were relevant. Others
were not. These latter seemed to have been
included since they fell within a pre-Tet time
frame of 15 to 30 January.

57758 However, it is difficult to square the
later claim that NSA predicted Tet with the thrust
of the PFIAB’s final report, which mentions
Washington'’s ignorance of Saigon’s forebodings,
as well as the failure by the intelligence organiza-
tions to nail down the scope and nature of the
communist attacks. As was discussed earlier,
there were general problems with the SIGINT
reports, especially the NSA series. However, there
were other problems with the reports. Besides
confusing the meaning of the “N-Day” indicator,
NSA was slow to report the actual start of the
attacks. Hostilities, which began on the 30th and
climaxed on 31 January, were absent from the
report series until Follow-up 15 issued late on 1
February, better than a day after the attacks start-
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ed!"®” It is difficult to explain why this happened;
that a major change in the status of a target’s
activity should go unreported for such a long time
suggests an inflexibility in the reporting series
and those who were managing it. It also points to
the technical difficulty in reporting current events
when the primary analytic center was half a world
away.

548 In the Interim Report, it had been
said of the NSA reporting that it alone conveyed a
“sense of urgency” in the communist troops’
preparations prior to Tet. However, it is difficult
to find much evidence of this “urgency” in the
series just discussed. In one example, on
24 January, a subordinate of the Military
Intelligence section of the PAVN 1st Division,
preparing to go on a six-day march to its position,
is told to get there because the situation is “very
urgent.” '®*® However, two days later, this unit was
virtually in the same place.'®®

187781 As for making an impact in Saigon, it
previously has been pointed out that General
Westmoreland had allowed the repositioning of
American combat units away from the country-
side and back to Saigon well before any signifi-
cant SIGINT reporting about a general offensive
had emerged. Also, Westmoreland’s alert to
American forces of 30 January, according to his
G-2 chief, was sent after the attacks that morning

in Pleiku and Kontum Provinces and at points
along the coast.'®"

(U) Here, in a sort of circular fashion, we
return to Giap’s intent with the battles around
Khe Sanh and the DMZ region, as well as the
attacks in the Central Highlands during the early
phase of the offensive — to nail the American
command’s attention to the fighting in those loca-
tions while the next phase of the TCN/TCK was
being prepared. Westmoreland considered the
military activity around Khe Sanh (and the DMZ)
as the centerpiece of Hanoi’s plan. As such, it fol-
lows that he would interpret intelligence within
the context of the struggle for the base. As we
have seen, Westmoreland had realized the threat
building near Saigon in early January. Yet he still
considered the northern provinces in CTZ I, and,
to a lesser degree, the Central Highlands, the crit-
ical theater of battle. None of the intelligence he
received, including the SIGINT, could persuade
him otherwise.

~«8778D- That the SIGINT gathered by the |

Americans was never strong enough to convince
Westmoreland of the true nature and purpose of
Tet, and that many of the important indicators of
Tet eluded the analysts, was probably due, in

‘part, to an increasingly effective security regimen

in communist communications and operations.
Communist concern about security was one of the
most common themes in the NSA pre-Tet report-
ing series. Units were constantly reminded of the
necd to maintain security (and secrecy) in order
to ensure the success of “N-Day” attacks. Units on
the march were urged to avoid contact, while
those in place were reminded to take sufficient
camouflage precautions to avoid discovery by
patrols and airborne observation. In the crypto-
graphic arena, prior to Tet, the PAVN command
in Hanoi had directed a stepped-up training pro-
gram and had increased such support in terms of
new systems and personne).'*?

5458 This is not to say that the communist
security measures were totally effective: the very

TOP-SECRETHCOMINTHXT Page 343




M e AR AT

TOP-SECRETHCOMNTI-

fact that the most important indicator, “N-Day,”
was discussed openly could be seen as a major
failure. Effective security programs, and related
denial and deception plans, have to identify such
potential indicators and work towards hiding
them or confusing the enemy as to their exact
nature. However, this was not the case for
Vietnamese plans for Tet. From as early as the
second week of January, cryptologists knew
about the significance of “N-Day.” But, as we have
seen, the exact date remained unknown, and the
other indicators were never fully realized in the
NSA reporting. Then, again, the “N-Day” refer-
ences were confined almost exclusively to PAVN
units in the the B-3 Front, and could have been
part of a deception effort.

«8/#88- In another sense, SIGINT may have
been a victim of its own success against PAVN
communications. In the months before Tet, and
especially in January, the overwhelming bulk of
the radio communications intercepted came from
PAVN units operating in the DMZ and the
Central Highlands. Viet Cong units moving into
positions in and around South Vietnam’s urban
centers and military installations generated hard-
ly any communications. The ensuing reporting,
especially that in the NSA series on the general
offensive, reflected this emphasis on the PAVN’s
activities, while the VC efforts were almost entire-
ly missed. This picture of communist prepara-
tions coincided with Westmoreland’s view; in
fact, it may have stimulated his thinking about
the communist plans.'?

(U} In fact, this is a variation of the classic
“Ultra syndrome,” in which commanders come to
rely almost exclusively on signals intelligence.
Since the only SIGINT came from the intercept of
PAVN communications, then its activity became
the focus of MACV’s attention. Last minute intel-
ligence from South Vietnamese sources - the cap-
ture of enemy soldiers who gave away the attack
plan — was too little and too late to influence

thinking away from the seeming PAVN threat to
Khe Sanh and the Central Highlands."*

£8778D Another reason has been put forward
to explain the inability of American SIGINT
to report completely the scope, intensity, and spe-
cific targets of the Tet attacks: the arrangement
of American intercept sites in South Vietnam pre-
cluded coverage of communist communications
in the southern part of the country. This explana-
tion maintains that, since the major U.S. SIGINT
sites were clustered in the northern part of the
country, and their missions were concentrated on
those regions, the preponderance of their inter-
cept was therefore on the communist prepara-
tions in the Central Highlands and the northern
provinces. This bias led to the conclusion that the
main thrust of the communist forces would be in
those two regions.'*®

£87/8Hr Actually, this argument’s presump-
tion of an exclusive configuration of U.S. SIGINT

sites in the northern and eastern parts of South
Vietnam is not correct. First of all,| |

| | five ASA intercept sites
located in the ITI CTZ, which includes the region
around and to the north of Saigon.”®® The ASA
sites were tactical SIGINT units attached to U.S.
combat formations based throughout the area. All
of these sites] Were
intercepting communications from Viet -Cong
combat units and military intelligence elements
in and around the Saigon region. Another unit,
the ASA 146th Aviation Company, also performed
intercept and ARDF missions in support of these
sites. Additionally, another station, the ASA site
at Bien Hoa, took the intercept from the other
seven sites and was issuing reports and transla-
tions on the activities by Main For¢ce Viet Cong
units such as the 9th and 5th Light Infantry
Divisions and their subordinate units in Bien Hoa
and Phuc Long provinces. This qéporting by the
ASA site at Bien Hoa continued in its own series
and was repeated in the Southéast Asia SIGINT

4. (c)
4. (d)

Q0

1.
1.

[oNe

E
E
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Summaries through to the beginning of the Tet
attacks."®”

“S7/#SH-1t was this reporting from the III CTZ
around Saigon by Bien Hoa which was featured in
initial report of NSA's series on Tet in the section
titled “Possibly Related Activity in the Nam Bo.”
However, something happened to Bien Hoa's
subsequent reporting. Although the ASA station
continued to publish translations and reports on
the activities of the Viet Cong divisions and their
subordinate units — including the reporting by
the communist military intelligence sections on
the status and locations of American and ARVN
formations, the movement of communist head-
quarters, and the higher levels of message activi-
ty — this information was not carried in any of the
subsequent follow-up reports to the NSA series.
Why this happened is not clear. Though not all of
the product from Bien Hoa was relevant to the
approaching offensive, most of it reported the
same types of activities as were occurring in the
Central Highlands and the northern provinces.
This absence of reporting from the southern
provinces, especially the provinces adjacent to
Saigon, most likely reinforced the impression in
MACV that the communist offensive would con-
centrate against the Central Highlands, Khe
Sanh, and the DMZ.

15458 The NSA reports regarding the offen-
sive were, at hecart, tentative. The title —
“Coordinated Vietnamese Communist Offensive
Evidenced in South Vietnam” — seemed to sug-
gest a country-wide assault. Yet, in the very first
paragraph of the first report in the series, NSA
undermined its own theme of a general offensive
by suggesting that the major attacks were concen-
trated against the northern provinces of the coun-
try. It stated that “. . . the bulk of the SIGINT evi-
dence indicates the most critical areas to be in the
northern half of the country.” It added that there
was “some additional evidence that Communist
units in the Nam Bo may also be involved.” '8
The subsequent reports in the series itemized the
PAVN moves and preparations near Khe Sanh,
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Hue, and the highland region, while they carried
nothing further about similar activities in the
southern part of the country. The follow-up
reports carried nothing to dissuade the reader
that the attacks were primarily in the north and
the Central Highlands; the inclusion in the series
of all reporting of Vietnamese communist activi-
ties in the south ceased after the first report,
despite the information that Bien Hoa was sup-
plying from the other field sites in the region.

F57/+54> The report series also blurred signif-
icant conventional indicators. Instead of high-
lighting the SIGINT indicators pointing towards a
general offensive, the series tended to obscure
them in a blizzard of detail concerning units
marching here and there. Such nuanced indica-
tors as highly unusual long-range moves by
PAVN and VC formations, new command rela-
tionships, the extensive references to security
concerns, morale and propaganda messages, and
the concentration of combat units lost their sig-
nificance in the welter of other information con-
tained in the reports.

€¥87/78D Here, too, another old technical
problem continued to hamper SIGINT analysts.

|trafﬁc ana-

lysts and linguists had to deduce Hanot’s/intent
from the results of direction finding and the bits
and pieces intercepted from battalions moving
through the forests and hills of South Vietnam. It
proved too difficult to get a fundamental grasp on

EC 1.4. («)
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Hanoi's plan. |

5458~ In the last week of January 1968,
when NSA had taken over the reporting of com-
munist preparations for a large-scale offensive in
South Vietnam, it had intended to unify all the
disparate SIGINT field reporting under the single
theme of the approaching offensive. It had
intended that, by centralizing the SIGINT report-
ing and thereby focusing it more on the apparent
nationwide communist offensive, as a conse-
quence, the reporting would alert MACV to the
threat. However, neither result materialized to
the degree NSA later claimed. The problems with
the NSA reporting derived from the context of the
difficulties of overall Allied intelligence, and the
shortcomings within the SIGINT reporting effort.

€S8P First of all, SIGINT can make no claim
to have been the first intelligence element to have
detected the Tet offensive. It has been shown that
MACYV, in late November, and CIA, by early
December, had already determined that Hanoi
was planning a large-scale offensive. While
details remained unknown, the administration
had alrcady been warned by these reports.
However, it downplayed the significance of the
CIA warnings in December. Ironically, after the
attacks, President Johnson and others in his
administration would use the same CIA reports to
illustrate they had been warned. NSA reporting,
on the other hand, detected signs of the attacks by
only mid-January. The value of the NSA report-
ing was in details of the impending attacks.
However, even this advantage would be fumbled
and misused.

£57/58 Secondly, NSA reporting, like that of
MACV, would be influenced heavily by the siege
at Khe Sanh. It has been demonstrated that the

‘ MACV.I

plight of the surrounded marine garrison exerted
a hold on MACV Headquarters and the White
House almost to the point of a fixation. Khe Sanh
was imbued with a significance out of proportion
to actual communist plans. However, both the
leadership and the American media compared
the siege to the French debacle fourteen yvears
earlier. This focus on Khe Sanh was reflected in
the text of both SIGINT and other intelligence
reports. Even more important, much of the infor-
mation contained in SIGINT reports, especially
the series started prior to Tet, was interpreted in
light of Khe Sanh.

+5AA8H Finally, the SIGINT reporting itself
was never sufficient in alerting the command in
Saigon and Washington to focus upon the coun-
trywide preparations. Much of the reporting was
a recitation of numerous details of the prepara-
tions. Significant indicators, such as long distance
moves and target selection, were lost in the noise
of unit movement reports. The importance of the
“N-Day” reference was subverted by the multiple
start dates; while it is possible the reference to
itself was a deliberate deception tied into the pos-
sibile initial diversionary attacks in the B-3 Front
on 30 January. Much of the reporting pointed to
preparations in northern South Vietnam, which
was interpreted as related to the siege of the
marines at Khe Sanh. The initial inclusion of
information from the southern region of the
country was dropped from subsequent reports,
even though the information continued to be car-
ried in field site product. This imbalance served
only to skew the interpretation of the SIGINT by

[Analysts were forced to rely on a

mountain of tactical information from which to
determine a general outline of the communist
plans. Finally, NSA itself never reacted to the
import of its own reporting. If a gencral offensive
was in the works, then why did it not alert its own
sites, commands, and liaison elements in South
Vietnam? ‘
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(U) Trapped in the Looking Glass:
The Post-Tet Reality Hits Washington

(U) The Communists slavishly held to their
TCK/TCN campaign, even after the failure of the
January attacks. In March and, again in August,
new offensives saw communist troops hurl them-
selves against American and ARVN bases, only to
fail just as miserably as the first time. In
February, General Westmoreland had pro-
claimed a military victory after Tet. Strictly speak-
ing, he was right. The Viet Cong military units
and political cadre were decimated by the offen-
sive. The Americans estimated 40,000 commu-
nist soldiers were killed as compared to an Allied
total of about 4,000. Although the Allied esti-
mates would later be shown to be, at best, con-
tentious, there was no doubt that the commu-
nists, especially the NLF political cadre and the
regular PLAF formations, had been hurt serious-
ly. From this point, the war was fought on the
communist side by the conventional units of the
People’s Army of Vietnam.

(U} If the communists lost so heavily, then
why was Tet considered a strategic defeat for the

United States? Part of the answer lay in the per-
ception of the battle itself. The Johnson adminis-
tration had been stating for a long time that the
communist forces had been losing manpower due
to Westmoreland’s “attrition” strategy. Suddenly,
all of South Vietnam was attacked by forces which
supposedly had been destroyed earlier by the
American and ARVN forces. Many politicians and
journalists saw the contradiction between the
administration claims and the sudden appear-
ance of large communist forces, and they ques-
tioned the rosy statements which had preceded
the offensive. The Democratic Party’s fissures
over the war widened as various senators openly
questioned Johnson’s leadership. Normally con-
servative newspapers such as the Wall Street
Journal wondered if America’s effort was
doomed.

(U) Actually, these stories about the press
and its influence are mostly anecdotal. Opinion
polls before and after Tet scarcely changed: they
reported that the majority of Americans, about
60 percent, were critical of the president’s han-
dling of the war. However, this criticism is often
portrayed as exclusively liberal, antiwar senti-

(V) The Wise Men meet with President Johnson and other members of his administration.
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ment. In fact, it was not this simple. Many of the
opponents of the war were criticizing the presi-
dent for not prosecuting the war intensely
enough.?®® In a survey of Democrats voting for
Eugene McCarthy in the primary in New
Hampshire on March 12, anti-Johnson “hawks”
outnumbered anti-Johnson “doves” by a factor of
three to two.”"!

(U) The problem for the administration
wasn't public opinion; it lay in the fact that the
offensive forced President Johnson into a strate-
gic dilemma about the course of the war, the one
he had hoped to avoid from the very beginning of
the American involvement. On 9 February, bare-
ly more than a week after Tet began, the chairman
of the Joint Chiefs of Staff, General Earl Wheeler,
cabled Westmoreland in Saigon with the sugges-
tion that since the United States was not prepared
to accept defeat then he should ask for more
troops.??> Westmoreland obliged and cabled
Washington with a request for 206,000 more
troops. He also asked that the reserves be mobi-
lized and that he be permitted to invade Laos,
Cambodia, and North Vietnam with ground
troops! This request would be the realization of
his strategic plan to cut off the Viet Cong insur-
gency from Hanoi’s troops and supplies by physi-
cally occupying a line across the DMZ into Laos
and into Cambodia with American troops. All of
this was part of his planned “Operation Total
Victory.”

(U) To meet these demands, President
Johnson realized that the United States would
have to go to a complete war fooling by calling
up the reserves and activating National Guard
units. It would spell the end to his beloved Great
Society social programs. The costs of an expand-
ed war threatened the fiscal condition of the
United States. Besides that, these actions would
be tantamount to political suicide: He would
have to publicly admit that the end of the war
was not in sight, after all. It could go on for many
more years. There was no guarantee that the
Congress or the public would accept the proposal.
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On 10 March, the troop request was published in
the New York Times. More calls came from
Congress to reevaluate America’s policy.

(U) Looking for some advice {or consensus)
President Johnson, taking a suggestion of his new
secretary of defense, Clark Clifford, convened a
group of notable Americans known as the “Wise
Men.” This group, which included, among others,
former Secretary of State Dean Acheson and
General Omar Bradley, was to review the current
course of the war.?®?

(U) This was not the first time that President
Johnson had sought the opinion of this group. In
early November 1967, when Johnson was
wrestling with the first signs of large public dis-
sent with the war’s progress, he had charged this
same group to review the situation. They gath-
ered in the Old Executive Office Building across
from the White House and were briefed by gov-
ernment experts on the military, diplomatic, and
intelligence aspects of the war. Given this singu-
lar source, their first findings were hardly unex-
pected: that U.S. policy was on the right track,
but that American public opinion was the prob-
lem.***

(U) In late March, the Wise Men again met
and listened to another cavalcade of administra-
tion briefings. This time their reaction was far dif-
ferent. A surprising number had admitted that
their prior support of the war had changed.
Under relentless, harsh questioning by the Wise
Men, the administration’s optimistic demands,
outlooks and reports on the war withered: the
206,000 reinforcements grew to a half million;
the war’s end grew from “around the corner” to
five to ten more years; and the bombing cam-
paign was demonstrated to have not disrupted
supplies coming down the Ho Chi Minh Trail nor
to have broken the North Vietnamese will to
resist. Even the Pentagon’s communist casualty
claims were shown to be ludicrous.*®® Just as
important to their decision were a series of brief-
ings by the CIA and State Department which




painted a grim picture of the situation in
Indochina.

(U) On 26 March, when the group reported to
President Johnson, they recommended against
Westmoreland’s troop increase. Furthermore,
they suggested it was time to begin disengaging
from Vietnam. Their recommendations were sec-
onded by a special Department of Defense study
which saw no end to the conflict, even with all of
the reinforcements demanded by Westmoreland.
It is likely that the assessment from the Wise Men
heavily influenced President Johnson’s decision
to seek to negotiate a way out of the war.2°°

(U) On 31 March, President Johnson
announced a partial cessation to the bombing of
North Vietnam and his desire to open negotia-
tions with Hanoi. He also shocked the nation by
announcing his refusal to seek reelection. In a
way, the course of the war had turned a corner;
but getting out would be a long and bloody affair.
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(U) Fourth Interlude: Grasping at the Straws of Victory, 1968-1970

(U) After Tet, the political landscape of the
war changed dramatically. Robert McNamara
resigned as secretary of defense. On March 22,
General Westmoreland was relieved as com-
mander in Vietham and named Army chief of
staff. Nine days later, President Johnson, in a
nationwide TV address, announced that there
would be an unilateral, partial bombing halt for
most of North Vietnam. He ended this speech by
announcing his refusal to run for president. The
ensuing U.S. domestic political scene descended
into chaos.

(U) On 10 May, American and North
Vietnamese negotiators sat down to begin formal
talks in Paris. At first, both countries agreed to
exclude the National Liberation Front and Saigon
from the discussions. From the beginning, little in
the way of progress on ending the war was
achieved. American and North Vietnamese posi-
tions hardened around the intensification of the
bombing in the north and Hanoi’s continued
aggressive prosecution of the war. Both Saigon
and the NLF refused to meet anywhere where the
other was present. Some of Saigon’s politicians
wanted just North and South Vietnam to meet
and exclude the U.S. and the NLF. Washington'’s
policy of backing Saigon militarily only aggravat-
ed Hanoi. In truth, no progress was ever made at
Paris in the first set of talks. Neither side was will-
ing to concede anything.

EO 1.4.(c)
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(U) On 31 December 1968, one of the most
terrifying years in American history — dominated
by the assassinations of Martin Luther King and
Robert F. Kennedy, the riotous Democratic
Convention in Chicago, the seizure of the Pueblo,
the crushing of the “Prague Spring,” and the Tet
Offensive — finally came 1o an end with a new
president, Richard M. Nixon, in the White House.

(U) Nixon had been elected promising a
“secret plan” to end the war. Whatever the plan
entailed, and speculation was that it included
using Soviet political pressure on Hanoi, it never
amounted to anything. Upon entering office,
Nixon had his new national sccurity advisor,
Henry Kissinger, conduct yet another study of the
war. The result, National Security Study
Memorandum 1, reached the same conclusion as
had Johnson’s “Wise Men™ — that the war could
not be continued militarily as it had been all these
years.”

(U) Realizing his “secret” diplomatic venture
and conventional military approach were dead-
ends, Nixon opted for a two-pronged approach
that included the “carrot” of peace talks at Paris
while, at the same time, expanding the war in
both overt and covert actions. Thus, he approved
the secret bombing of Cambodia and expanded
the aerial attacks against communist positions in
[.aos.

(U) In the spring of 1969, U.S. and PAVN
troops fought in the much-contested A Shau
Valley. During this campaign, popular interest
centered on a particular battle known popularly
as “Hamburger Hill.” After a week's worth of
fighting, the U.S. forces secured the position only
to abandon it. The public reaction to the bloody
futility of the fighting led to a quiet change in doc-
trine by the commander of forces in Vietnam,
General Creighton Abrams, who had replaced
General Westmoreland shortly after Tet. Large
unit actions were deemphasized in favor of small-
er, more mabile strikes.

(V) General Creighton W. Abrams Jr.

(U) General Abrams’ approach to operations
meshed well with Nixon's desire to withdraw
American troops. In June 1969, President Nixon
announced the first withdrawal of U.S. troops —
25,000 men. By year’s end, about 60,000 GIs had
left Vietnam. Once started, the process would be
hard to stop. Yet, the decreasing American pres-
ence did not mean a concurrent drawdown in
fighting.

(U) Ironically, even as Nixon promised more
troop withdrawals, he was expanding the scope of
the war. In March 1969, he authorized the bomb-
ing of Cambodia, Operation Menu, the knowledge
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of which was kept from most of Congress and the
American people. Later, in that same year, the
U.S. stepped up the bombing campaign in Laos in
the region of the Plain of Jars, supporting the
Royal Laotian Army’s attempt to cut the Ho Chi
Minh Trail. By February 1970, PAVN regular
units reinforced the local Pathet Lao forces and
drove the RLA units and their Hmong allies com-
pletely out of the area.

(U) What the American commanders really
wanted was an invasion of eastern Cambodia.
There, near the border region the communists
kept their supply dumps, training centers, and
headquarters for the Vietnamese communist
forces in the south, known as the Central Office
South Vietnam (Truang Wong Cuc Mien Nam)
of COSVN. The sites were spread in the various
border points with such colorful names as the
Parrot’s Beak, the Fishhook, the Angel’'s Way, and
Dog’s Head. However, when this plan was
brought up in a meeting in Saigon in February
1970, the secretary of defense, Melvin Laird, had
refused Abrams’ plea for permission to invade
Cambodia.

(U) In the next few months, though, events
took control of the players. Increasing political
pressure was put on Cambodia’s leader Prince

in Beijing in 1965

(V) Prince Norodom Sthanouk, center, meeting with Chinese leaders

Norodom Sihanouk. Sihanouk had long stayed
neutral in the war. But his neutrality was based
on an acquiescence to the simple fact that he
could hardly prevent military action within
Cambodian territory by the belligerents in
Vietnam. So he tolerated the presence of
Vietnamese communist troops and their enclaves
in the eastern border region. At the same time, he
turned a blind eye to the bombing, and muted his
complaints to a whisper.

—€F57/55-However, Sihanouk was riding too
many tigers to ever hope to dismount without a
bloodletting. On 18 March, while away from the
country on an extended vacation, purchasing
clothes and undergoing treatment for his obesity,
he was ousted from the government by General
Lon Nol, who was both defense minister and pre-
mier of Cambodia. For weeks, Lon Nol had been
preparing his move by organizing anticommunist
and anti-Vietnamese demonstrations. The next
day, Lon Nol declared a national emergency and
suspended several articles of the Cambodian con-
stitution. SIGINT reported that Nol's security
forces clamped down on all activity, while all the
facilities of the DRV and the Provisional
Revolutionary Government of South Vietnam
(PRGSVN) were closed down.® He doubled the
size of the Cambodian army and appealed to
Nixon for arms, which
the latter willingly sup-
plied.

(U) For the American
leaders in Washington
and Saigon, the practical
effect of Lon Nol's coup
was to ease the way for
cross-border military op-
erations. Ten days after
Sihanouk was removed
from power, a few battal-
ions of ARVN ftroops
had crossed over into
Cambodia during a mili-
tary operation. Washing-
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ton and Saigon denied that it had happened.
However, on 28 March, the White House
announced that, if warranted in the judgment of
local U.S. commanders, American troops could
cross the border into Cambodia. Spokesmen for
the White House denied that an attack was pend-
ing; this announcement only confirmed standing
U.S. policy.

(U) In April, fighting along the border intensi-
fied, while communist troops in Cambodia drove
Nol's regular Cambodian army units out of sever-
al provinces. By the middle of April, Phnom Penh
estimated that half the country was under com-
munist control. In Beijing, Sihanouk attended a
conference with other communist leaders,
notably Chou En Lai from the People’s Republic,
Pham Van Dong from North Vietnam,
Souphanna Vong of the Pathet Lao, and Nguyen
Huu Tho of the Provisional Revolutionary
Government (as the National Liberation Front
was now known) to announce joint action to
expel the United States and its allies from
Indochina.

(U) On 28 April, Nixon gave his approval to
the invasion of Cambodia. Ostensibly, his reason
for the invasion was to cover the American with-
drawal by destroying the communists’ ability to
conduct operations. On 30 April, as 80,000
troops from U.S. and ARVN units entered
Cambodia, Nixon announced the invasion to a
nationwide TV audience. In his speech, he said it
was necessary to attack Cambodia in order to
eliminate communist sanctuaries and staging
areas on the border, and to attack “the headquar-
ters for the entire communist military operation
in South Vietnam.” He may have not quite meant
COSVN - technically, military operations were
handled by the HQ of the South Vietnam National
Liberation Army which was subordinate to
COSVN - but the popular understanding was that
a major target of the invasion was the ever-elusive
communist headquarters. In an almost symbolic
manner, this objective would come to reveal the

limits of SIGINT and underscore the frustration
American cryptologists felt during the war.

«S//SH Hunting the Elusive COSVN:
A Case Study of the Limits of SIGINT,
1970

(U) In attacking the southern communist
headquarters, the problem for the U.S. command
in Saigon was twofold: envisioning what COSVN
looked like, and then pinning it down for the
knockout blow. Mired in their own understand-
ing of command and control centers, which were
realized in the huge and sprawling compounds in
Saigon and Tan Son Nhut airport, manned by a
small army of staff officers, specialists, and clerks,
the American planners seemed to project this
image onto the Vietnamese COSVN.

+5/5B-Based on the estimates of American
intelligence concerning the size, scope, and func-
tions of COSVN, it was easy for Washington and
Saigon to infer a sort of jungle Pentagon hidden
away in the recesses of the Cambodian-
Vietnamese border. Intelligence reports issued
during the war spoke of political and military
staffs numbering in the thousands — in 1967
about 5,500 personnel were attributed to COSVN
— along with the Liberation News Agency and a
variety of training schools, supply depots, and
base camps.” A later CIA report placed the num-
bers even higher — approaching 8,000 military
and civilian staff.®

(U) The reality, of course, was much different.
COSVN was mostly a collection of detached, dis-
tant staffs that lived a liquid existence, flowing
from one set of thatched huts to another whenev-
er the American attacks got too close. In 1964, the
deputy commander of the South Vietnam
Liberation Army described the COSVN “complex”
this way:

We slept in hammocks in small thatched bam-
boo huts, and we held our meetings in under-
ground tunnels,which also served as shelter
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against air raids. Informers from Saigon passed
us intelligence, so we were able to decamp
whenever the Americans or their South
Vietnamese puppets planned operations in the
area. . . . Still, we had some close shaves. Once,
soon after 1 arrived, American warplanes
dropped thousands of tons of bombs around us,
but we weren't even scratched.?

8778 Where COSVN was located remained
the main problem for the U.S. intelligence com-
munity, especially the cryptologists supporting
MACYV. Such a large organization as COSVN pre-
supposed sites that could be fixed by D/F or aeri-
al reconnaissance. After about ten years of track-
ing COSVN, U.S. intelligence had developed a
sort of profile for the communist headquarters;
that is, it knew the location of communist Base
Areas (BA) where COSVN was likely to appear
after successive moves. Clustered along the
Vietnam-Cambodia border region of Tay Ninh

and Bin Long Provinces, they were like a set of
well-known animal runs, and the hunte‘rs n
Saigon were ready to strike at them.
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BA 354
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R

€5/#5t) COSVN Base Area map along the
Cambodian-South Vietnamese border

“FOP-SECRETHCOMINTIA

5585 In 1961, the Executive Committee’s
plan was to send some of its designated members
to the South to reestablish the central office
(trung wong) in South Vietnam." Under the
direction of the CEC, COSVN assumed the role as
provisional revolutionary government for the
Nam Bo region and the adjacent Cambodian bor-
der region. The subordinate échelons of COSVN
were similar to those in Hanoi, with staff sections
and beneath them operational departments for
political, military and rear services functions.

555 All through 1961, American cryptol-
ogists marked the gradual expansion of COSVN
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just across the border from Binh
Long."* The communist command had
moved there for security reasons:
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aware of ARVN plans for major sweeps
through Phuoc Long Province where it
had been located earlier." For the next
eight years, the COSVN would remain
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near Snoul, although a series of sec-
‘ ondary and alternate base areas were
Q established along the border of Tay

Ninh Province which it could retreat to
i if threatened.

(U) At least twice prior to 1970,
MACV tried to reduce the COSVN base
areas that were in northern Tay Ninh
province, designated War Zone C. In
October 1966, nearly 20,000 Allied
troops engaged elements of the Viet
Cong’s 9th Division and the PAVN
101st Regiment during Operation
Attleboro. In a month’s worth of fight-

5775ty COSVN and its subordinate elements including the South

Vietnam Liberation Army

through its centralizing of the communist com-
munications networks in the south. At first,
COSVN utilized the Nam Bo Regional
Committee’s (NRC) radio system. By late 1961,
interregional and interprovincial communica-
tions, which included Hanoi as a correspondent,
were made subsidiary to the NRC, which
assumed the bulk of message activity with the
CEC." Even the Liberation News Agency (I.NA)
dropped its separate contacts with Hanoi and
physically colocated with COSVN.®

F5+58 Sometime in early December
COSVN relocated from its site in Phuoc Long
province to a new location in northern Binh Long
Province. By early 1962, special army ARDF mis-
sions had located the COSVN transmitter to with-
in a kilometer in an area near Snoul, Cambodia,
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ing, over 1,100 communist troops were
reported to have been killed and a

OGA major bunker complex destroyed.

(U) It seems that the State Department’s eval-
uation was closer to the truth. Less than three
months afier the apparently successful Attleboro,
an even larger Allied force numbering 25,000
troops was back in War Zone C to try again to
eliminate the resurgent communist presence.

FOP-SECRETHCOMINFAM-




This operation, named Junction City, involved
thirty-four U.S. and two ARVN battalions, and
lasted from February to May 1967. A reported
2,700 communist troops were killed in a series of
ferocious battles involving some of the heaviest
fighting of the war. Massive air support proved
vital in at least three separate actions which
accounted for many of the communist losses.

€87/#51 Despite these major field operations,
COSVN remained a vibrant command and was in
control of the region along the Cambodian bor-
der. With Nixon’s approval of the assault into
Cambodia, the U.S. command’s interest again
centered on COSVN. Spearheading the attack —
known as Operation Toan Thang (“Complete
Victory”) 45 — against COSVN and the headquar-
ters SVNLA were the U.S. 1st Cavalry Division
(Airmobile), the 11th Armored Cavalry Regiment,
the ARVN 1st Infantry Regiment, and the 3rd

Airborne Brigade. On 5 May, this combat force
crossed the border in search of COSVN.
Supporting this assault were the 371st Radio
Research Company, which was the direct support
unit for the 1st Air Cavalry Division, and the
409th Radio Research Detachment. The highlight
of the this operation was the seizure of “The City”
— the main COSVN logistics center.

F5758 However, the operation failed to bag
the COSVN organization. From SIGINT, it was
discovered that COSVN had been on the move
since 4 April, when D/F located it west at its sec-
ondary base area. From then on, the cryptologists
could plot COSVN’s movements as it slowly drew
deeper north and west into Cambodia. By 4 May,
it had already reached a point twenty-five kilome-
ters northeast of its 4 April position, which placed
it one kilometer past the thirty kilometer zone of
operations established by President Nixon. In

(U) Men of the 409th Radio Research Detachment
aboard an M-113 armored personnel cartier during
the 1970 Cambodian invasion
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tact. elements of COSVN continued their odyssey
until late June when they finally settled into a
position another fortv-tive kilometers farther
northeast into Cambodia."™®

5~ However, there were several prob-
lems which undercut the effectiveness of this
union. For one, there was distinet gap in under-
standing what SIGINT could deliver in terms of
precise targeting information for the bombers.
The communists remotely operated their anlenna
fields from their actual transmitting complexes:
sometimes they were as far away as five kilome-
ters. Such an arrangement usuallv negated the
B-52 strikes which tended to blast just the anten-
na flelds. At the same time. the B-52 bombing
patterns, with their verv small circular error
probabilities (CEP), were good for precise target-
ing of specific
topographic fea-

located anywhere, even on the perimeter. Also,
the communist antenna complexes were, in many
cases, a series of antenna “farms.” situated in a
pattern around COSVN's actual location. For
COMSEC purposes, these antennas could be used
sequentially or randomly. So. what the ARDF
missions really located were the individual anten-
na “farms" as they were activated 'by the VC com-
municators. The resutting D/F plots of the sepa-
rate "farms.™with overlapping boxes and perime-
ter-fikes, appeared haphazard and imprecise to
non-cryptologists and led them to discount many
results and ignore them when planning air
strikes. "

5450 The COSVN also had an annoving
habit of constantly moving, often shortly in
advance of the Arc Light missions. Quick retar-
geting of the B-52s in reaction to the moves
proved impossible; the command and control of
the Arc Light missions always was inherently
clumsy and echelon-dependent. Often. the Air
Force would refuse to divert an Arc Light mission
on the basis of a single new ARDF fix.*' Still, one
communist rear services group was hit on 11 Mav
during a tardy shift to a new position. Reportedlv
about 150 personnel were killed by the raid as
they were waiting on the surface to move.**

+53 The main reason that COSVN was able to
avoid Arc Light strikes was that, historically, the

tures or nian-
made structures.
Direction finding
fixes, even with
the precision
that the ARDF
capability
brought into the
calculations, pro-
duced a kind of
targel  box in

« Pe
which the objec- - - il

tive could be
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(V) Typical damaged landscape after an Arc Light strike in South Vietnam
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bombing mission’s profile had too many indica-
tors which gave it away. Communist intelligence,
by utilizing all sources, such as COMINT,
HUMINT, and simple observation of increased
aerial reconnaissance or ARDF missions, was
able to predict with a great degree of accuracy
when and where the strikes would occur. Efforts
at eliminating these indicators, sponsored under
the Purple Dragon Operations Security (OPSEC)
program, proved to be less than totally effective
or permanent. No matter what OPSEC leaks were
sealed, communist intelligence seemed to always
find new indicators of the B-52 missions.”® It is
likely that virtually all of the B-52 strikes during
the Cambodian invasion against suspected
COSVN locations were ineffective.**

5451 By the end of June, American forces
pulled out of Cambodia and returned to their
bases in South Vietnam. A few ARVN units
remained in the border regions occupying some
of the old communist base areas. However,
COSVN never really lost control of the units
under its command. A temporary HQ South
Vietnam Front, Cambodia, had been established
by COSVN to handle the fight in Cambodia. This
headquarters entity assumed control of military,
intelligence, logistics, and rear services while the

(V) Cache of arms and supplies captured by Allied troops in Cambodia

~FOP-SECRETHCOMINTI

various COSVN sections and staffs reorganized
themselves.*

~5//51- By September 1970, the new com-
mand entity ceased operating since the reorgani-
zation of the new military regions under COSVN
was completed. In December, at least half of the
communist regiments had returned to their orig-
inal base camps along the border with Vietnam.*®
Sporadic attempts by ARVN units in October and
November failed to drive out the communists.
Although hampered by the supply losses, the
communist units in the Mekong delta and around
Saigon continued to strike at government bases.

(U) Militarily, the invasion caused little grief
to Hanoi; combat operations in the central
Highlands and near the DMZ continued.
American weekly losses spiraled down to 1966
levels. The truly damaging fallout from the inva-
sion of Cambodia came in the U.S. domestic
scene. The tragic shootings at Kent State in Ohio
and Jackson State in Mississippi were the open-
ing notes of the growing criticism of Nixon’s poli-
cy. Now, however, the criticism was coming from
usually conservative sources: business leaders,
like the CEO of IBM, newspapers such as the Wall
Street Journal, and commentators like Paul
Harvey publicly questioned the
war. Demonstrations over the
shooting at Kent State erupted in
over 1,300 campuses across the
United States with an estimated
four million people taking part.
Congressional opposition finally
coalesced and produced legisla-
tion to avoid any more expan-
sions of the war: the Cooper-
Church amendment, a bipartisan
effort, prohibited any more U.S.
direct military involvement in
Cambodia without prior congres-
sional approval. Despite heavy
Nixon administration opposi-
tion, the amendment passed
fifty-eight to thirty-seven.
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(U) The real loser of the campaign was
Cambodia, which was drawn into a war it was
never ready to fight. As if to make up for having
been neutral all of the early years of the war,
Cambodia erupted in a flash of fighting from one
border to another. Spurred on and supplied by
the Vietnamese communist troops moving west-
ward, the local communist guerrillas, known as
the Khmer Rouge, quickly grew from a smal} irri-
tant to a major force which would ultimately
overthrow Lon Nol's pro-American regime in
Phnom Penh and usher in the gruesome slaugh-
ter called the “killing fields.”

(U) Washington justified much of the expand-
ed fighting as necessary to cover the American
withdrawal. A new strategy for prosecuting the
war soon dominated the thinking in the Nixon
administration. As spelled out in the “Nixon
Doctrine,” it was a simple one: the U.S. would
supply arms and material, but, from now on, the
fighting had to be done by the Vietnamese.

(U) This strategy was not a completely new
one. The previous year, a Pentagon study group
had suggested a similar course: American forces
should be relegated to population center and mil-
tary facility security while the ARVN troops
would assume a stronger role in the war.
(Ironically, this was the major role intended for

the first U.S. ground combat forces when they
were introduced into South Vietnam in 1965.)

Buried in the Pentagon report was a term that
would become the goal of all future American pol-
icy (including that of cryptologists) in South
Vietnam: Vietnamization.
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