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Safeguarding National Security Information

As stated in Executive Order 12356, only that information whose
disclosure would harm the national security interests of the
United States may be classified. Every effort should be made to
declassify information that no longer regquires protection in the

interest of national security.

At the same time, however, safeguarding against unlawful disclosures
of properly classified information is a matter of grave concexn

and high priority for this Administration. 1In addition to the
requirements set forth in Executive Order 12356, and based on the
recommendations contained in the interdepartmental report

forwarded by the Attorney General, I direct the following:

1. Each agency of the Executive Branch that originates
or handles classified information shall adopt internal procedures
to safeguard against unlawful disclosures of classified
information. Such procedures shall at a minimum provide as
follows:

a. All persons with authorized access to classified
information shall be required to sign a nondisclosure
agreement as a condition of access. This reguirement may
be implemented prospectively by agencies for which the
administrative burden of compliance would otherwise be
excessive.

b. All persons with authorized access to Sensitive
Compartmented Information (SCI) shall be required to sign
a nondisclosure agrecment as a condition of access to SCI
and other classified information. All such agreements
must include a provision for prepublication review to
assure deletion of SCI and other classified information.

c. All agreements regquired in paragraphs l.a. and
1.b. must be in a form determined by the Départment of
Justice to be enforceable in a civil action brought by
the United States. The Director, Information Security
Oversight Office (IS00), shall develop standardized
forms that satisfy these requirements.

d. Appropriate policies shall be adopted to govern
contacts between media representatives and agency personnel,
so as to reduce the opportunity for negligent or deliberate
disclosvres of classified information. All persons with
authorized access to classified information shall be
clearly apprised of the agency's policies in this regard.
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