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Table 2.3-2.  Information Processing Reference Data

Technology Technical Issues Military Applications Alternative Technologies

 Distributed computing environ-
ment (DCE), and client-server
architectures and  structures

 Highly efficient enterprise-wide
information-processing functions,
preferably with platform independent,
WEB/Internet, multimedia plug-in and
human interface compatibility; COTS
technology exceeds C2I requirements
but modification, adaptation, and
extension may be required to support
specific military applications.

 Enhanced, distributed, survivable
intelligence and sensor data fusion,
decision support, strike and re-strike
planning, strike and damage
assessment, micro-meteorological
and other modeling and simulation.

 Less efficient hardware and
software.

 On-line analytical processing
(OLAP) and supporting databases

 Substantial development may be
required to adapt military databases
and procedures to secure the benefits
of this technology.

 Military logistic and other warfare
planning and decision support.
Particularly applicable for strike and
re-strike planning, strike and damage
assessment, in time-constrained, hot-
conflict scenarios.

 Less efficient hardware and
software.

 Object-oriented technologies
(OOTs)

 Substantial development may be
required to adapt military databases
and procedures to secure the benefits
of this technology.

 Enhanced, distributed, survivable C2I
information systems.

 Less efficient hardware and
software.

 On-line transaction processing
(OLTP), with supporting
databases

 Substantial development may be
required to adapt military databases
and procedures to secure the benefits
of this technology.

 Military logistic and other warfare
planning and decision support.
Particularly applicable for strike and
re-strike planning, strike and damage
assessment, in time-constrained, hot-
conflict scenarios.

 Less efficient hardware and
software.

 “Data Warehousing”  Substantial development may be
required to adapt military databases
and procedures to secure the benefits
of this technology.

 Military logistic and other warfare
planning and decision support.
Particularly applicable for strike and
re-strike planning, strike and damage
assessment, in time-constrained, hot-
conflict scenarios.

 Less efficient hardware and
software.

 Data compression and signal
processing technologies

 Some development may be required to
adapt military databases and
procedures to secure the benefits of
this technology.

 Enhanced, distributed, survivable C2I
IS systems

 Less efficient hardware and
software.

 Modeling, prediction, and
simulation techniques

 Some development may be required to
adapt military databases and
procedures to secure the benefits of
this technology.

 Enhanced, distributed, survivable C2I
IS systems and decision-making.

 Less efficient hardware and
software.

 Computer-based training,
distance learning, and group
decision support system (GDSS)

 Some development may be required to
adapt military databases and
procedures to secure the benefits of
this technology.

 Enhanced, distributed, survivable C2I
IS systems and decision-making.

 Less efficient hardware and
software.
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SECTION 2.4—INFORMATION SECURITY

OVERVIEW

Technologies in the Information Security (INFOSEC) Functional Area are those
designed to safeguard information privacy or secrecy and to ensure information integ-
rity.  Encryption, scrambling, protected wire, and steganographic techniques are used
to protect the privacy and secrecy of data at or en route among information processing
or storage nodes.  Hash functions protect information integrity by alerting owners to
data manipulation or tampering.

This section deals principally with information in electromagnetic  format con-
tained within electronic or photonic devices or en route over suitable media.  Physical
access control capabilities are included to the extent that they provide protection against
attacks intended to illegally acquire information and not merely to physically destroy
the facilities in which it resides.

Protecting information while it resides in processing, storage, server, and inter-
face terminal nodes—yet making it readily available to authorized users—is accom-
plished with access control, authentication, non-repudiation, and electronic signature
techniques.  All of what has come to be known as “trusted system”  INFOSEC capa-
bilities can be used by proliferators.

The cost of trusted systems and other associated COTS INFOSEC products is
comparatively small and within the reach of most proliferators.  Associated COTS
INFOSEC systems that might be used by proliferators for their trusted systems are
standard physical and electronic access limiting techniques.  Unique badges or cards,
which include name, picture, individual personal identification numbers (PINs), other
identification numbers, and passwords are in this category.  Of Operations Security
(OPSEC) interest are advanced local and remote identification and authentication
mechanisms.  In this latter category are thermogram, hand or eye scanning, voice
printing, keyboard rhythm, fingerprint, signature dynamics, and other biometric tech-
nologies.

Today there are quality COTS INFOSEC products of such strength that effective
communications and signal intelligence countermeasure operations against them are
practicable only for government agencies or other large, well-funded organizations.
Readily available COTS secure communication products include line and trunk en-
cryption devices, secure voice and data end-instruments, encrypted common channel
and per-channel signaling systems, and a rich variety of encryption software.

The availability of powerful and effective INFOSEC products and techniques
does not guarantee that any country’s computer-dependent enterprise infrastructures
are invulnerable.  In fact, many of today’s computer-dependent utilities such as

telecommunications systems and electrical power systems, as well as financial ser-
vices systems and other civilian and military systems, are known to have been pen-
etrated by competent hackers.  Well-funded adversarial government or industrial es-
pionage activities pose an even greater threat to these systems.

Many infrastructure systems are vulnerable, not because they cannot be protected
using available COTS products and techniques, but because risk-benefit analyses are
not persuasive.  Due to their perception of the threat, decision-makers accept the risk
rather than bear the attendant investment costs, operating efficiency losses, and time-
consuming access restrictions associated with protecting their systems.  A knowledge-
able proliferator intent on achieving surprise or concealing its identity may be ex-
pected to be willing to pay the price of strong INFOSEC.

New and more capable INFOSEC capabilities and techniques continue to appear
in both commercial and military environments.  And certainly, potential proliferants
have ready access to commercial technologies to implement whatever level of security
they deem necessary to protect their WMD warfare operations. Commercial technol-
ogy developments that promise to augment today’s capabilities and allow WMD
proliferators to implement even higher levels of information security are outlined be-
low.

The use of fiber-optic cable, even in the absence of encryption, greatly compli-
cates the old-fashioned wire-tapping procedure.  Intrusion-resistant fiber cable makes
undetected eavesdropping almost impossible.  Similarly, common-channel signaling

Highlights

•

•

Commercial INFOSEC products are available on world markets 
with capabilities deemed adequate for WMD operations.
Significant progress is being made toward open, market-based
INFOSEC development of public-private key architectures,
related standards, and the functional specification of certification
authority structures.
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defeats automated, in-channel, “search-on-number” intercept techniques, since signal-
ing and subscriber traffic take different signal paths.  Proliferants able to use commer-
cial fiber-optic systems would realize these benefits.

Perhaps the most significant open, market-based INFOSEC development is the
progress made towards the adoption of public key cryptography and protocols, related
standards, and the establishment of certification authority structures.  As improved
standards and overall architectures emerge, there appears to be more than an adequate
supply of scientific and professional competence available for assistance in the devel-
opment and integration of systems of whatever strength proliferators require, from
algorithm and protocol development to encryption and key management.

The financial services industry’s interest and the intense interest of business in
electronic commerce on the Internet have accelerated development of commercial tools
and technologies with broad WMD application.  Among them are means to protect
(while selling) intellectual property rights, safeguard databases, restrict access, pre-
vent false repudiation, safely transfer funds, and execute binding contracts electroni-
cally, as well as numerous other secure capabilities.

RATIONALE

Because all businessmen and government decision-makers have not implemented
measures to correct vulnerabilities in many of today’s nonmilitary systems, the opin-
ion is often advanced that commercial capabilities are unsuited for military applica-
tions and their importance to WMD warfighting is minimized.  It is unlikely that these
arguments will persuade astute WMD proliferators who are free to convert commer-
cial INFOSEC products normally used to protect civilian dual-use information sys-
tems to WMD use.

Virtually all commercial INFOSEC capabilities have direct WMD application for
weapon storage, custody and release as well as other military command and control
operations.  In conducting successful nonattributable WMD attacks, covertness is man-
datory.  In such situations, even the appearance of encrypted traffic may compromise
missions by tagging information.

A proliferator may avoid encryption altogether using one-time codes and
steganographically concealed messages buried in innocuous text or bitmapped images
to prevent adversaries from intercepting intelligible data.  This ancient coding method
is ideal in high-volume traffic voice and Internet-type data networks.  Steganography

is within the reach of all proliferators.  Even prisoners with no equipment but their
minds have developed essentially undetectable means of transmitting embedded de-
coding templates with the concealed messages.

A complementary approach for maintaining secrecy and covertness involves the
use of secure, intrusion-resistant, low probability of detection and interception
communications technologies.  Of course, if a WMD or conventional attack strategy
critically depends on the element of surprise, overt encryption using any of the com-
mercial technologies remains an option.

FOREIGN TECHNOLOGY ASSESSMENT

Complete INFOSEC and OPSEC technical data appears in open source U.S. and
foreign trade journals and technical literature and also can be obtained from vendors.
Cryptographic systems are widely available.  A Russian vendor will deliver a complete
package with a 2-year service provision to anyone, and Sun is fielding a whole suite of
strong cryptographic products supplied by a Russian manufacturer for their customers
anywhere in the world.

National and international export regulations can be circumvented in those coun-
tries that prohibit the export of robust information security systems, including strong
cryptography.  In addition, there are now many countries that have at least a limited
capability to produce, or at least use, robust information security products.

The Information Security Functional Area column of Figure 2.0-2 contains a for-
eign technology assessment by country and for subnational groups.  One-third of the
countries assessed have capabilities in all INFOSEC Functional Area technologies.
Australia, Canada, France, Germany, the UK, and the United States are the world
INFOSEC technology leaders.  Denmark, Finland, India, Israel, Japan, Norway,
Russia, South Korea, Sweden, Switzerland, and Taiwan are close behind the leaders.
Iran and North Korea are believed to have all essential INFOSEC functional area ca-
pabilities.  Most countries and subnational groups, have at least a limited INFOSEC
technology capability.  A limited capability includes the ability to use INFOSEC prod-
ucts obtained on the world market with little or no direct technical support from the
manufacturers.  Note that Libya, Vietnam, and the subnationals are among those cred-
ited with a limited INFOSEC technology capability and all of them should be able to
purchase robust INFOSEC systems, which are comparatively inexpensive.

See Section 2.3 (page II-2-16) for a description of COTS software vulnerability.
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Table 2.4-1.  Information Security Technology Parameters

Technology
Sufficient Technology

Level
Export Control

Reference
Critical

Materials
Unique Test, Production,

and Inspection Equipment
Unique Software
and Parameters

 Commercial trunk and
line encryption system
hardware and software

 Technologies and products
that provide strong link
encryption for networks, end-
user-to-end-user encryption,
and encryption for voice,
imagery, video, text, files,
and data, all of which could
be adapted for C2I.

 WA Cat. 5A, P2;
 CCL Cat. 5A,
P2;
 WA ML 11;
 USML XI

 None Identified  None Identified  None Identified

 One-time operational
codes or commercial
software steganographic
encoding techniques

 Proven COTS products are
available for concealing
messages in innocuous text
or bit-mapped images to
transmit covert, low
probability of detection and
interception politico-military
messages.  May be used in
conjunction with other
security measures by any but
lowest level proliferant.

 WA Cat. 5A, P2;
 CCL Cat. 5A,
P2;
 WA ML 11;
 USML XI

 None Identified   None Identified   None Identified

 Trusted systems to
protect data,
processing, and other
information systems
resources.

Proven COTS products are
available which include en-
cryption and hash algorithms,
certification authorities, and
key management and distri-
bution.  Multi-level access
control mechanisms including
resource segmentation and
combined use of unique
badges or cards, and local
and remote personal identifi-
cation numbers, passwords,
thermogram, hand or eye
scanning, voice printing,
keyboard rhythm, fingerprint,
signature dynamics and other
biometric technologies.

 WA Cat. 5A, P2;
 CCL Cat. 5A,
P2;
 WA ML 11;
 USML XI

 None Identified   None Identified  Pattern recognition
algorithms and programs
for analysis of biometric
features.
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Table 2.4-2.  Information Security Reference Data

Technology Technical Issues Military Applications Alternative Technologies

 Commercial trunk and line
encryption system hardware and
software

 Traffic is susceptible to decryption
and spoofing by defending countries
with intelligence and information war-
fare infrastructures.  The time scales
of WMD operations are typically very
short relative to the protection
provided by commercial encryption.

 Secure C2I communications for con-
cealing intent during the preparation
phase of WMD operations and
achieving surprise, controlling force
application and obtaining rapid
damage assessment in the execution
phase of WMD operations.

 Wealthy adversaries may choose
from a variety of strong COTS
technologies and products;
poorer adversaries and terrorists
may find inexpensive COTS that
will provide adequate security.

 One-time operational codes or
commercial software

 Traffic is susceptible to decryption
and spoofing by defending countries
with intelligence and information
warfare infrastructures.

 Secure C2I communications for con-
cealing intent during the planning and
preparation phase of WMD operations
and achieving surprise, controlling
force application and obtaining rapid
damage assessment in the execution
phase of WMD operations.

 None, except for low probability of
interception and detection radio
transmission techniques.

 Trusted systems to protect data,
processing and other information
systems resources.

 COTS equipment exceeds require-
ments for the WMD planning and
preparation phase, but substantial
customized modification may be
required to provide a secure, end-to-
end military system.

 Secure C2I communications for con-
cealing intent during the planning and
preparation phase of WMD operations
and achieving surprise, controlling
force application and obtaining rapid
damage assessment in the execution
phase of WMD operations.

 Less efficient (and less expen-
sive) 3rd generation COTS hard-
ware and software applications
are widely available.  An alternate
to "trusted" systems and products
for a minimum WMD capability
might be personal recognition and
trusted couriers.
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SECTION 2.5—INFORMATION SYSTEM MANAGEMENT AND CONTROL

OVERVIEW

Information System Management and Control (IM&C) is the IS Functional Area
capability for planning, organizing, designing, optimizing, engineering, implement-
ing, provisioning, monitoring, directing, controlling, and accounting for IS activities
and resources.  Here, “controlling” is understood to subsume operations, maintenance,
configuration and change management, and security.  Within the military, IS IM&C is
but one element of mission-level Command, Control, and Intelligence functional capa-
bilities.  With inadequate IM&C capabilities, a WMD proliferator would have diffi-
culty in rapidly converting civilian telecommunications complex Information Systems
to military use or in taking advantage of the survivability Information Systems  are
able to furnish.

This section addresses IS technologies necessary to control normal operations and
service provision while achieving reliability, availability, fault isolation, service resto-
ration, and survivability objectives.

As an example of an advanced IM&C capability, consider today’s software de-
fined or virtual private telecommunications networks (SDN/VPNs), in which traffic is
routed through networks under the control of computers residing in network control
points or operations centers (NCP/NOCs).  These computers are connected to remote
stored program-controlled switching and multiplexing equipment using common-chan-
nel signaling (CCS) networks. The computers, and associated databases containing a
subscriber’s unique VPN information, screen every call and apply call-processing con-
trol in accordance with customer-defined requirements.

The IM&C capabilities implemented in an NCP/NOC not only control normal
call-processing and routing, but they monitor and manage virtually every aspect of a
network.  Of particular interest to WMD operations, NOCs are the management and
control means by which the extraordinary survivability features of SDH/SONET bidi-
rectional line-switched rings (BLSRs) are realized.

Highly survivable operations, if needed for some WMD missions, can be realized
through the combination of fiber-optic and other media Information Communications
functional area capabilities; flexible and programmable switching and multiplexing
Information Exchange functional area capabilities; and importantly, computer, data-
base, and software IM&C functional area capabilities.  Thus, commercial hardware
and software product technologies implementing IM&C capabilities can be central to
any proliferant’s successful adaptation of commercial public telephone networks for
WMD military purposes.

The increasing importance of IM&C to telecommunications and other complex
Information Systems is due to many worldwide trends.  In the past, data processing
was usually accomplished within mainframes in a relatively small number of large,
centralized processing sites.  In the telecommunications arena, networks supported
limited sets of services derived from a relatively small set of basic technologies, using
equipment from only a few vendors.  Today, divestiture, deregulation, privatization
(overseas), and rapid technological expansion and competition has resulted in signifi-
cant growth in the number of private and public telecommunications networks.  These
networks support numerous services and are derived from a wide variety of network
elements (NEs) with equipment supplied by hundreds of manufacturers.

To cope with added functional complexity and reduce manpower requirements,
network operators are placing more processors in voice communications networks
(VCNs).  Analogously, advances in microprocessors technology and the correspond-
ing trend away from centralized-mainframe designs has spawned a large number of
data communications networks (DCNs) now connecting distributed processors in cli-
ent/server configurations.  In both cases, the result is that networks are more complex
and more software driven than ever.

Highlights

•

•

•

With inadequate Information System Management and Control
capabilities, no WMD proliferator can rapidly convert civil
telecommunications or other complex IS systems to military use.
Information Systems Management and Control functional area
capabilities are of seminal importance to both normal day-to-day
and stressed-mode, complex system operations.
As information systems grow, add more components, more
functions, and more users, IS Management and Control itself
becomes more difficult and complex, yet increasingly crucial.
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Not surprisingly, as information systems proliferate, add more components, more
functions and more users, IS management itself becomes more difficult and complex,
yet increasingly crucial.  The fast growing cellular telephone industry adds new di-
mensions to telecommunications management, particularly for roaming applications
where one carriers’ subscribers must be recognized and served by other carrier’s net-
works.

In the United States, divestiture has meant that many end-to-end connections re-
quire services and/or facilities from two different local exchange carriers (LECs), one
or more interexchange carriers (IXCs) or backbone networks, and often two local area
networks comprising customer premises equipment (CPE) from a variety of manufac-
turers.

Overseas, similar situations exist among interconnected pan-European national
networks and within countries where privatization has given rise to a variety of alter-
native service providers. Effective, integrated IM&C in this environment is difficult to
achieve, but may be far simpler in third-world countries, where rebuilding homoge-
neous nationwide networks from the ground up may be feasible.

Since the IS product environment worldwide is heterogeneous, practical, long-
term, and end-to-end (e.g., systems including customer-owned and carrier or other
service provider-based, common-user information systems), effective IM&C approaches
must be based on standards and a common, evolving agent process/manager process
paradigm.  Relevant standards include the International Telecommunications Union
(ITU), Telecommunications System Sector (TSS) M30X0 Telecommunications Man-
agement Network series; the International Standards Organization (ISO) Common
Management Information Protocol (CMIP) and several subsidiary standards; the Internet
Activities Board, Simple Management Network Protocol (SMNP); and the Institute of
Electronics Engineers (IEEE) local and metropolitan area network standard entitled
LAN/MAN Management.

To achieve the rapid fault isolation and service restoration leading to ultra-high
availability and militarily acceptable levels of survivability, standards must be imple-
mented in appropriate network elements and arranged in architectures with designed-
in performance monitoring; fault isolation; and excess traffic, processing, storage ca-
pacity, and disaster recovery back-up resources that can be quickly reallocated to com-
pensate for intentional, man-made, or naturally occurring damage or failure.

In public networks, this means stored program central office, tandem and digital
cross-connect switching, multiplexing, router and server  equipment; telecommunica-
tion management networks (TMNs, i.e., data communication networks designed to
exchange management information but logically separate from “managed networks”);
broadband fiber-optic Synchronous Digital Hierarchy/SONET (SDH/SONET)-based
backbone transmission; and alternate multimedia communications (e.g., broadband

satellite and satellite or terrestrial based mobile communications).  An advanced sig-
naling system such as the ITU-TSS Signaling System # 7 (SS # 7—AT&T and Bellcore
versions are commonly referred to as CCS 7 and SS 7, respectively) plays an impor-
tant role in normal and degraded-mode military operations of advanced telecommuni-
cations system.  For example, during the Cold War era, COCOM permitted the export
of SS # 7-capable switching hardware, but restricted export of SS # 7 itself.

Figure 2.5-1 summarizes IM&C dimensions, i.e., the functions, managed entities,
and domains implied in the above discussion.  In the figure, IM&C functions are di-
vided into “technical” and “business/government/military” categories, with only key
subfunctions illustrated.  Managed entities are grouped under “IS Services,” “IS Net-
works,” and “IS Elements” categories, again with only partial subcategory illustra-
tions.  Finally, the dedicated-facilities and common user management domains are
shown.

RATIONALE

Figure 2.5-1 graphically demonstrates the challenges involved in creating either
end-to-end integrated management and control systems or achieving the goal of “open
IM&C systems.”  However, as noted, in third-world countries where upgrading essen-
tially allows designers to start with a “clean slate,”  military information systems can
be built upon homogeneous or even single-vendor common-user commercial systems.
These systems can easily be more survivable than dedicated, special purpose alterna-
tives built from equipment made to military specifications.

The reason is twofold.  First, civil information systems generate revenue only
when operational.  As a consequence, the profit motivation for high availability, mini-
mum downtime, and immunity to failures and accidental cable cuts is paramount.

Second, although it is possible to design excess capacity into military systems to
account for losses in warfare, capacity requirements sufficient to handle peacetime
civilian requirements are generally orders of magnitude larger than any justifiable mili-
tary overbuild design requirements.

To illustrate these advantages, consider the Autovon military network.  It was
once regarded as the preeminent, survivable voice network with 55 U.S. switch cen-
ters.  Today civil requirements have resulted in switch numbers and capacities dwarf-
ing old Autovon military requirements. As a consequence, the most survivable mili-
tary IS designs are those based on the ability to make optimal use of civil systems by
placing them at the disposal of military users.  This is especially true of commercial
technologies embodying the most effective IM&C mechanisms to circumvent outages
caused by natural disasters and irreducible component failures. Tables 2.5-1 and 2.5-2
illustrate specific technology capabilities with WMD significance.
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FOREIGN TECHNOLOGY ASSESSMENT

The Information Systems Management and Control (IM&C) column in
Figure 2.0-2 shows the comparative IM&C capabilities of 32 countries and a represen-
tative assessment for subnational groups.  Only one-third of those listed have all IM&C
Functional Area capabilities because this is a large, complex, functional area consist-
ing of 11 elements that include the capability for planning, organizing, designing, op-
timizing, engineering, implementing, provisioning, monitoring, directing, controlling
(operations, maintenance, configuration and change management), and accounting for
IM&C activities and resources.  Countries with strong capabilities in all IM&C tech-
nologies are the world Information Systems leaders  (or host divisions of multinational

companies), which have installed much of the world’s information systems telecom-
munications base.  The world’s IM&C leaders are Canada, France, the UK, and the
United States.  In contrast, Iran, Iraq, Libya, North Korea, and the subnationals are
among those countries that have only  limited, if any, IM&C capabilities.  An ambi-
tious WMD proliferator would need strong capabilities in all IM&C technologies to
rapidly convert civilian telecommunications and the other complex information sys-
tems functional area technologies to military use and take advantage of the extraordi-
nary survivability modern systems could provide for WMD operations.  A minimal
proliferator that does not intend to conduct sustained or sophisticated WMD opera-
tions might not benefit from the possession of IM&C technologies.

Figure 2.5-1.  Information Systems Management and Control
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Table 2.5-1.  Information Systems Management and Control Technology Parameters

(cont’d)

Technology
Sufficient Technology

Level
Export Control

Reference
Critical

Materials
Unique Test, Production,

and Inspection Equipment
Unique Software
and Parameters

 Logically and/or
physically separate
signaling and
Telecommunications
Management Network
(TMN)

 Encrypted networks that
support normal network oper-
ations and service offerings;
specially designed to imple-
ment real-time management
via ATM; dynamic autono-
mous reconfigurability at all
levels of service (intelligent
fault recovery); seamless
support to broadcast and
multilevel, multi-user point-to-
point data communications
services; hybrid real-time/
non-real-time distributed
computing environments
incorporating mobile assets;
automated data distribution
and control from multiple
sources.  Can monitor and
manage virtually every
aspect of the network during
normal and degraded
conditions.

 WA Cat. 5A, P2;
 CCL Cat. 5A, P2

 None Identified  Specially designed,
commercially available
management systems
that allow for self test.

 Operating systems and
network management
software incorporating
hierarchical, multilevel
security; intelligent
agents for distributed
computing environment
monitoring, work load
allocation, and dynamic
configuration
management.

 Combined network
control point/operations
center (NCP/NOC)

 Programmable, computer-
based facilities for managing
and controlling switching,
multiplexing, communica-
tions, and other network
operations.

 WA Cat. 5A, P1;
 CCL Cat. 5A, P1

 None Identified  None Identified  Vendor-specific
NCP/NOC software

 Automated system
management system
(SMS) hardware and
software

 Monitors performance,
detecting, isolating, and
diagnosing failures, rapidly
accomplishing restoration
and reprovisioning.

 CCL EAR 99  None Identified  None Identified  Vendor-specific SMS
software
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Table 2.5-1.  Information Systems Management and Control Technology Parameters (cont’d)

Technology
Sufficient Technology

Level
Export Control

Reference
Critical

Materials
Unique Test, Production,

and Inspection Equipment
Unique Software
and Parameters

 SMS and network
element hardware and
software

 Implementing evolving TMN
and CMIP/SNMP manager
process/agent process
paradigm-based protocols
and object-oriented, manage-
ment information base (MIB)
architectures, models,
standards and interfaces.

 CCL EAR 99  None Identified  None Identified  Operating system and
network management
software incorporating
hierarchical, multi-level
security; intelligent
agents for distributed
computing environment
monitoring, work load
allocation, and dynamic
configuration manage-
ment.

 Customer or integrated
network management
systems (CNM/INMS)

 Providing end-to-end, global,
unified network management
of an entire enterprise
network.

 CCL EAR 99  None Identified  None Identified  Evolving network
management software
incorporating html/
browser technology

 Signaling System (SS) 7  Implementing SS # 7-based
encrypted common channel
signaling.

 WA Cat. 5A, P2;
 CCL Cat. 5A, P2

 None Identified  None Identified  SMS proprietary
software to implement
SS # 7.
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Table 2.5-2. Information Systems Management and Control Reference Data

Technology Technical Issues Military Applications Alternative Technologies

 Logically and/or physically
separate signaling and
Telecommunications Management
Network (TMN)

 Proprietary products are available
within so-called Intelligent Networks
but not implemented to the same
extent by all commercial telephone
companies or PTTs.  While the TMN
model enjoys nearly universal
endorsement, telco carriers and
equipment are only making slow
progress towards adopting and
implementing national or world-wide
standards.

 Highly efficient, highly survivable,
rapidly reconfigurable and reconsti-
tutable C2I information systems
operations.

 Earlier generation hardware and
software.

 Combined network control point/
operations center (NCP/NOC)

 Proprietary products are implemented
in modern telephone companies and
used to render their “flagship” software
defined/virtual private network (SDN/
VPN) service offerings.

 Highly efficient, highly survivable,
rapidly reconfigurable and reconsti-
tutable C2I information systems
operations.

 Earlier generation hardware and
software.

 Automated system management
system (SMS) hardware and
software

 Proprietary products for failure
detection and recovery.

 Highly efficient, highly survivable,
rapidly reconfigurable and reconsti-
tutable C2I information systems
operations.

 Earlier generation hardware and
software.

 SMS and network element
hardware and software

 Proprietary products are available and
used separately in local and long-
distance exchange carrier and
customer-owned network domains.

 Highly efficient, highly survivable,
rapidly reconfigurable and reconsti-
tutable C2I information systems
operations.

 Earlier generation hardware and
software.

 Customer or integrated network
management systems
(CNM/INMS)

 Proprietary products are available and
used separately in local and long-
distance exchange carrier and
customer-owned network domains.  An
SMNP open systems based industry
consensus is emerging.

 Highly efficient, highly survivable,
rapidly reconfigurable and reconsti-
tutable C2I information systems
operations.

 Earlier generation hardware and
software.

 Signaling System 7  None  Highly efficient, highly survivable,
rapidly reconfigurable and reconsti-
tutable C2I information systems
operations.

 Earlier generation hardware and
software.
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SECTION 2.6—INFORMATION SYSTEMS FACILITIES

OVERVIEW

Information Systems Facilities is the Functional Area encompassing any or all of
the following capabilities: exterior physical shelter and interior room; equipment and
other IS support structures; prime power generation and/or co-generation; power con-
ditioning; environmental heating, ventilation and air-conditioning (HVAC); chemical
and biological filtration and protection; electromagnetic pulse protection; tempest shield-
ing; radiation protection; and  human habitation and life-support accommodations.

Clearly, not all of these capabilities are required for every instance of military
operations.  Physical shelters may be fixed, or transportable in ground mobile, air-
borne or shipborne configurations.  They may support manned command, control and
intelligence centers, manned information processing or communications centers, or
unattended IS resources.

Civil IS shelters typically may not involve sleeping quarters or other overnight
accommodations, but instead merely provide facilities housing IS equipment and per-
sonnel in common office work environments.

Where nuclear weapons are involved, the Cold War era taught that under deter-
mined attack, there is no such thing as a survivable, fixed command center or IS opera-
tions building.  Not even so-called deep underground command centers, regardless of
cost, could be certified as survivable.  As a consequence, in military WMD scenarios
in which long-term survivability is mandatory, mobile facilities are the only viable
option.  From a U.S. perspective, preparation for global nuclear warfare, beginning
with the World-Wide Military Command and Control System (WWMCCS) program
in the 1970’s, led to the investment of billions of dollars in military, mobile command,
surveillance, and IS center technology.  The airborne command center, the Airborne
Warning and Command System (AWACs), and the Ground Mobile Command Center
(GMCC) are illustrative developments.  For tactical scenarios, the Tri-Tac program
developed a wide variety of mobile/transportable voice and data switching, communi-
cations satellite and terrestrial terminals, and various IS processing center products to
support moving battlefield theater locations.  In Europe, the Deutsche-Bundespost placed
cable hocks within civilian telecommunications networks, permitting mobile switch-
ing and multiplexing gear to be connected with surviving transmission media to re-
store service interrupted by intentional or collateral wartime damage.

By the late 1980’s, enormous advances in microprocessor-based computer power,
coupled with dramatic reductions in space, weight, and prime power consumption,
made possible installation in a single rack those IS capabilities which previously re-
quired an 18-wheel tractor-trailer.

Due to these advances, the trend towards transportable IS facilities accelerated in
the 1990’s.  Today, satellite terminals able to operate in military or civilian bands are
encased in suitcases.  COTS “office in suitcase” products incorporate multimedia tele-
communications, position location, and rich varieties of distributed computing envi-
ronment data processing functions.

Worldwide, many commercial telecommunications carriers inventory central of-
fice, tandem, and dual-function switches; cellular/PCS base-station; digital loop car-
rier (DLC); and other capabilities in transportable/mobile configurations.  Alterna-
tively, with broadband, fiber-optic transmission, traffic can be affordability back-hauled
great distances to remotely restore damaged or otherwise failed switching, multiplex-
ing, DLC, or other functions.

Because so many commercial enterprises now literally depend upon continuous
telecommunications and data processing operations, and because downtimes of even
15 minutes can have catastrophic revenue and profit consequences, many businesses
have elaborate internal or third-party, contract-based, disaster recovery IS capabilities.

All of the above IS technology capabilities are known to potential WMD proliferants
and available on world markets.  Thus, the possibility that WMD proliferants will be
able to use transportable or mobile IS facilities to mount highly survivable offensives
must be fully accounted for in planning by U.S. or allied forces.

Highlights

Older military or commercial high technology, highly survivable
transportable/mobile information systems facility capabilities are
readily available to proliferants.
Advances in processing power, coupled with dramatic reductions
in space, weight, and power consumption, allow information systems
capabilities to be packaged in much smaller volumes.
In many cases, the total cost per transportable information systems
facility may be an order of magnitude less than the cost of a single 
precision-guided conventional weapon.

•

•

•
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RATIONALE

The relevance of older military or commercial, high-technology, highly surviv-
able IS facility capabilities in WMD warfare is evident from the above discussion.

Should a WMD proliferator possess only fixed IS and support facilities, U.S. and
allied precision-guided and other conventional weapons can be effective.  In future
WMD and other conflicts, we may find that adversaries have deployed, or can deploy,
transportable or mobile IS facilities.  Ominously, in many cases the total cost per trans-
portable IS facility may be an order of magnitude less than the costs of a single preci-
sion-guided conventional weapon needed to target and destroy such a facility.

Clearly, the wartime utility of high-technology, high-survivability IS Facility ca-
pabilities by WMD users must be fully understood by U.S. strategists and planners if
effective countermeasures and counter-strike alternatives are to be available.

See Tables 2.6-1 and 2.6-2 for specific examples of pertinent IS Facility capabili-
ties.  Sections 3 (Biological Weapons Technology), 4 (Chemical Weapons Technol-
ogy), and 5 (Nuclear Weapons Technology) present specific technologies that provide
personal and shelter-based protection from chemical, biological and nuclear weapons
effects, respectively.  Note that survivable IS facilities are not required by proliferators
with minimal WMD weapon inventories and capabilities, or those that perhaps would
launch isolated WMD attacks.

FOREIGN TECHNOLOGY ASSESSMENT

The last column in Figure 2.0-2 contains a foreign technology assessment by coun-
try and for subnational groups in the IS Facilities Functional Area.  Countries with
advanced Information Systems, and especially those defending against or planning
large-scale, sustained WMD operations, need all of the IS Facilities Functional Area
capabilities.  Only nine of the 32 countries listed have capabilities in all of the tech-
nologies in this functional area.

Like the IM&C technologies, the IS Facilities Functional Area technologies are
found among the world leaders in Information Systems:  Canada, France, Germany,
Japan, the UK, and the United States.  Denmark, Norway, Russia, and Sweden also
have all IS Facilities Functional Area technologies.  Several countries have limited IS
Facilities Functional Area technologies:  Iran, North Korea, and Poland.  Iraq, Libya,
Vietnam, and the subnationals also have limited capabilities in these technologies.

Proliferants committed to conducting large-scale and sustained WMD warfare
need substantial IS Facilities Functional Area capabilities, particularly for operations
requiring highly survivable transportable and mobile IS capabilities.
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Table 2.6-1.  Information Systems Facilities Technology Parameters

* The dose rates are expressed in Système Internationale d’Unités (SI) metric units of radiation.  The gray (Gy) is a unit of absorbed dose of ionizing radiation; one Gy is
an absorbed dose of ionizing radiation equal to one joule per kilogram of absorber.  The gray replaces the rad.  One rad = 0.01 Gy.

Technology
Sufficient Technology

Level
Export Control

Reference
Critical

Materials
Unique Test, Production,

and Inspection Equipment
Unique Software
and Parameters

Transportable command
and force shelters

High mobility and WMD
weapon effects protection
incorporating closed-cycle or
specialized air-decontamina-
tion capabilities and
radiation-hardened to
protect/limit exposure of
internal components to a total
dose* of 5 × 103 Gy(SI) or a
transient dose of
5 × 106 Gy(SI)/sec.

WA ML 13;
USML XXI

None Identified EMI/EMP testing None Identified

Specially designed
tractor-trailer rigs for
telecommunications
restoration

Equipped with central office
and dual function switches,
multiplexing and media ter-
mination equipment, incor-
porating closed-cycle or
specialized air-decontamina-
tion capabilities and
radiation-hardened to
protect/limit exposure of
internal components to a total
dose of 5 × 103 (Gy)(SI) or a
transient dose of
5 × 106 Gy(SI)/sec, able to
restore transmission and call
center service and rapidly
deployable via road, rail, or
air shipment.

WA ML 13;
USML VII

None Identified None Identified None Identified

Transportable base
stations

Provides and with the ability
to rapidly deploy or restore
terrestrial cellular, PCS, or
SMR service.  Incorporating
closed-cycle or specialized
air-decontamination
capabilities and radiation-
hardened to protect/limit
exposure of internal
components to a total dose of
5 × 103 Gy(SI) or a transient
dose of 5 × 106 Gy(SI)/sec.

WA ML 13;
USML XXI

None Identified None Identified None Identified
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Table 2.6-2.  Information Systems Facilities Reference Data

Technology Technical Issues Military Applications Alternative Technologies

Transportable command and force
shelters

Degree of ability to withstand bombs,
missiles, or WMD weapons effects

Highly survivable C2I and trans-attack
conflict execution operations

Use other fixed and mobile assets
as available

Specially designed tractor-trailer
rigs for telecommunications
restoration

Deployment and activation rates under
military conflict situations

Highly survivable switching, multi-
plexing and multimedia communica-
tions capabilities

Use other fixed and mobile assets
as available

Transportable base stations Requires combined use with sur-
vivable wireline telco service items to
reap maximum benefits

Survivable home-country and theater
of operations  communications (see
additional citations above)

Use other fixed and mobile assets
as available


