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Summary

In this report we examine the effects of leaks on government. Leaks are damaging to trust
within government and trust in government. In particular, they endanger ministers’
confidence in an impartial Civil Service. However, we recognise that leaks can raise matters
of genuine public interest and that the Freedom of Information Act has changed the legal
landscape in favour of the open disclosure of government information. The Public Interest
Disclosure Act sets an appropriate framework that balances these competing interests in
almost all of the exceptional circumstances where leaking might be considered justified.
However, there should also be a mechanism by which evidence that the Government has
misled Parliament or the public, or failed to act on concerns that have be raised, can be
investigated and reported to Parliament.

We found evidence to support the view that leak investigations within government often
fail to find the culprit. Such investigations are constrained by political leaking. There
should be independent investigation of breaches of the Civil Service Code by special
advisers and a review of the resources available to leak investigators. We are also concerned
that the boundaries between criminal and non-criminal disclosure of leaking established by
the Official Secrets Act are becoming blurred.

The most effective way to prevent leaks by civil servants is to provide accessible, effective
and visible channels by which civil servants of all grades can raise genuine concerns about
the conduct of government. Whilst progress is being made increasing awareness about
whistleblowing procedures in the Senior Civil Service, more needs to be done to ensure
that all grades know how to access them and have the confidence to do so. In particular,
much more should be done to ensure that whistleblowers who raise concerns in good faith
are protected and feel that their concerns are taken seriously.
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1 Introduction

Conduct of the Inquiry

1. We launched our inquiry into leaks and whistleblowing in Whitehall in December 2008.
The immediate impetus for the inquiry was the arrest of Christopher Galley, a civil servant,
and Damian Green MP, an opposition front-bench spokesman, in connection with leaks
from the Home Office. The chain of events in that particular case has been examined by
the Home Affairs Select Committee. Our inquiry, leading to this report, was concerned
with wider questions that the case raised concerning the disclosure of official information
and adherence to the Civil Service Code.!

2. We issued a call for evidence in December 2008 and received 12 submissions. We held
six oral evidence sessions with current and former civil servants, journalists, political
commentators, the Campaign for Freedom of Information, the former Director of Public
Concern at Work, the Committee on Standards in Public Life (CSPL) and the Civil Service
Commissioners. We also held an evidence session with Civil Service unions, covering this
and two other inquiries.?

3. This report considers four issues:

whether leaking information from government can ever be justified,

the process for investigating leaks,

how leaking can be prevented and

the effectiveness of Civil Service whistleblowing policies.

Scope and Definitions

4. The Civil Service Code was introduced in 1996 and revised most recently in 2006. It sets
out the core values of the Civil Service and standards expected of civil servants. The Code is
part of the terms and conditions of employment for every civil servant. Section 6 of the
Civil Service Code states that civil servants “must not disclose official information without
authority”.” However, as the Chairman of the Committee on Standards in Public Life
(CSPL) told us, there are occasions when a supposed leak in fact proves to be an authorised
disclosure of information or a misunderstanding of publicly available material.* Sir David
Omand, a former permanent secretary, argued that a disclosure should only be considered
a leak when it contains information “that a civil servant could reasonably be regarded as
under a duty to protect”’ In his view, such material includes internal policy-making
debate, personal information about individuals, information impinging on commercial

1 Home Affairs Committee, Fourth Report of Session 2008-09, Policing Process of Home Office Leaks Inquiry, HC 157
Public Administration Select Committee, Civil and Public Service Issues, HC 352-i

Cabinet Office, The Civil Service Code, June 2006, para 6

Q 187
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6 Leaks and Whistleblowing in Whitehall

secrecy or national security and so forth.® He observed that civil servants regularly
communicate with people who are external to government and are trusted to use their
discretion as to what can be appropriately disclosed.”

5. There are also circumstances in which disclosures of information are not authorised but
are nonetheless in accordance with established procedures to expose alleged wrongdoing.
In particular, the Civil Service Code allows civil servants to approach the Civil Service
Commissioners with concerns that cannot be resolved within the department. There are
also certain circumstance under which an individual might disclose information to trade
unions, nominated officers or lawyers to seek advice. We refer to such disclosures as
‘whistleblowing’ in this report, although we recognise that in common usage the term has a
wider meaning.

6. In this report, we define leaks as intentional disclosures of official information where
there is a reasonable expectation that the information should not be disclosed without
higher authorisation. We have focused on civil servants and, to a lesser extent, ministers.
We recognise the vital importance of good whistleblowing procedures in the wider public
services, such as the NHS, but these are beyond the scope of this report.

6 Ev3; Q116
7 Ev 3
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2 When can leaking be justified?

7. In this chapter we examine the effects of leaks on government and whether there are
circumstances in which they can be justified.

Effects of leaks from the Civil Service

8. Leaks have long been an occupational hazard in government. They are widely seen as
damaging. The Cabinet Secretary told us that leaks undermine the confidence of ministers
in the Civil Service and reduce the quality of debate inside government.® The letter from
the Director of Security and Intelligence at the Cabinet Office to the Assistant
Commissioner Specialist Operations at the Metropolitan Police asking them to consider
investigating the leaks at the Home Office, referred to the leaks “having an impact on the
efficient and effective conduct of Government business, affecting the ability of ministers
and senior officials to have full and frank discussions on sensitive matters and
undermining necessary trust”.’

9. A particular concern, raised by the FDA, the trade union for senior civil servants, and
the Civil Service Commissioners, is that leaks endanger ministers’ trust in their civil
servants to act impartially regardless of their personal political beliefs. The Commissioners
stated that leaks from the Civil Service undermine confidence in its ability to be loyal to
successive governments of different political affiliations.'

10. Sir David Omand also made this point. He went on to say that leaks eroded trust
between civil servants, leading to suspicion falling on innocent and guilty alike, and
making it more difficult for civil servants to give frank and challenging advice to
ministers."! These points were developed by Sir Suma Chakrabarti, the Permanent
Secretary at the Ministry of Justice, who gave an example of a presentation on efficiency
savings that was leaked from his department. He told us that the leak had endangered
efforts to encourage open debate within the department and that repeated leaks from a
single area of a department made it difficult to work with people there."

11. On the other hand, some of our witnesses argued that leaking could result in issues
being opened up to scrutiny that would otherwise have been concealed. For example, the
journalist David Hencke told us of an occasion when a leak led to parliamentary scrutiny of
an issue in the Department for Environment, Food and Rural Affairs that would otherwise
have been concealed.”” Maurice Frankel, from the Campaign for Freedom of Information,
argued that the potential for a leak could be “an important part of keeping government
honest”. He considered that the prospect of a leak could be a check on the Government

9 Eve9
10 Ev71
11 Ev78
12 Q39
13 Q118
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“going too far” in making public statements that did not accurately reflect the factual
information they were based on."

12. Leaks by civil servants undermine trust within government, call into question the
impartiality of the Civil Service and may also serve to stifle effective policy debate
within government. Nonetheless, there is a tension between the need for trust within
government and the right of the public to be fully informed on matters of genuine
public interest.

Public Interest

13. Sir David Omand argued that, whatever benefits particular leaks might have, they could
not be justified. He drew an analogy with a criminal act that has unintended benefits. Just
as the criminal cannot justify his action by these benefits, so leakers cannot justify their
actions because they bring a genuine issue to light."” His view was not shared by some of
our other witnesses, particularly in circumstances where individual civil servants felt that
the public interest required the disclosure of specific information. David Hencke told us
that this was the reason behind most of the leaks he had received from civil servants.'®

The case for public interest leaking

14. We took evidence from two civil servants who had leaked material to the media,
Katharine Gun and Derek Pasquill. Ms Gun was working at GCHQ in 2003 when she
leaked an email from the US National Security Agency. She did so because she felt that it
contradicted the public line being taken by the UK and US governments at the time and
because she felt the request made in the email was “immoral, illegal and completely against
humanity”.!” Mr Pasquill leaked information relating to the Government’s engagement
with political Muslim groups because he felt the policy was “potentially catastrophic for

Britain” and needed to be challenged.'®

15. These individuals leaked this information because they believed it would change the
public’s perception of government policy. Defending his decision to leak, Mr Pasquill said
he did not believe civil servants should use the media to get policy changed as a matter of
course. However, he argued that his position at the Foreign and Commonwealth Office
gave him a “special insight” into the issues, his reason for leaking being “to make sure that
the public had an awareness of the issues that were involved and that they had an
opportunity to see what was going on and could perhaps put us [the FCO] under
pressure”.””
16. Some of our other witnesses accepted that Parliament and the public’s “right to know”
could justify leaking in some circumstances. For example, Professor Peter Hennessy cited

14 Q123

15 Q132

16 Q171

17 Q263

18 Q 300, Q303

19 Q 300, Q304, Q305 and Ev 79
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the leaking of the Attorney General’s verdict on the legality of the 2003 Iraq war, arguing
that the importance of the issue, widespread perception that the war was illegal and lack of
transparency from the Government meant that the public and Parliament “needed to
know” what the document contained in order to make an informed decision.”” He also
discussed cases where civil servants were aware of deception by ministers, citing the case of
Sir Anthony Eden lying to the House of Commons about the Suez crisis.*’

17. Dr Brian Woods-Scawen from the Committee on Standards in Public Life told us that
there needed to be a route by which civil servants could raise their concerns with someone
outside their departments, such as regulators, law enforcement bodies or the Civil Service
Commissioners. He said there were circumstances in which

generally, when you have exhausted, as it were, the internal remedies and you still
feel as an employee, whether it is fraud or misrepresentation of information or
malpractice...that something of significant public interest is being withheld, I
absolutely believe there is a right and a responsibility to go to the appropriate
person.*

He went on to say that in serious cases where “an official believed the public interest was
being prejudiced and nobody was doing anything about it” and where they had exhausted
all the other internal and external channels then making information public could be
justified.”?

The case against public interest leaking

18. Those who argued that leaking by civil servants could not be justified did not dispute
that the information disclosed might be in the public interest. Sir Suma Chakrabarti argued
that there was a stronger public interest in the preservation of an impartial Civil Service
and of the values contained in the Civil Service Code than that in information leaked by
civil servants.** The FDA did not believe leaks by civil servants could ever be justified,
stating in their evidence that the role of the Civil Service was to support the government of
the day, not be an “impartial umpire” in political disputes. They considered that civil
servants owed a duty of confidentiality to their ministers:

for a civil servant to disclose official information without authority means that civil
servant is seeking to put their interpretation of the public interest above that of their
civil servant manager (their departmental Permanent Secretary or, ultimately, the
Head of the Civil Service) and above that of the judgment of Ministers.”

19. This view was supported by the Cabinet Secretary, who told us that it was not the role
of individual civil servants to decide what information should be made public.?® Sir David

20 Q120
21 Q135
22 Q191
23 Q192
24 Q362
25 Ev73
26 Q113
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Omand agreed, saying that individual civil servants might not have a complete
understanding of events and should seek advice from within the Civil Service, up to and
including the head of the department, or take the matter to the Civil Service
Commissioners (an option that is discussed in detail later in this report).?” If their concerns
were borne out, he saw it as the head of department’s responsibility to take such matters up
with the Secretary of State and make clear that officials would not act in a way that misled
the public or Parliament. If these channels did not produce the result the individual civil
servant wanted, then, in Sir David’s view, they should either accept the situation, or resign
and make the matter public. *

20. Carne Ross, a former diplomat who resigned from the service following the Iraq war,
agreed with Sir David Omand, telling us

I do not believe in leaking. I think that if you are in a system, if you are in a ministry,
you sign up to its rules and you should stick to them. I think if officials are leaking
everything they disagree with, the system rapidly becomes unworkable. I think the
only way to address serious concerns about policy is to resign and speak out and join
the public debate.

However, he later qualified his statement, saying that there might be a case for leaking
where “criminal activity or blatant dishonesty” was involved.”

Public Interest Disclosure Act

21. The Civil Service Commissioners, in their written evidence, took an intermediate
position and suggested that they could envisage circumstances in which the unauthorised
disclosure of information would be justified. However, they stated that “the bar must be set
very high” and pointed to the six areas of disclosure protected by the Public Interest
Disclosure Act 1998 (PIDA) as setting the appropriate balance.”

22. PIDA provides limited protection from reprisal for individuals who disclose
information relating to a criminal offence, a failure to comply with legal obligations, a
possible miscarriage of justice, health and safety, environmental damage or concealment of
any of these matters. Individuals qualify for protection under PIDA if they make
disclosures through the whistleblowing procedures of their employer or to their employer
directly. Disclosures can also be made to relevant regulatory bodies specified in
subordinate legislation. Disclosures to others, including the media, can be protected if the
individual feels there would be risks attached to disclosing the information internally, or if
a qualifying disclosure has already been made, and if it meets conditions relating to the
reasonableness of disclosure and good faith. Of particular importance in assessing such
conditions are factors such as the seriousness of the matter being disclosed, the person to
whom the disclosure is made, whether the disclosure breaches a duty of confidentiality,

27 Q118,Q 140
28 Q124,125
29 Q354

30 Ev72
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whether the recipient of a previous disclosure acted appropriately on receiving it and
whether the wrongdoing is likely to recur or is ongoing.

23. Our witnesses were broadly satisfied with the Act. Sir David Omand stressed its role in
protecting whistleblowers who followed internal procedures.’’ Public Concern at Work
were content with the legislative framework although, as we discuss in Chapter 3, they felt
it needed more promotion and closer observance within Whitehall.*> As noted above, the
Civil Service Commissioners felt that its provisions were appropriate.”” However, the
General Secretary of the Public and Commercial Services Union (PCS) said that there was
a lot of misunderstanding about the Act - in particular an erroneous belief that it provided
greater protection to whistleblowers than it in fact did.**

Public Interest Leaking - Conclusions

24. There is a strong public interest in a Civil Service which is able to act impartially to
support the government of the day. Leaks by civil servants undermine the trust that is
necessary to this relationship. Leaks for partisan political reasons are especially
deplorable. The Civil Service Code is clear that information should not be disclosed
without authorisation and the leaking of information by civil servants for political
purposes, to undermine government policy or for personal gain, is reprehensible.

25. Despite this, there are exceptional circumstances in which a civil servant could be
justified in leaking material in order to expose serious wrongdoing. This would need to
have followed a failure of proper channels both of disclosure and challenge within
government. In short, it must be a last resort. The provisions of the Public Interest
Disclosure Act 1998 cover the majority of these circumstances and the Act sets an
appropriate balance between the competing interests of maintaining a trustworthy
Civil Service and protecting the public interest.

26. The Civil Service Code also includes the requirement not to mislead ministers,
Parliament or others. A civil servant who is aware that the public or Parliament has
been deliberately misled by the government has a duty to put this right. This should
involve taking the matter to the Civil Service Commissioners so that they can establish
the facts independently. If they agree that there is a case to answer, they should have the
power to report on the situation to Parliament and disclose the information concerned.
However, where Parliament has been misled and decisions are about to be taken on the
basis of this misleading information, giving an urgency to the situation, it may be thata
report direct to a select committee chairman can be justified as a last resort.

Freedom of Information

27. The Freedom of Information Act 2000 (FOI) introduced a presumption that official
information should be made public - subject to certain exceptions — and a mechanism to

31 Q160
32 Ev81
33 Ev72
34 HC352-1,Q 7 [Charles Cochrane]
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decide whether the release of a particular piece of information was in the public interest. In
Maurice Frankel’s opinion, a civil servant “tipping off” an outsider as to the existence of
specific documents, with the intention that a request under FOI would then follow, should
not be considered a leak.*® David Hencke gave an example where this had been done
recently and also of a case where officials had suggested he look closely at particular entries
in departmental accounts.’® In reference to David Hencke’s examples, Sir David Omand
said that he could see nothing wrong with the officials’ behaviour as they related to
“public” information.”

28. Maurice Frankel noted that certain disclosures could be ordered under FOI which
would otherwise be a breach of the Official Secrets Act. This was because FOI contained a
“public interest” test to determine whether the information should be released, whereas the
Official Secrets Act used a test of the harm caused by the disclosure. He gave a recent
example where the Information Tribunal had ordered the release of information that could
prove harmful to international relations but nonetheless was, in their view, in the public
interest.*

29. The Civil Service Commissioners argued in their written evidence that a properly
functioning freedom of information regime should weaken the public interest case for
making unauthorised disclosures of information.*” However, their evidence, and that of
others, suggested that departments had been cautious in their responses to FOI requests.
Maurice Frankel suggested that departments had introduced internal data management
procedures to minimise the information that could be discovered under FOI. David
Hencke observed that timing was often crucial to the impact that disclosed information
could have and that the FOI processes could be lengthy.*

30. The Freedom of Information Act established the principle that government
information should be made public, subject to exceptions, and provides a mechanism
by which the public interest merits of disclosure can be determined. Government needs
to recognise that this changes the principles that apply to the disclosure of official
information, balancing the traditional duty of confidentiality to ministers with the
statutory duty to provide information to the public. This means that there may be
circumstances in which a civil servant could properly take action to prompt a request
under the Act.

31. The existence of Freedom of Information provides a legitimate alternative to
leaking information and in so doing should weaken the public interest case for leaking.
This will only be the case, however, if government departments act within the spirit of
the legislation, in particular by proactively publishing as much information as possible
and by ensuring that requests under the Act are responded to quickly and fully.

35 Q139
36 Q142
37 Q142
38 Q168
39 Ev72
40 Q170
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Political leaking and self-authorisation

32. We were told by David Hencke that the majority of leaks tended to be political in
origin, primarily coming from special advisers or ministers, and undertaken with political
goals in mind.*' Similarly, Professor Hennessy said that one reason for leaking was a desire
to embarrass other government departments. Again, he attributed this form of leaking
primarily, but not exclusively, to political sources.** The FDA said that political leaking was
“corrosive” to morale within government and could take place for short-term political
advantage, to trail ideas and gauge public reaction to them or to damage other ministers.
They told us that there is a perception in the Civil Service that “the Downing Street
machine” plays a key role in politically inspired leaks. They acknowledged, however, that it
is difficult to argue that the Prime Minister (and by extension, other ministers) is not
authorised to make information available where it is not protected by statute or the
Ministerial Code.*

33. Ministers have much more scope to authorise or self-authorise the release of
information than civil servants and it is therefore harder to speak of a minister “leaking”
information. Two of our witnesses cited the saying “I brief, you leak” to illustrate this
difference of authority.*

34. The General Secretary of the FDA told us that civil servants should not leak
information that is secret, or subject to other restrictions such as pre-release statistics, even
under instruction from ministers. He argued that the Civil Service Code gives a basis for
civil servants to refuse such requests.* This would include special advisers, who are subject
to the relevant section of the Civil Service Code. * However, permanent civil servants have
no disciplinary power over special advisers. Under the Code of Conduct for Special
Advisers, “the responsibility for the management and conduct of special advisers, including
discipline, rests with the Minister who made the appointment”. As the FDA General
Secretary told us, civil servants’ ability to prevent political leaking is thus very limited and a
change in political culture would be needed to stop it happening.*’

35. The partial, premature or anonymous disclosure of information damages trust and
morale within government; in particular, leaking against ministers or departments
undermines Cabinet-based government. This applies to the anonymous release of
departmental information by ministers as much as it does to leaks by special advisers or
civil servants. However, no government has seemed able or willing to stamp out this
practice.

36. Special advisers are, in theory, subject to the same rules regarding the disclosure of
information as other civil servants. However, only the responsible minister has the

41 Q 171; also Ev 75 [FDA]

42 Q151

43 Ev74,75

44 Q151 [Professor Peter Hennessy]; Ev 78 [Sir David Omand]
45 HC352-, Q48

46  Civil Service Code, HC 352-i, Section 6

47 HC352-i, Q65
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power to discipline a special adviser for leaking information. In practice, this is unlikely
where the adviser has been acting in what they believe to be the minister’s interests. We
do not believe this is a desirable situation. The Civil Service Commissioners may be the
appropriate body to investigate alleged breaches of this nature, possibly under the
proposed power to initiate their own investigations. Whilst such investigations would
make recommendations, the imposition of disciplinary proceedings would ultimately
have to remain with the minister. Where ministers did not act on the Commissioners’
recommendations, the Commissioners should report to Parliament. We believe that
this would go some way to ensuring a consistent approach to leaking within
government. However, political leaking is a problem that can only be tackled by a
change in political culture.
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3 How should leaks be investigated?

37. In most cases leaks are investigated internally, either by the Department concerned, or
with assistance from the Cabinet Office; however, under some circumstances the police
may be called in. This chapter examines how leaks are investigated and punished.

When is a leak criminal?

The Official Secrets Act

38. The current Official Secrets Act (OSA) dates from 1989. At the time of the Bill receiving
its second reading, the then Home Secretary said:

We ask the House today to agree in principle that the criminal law should be prised
away from the great bulk of official information. We propose that it should be used
to protect unauthorised disclosure of six limited areas and we shall be asking the
House to agree on the scope and definition of those areas. Within the areas to be
protected we introduce a number of tests of harm which the prosecution will have to
prove. We mean that the criminal law should protect, and protect effectively,
information whose disclosure is likely to cause serious harm to the public interest,
and no other.*

39. The six categories of information whose disclosure is subject to criminal sanctions
under the Act are:

e security and intelligence,
o defence,
e international relations,

e information obtained in confidence from other states or international
organisations,

e information likely to result in the commission of an offence and

o information likely to impede detection and special investigations under statutory
warrant.

40. The Act also removed the public interest defence, provided for by the 1911 Official
Secrets Act, which secured Clive Ponting’s acquittal over the leaking of documents relating
to the sinking of the Belgrano during the Falklands War. Under the 1989 Act, disclosures
relating to security or intelligence made by those within those services or others notified of
the Act’s contents are an offence regardless of their motivation or impact. Other
disclosures are an offence regardless of motivation but only if they are “damaging”. *

48 HC Deb 21, December 1988, col 460
49 Official Secrecy, Standard Note SN/PC/02023, House of Commons Library, December 2008
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41. We received evidence that the prospect of prosecution under the Act does deter civil
servants from leaking material — even in cases where the Act would not apply.”® However,
its provisions are not always a sufficient deterrent to leaking; both Katharine Gun and
Derek Pasquill leaked information despite being aware that they could be prosecuted.”!

42. Despite the absence of a public interest defence, there have been cases where a similar
argument has been used as a defence against prosecution under the OSA. Katherine Gun
intended to defend her case on the grounds of necessity of circumstance, a common law
defence used successfully by the former MI5 officer, David Shayler, to avoid conviction
under the OSA. The defence of necessity applies where the defendant commits an
otherwise criminal act to prevent imminent danger to life or serious injury to themselves or
someone they feel responsible for.”> Ms Gun told us that, in her view, the case against her
was abandoned partly because the government did not want to disclose advice on the
legality of the Iraq war to the defence and partly to avoid the precedent set by a possible
acquittal.”

Misconduct in Public Office

43. The arrests of Christopher Galley and Damian Green MP took place under suspicion of
misconduct in public office, a common law offence set out by the Crown Prosecution
Service (CPS) as occurring when a public officer neglects or misconducts him or herself in
their official capacity to a degree that amounts to an abuse of the public’s trust without
reasonable excuse or justification.’ The level of misconduct required in such a case is very
high, a fact the CPS drew attention to in its decision not to prosecute either Mr Galley or
Mr Green.”

44. The Metropolitan Police referred to the CPS judgement on the Christopher
Galley/Damian Green case in their decision not to investigate the leaking of material
relating to MPs’ allowances. Whilst concluding that a breach of public duty had taken
place, they cited the difficulties in obtaining evidence, the high threshold required for a
misconduct in public office case to be brought, the “significant hurdle” of a public interest
defence, the fact that the documents did not relate to national security and their imminent
publication under the Freedom of Information Act as reasons not to prosecute.’

45. We do not comment on the specific circumstances around the decision to arrest and
then not prosecute Mr Green and Mr Galley. However, the case did raise the question of
whether, and when, the offence of misconduct in public office should be used to pursue
those accused of leaking.

50 Q 167 [Maurice Frankel]

51 Q278

52 HL Deb, 17 March 2004, col 145WA

53 Q310,Q312

54 CPS Guidance on misconduct in public office, http:/www.cps.gov.uk/legal

55 CPS Decision on prosecution, Mr Christopher Galley and Mr Damien Green MP, http://www.cps.gov.uk

56 Metropolitan Police Service, operational announcement, MPs’ expenses leak, http://cms.met.police.uk/news
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46. The intention in passing the 1989 Official Secrets Act was to limit those areas in
which it would be a crime to leak official information. The use of misconduct in public
office charges in connection with the leaking of information raises concerns that the
boundaries established by the 1989 Act may be becoming blurred. It is important that
this common law offence is not used to subvert the clearly expressed will of Parliament
in limiting the scope of offences under the Official Secrets Act.

47. This does not mean that misconduct in public office could never be an appropriate
charge where there had been a leak of official information; but there would need to be
evidence of serious criminal misconduct beyond the leak itself: for example that an
individual had taken payment in return for disclosing the information.

48. The recent very public disclosure of the expenses and allowances of Members of
Parliament has shown how the leaking of information can sometimes serve the public
interest. However, there were suggestions at the time that the information might have
been sold for personal gain. If this were true, the police decision not to investigate the
leak might seem surprising. Those with access to official information should not
benefit personally from its unauthorised release without criminal consequence, even
where there is a strong public interest in its release.

How are leaks investigated?

49. Tt is the responsibility of departmental permanent secretaries, in the first instance, to
decide whether to conduct an investigation into a leak. The Cabinet Office may take over
responsibility for handling the investigation if the Cabinet Secretary feels that the leak is
cross-departmental, there is persistent leaking or in a case of particular sensitivity.”” The
Cabinet Secretary was clear in his evidence to us that these decisions are taken without
ministerial, or prime-ministerial, involvement.”® An investigation is carried out internally
at first; this may call upon a panel of investigators maintained by the Cabinet Office who
have technical expertise in areas such as IT and are experienced in dealing with more
serious leaks. Sir David Omand and Sir Suma Chakrabarti both said that using this panel
helped them to narrow down the list of suspects and reduce the risks of future leaks.”

50. The Cabinet Secretary told us that leak investigations focus on finding the source of the
leaks and preventing future leaks rather than pursuing the recipients of leaks. Speaking
about the leaks from the Home Office he told us that “I was interested only in the source
and stopping it and so preventing the problem.”®

51. There is a common perception that the perpetrators of leaks are rarely discovered and
that leak inquiries are almost always ineffective. Sir Christopher Kelly, talking of his
experience at the Treasury, and the FDA speaking more generally, endorsed this view.”!
The FDA told us that the belief that most leaks stem from political sources results in a lack
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of will to identify the source, especially as identifying an individual who wishes to remain
anonymous is inevitably a time consuming and difficult process. According to the FDA, it
is usually only possible to identify leakers where they identify themselves or they are the
author of a series of leaks.® Sir Suma Chakrabarti said that the advent of email had made it
much harder to identify the source of a leak and that the Civil Service did not always have
access to the technical skills and software needed to trace emails.®’

52. Sir David Omand did not agree that leak inquiries were always ineffective. He told us
that an experienced leak investigator could get close enough to the culprit to be able to
prevent further leaks, even where the evidence could not be found to institute formal
disciplinary proceedings.**

53. The evidence we have received suggests that internal leak investigations rarely find
the culprit. In part this is a result of a political culture that tolerates low-level political
leaking. We are sympathetic to the position of permanent secretaries, who would not
wish to invest heavily in leak investigations only to find that leaks originate with
ministers or their advisers. A change in political culture is therefore a crucial step
towards the effective investigation of leaks. We also recommend that the Cabinet
Office review the resources available to leak investigators to ensure they can meet the
increasing demands placed upon them by email and other electronic communication.

Police Involvement

54. In the words of the Cabinet Office, “occasionally it may be appropriate to involve the
police in an investigation”.®® The Cabinet Secretary told us that the criteria for deciding
whether to approach the police are whether the leaks are “serious and persistent” and
whether the individuals responsible could have access to material with national security
implications.® Another class of case relates to financial or other gain, in particular where it
has been alleged that individuals have deliberately sought positions with access to
unpublished information with the intention of systematically disclosing it to journalists or

others. In such circumstances, the police have also been called in to investigate.®’

55. 1t is for the relevant permanent secretary to decide whether to invite the police to
become involved, usually following consultation with the Cabinet Office and informal
discussions with the police. If these informal discussions led the police to take the initial
view that no offence had been committed which warranted criminal investigation then, we
were told, the police would not be formally invited to investigate.*® Since investigations that
involve the police “always involve a serious and damaging impact on the role of a
department” the Cabinet Office often takes the lead in such cases. The Cabinet Office told
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us it is for the police, in consultation with the Crown Prosecution Service, to decide
whether or not to conduct an investigation.®

56. The letter from the Cabinet Office of 8" October 2008 inviting the police to investigate
leaks from the Home Office gives an indication of the kinds of concerns that can lead to
requests for police involvement:

Whilst not all the leaks which concern us merit, taken individually, investigation by
the police, we are concerned that there is an individual or individuals in the Home
Office with access to sensitive material who is (are) prepared to leak that
information. We are in no doubt that there has been considerable damage to
national security already as a result of some of these leaks and we are concerned that
the potential for future damage is significant. The risk of leaking is having an impact
on the efficient and effective conduct of Government business, affecting the ability of
Ministers and senior officials to have full and frank discussions on sensitive matters
and undermining necessary trust. You will not be surprised to hear that we are also
concerned that there must be risk to information about sensitive operations which, if
leaked, could give rise to grave damage.”

57. The Home Affairs Committee has concluded that the claim in the letter to the police
that “there has been considerable damage to national security already as a result of theses
leaks” was not supported by the description it received of the material under investigation.
The Committee went on to note that the Cabinet Office’s guidance on investigating leaks,
discussed above, “seems to leave open the possibility of involving the police in an
investigation without any suspicion - let alone evidence - that a criminal offence under the
[Official Secrets] Act has taken place”. The Committee recommended that the guidance be
revised to preclude this possibility.”

58. David Hencke said that he was “surprised” by the decision to involve the police in the
leaks from the Home Office and the arrests seemed “a bit over the top”.”” Professor
Hennessy said that it was difficult to make a judgement on the specific case, but that he
believed that the police should only be brought in where “serious criminality” is involved.”

59. Maurice Frankel of the Campaign for Freedom of Information, was concerned about
the Cabinet Secretary’s remarks that a key factor behind the decision to involve the police
was the possibility that the person carrying out the leaking might have access to material
that could impact on national security. Mr Frankel saw this as breaking down the
distinctions established by the OSA:

The moment you get anybody leaking anything you can always say this person is
unreliable and the next step is he will release something damaging. All the
distinctions laid down by the Official Secrets Act between damaging and non-
damaging disclosures are thrown out because you then say we have an
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untrustworthy person and who knows what he is going to do next. The whole point
of the reform of the Official Secrets Act was not to punish untrustworthiness but to
punish damage, not failure to respect procedures, not failure to respect confidences
and not the release of embarrassing information.”

60. Sir David Omand, on the other hand, said that it was difficult to know , as a Permanent
Secretary, exactly what you were dealing with when you began a leak inquiry, in particular
whether you were dealing with one culprit or several. He said that it was very important to
consult with the police as soon as the possibility emerged that material covered by the
Official Secrets Act might be involved.”

61. We agree with the Home Affairs Committee that Cabinet Office guidance on the
investigation of leaks should be revised to ensure that the police are invited to
investigate only where there is evidence that a criminal offence under the Official
Secrets Act has taken place. Police involvement may also be appropriate where internal
investigation has brought to light evidence of other impropriety, such as a financial
arrangement, that could lead to misconduct in public office charges as discussed above.
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4 How can leaking be prevented?

62. The evidence suggests that leaking cannot be prevented through technical means or the
prospect of being caught. As Sir Suma Chakrabarti told us

Those who wish to leak....in the end you cannot stop them leaking because they will
do other things. The key issue, it seems to me,...is whether we create a system and a
culture which makes people feel they are heard properly and they do not have to
resort to [leaking].”®

63. In this chapter we focus on who has access to information within government and the
issues of whistleblowing and departmental culture alluded to by Sir Suma.

Access to information

64. One aspect of the leaks at the Home Office that caused comment was Mr Galley’s
employment in a minister’s private office, despite having a background in party politics.
The Cabinet Secretary told us that previous political activity was not a bar to joining the
Civil Service and he did not believe that it should be a bar to working in ministers’ private
offices. He said that any suspicions about an individual’s impartiality or trustworthiness
would be taken into account when deciding whether to place them in a sensitive post. He
accepted that in this particular case there had been an error of judgement.”

65. The Chairman of the CSPL said that government had to be “very careful” about who it
appointed to private offices and that a mistake was made in this case. However, he agreed
with the Cabinet Secretary that he would not want to see a blanket ban on those previously
involved in political activity from entering private offices.”® Sir Suma Chakrabarti said the
key questions for him in determining whether such an individual was suitable for a
sensitive post were how recent their political past was and whether they had distanced
themselves from it. He also said that he would expect civil servants to be open about their
political pasts, which in turn would allow the permanent secretary to be open with
ministers.”

66. There have been other cases where an individual’s background has brought them under
suspicion of leaking information. In 2004 a temporary worker at the Cabinet Office was
arrested for allegedly leaking information to the Sunday Times on a regular basis. She had
worked at the paper in the summer of 2003 and subsequently returned to work there. No
charges were brought; nonetheless questions were raised about her access to information as
a temporary worker. *
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67. The Head of Policy at the Public and Commercial Services Union (PCS) told us that
“there is some link” between temporary workers and leaks in government.*’ Sir Suma
Chakrabarti said leaks in the Ministry of Justice had not been associated with temporary
workers, but he did not think temporary workers should have access to sensitive jobs or
information.*

68. Care needs to be taken when considering individuals with an active political past for
appointment to sensitive posts within the Civil Service. We do not, however, believe
that a political, or journalistic, background should be a bar to such appointments where
the individual has been open about their past during recruitment and demonstrated a
willingness and ability to act with impartiality and appropriate confidentiality. In
general, we would not expect temporary workers to have access to sensitive
information.

Whistleblowing

69. The charity Public Concern at Work, which campaigns in support of whistleblowers,
suggested that the two key questions a government department should ask itself following
a leak are whether the matter had been raised internally and, if not, why not?* They argued
that civil servants who do not believe their concerns will be addressed internally may see an
anonymous leak to the media as the safest course of action. They went on to argue that a
lack of good whistleblowing procedures leads to more serious wrongdoing, increases the
value of information by virtue of the secrecy surrounding it and therefore makes
organisations more prone to leaks undertaken in pursuit of private gain.*

70. This view was supported by David Hencke, who told us only a small proportion of
leaks from government came from civil servants and that, in his experience, these leaks
mostly came about because the civil servant was concerned about a specific issue and
became exasperated with internal processes.* He said that between 70% and 80% of civil
servants who had leaked material to him had made some attempt to pursue the matter
through official channels.* This raises two questions: what whistleblowing procedures are
open to civil servants and are they effective?

Whistleblowing procedures in Whitehall

71. The Civil Service Code states that civil servants who are concerned that they are being
asked to act in a way that would conflict with the Code, or who become aware of others
acting in such a way, should raise their concerns initially within their line management
chain.¥ Departmental guidance, which varies from department to department, may
suggest that individuals take up the matter with human resources, welfare officers, officers
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with responsibility for standards or others. All departments have “nominated officers” who
are intended to be a contact point for civil servants who feel unable to discuss their
concerns within their line management chain. *

72. Civil servants who are not satisfied with the outcome of the process above are entitled
to appeal to the Civil Service Commissioners. The Commissioners are not part of the Civil
Service and report directly to the Queen. Their role is to ensure appointment to the Civil
Service is on merit and to uphold the Civil Service Code. The Commissioners

hear and determine appeals in cases of concern about propriety and conscience
raised by civil servants under the Civil Service Code which cannot be resolved
through internal procedures, and report on such appeals.*’

73. An amendment to the Code in 2006 also means that there is now the option for civil
servants to go straight to the Civil Service Commissioners with such appeals, without going
through internal departmental procedures.” The First Civil Service Commissioner told us
that, in the first instance, they encourage civil servants to discuss their concerns with
nominated officers instead of taking it up directly with the Commissioners.”" However, she
indicated that she was able and willing to act on a complaint immediately if appropriate.”

74. Whistleblowing arrangements are not solely confined to internal channels. The Civil
Service Code states that “criminal or unlawful activity” should be reported to the police or
other authorities.”” Guy Dehn, of Public Concern at Work, said there was a lack of clarity as
to what this meant. He told us that the Civil Service Commissioners might be the
appropriate people to review the way in which a department had handled a matter.
However, he did not think they were the correct people to approach with evidence of
“substantive wrongdoing”. He said that, under PIDA, such cases should be raised with the
appropriate regulatory body, such as the Parliamentary Ombudsman, the Health and
Safety Executive or the Financial Services Authority. He argued that the Civil Service Code
should reflect this and that the chairman of a departmental select committee could be an
appropriate person to be specified both in the Code and the Act, where, for example,
Parliament had been misled.”*

75. The structure for whistleblowing within the Civil Service allows individuals to raise
concerns within their line management chain, provides for an alternative source of
advice to that chain in nominated officers and provides for direct appeal to an oversight
body. However, there is a lack of clarity in the Civil Service Code regarding the
circumstances in which an individual civil servant is allowed or encouraged to approach
law enforcement or regulatory bodies with concerns they may have. We recommend
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that the Code is amended to give greater clarity on this issue and the circumstances
when such disclosures would be protected under PIDA.

76. We have previously recommended that the Civil Service Commissioners should
have complete operational and financial independence from the executive and the
ability to initiate their own investigations enshrined in statute.” We continue to hold
this view.

77. The First Civil Service Commissioner told us that if a concern was raised by the
Commissioners and the Civil Service did not respond then they would have a duty to
report, probably to this Committee.”® We recommend that, where appropriate action has
not been taken by Civil Service management following their investigations, the
Commissioners should be able to report this to Parliament. These reforms would add
to the Commissioners’ credibility as an independent investigative body.

Advice and procedures for potential whistleblowers

78. Key to a successful whistleblowing policy is how it is communicated. Public Concern at
Work carried out an audit of departmental whistleblowing policies in 2007. This was a
paper-based exercise, focussing on the advice and procedures departments had in place
rather than their effectiveness in practice or the culture of the department. Their report
concluded that “while the majority of Government Departments offer their staff some
helpful guidance on whistleblowing, few policies fully comply with accepted good practice
and some fall far short of it.” Particularly concerning was the performance of the Cabinet
Office, which was the lowest ranked of all departments and came in for criticism for being
overly adversarial and formal.”” The Cabinet Secretary told us that he did not understand
how it had achieved such a low score. He said that the Cabinet Office is responsible for the
Code and that, as its Permanent Secretary, he constantly stressed its importance. He did
not therefore believe that Public Concern’s index accurately reflected the situation.”®

79. The key weakness identified by Public Concern’s report across government as a whole
was that Civil Service whistleblowing policies focused on keeping concerns within the Civil
Service and if possible within the line management chain. The report noted that this was
likely to limit the effective response to concerns where internal hierarchies mean that
managers are likely to back their own managers or where staff rotation means that a risk
identified early on is likely to be “someone else’s problem” by the time it materialises.”

80. We recommend that the Cabinet Office take a lead role in ensuring that all
government departments’ whistleblowing advice and policies follow best practice in the
field - beginning by reviewing its own advice and procedures. In particular, guidance
should make clear the alternatives to the line management chain, the possibility of
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taking matters to the Civil Service Commissioners and the protection offered by the
Public Interest Disclosure Act. This guidance should be easily accessible to all grades.

Civil Servants’ attitudes towards whistleblowing

81. The civil servants from whom we took evidence did not have much faith in internal
whistleblowing procedures. Katharine Gun told us that she leaked information because an
internal complaint, in her view, would “not have gone outside of GCHQ and certainly
would not have made any difference whatsoever.”® Derek Pasquill felt that there was a
“patronising attitude” by people at the top of departments towards those lower down who
raise concerns.'”!

82. We also heard from two former civil servants who had considered raising concerns
about government policy using internal channels. Carne Ross worked in the Foreign and
Commonwealth Office and told us that, in the run-up to the 2003 Iraq war, he felt that
“there were real facts which disputed the public reasoning that the Government was giving
in the run up to the invasion.”'* He told us that it was “inconceivable” that a mid-level
diplomat like himself could have raised his concerns internally in a way that would have
had an impact with ministers. Indeed raising them could have damaged his career:

I would speak out [in meetings], but there are limits to which you can do that
without becoming a kind of iconoclast. Whilst it is fun to be an iconoclast, it is not
very good for your career.'”

83. Mr Ross went on to say that the areas he was working in were complex and this meant
there were few in the Foreign Office able to spend the time to understand his point of view.
He added that the government’s policy had built up a momentum that made it difficult to
get opposing views listened to.'**

84. Dr Brian Jones headed a team of intelligence analysts who were asked to comment on
drafts of the government dossier supporting the proposition that Iraq possessed weapons
of mass destruction. Members of his team raised concerns that the case in the dossier was
being exaggerated. He passed these concerns on and in his words “we effectively won that
argument”. Subsequently, the Deputy Chief of Defence Intelligence (DCDI) told him that
new intelligence — which Dr Jones never saw — had come to light and no more objections
to the dossier should be raised. Dr Jones did not believe that any new evidence could be
that conclusive and wrote a minute to his line manager and the DCDI saying so.'” His
motivation, he told us, was to protect his team from “being scapegoated in any subsequent
inquiry”. He did not take the matter any further.'®
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85. It is difficult to assess how typical the four cases discussed above are of the dilemmas
facing civil servants who may consider blowing the whistle. In particular, the
circumstances leading up to the Iraq war were exceptional. Nonetheless they suggest that
there is either little knowledge of, or little faith in, whistleblowing procedures operated by
the Civil Service. In three cases, civil servants told us that raising internal concerns would
not make any difference, except possibly damaging their careers. The only one to mention
the Civil Service Commissioners, Derek Pasquill, felt they would have investigated his case
thoroughly but his department would have found ways to stifle the issue and prevent
action from being taken.'” Dr Jones’ case is different as his motivation was to protect his
team’s credibility rather than expose wrongdoing; nonetheless it is a matter of concern that
his views did not appear to result in any action being taken.

86. Sir David Omand told us that it was the role of heads of department to “speak truth
unto power” and take the concerns of civil servants up with ministers.'”® Sir Suma
Chakrabarti gave the example of the Pergau Dam project as a case where a head of
department had followed procedure and the department’s concerns had come out in the
proper way.'” Such cases demonstrate that Permanent Secretaries have the authority and
duty under certain circumstances to tell their ministers that there are concerns about a
particular course of action. The evidence we received suggests there is work to be done
to ensure that the civil servants that work for them have the procedures, channels of
communication and supportive culture to allow those concerns to reach that stage.

Awareness of the Civil Service Code and Civil Service Commissioners

87. The General Secretary of the FDA told us that whistleblowing procedures within
Whitehall were becoming better known and more credible amongst the Senior Civil
Service.!® There is some evidence to support increasing awareness; the Civil Service
Commissioners reported increases for 2007/08 in the number of Civil Service Code appeals
dealt with both by themselves and at departmental level. The Commissioners received 28
approaches during the year, of which seven were eligible for consideration. This compared
to two the previous year and none at all in the three years prior to that. Departments dealt
with 27 cases in 2007/08 compared to three the previous year.''! The Commissioners told
us that they had been concerned by the very low number of appeals they had received in
the previous year and had therefore undertaken work to promote the Code and find out
how departments did so. They indicated that the increase in appeals in 2007/08 may be due
in part to this work.''

88. The Civil Service Commissioners carried out a survey into awareness and promotion of
the Civil Service Code. The survey covered departments responsible for employing nearly
50% of the Home Civil Service. It found that a copy of the Code was given to new starters
in 70% of those departments who responded and Civil Service values or the Code itself is
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included in 75% of responding departments’ induction programmes. 80% of departments
had a member of HR staff responsible for promoting the Code and 95% of departments
who responded had a copy of the Code on their website.'"?

89. The Commissioners have produced a checklist of best practice on promotion of the
Civil Service Code. This suggests that departments should: reflect the Code’s content in
recruitment material, ensure that a copy of the Code is given to all staff on joining, require
new staff to sign a statement saying they have read and understood the Code, ensure that
training on the Code is built into induction programmes and general management
training, and provide help and support to staff most likely to come under Code-related
pressures, for example in private offices.''*

90. The General Secretary of Prospect told us that the Code “is very little-understood”
outside the Senior Civil Service and was poorly promoted to lower grades.!””> The General
Secretary of the PCS agreed with this assessment. In particular, he said that it was very
difficult to find information on the Code and whistleblowing guidance.''® Their members
often came to them with concerns instead, primarily about bullying and harassment cases.
He said that the union often took up concerns with the department involved with good
results, but would be very reluctant to take a whistleblowing role itself unless it was in
accordance with union policy."”

91. Although awareness of the role of the Civil Service Commissioners appears to have
improved in the last year, they still receive a very low number of appeals considering the
size of the Civil Service. Whilst we were told that awareness is increasing among the
Senior Civil Service, it is clearly very low outside it. Department heads should actively
promote the Code amongst lower grades and ensure that guidance on whistleblowing is
accessible and well known. We recommend that departments track the number of cases
considered by nominated officers to assess progress and welcome the Civil Service
Commissioners’ audit of departmental procedures.

92. We are concerned that awareness of the Civil Service Code, the authoritative
statement of Civil Service values, does not appear to be universal. The Civil Service
Code should be integral to the work of civil servants from their first day. We
recommend that the Cabinet Office take steps to ensure all departments and agencies
comply with the Commissioners’ checklist of best practice. It is particularly important
that all new civil servants are introduced to the Civil Service Code, rather than merely
told about its existence, on the day that they join and that this is followed up as part of
their induction training.
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Possible reforms

93. The Civil Service Commissioners said that they were trying to enhance the role of
nominated officers and provide them with a website through which they could seek advice
from each other and share good practice.”® They told us that concerns that are raised
confidentially or anonymously are harder to investigate satisfactorily.'”® This latter view
was echoed by Public Concern at Work, which criticised some Whitehall departments for
making promises of confidentiality that could seriously impede, or even prevent, proper
investigation.'*

94. Accepting that confidentiality is not always possible, the Civil Service Commissioners
told us that they were trying to ensure that civil servants felt safer going to nominated
officers or the Commissioners than making anonymous disclosures to the press.”” We
were told that a complaint about victimisation would fall within the Commissioners’ role.
However, there was little evidence to suggest that processes exist to involve and protect
whistleblowers during and after an investigation. Sir Suma Chakrabarti, speaking as a
current Permanent Secretary, told us he thought departments should make more effort to
involve whistleblowers in the inquiries they generate and thank them for raising issues. He
said

We do not put ourselves enough in the shoes of the whistleblower. It takes quite a bit
of courage, I should think, to come and say “I think the department has got this
wrong and you should look at this.” I am sure we listen very politely and then deal
with the complaint and so on but do we...go back to the whistleblower and say
“Here is how we are dealing with it. Here is where we are in the process”.'*

95. The First Civil Service Commissioner said that it was ultimately up to line managers to
ensure that civil servants felt safe coming forward but agreed that aftercare of
whistleblowers was something she would take up with heads of departments.'**

96. It is essential that staff have confidence that using whistleblowing procedures will be
a positive experience and not be damaging to their careers.

97. Relatively little consideration appears to have been given to support for
whistleblowers once they have raised concerns in good faith. Committed civil servants
are extremely unlikely to follow approved channels for whistleblowing if they fear that
their careers could suffer as a result; they may see an anonymous disclosure to the press
as safer. We recommend that the Cabinet Office, departmental heads and Civil Service
Commissioners look closely at how they can improve the safety, perceived and real, of
whistleblowing procedures.
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98. Dr Woods-Scawen of the Committee on Standards in Public Life argued that
leadership was key in ensuring people were willing to come forward with concerns and
that the failure of an organisation to respond well to whistleblowing, in particular the
victimisation of those who raise complaints, were failures of senior management. He
said that senior management should be held directly to account for such failings.'** We
agree.

99. Sir Suma Chakrabarti told us that he thought internal whistleblowing systems had
improved but that he did not think they were yet good enough. He identified a number of
improvements in the role of nominated officers he would like to see, including “hotlines”
and confidential email inboxes, a much higher ratio of officers to staff, a better spread of
officers across offices and grades and processes to ensure issues raised went beyond
internal audit and human resources committees and up to the main boards of
departments.'” Public Concern at Work, on the other hand, questioned the need for
nominated officers, now that civil servants could take complaints directly to the
Commissioners. They told us that nominated officers were often very senior and this could
be off-putting to people wishing to come forward.'*

100. Nominated officers could have an important role to play in raising awareness of,
and willingness to use, whistleblowing arrangements by staff outside the Senior Civil
Service, bridging the gap between front-line civil servants and the Commissioners by
providing a ‘friendly face’ that staff can seek advice from without being seen to be
necessarily raising a complaint. At present, however, nominated officers are often
senior people, which may intimidate staff at lower grades and those most likely to need
their advice. We agree with Sir Suma Chakrabarti that nominated officers should be
evenly spread across grades and offices. Where possible, nominated officers should be
individuals with other pastoral roles, such as welfare officers, to improve their visibility,
to make them more approachable and to ensure consistency in advice.

101. We also asked those individuals who had leaked information or who had considered
doing so whether there were reforms that might have influenced their actions. Katharine
Gun said that, in her view, it was important that internal routes were seen to be
independent of the line management chain and comprised of people who the
whistleblower believed “would not automatically support the government line.”**” In
particular, she said that induction procedures should point to a route by which genuine
concerns might be raised as well as stressing the importance of confidentiality. In her view
existing procedures did not achieve this. '** Derek Pasquill did not think there were any
reforms that would have prevented him going straight to the media.'®

102. It is important that new civil servants should be informed about their duty of
confidentiality when they join. It also important that this induction should include a
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counter-balancing exposition of the public’s right to be informed and make clear the
channels that exist for raising concerns and seeking advice where the two appear to
come into conflict.

103. Another common theme in the evidence we received was a reluctance to use
established procedures because they were perceived as lengthy. Several witnesses stressed
the importance of timing to the effectiveness of a leak. Derek Pasquill said that he was
motivated, in part, by “a sense of urgency” to make the information available at a critical
point in the policy debate.”** Katharine Gun repeatedly stressed the importance of timing
in her decision to leak in the run up to the parliamentary decision on whether to go to war
with Iraq."”! David Hencke told us that when making information public in a way that
might be effective

timing is often of the essence because a decision is basically going to be made fairly
quickly, within a week, two weeks, a month.'**

As discussed above, the First Civil Service Commissioner told us that she was willing to
take concerns raised with her to the Cabinet Secretary immediately.'*

104. For whistleblowing procedures to be credible they have to be as fast as is necessary.
It is of little use if a whistleblower’s concerns are vindicated six months after the
effective decisions are taken. We welcome the First Civil Service Commissioner’s
statement that she would act immediately if an urgent concern was bought to her and
expect that senior civil servants would do likewise. However, we recognise that the need
for investigation, however swift, of official complaints introduces a delay that some
whistleblowers may not be prepared to countenance. If they fail to use the available
channels, they need to be prepared to accept the consequences.

Non-civil servants

105. We were told that there are ambiguities relating to the position of public employees
who work for non-departmental public bodies (NDPBs) or employees of contractors or
consultants doing outsourced work for the Civil Service. The General Secretary of PCS told
us that the Civil Service Code only applies to civil servants, not the staff of NDPBs. He
referred to employees of the Child Support Agency, who were civil servants but will
become employees of the Child Maintenance and Enforcement Commission. He said there
was a lack of clarity over their position in relation to the Code and whistleblowing. The
General Secretary of Prospect agreed.'**

106. The First Civil Service Commissioner told us that they could not formally investigate
complaints by non-civil servants such as agency staff or contractors. However, she said that
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If an agency on contract to a department is carrying out a piece of work and the
complaint comes from them rather than the civil servant...whilst we are not
empowered to do anything about it, if we were concerned about it, I cannot imagine
for one moment that I would not pick the phone up.'*

107. Public sector employees in non-departmental public bodies, government agencies
and private contractors working for the Civil Service should have similar
whistleblowing procedures to civil servants. In particular they should have access to an
external oversight body, similar to the Civil Service Commissioners.

Departmental culture

108. As noted above, the Public Concern at Work report analysed departmental
whistleblowing policies on paper. They did not address questions such as the awareness of
procedures within the departments, nor the departmental culture within which they
operated. Sir David Omand stressed the importance of a departmental culture which took
a constructive attitude towards mistakes and encouraged whistleblowing."** Guy Dehn
from Public Concern at Work told us they had recommended that departments survey
their employees to get a feel for how much confidence there was in the systems outlined
above."”” The First Civil Service Commissioner told us that there was work underway to
audit the effectiveness and promotion of the Civil Service Code."*®

109. Sir Suma Chakrabarti stressed the differences in culture between departments. He told
us that in the year 2007/08 the Department for International Development [DIFID] had
around 15 whistleblowing cases, mostly relating to minor abuses such as overtime claims,
and in 12 years only “a handful of leaks”. In the Department for Constitutional Affairs he
told us there were no leaks at all until April 2007 - just before the Ministry of Justice was
formed - and similarly no approaches to nominated officers. By contrast, the Ministry of
Justice has had only four cases go to nominated officers since it was founded but a rising
number of leaks, more than DFID had in twelve years. These leaks congregated around
areas of high political interest such as the National Offender Management Service, prisons,
probation and so forth. He drew two conclusions from this, firstly that political interest
tended to result in leaks and secondly that an open department, like DFID, which engaged
in open policy debate was less likely to suffer leaks because officials were more likely to feel
their voice was heard. However, he said such openness was easier to achieve in politically
less contentious departments and was aided by the presence of a strong research and

analytical base to the department, which the Ministry of Justice was only now beginning to
build."**

110. Similar views were expressed by Carne Ross. He told us that in the Foreign and
Commonwealth Office, officials were encouraged to “tweak at the edges of policy” but not
to question the fundamentals of that policy. His view was that diplomats (and by extension
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other civil servants) should support the government’s policy to the wider world, but
internally “the most open and, indeed, ferocious debate should be encouraged so that you
get the best possible policy as a result”.'* He linked the leaking of information and
resignation of civil servants on policy issues to a failure to facilitate internal debate within
government on the one hand and a failure by government to be properly accountable to
Parliament and the public on the other.’*! Derek Pasquill felt that, because the policy he
was seeking to change was being driven by ministers and because of the way in which that
policy was developing, it was not possible to challenge it internally.'**

111. Dr Brian Woods-Scawen told us that leaks were associated with “dysfunctional
leadership” in both the public and the private sector. He argued that where leadership did
not promote internal debate and dissent, it opened the organisation up to the possibility of
leaks and whistleblowing incidents.'*® Sir Christopher Kelly agreed, saying that the ideal
would be for a situation where there was complete openness through routine exposure of
what happens within government departments combined with an internal culture that
encouraged individuals to raise concerns, making leaking unnecessary.'**

112. The evidence we received suggests that a high proportion of leaks by civil servants
happen because they feel that information is being ignored or suppressed in policy
debate. Government departments should foster a culture of vigorous internal policy
debate where dissent is encouraged even on the most sensitive of political topics. The
hierarchical nature of the Civil Service can hinder people who are experts in their field,
but who are not at the highest levels of seniority, from being able effectively to raise
concerns over the direction of policy. We believe this is something that needs to be
addressed by heads of department when looking at departmental policy-making
processes.

140 Q 353
141 Q353 and Q 354
142 Q 300
143 Q191
144 Q176



Leaks and Whistleblowing in Whitehall 33

5 Conclusion

113. Civil servants have a duty of confidence. This is fundamental to good government. It
is not for civil servants to decide for themselves which confidences to keep. A culture of
leaking would be very damaging to the operation of government and to the tradition of an
impartial Civil Service.

114. However, the context in which this duty is discharged has changed. In particular, the
Freedom of Information Act has enshrined a right of public access to whole categories of
information, with a public interest test to resolve disputes about disclosure; and the Public
Interest Disclosure Act has given employment protection to those who make certain
disclosures.

115. This makes it essential for civil servants to know what channels are available to them if
they have concerns about what they believe are irregularities, or about information that is
being concealed that they believe should be disclosed. They need to have confidence that
these channels will be effective and timely, and that using them will not be career-
damaging. This is a real challenge for the Civil Service, which it is not yet fully meeting.
Proper whistleblowing procedures are the best safeguard against leaking. Our
recommendations in this report are designed to help the Civil Service meet this challenge.
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Conclusions and recommendations

Effects of Leaks from the Civil Service

1.

Leaks by civil servants undermine trust within government, call into question the
impartiality of the Civil Service and may also serve to stifle effective policy debate
within government. Nonetheless, there is a tension between the need for trust within
government and the right of the public to be fully informed on matters of genuine
public interest. (Paragraph 12)

Public Interest Leaking - Conclusions

2.

There is a strong public interest in a Civil Service which is able to act impartially to
support the government of the day. Leaks by civil servants undermine the trust that
is necessary to this relationship. Leaks for partisan political reasons are especially
deplorable. The Civil Service Code is clear that information should not be disclosed
without authorisation and the leaking of information by civil servants for political
purposes, to undermine government policy or for personal gain, is reprehensible.
(Paragraph 24)

Despite this, there are exceptional circumstances in which a civil servant could be
justified in leaking material in order to expose serious wrongdoing. This would need
to have followed a failure of proper channels both of disclosure and challenge within
government. In short, it must be a last resort. The provisions of the Public Interest
Disclosure Act 1998 cover the majority of these circumstances and the Act sets an
appropriate balance between the competing interests of maintaining a trustworthy
Civil Service and protecting the public interest. (Paragraph 25)

The Civil Service Code also includes the requirement not to mislead ministers,
Parliament or others. A civil servant who is aware that the public or Parliament has
been deliberately misled by the government has a duty to put this right. This should
involve taking the matter to the Civil Service Commissioners so that they can
establish the facts independently. If they agree that there is a case to answer, they
should have the power to report on the situation to Parliament and disclose the
information concerned. However, where Parliament has been misled and decisions
are about to be taken on the basis of this misleading information, giving an urgency
to the situation, it may be that a report direct to a select committee chairman can be
justified as a last resort. (Paragraph 26)

Freedom of Information

5.

The Freedom of Information Act established the principle that government
information should be made public, subject to exceptions, and provides a
mechanism by which the public interest merits of disclosure can be determined.
Government needs to recognise that this changes the principles that apply to the
disclosure of official information, balancing the traditional duty of confidentiality to
ministers with the statutory duty to provide information to the public. This means
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that there may be circumstances in which a civil servant could properly take action to
prompt a request under the act.(Paragraph 30)

The existence of Freedom of Information provides a legitimate alternative to leaking
information and in so doing should weaken the public interest case for leaking. This
will only be the case, however, if government departments act within the spirit of the
legislation, in particular by proactively publishing as much information as possible
and by ensuring that requests under the Act are responded to quickly and fully.
(Paragraph 31)

Political leaking and self-authorisation

7.

The partial, premature or anonymous disclosure of information damages trust and
morale within government; in particular, leaking against ministers or departments
undermines Cabinet-based government. This applies to the anonymous release of
departmental information by ministers as much as it does to leaks by special advisers
or civil servants. However, no government has seemed able or willing to stamp out
this practice. (Paragraph 35)

Special advisers are, in theory, subject to the same rules regarding the disclosure of
information as other civil servants. However, only the responsible minister has the
power to discipline a special adviser for leaking information. In practice, this is
unlikely where the adviser has been acting in what they believe to be the minister’s
interests. We do not believe this is a desirable situation. The Civil Service
Commissioners may be the appropriate body to investigate alleged breaches of this
nature, possibly under the proposed power to initiate their own investigations.
Whilst such investigations would make recommendations, the imposition of
disciplinary proceedings would ultimately have to remain with the minister. Where
ministers did not act on the Commissioners’ recommendations, the Commissioners
should report to Parliament. We believe that this would go some way to ensuring a
consistent approach to leaking within government. However, political leaking is a
problem that can only be tackled by a change in political culture. (Paragraph 36)

Misconduct in Public Office

9.

10.

The intention in passing the 1989 Official Secrets Act was to limit those areas in
which it would be a crime to leak official information. The use of misconduct in
public office charges in connection with the leaking of information raises concerns
that the boundaries established by the 1989 Act may be becoming blurred. It is
important that this common law offence is not used to subvert the clearly expressed
will of Parliament in limiting the scope of offences under the Official Secrets Act.
(Paragraph 46)

This does not mean that misconduct in public office could never be an appropriate
charge where there had been a leak of official information; but there would need to
be evidence of serious criminal misconduct beyond the leak itself: for example that
an individual had taken payment in return for disclosing the information.
(Paragraph 47)
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11.

The recent very public disclosure of the expenses and allowances of Members of
Parliament has shown how the leaking of information can sometimes serve the
public interest. However, there were suggestions at the time that the information
might have been sold for personal gain. If this were true, the police decision not to
investigate the leak might seem surprising. Those with access to official information
should not benefit personally from its unauthorised release without criminal
consequence, even where there is a strong public interest in its release. (Paragraph
48)

How are leaks investigated?

12.

The evidence we have received suggests that internal leak investigations rarely find
the culprit. In part this is a result of a political culture that tolerates low-level political
leaking. We are sympathetic to the position of permanent secretaries, who would not
wish to invest heavily in leak investigations only to find that leaks originate with
ministers or their advisers. A change in political culture is therefore a crucial step
towards the effective investigation of leaks. We also recommend that the Cabinet
Office review the resources available to leak investigators to ensure they can meet the
increasing demands placed upon them by email and other electronic
communication. (Paragraph 53)

Police Involvement

13.

We agree with the Home Affairs Committee that Cabinet Office guidance on the
investigation of leaks should be revised to ensure that the police are invited to
investigate only where there is evidence that a criminal offence under the Official
Secrets Act has taken place. Police involvement may also be appropriate where
internal investigation has brought to light evidence of other impropriety, such as a
financial arrangement, that could lead to misconduct in public office charges as
discussed above. (Paragraph 61)

Access to Information

14.

Care needs to be taken when considering individuals with an active political past for
appointment to sensitive posts within the Civil Service. We do not, however, believe
that a political, or journalistic, background should be a bar to such appointments
where the individual has been open about their past during recruitment and
demonstrated a willingness and ability to act with impartiality and appropriate
confidentiality. In general, we would not expect temporary workers to have access to
sensitive information. (Paragraph 68)

Whistleblowing procedures in Whitehall

15.

The structure for whistleblowing within the Civil Service allows individuals to raise
concerns within their line management chain, provides for an alternative source of
advice to that chain in nominated officers and provides for direct appeal to an
oversight body. However, there is a lack of clarity in the Civil Service Code regarding
the circumstances in which an individual civil servant is allowed or encouraged to
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approach law enforcement or regulatory bodies with concerns they may have. We
recommend that the Code is amended to give greater clarity on this issue and the
circumstances when such disclosures would be protected under PIDA. (Paragraph
75)

We have previously recommended that the Civil Service Commissioners should have
complete operational and financial independence from the executive and the ability
to initiate their own investigations enshrined in statute. We continue to hold this
view. (Paragraph 76)

We recommend that, where appropriate action has not been taken by Civil Service
management following their investigations, the Commissioners should be able to
report this to Parliament. These reforms would add to the Commissioners’
credibility as an independent investigative body. (Paragraph 77)

Advice and procedures for potential whistleblowers

18.

We recommend that the Cabinet Office take a lead role in ensuring that all
government departments’ whistleblowing advice and policies follow best practice in
the field — beginning by reviewing its own advice and procedures. In particular,
guidance should make clear the alternatives to the line management chain, the
possibility of taking matters to the Civil Service Commissioners and the protection
offered by the Public Interest Disclosure Act. This guidance should be easily
accessible to all grades. (Paragraph 80)

Civil Servant’s attitudes towards whistleblowing

19.

Permanent Secretaries have the authority and duty under certain circumstances to
tell their ministers that there are concerns about a particular course of action. The
evidence we received suggests there is work to be done to ensure that the civil
servants that work for them have the procedures, channels of communication and
supportive culture to allow those concerns to reach that stage. (Paragraph 86)

Awareness of the Civil Service Code and Civil Service Commissioners

20.

21.

Although awareness of the role of the Civil Service Commissioners appears to have
improved in the last year, they still receive a very low number of appeals considering
the size of the Civil Service. Whilst we were told that awareness is increasing among
the Senior Civil Service, it is clearly very low outside it. Department heads should
actively promote the Code amongst lower grades and ensure that guidance on
whistleblowing is accessible and well known. We recommend that departments track
the number of cases considered by nominated officers to assess progress and
welcome the Civil Service Commissioners’ audit of departmental procedures.
(Paragraph 91)

We are concerned that awareness of the Civil Service Code, the authoritative
statement of Civil Service values, does not appear to be universal. The Civil Service
Code should be integral to the work of civil servants from their first day. We
recommend that the Cabinet Office take steps to ensure all departments and agencies
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comply with the Commissioners’ checklist of best practice. It is particularly
important that all new civil servants are introduced to the Civil Service Code, rather
than merely told about its existence, on the day that they join and that this is
followed up as part of their induction training. (Paragraph 92)

Possible reforms

22.

23.

24.

25.

26.

27.

It is essential that staff have confidence that using whistleblowing procedures will be
a positive experience and not be damaging to their careers. (Paragraph 96)

Relatively little consideration appears to have been given to support for
whistleblowers once they have raised concerns in good faith. Committed civil
servants are extremely unlikely to follow approved channels for whistleblowing if
they fear that their careers could suffer as a result; they may see an anonymous
disclosure to the press as safer. We recommend that the Cabinet Office,
departmental heads and Civil Service Commissioners look closely at how they can
improve the safety, perceived and real, of whistleblowing procedures. (Paragraph 97)

Dr Woods-Scawen of the Committee on Standards in Public Life argued that
leadership was key in ensuring people were willing to come forward with concerns
and that the failure of an organisation to respond well to whistleblowing, in
particular the victimisation of those who raise complaints, were failures of senior
management. He said that senior management should be held directly to account for
such failings. We agree.(Paragraph 98)

Nominated officers could have an important role to play in raising awareness of, and

willingness to use, whistleblowing arrangements by staff outside the Senior Civil
Service, bridging the gap between front-line civil servants and the Commissioners by
providing a ‘friendly face’ that staff can seek advice from without being seen to be
necessarily raising a complaint. At present, however, nominated officers are often
senior people, which may intimidate staff at lower grades and those most likely to
need their advice. We agree with Sir Suma Chakrabarti that nominated officers
should be evenly spread across grades and offices. Where possible, nominated
officers should be individuals with other pastoral roles, such as welfare officers, to
improve their visibility, to make them more approachable and to ensure consistency
in advice. (Paragraph 100)

It is important that new civil servants should be informed about their duty of
confidentiality when they join. It also important that this induction should include a
counter-balancing exposition of the public’s right to be informed and make clear the
channels that exist for raising concerns and seeking advice where the two appear to
come into conflict. (Paragraph 102)

For whistleblowing procedures to be credible they have to be as fast as is necessary. It
is of little use if a whistleblower’s concerns are vindicated six months after the
effective decisions are taken. We welcome the First Civil Service Commissioner’s
statement that she would act immediately if an urgent concern was bought to her
and expect that senior civil servants would do likewise. However, we recognise that
the need for investigation, however swift, of official complaints introduces a delay
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that some whistleblowers may not be prepared to countenance. If they fail to use the
available channels, they need to be prepared to accept the consequences. (Paragraph
104)

Non-civil servants

28.

Public sector employees in non-departmental public bodies, government agencies
and private contractors working for the Civil Service should have similar
whistleblowing procedures to civil servants. In particular they should have access to
an external oversight body, similar to the Civil Service Commissioners. (Paragraph
107)

Departmental culture

29.

The evidence we received suggests that a high proportion of leaks by civil servants
happen because they feel that information is being ignored or suppressed in policy
debate. Government departments should foster a culture of vigorous internal policy
debate where dissent is encouraged even on the most sensitive of political topics. The
hierarchical nature of the Civil Service can hinder people who are experts in their
field, but who are not at the highest levels of seniority, from being able effectively to
raise concerns over the direction of policy. We believe this is something that needs to
be addressed by heads of department when looking at departmental policy-making
processes. (Paragraph 112)
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Resolved, That the Report be the Tenth Report of the Committee to the House.

Ordered, That the Chairman make the Report to the House.

Ordered, That embargoed copies of the Report be made available, in accordance with the provisions of
Standing Order No. 134.

Written evidence was ordered to be reported to the House for printing with the Report, together with written

evidence reported and ordered to be published on 11 December, 10 February, 26 February, 5 March, 12
March, 26 March, 7 May.

[Adjourned till Thursday 15 October at 9.45 am
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