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ly not only the plaintiff’s opportunity circumstan-
tially to prove the existence of a product flaw, but
also the likelihood of his succeeding with an argu-
ment that the defendant failed adequately to warn
of hidden dangers.

Liability of manufacturers and other sellers of explo-
sives components. “Components” in the present
context is synonymous with “ingredients. ” Manu-
facturers and other commercial sellers of explo-
sives components are theoretically liable (and in
most States, strictly liable) for flaws in their prod-
ucts, but practical problems of proof tend to pre-
clude such liability in most cases. Although sellers
of components in other product areas have been
held liable both for defective designs and failure to
warn, the factual bases of such liability— reliance
by others on the component seller’'s unique knowl-
edge and judgment regarding the risks associated
with uses of its product — are not typically present
in situations in which basic, general-purpose chemi-
cal compounds are sold in bulk to explosives manu-
facturers.

Liability of manufacturers and other commercial
sellers of explosives accessories. “Accessories” refers
to products normally used in connection with ex-
plosives, including blasting caps and fuses. When
the injured plaintiff can prove that he was injured
in an accidental explosion due to a flawed acces-
sory, most jurisdictions will hold the commercial
sellers of that accessory strictly liable. However, as
a practical matter, proof of physical defect is dif-
ficult, especially with respect to blasting caps. A
number of actions have been brought on the basis
of the defendant’'s failure to warn. When fuse
manufacturers fail adequately to warn of the burn-
ing characteristics of their products, they are held
liable to users injured by that failure. Judicial reac-
tions to arguments that blasting cap manufacturers
should warn children and other incompetent users
that their products are explosive have been mixed.
One court not only recognized such a duty, but
suggested that the entire blasting cap industry,
together with their trade association, could be
joined as defendants in a single action.

Liability of commercial transporters and handlers of
explosives. Commercial transporters, handlers, and
users of explosives are subject to strict liability for
harm to persons or property caused by accidental
explosions.

How Would These Exposures to
Liability Change If Congress Required
the Inclusion of Taggants in
Explosives?

Changes in explosives manufacturers’ and sellers’
exposures to liability. Technically, normal concen-
trations of taggants pose questions of product
design rather than product flaws. However, tag-
gants that cause accidental explosions are func-
tionally quite flawlike, and some courts can be ex-
pected to treat them like flaws. Thus, unless the
defendants are permitted to rely on arguments of
governmental coercion (a question to be addressed
shortly), their exposure to liability will be increased
to the extent that plaintiffs can prove that taggants
caused accidental explosions. Expert testimony
supporting such a causal relationship could take
two basic forms: 1) testimony that a normal con-
centration of taggants caused the explosion, and 2)
testimony that an abnormal concentration of tag-
gants caused the explosion. It is likely that plain-
tiffs will, in appropriate cases, find experts willing
to offer both types of testimony.

It is difficult to predict the legal significance
courts will attach to the fact that defendant
manufacturers are required to include taggants in
explosives. A strong argument can be made, sup-
ported by precedent, that this element of govern-
mental coercion should constitute a defense. How-
ever, the situation surrounding the inclusion of tag-
gants may be sufficiently different from the situa-
tions in prior cases to allow courts to impose liabili-
ty. In any event, because the taggants requirement
is imposed by Federal law, courts will be faced with
the question of whether State laws governing tort
liability have been preempted.

The exposure to liability of taggant manufacturers.
If the plaintiff can prove that a particular batch of
taggants was flawed, causing an accidental explo-
sion, the taggant manufacturer will probably be lia-
ble. Whether taggarits manufacturers will be liabie
for explosions caused by “normal” taggants de-
pends on whether courts view taggants as compo-
nents specially designed for inclusion in explosives
exclusively, or whether courts view taggants as
general-purpose products suitable for a range of
different applications not all of which are neces-
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sarily dangerous. On balance, the former approach
seems more plausible, and therefore taggants
manufacturers may be exposed to liability to in-
jured victims of taggant-caused accidental explo-
sions. Although courts are unlikely to give effect to
disclaimers vis-a-vis injured plaintiffs, the question
of whether they will give effect to disclaimers vis-a-
vis explosives manufacturers is more in doubt.

Whether courts will allow taggants manufactur-
ers to depend on the basis that taggants are re-
quired by Federal law to be included in explosives
is not clear. It can be argued persuasively that tag-
gants manufacturers should not be allowed such a
defense even if courts were to make that defense
available to explosives manufacturers.

What Adjustments to These Exposures
to Liability Might Congress
Consider Making?

Congress could decide to shift the accident costs of
“normal taggant inclusion” to the Federal Govern-
ment. Three approaches to this end might be con-
sidered: 1) allow defendant companies held liable
in tort actions because of the inclusion of normal
concentrations of taggants to seek indemnity from
the Government; 2) grant to the companies immuni-
ty from tort liability for all allegedly defective ex-
plosives, allow all actions based on allegedly
defective explosives to be brought against the
Government, and then allow the Government to
seek indemnity from the companies when “normal
taggant inclusion” is not the basis of the Govern-
ment’'s liability; or 3) grant immunity to the com-

panies limited to liability for accidents caused by
“normal taggant inclusion, " and allow those cases
to be brought against the Government.

Congress could decide to shift the accident costs of
“normal taggant inclusion” to explosives users. Two
approaches to accomplish this end might be con-
sidered: 1 ) Congress could create a presumption
that taggants do not cause accidental explosives,
subject to being rebutted by proof of abnormal tag-
gants concentrations or improper taggants manu-
facture; or 2) Congress could grant to manufac-
turers and sellers immunity for accidental explo-
sions caused by normal taggant inclusion.

Congress could decide to shift the accident costs of
“normal taggant inclusion” to manufacturers of tag-
gants and explosives. A range of alternatives are
available to accomplish this end, among them: 1)
nonliability based on the fact of Government coer-
cion could be eliminated legislatively; 2) manufac-
turers’ liability for accidental explosions caused by
taggants could be established legislatively; 3) a pre-
sumption that accidental explosions are caused by
taggants could be established legislatively, subject
to being rebutted by proof of user mishandling; and
4) the question of indemnity and contribution be-
tween taggant manufacturers and explosives manu-
facturers could be addressed legislatively.

Congress could divide the costs among the inter-
ested parties. This objective could be accomplished
by placing a dollar limit on claims arising out of ac-
cidental explosions found to have been caused by
normal taggants inclusion, effecting a division of
accident costs between manufacturers and users/
victims.



APPENDIX E-SUITABILITY OF ANFO AS
A FILLER FOR CRIMINAL BOMBS

.

A%
£

Physics International

A Subsidiary of RBEXTIR

2700 Merced Street . San Leandro, Ca. 94577

1ieJanuary 1980
24-1393/ 07084

Congress of the United States
O fice of Technology Assessnent
Washington D. C. 20510

Attention: M. Peter Sharfman
Ref er ence: Your Letter of 11 January 1980
Dear Sir:

Referring to questions put to me by M. David Garfinkle of
Science Applications, Inc. about the initiation and the damage
potential of explosive devices |loaded with ANFO | would like
to answer you with the follow ng statenents.

ANFO general ly consists only of ammoniumnitrate and fuel oil at

a weight ratio of about 95t 5 but may be used to designate

other types of ammonium nitrate based expl osives. The density is
approxi mately o78gicns, the energy density E. = 2.9 X 103 J\cnB,
and the ratio of specific heats of the gaseous products is |’ “= 2554
Under ideal conditions (i.e. quantities of several hundred kg and a
strong initiation source) ANFO detonates at a rate of 5 kms "wth

a Chapman-Jouguet pressure (at the shock front) of sskbar. In
smal |l sanples (e.g. 10 to 20 kg) . even if confined, the detonation
velocity Is considerably lower, depending on confinenent conditions
and initiation, and typically between 1.9 and 2.8 km's. The

shock front pressure in these cases is also considerably | ower

t han sskbar. Sanples with snmall dinmensions and negligible
confinement will not detonate at all, (e.g. cylindrical sanples
inthin plastic confinement 5 cmor |less in dianeter, or

unconfined layers of 5cmor less in thickness)
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The ANFO commercially sold and used in the U S A can generally
not be initiated by a detonator only. A “Dbooster” made of
about 50 to 500 g of high explosives such as Conposition C4,
which can be initiated by a detonator only, is generally used
to start the detonation. A crimnal use of this type ANFO

in quantities of 1 or 2 kg does not seem reasonable since the
efficiency of a destructive explosive device under these
circunstances would generally not be significantly inproved
beyond that resulting from the booster alone.

tis possible, however, to produce high explosives simlar
to ANFO which can be detonated by a detonator only. Some
ANFO sol d and used in the Federal Republic of Germany for

m ning and quarrying purposes has this property called “cap
sensitivity”. It is also possible to nodify the conposition
of the blasting agent such that it becones cap sensitive,

e.g. by replacing the fuel oil by hydrazine hydrate. The
sensitivity of ANFO can be increased by certain additives,
e“9” alum num powder or potassium perchlorate. In sone

cases, the sensitivity of the ANFO |ike blasting agent can be
i ncreased by crushing the anmmonium nitrate prills. Most of
the prem xed ANFO commercially sold in the U S A, however,
does not becone cap sensitive by crushing the prills. ANFO
obtained by first crushing prilled ammonium nitrate conmercially

bought in the U S.A and then nixing it with fuel oil wll also,
in general, not be cap sensitive. If either the ANFO or the
amonium nitrate used to mx it were obtained from certain

areas outside the U S. A , crushing of the prills may render

it cap sensitive. In all these cases of “cap sensitivity”,
however, a high powered detonator (e.g. one containing 1 g base
charge) is still needed, and also a certain anount of special
information is required, whereas nobdern propellants as well as all

types of black powder can be initiated by a heat source only,
like match heads, squibs, or even only an electrically heated
wWire or a spark.
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The initiation requirenents for various configurations are
summarized in Table 1 bel ow It should be noted that this
table is intended to give a general overview and that it
cannot present all Jlimtations, exenptions, or special
ci rcunwt ances.
Table 1
REQUIRED FOR | NI TI ATI ON

MATERI AL CONFI NED UNCONFI NED
Smal | anmounts of Booster charge of (NO Reacti on)
commercial  ANFO 50-500 g high
(-- 2 kg.) expl osi ve
Large anounts of Booster charge of Boost er char ﬂe of
comrercial  ANFO 50-500 g hi gh 50-500 g hig
(> 50 ka) expl osi ve expl osi ve
Sensitized ANFO or Detonator wth Detonator with

foem al mx
bl asting agent

at least |g

at least 1 ¢
base charge or

base charge or

6“ prima cord 6“ prima cord

(50 grainift.) + (50 grain\ft.) +

smal | det onat or snmal | det onat or

li ke bel ow li ke bel ow
Mlitary explosive Smal | det onat or Smal | det onat or
l'i ke Comp. B oOr with about .25 g with about . 25 g
Conp. C-4 base charge base charge

Moder n propel | ant
or bl ack powder

Heat source |ike
mat chhead, squi b,
hot wire, or spark

(No expl osi on;
vi ol ent burning
possi bl e)

only




230 . Taggants in Explosives

24-139 3/0 084
Page 4

To conpare the damage producing capability of destructive

expl osive devices, one has to consider air blast, fragnentation,
and potential incendiary effects. Assuming the initiation
problens can be resolved for an explosive device containing
only a few kg of a blasting agent simlar to ANFO, then the

air blast caused by this device could do approxinmately as

much air blast damage as a device with the sanme weight of

TNT (see Figure 1). The density difference between ANFO

and TNT (approximately 08 vs. 16)would require a |arger
confinenment volume for a device containing ANFO

Conmparing fragmentation of a device |oaded with TNT versus
one |oaded with a blasting agent simlar to ANFO the latter
woul d produce a smaller nunmber of fragnents larger in size
and with a somewhat |ower velocity than the TNT device. The
total damage produci ng capability of the fragments of the
ANFO devi ce woul d probably cone fairldv close to that of the
TNT device. Neither one of the two device types would produce
any significant incendiary effect.

The damage producing capability of propellant or black powder
| oaded devices will generally be significantly smaller than
that of devices |loaded with an ANFO-|ike blasting agent due
to the follow ng reasons:

(a) The rate O energy release 1S much higher in
hi gh explosives, including blasting agents
like ANFO, than in propellants including
bl ack powder. Expressed, e.g. in Megawatts,
a 5 cmdianeter device |oaded with ANFO delivers
energy at a rate of about 10,000 MA a gun
cartridge of the sane dianmeter delivers energy
at a rate of about 500 mw

(b) The rate of detonation of high explosives,
including blasting agents like ANFO is only
weakl y dependi ng on anbi ent conditions whereas
the propellant burn rate strongly depends on
t he ambi ent pressure. Propel I ants i ncl udi ng
bl ack powder which are initiated in a netallic
shell will frequently violently rupture the
shell at a tine when only a fraction of the
propel |l ant energy has been rel eased, producing



Appendix E—Suitability of ANFO as a Filler for Criminal Bombs .

231

24-139 3/00 84
Page 5

only very few nedium velocity fragments and
only a noderate pressure wave . The burn rate
of the still remining mass of propellant wll
at the time of the shell rupture drop to a very
low rate inmposing no other danger than a fire

hazard. A high explosive or blasting agent
detonated in a netallic confinenment Ilike a
bonb shell wll always produce a nunber of

high velocity fragments and a strong air blast.

To summarize, it can generally be expected that the danmge
produci ng capability of an explosi ve device | oaded with an
ANFO- i ke blasting agent, if it is properly initiated, is
somewhat smaller than that of a device of equal weight |oaded
with TNT, but significantly larger than that of a device of
equal weight |oaded with black powder or nodern propellants.

Very truly yours,
fol ? & 4 F -

Rol and R Franzen
Seni or Staff Engi neer

Attachnent: Figure 1
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Figure 1.—Airblast Pressures From TNT and
Field Mixed AN/FO Fired on Ground

This figure was copied from: L. D. Sadwin,

J. F. Pittman, Airblast Characteristics of ANFO.
U.S. Naval Ordnance Laboratory, White Oak, MD

April  1969.
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APPENDIX F—DERIVATION OF
BOMBING STATISTICS TABLES

Chapters 1, 11, and VI contain a number of tables
summarizing the current and projected bombing
threat. These tables were compiled from data origi-
nating from a number of sources, including BATF,
the FBI, FAA, and a number of other law enforce-
ment agencies.

BATF and the FBI compile overall bombing sta-
tistics. The data, however, are available only in the
form of periodic summary documents (semiannual-
ly from BATF and quarterly from the FBI) in com-
piled, tabular form, or in the form of individual
case files. Both data banks are computerized, but
the formating does not make it possible to retrieve
and analyze the data in a meaningful way. Manage-
ment Sciences Associates had previously at-
tempted an analysis of the BATF and FBI data
bases as reported in reference F-1, and had been
unsuccessful in retrieving the data in a manner
which allowed meaningful analysis. OTA reviewed
the BATF case file data, and concluded that
analysis of the raw data files was not feasible, for
the following reasons:

* the files did not contain all the data needed

for the OTA analysis;

*+ files concerning cases currently before the
courts could not be made available to OTA,;

* the amount of effort necessary to analyze the
individual data files was not commensurate
with the time and funds available for the OTA
anal ysis.

OTA conducted a similar, although less inten-
sive, review of the FBI data files and concluded
that detailed analysis of the FBI files would have
the same limitations as cited above for the BATF
files; in addition, fewer bombing incidents are con-
tained in the FBI file.

The OTA analysis was therefore based primarily
on the compiled summary reports. OTA had no rea-
son to suppose that the data from any of these Gov-
ernment sources were more or less reliable than the
others, and so made use in each case of the data
source whose formating was most appropriate for
the analysis in question.

In this appendix, the original tabular data from
the FBI, BATF, and FAA are shown, and the way in
which the tables in chapter VI were compiled from
these sources is explained. The tables in chapters |
and 11 were derived in turn from the chapter VI
tables.

Table 54

The BATF data in table 54 are taken directly
from tables 1 and 9 of the BATF 1978 Explosives in-
cidents Report, (ref. F-2) reproduced below. The
first five rows come from table 1, the last three
from table 9. The FBI data comes from table 1 of
the 1978 FBI Bomb Summary, (ref. F-3) also repro-
duced below.

Table 9 of the BA TF 1978 Explosives Incidents
Report shows 435 injuries in 1978. This includes 250
fireworks accidents (listed as “unknown targets”),
and OTA therefore reduced the figure to 185 in-
juries from bombings.

Table 55

The explosive trend data in table 55 are also
from the same FBI table 1. The only differences are
that a column of total explosive bombings and at-
tempts has been added and the property damage
values have been rounded off to the nearest thou-
sand dollars.

Similarly, figure 22 shows the same data in a
graphical format,

Table 56

Table 56, on the determination of the explosive
filler used in criminal bombs, comes from two
BATF sources. The 1978 “all identified fillers” data
are based on table 13 of the 1978 BATF report (ref.
2). A total of 1,767 cases is shown for 1978 in that
table. This represents al | of the explosive and incen-
diary bombings, criminal accidents, and unignited
and undetonated actual bombs recovered during
1978, as shown by the first five rows of table 1 of
the 1978 BATF report (ref. F-2). If those fillers which
were not identified and the flammable liquids cate-
gories are removed, the number of cases involving
identified, explosive fillers from actual explosive
bombings, recovered explosive bombs, and crimi-
nal accidents are 824. If the 1978 numbers for each
type filler is divided by 824, then the percentages
shown are found (rounded off to the nearest per-
cent). The BATF category called “dynamite” in-
cludes dynamites, gels, slurries, and emulsions. The
1978 laboratory identified filler data are taken
from page 43 of the BATF Annual Report for FY 78

233
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(ref. F-4). The “average” column is just arithmetic
average of the other two columns. OTA believes
these data give as accurate a feeling for the percen-
tage of bombings for each filler type as can be de-
rived, short of a case-by-case examination.

Table 57

The data shown in table 57 are derived from two
BATF sources. The total number of bombings
against substantial targets was derived from table 9
of the 1978 BATF report (ref. F-2). The table shows
1,409 incidents, which corresponds to the number
of actual explosive and incendiary bombings dur-
ing 1978 plus the number of criminal accidents, due
to premature initiation, from table 1 of that report.
From that was subtracted the number of bombings
against unknown targets, mailboxes, and open
areas, from BATF table 9, to yield 1,298 bombings
against substantial targets. The breakout between
incendiary and explosive bombings was also ob-
tained from data in BATF tables 1 and 9. Table 1
shows 896 explosive bombings (67 percent) and 446
incendiary bombings (33 percent). If the criminal
accidents from the use of explosive and incendiary
bombs are assumed to have occurred with the
same relative frequency, then the total number of
incendiary bombings and criminal accidents
against substantial targets is equal to 33 percent of
the 1,298 figure, or 428, while the number for explo-
sive bombings is equal to 870.

The breakout of number of explosive bombings
by type of filler was arrived at by using the percent-
age filler data from column 3 of table 56 and multi-
plying the percentage for each category by the
total number of explosive bombings of substantial
target figures given above.

Neither the FBI nor the BATF data summaries
break down deaths and injuries by the type of
bomb filler used. However, A. Atley Peterson, Spe-
cial Assistant (Research and Development) to the
Director of BATF, gave a breakdown of deaths, in-
juries, and property damage by type of bomb filler
before the 4th International Conference on Terror-
ist Devices and Methods in England during May
1979 (ref. F-5). These data are shown in table 57.
Peterson’s figure for total injuries, like OTA’'s table
54, excludes 250 injuries from fireworks accidents,
which are included in table 9 of reference F-2.

The row entitled “total for those fillers which
would be directly tagged” aggregates figures for
black powder, smokeless powder, and cap-sensitive

dynamite, gels, slurries, and emulsions, correspond-
ing to BATF planning documents and also to the
OTA baseline case.

Table 58

Table 58 is BATF table 9 (ref. F-2) slightly modi-
fied. The words “property damage” were added to
footnote a. Also, the number injured in 1978 from
bombings of “unknown” targets was reduced to ex-
Clude 250 injuries from fireworks accidents.

Table 59

Table 59 is an OTA compilation based on BATF
table 9 (ref. F-27). The percentage data are based on
the average of the 1977 and 1978 bombings. The
statistics for residences and vehicles and for com-
mercial establishment come directly from that
table. To get the percentage of identified substan-
tial targets unlikely to be protected by a detection
sensor, the unknown, other, mailbox, and open area
bombings were removed from the data. That left
1,189 bombings of substantial targets (i.e., eliminat-
ing open area and mailbox bombings) in 1977 and
1,161 in 1978 in which the target was identified. It
was then assumed that residences, vehicles, and
commercial establishments would be unlikely to be
protected by a detection sensor, while the other
target categories might well be.

Table 60

Table 60 is an OTA-generated categorization of
criminal bomber attributes.

Table 61

Table 61 was generated by the following process.
First, a calculation was made of the proportion of
bombings attributable to various types of bombers.
This calculation was made by taking FBI data on
apparent motives for the year 1974 (p. 9 of the FBI
Bomb Summary 1974, ref. F-6), 1975 (p. 16 of the FBI
Bomb Summary 1975, ref. F-7), 1976 (table 9 of the
FBlI Bomb Summary 1976, ref. F-8), 1977 (table 9 of
the FBI Bomb Summary 1977, ref. F-9), and 1978
(table 8 of the FBI Bomb Summary 1978, ref. F-3)
and averaging them. The FBI used different catego-
ries in each year, and they were combined into the
four OTA categories as shown in the tabulation
below:
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1974 1975 1976 1977 1978
Terrorist category

Antiestablishment
Extremist
Foreign political
Political
Antlreliglous
Civil rights
Protest
Publicity

AV U U W G
AU U U U U Y
AW W U W U

AN

Sabotage
Subversion
Criminal category
Labor
Racketeering
Monetary gain
Extortion
Fraud
Intimidation

ANA AN

AUA Y

AR U
AV VA NN

AV WA WA
AV UGN

Diversion

Mentally distrubed
Animosity
Suicide
Reprisals
Revenge

Vandals and experimenters
Malicious destruction 4 I v
Mischief v I
Vandalism v d

AN
\

\

AV WA
A N WY

From the average for these 5 years, a calculation
was made of the proportion of al | bombings com-
mitted by each type of perpetrator: terrorists 12
percent; criminals 11 percent; mentally disturbed
38 percent; and vandals and experimenters 39 per-
cent. The assumption was made that these propor-
tions, calculated from bombings in which a motive
had been attributed, apply also to those bombings
where no motive is assigned by a law enforcement
agency. The average number of actual explosive
bombings for that 5-year period, taken from table 1
of the FBI Bomb Summary 1978, was then multi-
plied by these proportions to yield the data in table
61.

OTA feels that the 5-year average is more appro-
priate than presenting year-by-year trends as the
FBI categories have changed over that period, with
a substantial revision apparent between 1976 and
1977. In addition, the percentage of bombings to
which the FBI assigns a motivation has changed
drastically over that period. In 1974, 96 percent of
the bombings were attributed, while only 33 per-
cent were attributed in 1978.

Table 62

Table 62 is taken directly from BATF tables 17
and 23 (ref. F-2), except that the BATF categories of
TNT and dynamite were combined in the category
“cap-sensitive high explosives, " and RDX is in-
cluded in the military explosives category.

Table 63

Table 63, on methods of entry for explosive theft,
is simply BATF table 18 (ref. F-2). The first footnote
has been slightly modified.

Tables 64,65,66,67

Tables 64, 65, 66, and 67 are taken directly from
an FAA document FAA-RD-77-28 (ref. F-10). Table
64 is table 4 of the FAA report; table 65 is table 5 of
that report; table 66 is table 7 of that report; and
table 67 is table 15 of the FAA report. The only
change in the tables occurs in table 66. Foothote a
indicates that the identification of the explosive
used in the LaGuardia bombing as dynamite and
RDX is an FAA estimate; other agencies have of-
fered different opinions.

Table 68

The premature detonation statistics in table 68
are from the 1974 through 1978 FBI bomb summa-
ries, references F-6 (p. 3), F-7 (p. 6), F-8 (p. 12), F-9 (p.
4), and F-3 (p. 9).

Table 69

The commercial airliner hijacking statistics in
table 69 are from reference F-11, FAA report, FAA-
RD-78-66, table 5, for the years 1949-76. The 1977
data are taken from the FAA semiannual report to
Congress on the Effectiveness of the Civil Aviation
Security Program for the period July through De-
cember 1978. The 1978 data were obtained directly
from FAA officials.

Table 70

Table 70, concerning possible perpetrator coun-
termeasures, was generated by OTA.
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Table 54.-Minimum Bombing Incidents Statistics Summary’

BATF FBI

item 1977 1978 1977 1978
Explosive bombings, number . . ... 1037°896°867 768
Undetonated explosive bombs, number 319 287 118 105
Incendiary bombings, number . . . ... .. 339 446 248 349
Unignited incendiary bombs, number ., 81 71 85 79
Criminal accidents, numberc . . ., 21 67 - -
Property damage from bombings,

millions of dollars **., . ... ... ,$ 10 $ 17 %9 %9
Injuries .. .. ... 80 185 162 135
People killed by bombings ~ . . ... 38 23 22 18

aBATF reported 3, 177 told incidents m 1977 and 3 256 in 1978 Total incidents include ac-
cidents threats seized and recovered explosives, and hoaxes as well as actual explosive and in-

cendiary bombings The OTA study Was concerned only withexplosive bombings
byt these 953 1n1977 and 787 in 1978 were against substantialtargets

Cincludes bothexplosive and Incendiary bombings OTA was unable toobtainseparate figures for
number of cnminalaccidentsinjunies, deaths and property damage caused by explosive and in-
cendiary hombs incendiary bombs and bombings would not be affected by the proposed taggant

rogram
Actual value probablycensiderably higher due to lack of data file updates

SOURCE BATF 1978 Explosives Incidents Report, FB/ Umform Crime Report Bomb Report,
1978

TASLE 1

Types of Explosives Incidents
By Nurber and Percentage

1977 1978

TYPE OF INCIDENT NUMBER  PERCENTAGE

Accident-Criminal 21 .70 67
Bombing (Detonation) 1037 32 .6% 896
Bombing  (Nondetonation) 319 10. 08 287
Incendiary  (Ignited) 339 10. 7% 446
Incendiary (Nonignited) 81 2.5% 71
stolen Explosives 327 10.3% 362
Recovered Explosives 751 23.7% 870
Seized Explosives 102 3.28 17
Threats (Treasury facilities 33 1. 0 2
Hoax Devices 105 3.3% 47
Accident-1Joncr  Nocriminal 62 2. 68 71
TOTAL 3,177 100% 3,256

TOTAL KILLED ‘TOTAL INJURED

1977 127 374 $61,300,000

1978 69 707 $27,500,000

NUMBER  PERCENTAGE

2.1%
27. 5%
8.80
13 7%
2.2%
1L 1%
26. 7%
3.6%
.78
1.4%

2.28

10C%

TOTAL DAMAGE AJMOUNT

F-10— J.

Bengston, P. Cutchis, and J Henry, Protection

of Airports Against Explosives, report No, FAA-R D-77-28,

January 1977

F-11 — N. Asher, P. Frazier, C Kennedy, and J. Kiernan,

Analysis of Past Airline Hijacking and Bombing

Incidents

and the Present Defense Against Such Attacks, report No

FAA-R D-78-66, December 1977,

TABLE 9

BOMBINGS BY SPECIFIC TARGETS
FUR 1977 - 1978

(Actual Detonations or Ignitions

TOTAL Property
INCIDENTS NO. KILLED NO. INwre D Damage
TYIE TARGET 1377 1978 1977 1978 1977 1978 1977.—
Residential 352 294 17 7 66 57 1,022.3 2,982.2
Comercial 367 375 7 6 48 46 6,640.1 8,717.7
Airports/Aircraft 7 5 | - | — .2
Police Facilities/ 14 29 . - - - 5.8 70.4
Vehicles
Educational 106 97 - - 13 5 43.1 532.3
Government (Local) 24 9 - 1 1 4 145.6 70.1
Government (Federal ) 26 22 - 4 1 2.4 6.6
Militaty 4 3 - - - 1 - 0.0
Installations

Utillties 51 57 | — 1 2 628.0 1,727.7
Banks 22 18 - = - - 225.2 49.3
Vehicles 216 252 11 7 24 25 363.3 2,119.4
Open  Areas 36 40 1 2 8 13 .5 4.2
Mail boxes 48 69 - - 1 2 25.8

Other 90 137 - - 8 27 1,206.8 869.9
Unknown * 34 2 - 5 252 22.6 E.0
Total 1,397 1, 409 38 23 180 435 10,331.7 17,212.1

1. Figures are in thousands and are estimated.
2. This category includes those incidents where the type target was
either unknown or not reported.

Table_1. Bombing _INCIDENTS y , 1972 throush 18 -
Total Properly
Actual and | ==, KI - ___Attempt Damage
Attempted (Dollar Personal
Year EmmbinSs- | Explo. [Incend |fxolo. |incend | —-v&. ~—.|—1ndug-
1972 1,962 714 | 793 ki 218 7, 991,815 176
1973 1,955 w2 | 187 253 173 7,261,832 181
1974 2,044 8o3 | 758 | 238 157 9, 886,563 207
1975 2,074 1006 | 613 | 238 135 | 27,003,981, 326.
1916 1570 52 | 405 | 188 125 | 11, 265,426 213
1977 1318 867 | 240 | 118 85 8,943,102 163
1978 1,301 768 | 349 | 108 U 0, 161,485 133

Includes three major bombing incidents resulting in unusually high personal injuries
and deaths and substantial damage 1. property.
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Table 55.—-Explosive Bombing Incident Trends, 1972-78

Total actual and Total actual and

attempted ex- attempted incen - Property damage Personal
Year . plosive bombings  Actual Attempted diary bombings Actual Attempted (dollar value) injury Death
1972, ..... - 951 714 237 1,011 793 218 $7,992,000 176 25
1973 ..., .. 995 742 253 960 787 173 7,262,000 187 22
1974 ... ... 1,129 893 236 915 758 157 9,887,000 207 24
1975. ... .. 1,326 1,088 238 748 613 135 27,004,000a 32pP 69
1976 . ... .. 1,040 852 188 530 405 125 11,265,000 212 50
1977 ... ... 985 867 118 333 248 85 8,943,000 162 22
1978 ... , 873 768 105 428 349 79 9,161,000 135 18

a includes three major bombing incidents resulting in unusually high personal injuries and deaths and substantial damage to property

SOURCE FBI Uniform Crime Reports Bomb Summary 1978

Table 1 BOMBING

Year

1972

1913

1974

1975

1976

1971

1978

Figure 22.—Annual Bombing Statistics, 1972-77

T [ 1 i |
3,000( L .
s, 'ncluding incendiary
2,000
‘1,000 (1,301)
, 873)
| | | Explosive only~ | |
1972 1973 1974 1975 1976 1977 1978
a. Number of incidents (includes attempts)
30 7 T T T 1 L
INCIDENTS , 1972 through 8 g
Total AI ‘ Propefly 9 4
meﬂﬁd (al Attempt A Khmage -«
0 (collar %rsonal é 3
gombings | Explo | icend | Explo | ~cexd | —~zlhg~ ~n~r-- Death °
1,962 114 793 237 218 7,991,815 176 25 § B ~ ($91
1, 955 742 781 253 13 7, 261,832 181 22 m'”'on)
1972 1973 1974 1975 1976 1977 1978
2,044 093 758 236 1s7 9,996,563 207 24
wore | v o | om | e | 70s0m | s26 . b. Property damage (includes incendiary bombings)
1,570 852 405 188 125 1,265,426 212 50 B 350 T Ll l T T 1
51 300
1,318 861 248 119 85 8,943, 300 162 22 3_
1,301 768 349 105 19 9, 161,485 135 18 'C' 250
% 200
.I, eludes lhree major twnbint Incidents resull'w In unusually h@ personal Inluries $
and deaths and .ubshtial damage to propc~ e 150
. (135)
4nn b= 1
1972 1973 1974 1975 1976 1977 1978
c. Personal injury (includes incendiary bombings)
v v ) i ]
1%
£
©
-1}
©
°
@
o
E
5 :
-4 FERTR T8

1972 1973 1974 1975 1976 1977

d. Deaths (inciudes incendiary bombings)
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Table 56. -Idontified Explosive Fillers Used in Bombs

Lab Identified All Identified
fillers 1978  fillers 1978 Average
Black powder, . . 13% 21% 17740
Smokeless powder 16 19 175
Military , ., b 2 7 45
Cap sensitive ... . . . 32 30 31
Blasting agents. . . - t 5
Chemicals - 1 5
Others. . . . . . . . 36 21 28.5
SOURCE. BATF data.
TABLE 1
Types of Explosive Incidents
By Number and Percentage
1977 1978

TYPE OF INCIDENT NUMBER  PERCENTAGE

Accident- Criminal 21 LTt
Bombing(Detonation) 1837 32.6%
Bombing (Nondetonation) 319 10.0%
Incendiary (Ignited) 339 10.7%
Incendiary (Nonignited) 81 2 5%
Stolen Explosives 327 10.3%
Recovered Exclusives 751 23.7%
Seized Explosives 102 3.2
Threats (Treasury Facilities) 33 1.0%
Hoax Devices 105 3.3%
Accident-Noncriminal 62 2.08%
TOTAL 3,177 100%

TOTAL KILLED TOTAL_ INJURED
1977 127 374

1978 69 707

NUMBER  PERCENTAGE

67
896
287
446

71
362
870
117

22

47

7

3,256

$61,300,000
$27,500 ,000

2.1%

27. 5%

8.8%

13. 7%

2.2%

11 1%

26.7R

3.6%

1.4%

2.2%

100%

TOTAL DAMAGE AMOUNT

TABLE 13
Types  of Explosives  Filler Used
With in  the Destructive Device
2
Type of Filler NUMBER PERCENTAGE
1977 1978 1977 1978 -

Flammable Liquid 279 468 36.4% 36.2%

Black Powder 222 171 29.00 13.2%

SMOKELESS  Powder 133 157 17.4% 12.2%

Military  Explosives 19 54 2 4% 4.2%

Dymmite 3 30 251 4.0% 19.4%

Blasting Agent 23 8 3.0% 6%

Chemical 10 7 1.3% 5%

Other * 50 176 6.58 13.7%

Unknown 1,031 475 -— ——

TOTAL FILLER 1,797 1,767 _lees

1. This category includes f i hers that were placed in some Specific
type of container such as a pipe, metal box, or attache case.

2. These percentages do not include 1,031 incidents in 1977 and 475
incidents in 1978 in which the type of fillr was not made available,
or the laboratory result-s for recent incidents were not completed.

3. The method in which the filler was determined has been revised  for
1978. Dynamite with in the sticks are counted as a f i her.

4. This category includes those fillers which could not be placed in
the categories provided.

aff lacoratory analyses of
explosves used In crme

1% MILITARY

31% DYNAMITES (
97 %, I MK mw [

2% OTHER
12% SMOKELESS POWDER
7%BIACK POWDER

2% MILITARY
20% DYNAMITES

1978
279 SAMPLES

2% MILITARY
16% DYNAMITES

2% UNKNOWN 1977
14% SMOKELESSH 278 SAMPLES
13% BLACK POWDER v Onty
2% 0THER
27% DYNMITES
1w
T80 SAMPLES

Field lab
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Table 57. -Bombing Casualties and Damage in 1978 by Type of Bomb

Number of
bombings against

Property damage

PROPER7Y 1
DW.WE
Y e AYTE -
1,022.3 2,982.2
6,640.1 8,777.7
2 2
5.8 70.4
43.1 532.3
145.6 70.1
2.4 6.6
- 0.0
628.0 1,727.7
225.2 49.3
363.3 2,119.4
.5 4.2
25.8 2.1
1,206.8 869.9
22.6 0.0
10,331.7 17,212.1

Filler material substantial targets Deaths Injuries $ millions
Air fillers. 1,298 23 185 $172
Incendiary " 428 3 13 3.7
Bl ack powder 148 4 19 2
SmoKeless powder 152 3 23 2
Milltary  explosive 39 0 7
Cap sensitive. 270 7 26 2.3
O t h e r 3 40 24
Unknown ~ 3 57 74
Total for those fillers which
would be directly tagged 570 14 68 37
vaiue orooaoly mgner due to lack of data upoate.
3Cap-sensitive exDIOSIVES. DIaCKk POWOST. 100 SMOKESS 0owOsr would De tagged.
SOURCE: 3ATF data.
TAKLE 1 TABLE 9
s Inci INGS BY SPECIFIC TRIGETS
By Nutter and Percentage FOR 1977 - 1978
(Actual Detonatiors or Ignitions)
PE OF 1977 1978 MALm NO. KI LLID ~ W. INJURED
TYPE OF INCILENT NUMBER  PEACENTAS Ui e INCIDEN . ! .
i ERCENTAGE  NUMISER  PEACEN TYPE TARGET 1977 1978 1977 19 - YU Yt
Accident-Crininal Res Ident 1.31 352 294 17 7 66 57
2 21 .70 67 2. 1% com-*relal 367 375 7 6 48 46
huting (Detunation) 1037 2 6% 96 27.58 ﬁoi) r:g;s/A;aCircriflt e 714 2; 1 - 7| —
Bosking (Nordetunation) 319 19. % 287 8 8% Eri\ff;icilfnsa 06 97 - B 5
erdla . Government (Local) 24 9 B 1 4
Incerdiary (Ignited) 339 10.7% 446 13.7% Govern..ent ((Feder)al) 26 22 _ 4 !
. . ioni Mi 11t 4 3 - - !
I Jlary (Nonignited) 81 2. 5% n 2.2% lm;f;’lylat ions
Srolen b i - uti 1ities 51 57 1 - 1 2
Stolen Explesives 327 10. 3% 362 11, 1% Banks 2 18 _—— — —
sy iE i Vehicles 216 252 1n 7 24 25
Fecovered Explosives 751 23.7b 870 26.7% OpAre= 36 40 1 2 8 B
cai . Ma 1 Boxes 48 69 - = 1 2
Satced trplosives 102 3.2% 117 3 6% Other 90 137 — 8 27
Threats (Treassury Facilities) 33 1.L1% 22 % Unknohm * 34 2 - - 5 252
Hoax Devices 185 3.3% 47 1.4%
Total 1,397 1,409 8 23 180 435
Accident-Norcriminal 62 7% 71 2. 2s - - -
1. Figures are in tho~sands and are estimated.
raL 3,117 1Go% 3 %6 1008 2. This catego~ includes those incidents where the type target was
either unknom or mt reported.
IUTAL KILLED POTAL INJURED TOTAL DAMAGE AMOUNT
G777 374 61,302,002
1976 69 707

$27,500, 000
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Killled, Injured, and
Property '‘Damage by Explosives

CY1978
__ BOMBINGS _ Acd AL __ TOTAS
PROPERTY PROPERTY PROPERTY
X pAMAGES | K DAMAGE-$ | K 1 | DAMAGES
INCENDIARY 3| 13| sesome0 | 8 | 156 300000 | 1 | 1 | 3959760
BLACK POWDER 4| 19 ma | - | — - 4| 19 174,739
SMOKELESS POWDER | 3 | 23 150000 | 3 | 2 6| 2 150,200
MILITARY - 7 ast | 6 | 1w 7000 | 6| 2 28,050
DYNAMITE 7| 2 | 330433 | 1 4 8| 130 | 3359433
OTHER 3| 40 | oa63 | 16 | 321 | 5565000 | 19 | s | 7967963
UNKNOWN (3| 57| 704765 | 12 | 20 | 436000 | 15 | 77 | 11800765
TOTALS 23 | 185 | 121280 | 46 | 522 | 1024603 | 69 | 707 | 27460831
Slide used to illustrate a presentation on explosives tagging by A. Peterson,

Bureau of Alcohol, Tobacco,

International  Conference

on

Terrorist

Devices, and Methods

England.

According to BATF, this data has not been published elsewhere,

and Fire arms U.S. Treasuray Department, at the forth
7. 1979.

May
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Table 58.-Bombings by Specific Targets for 1977-78 (actual detonations or ignitions)

Total incidents No killed No injured Property damage a
Type taret 1977 1978 1977 1978 1977 1978 1977 1978
Residentia . .......... 352 294 17 7 66 57 $1,022.3 $2,982.2
Commercid ............. 367 375 7 6 48 46 6,640.1 8,771.7
Airportg/aircraft 7 | - ! -
Police facilities/vehicle: : : : : 14 2; - - - - 5. 70"
Educational . . . ......... 106 97 - - 13 5 431 532.3
Government (local) . . .. ... 24 9 - 1 1 4 145.6 70.1
Government (Federal) 26 22 - - 4 1 24 66
Millitary Installations 4 3 - - - 1 - 0.0
Utilities Y 51 57 | - 1 2 6280 1,727.7
Banks oo 22 18 - - - - 225.2 493
Vehicles . Y 216 252 1 7 24 25 3633 2,1194
Open areas ., ... ., ... 36 40 1 2 8 13 5 4.2
Mailboxes e 48 69 - - 1 2 25.8 2.1
Other ., . . . .. ... .. 90 137 - - 8 27 1,206.8 869.9
Unknown U 34 2 - - 5 2 22.6 0.0
Total. 1,397 1,409 38 23 180 185 $10,331.7 $17,212.1
3property damage figures are in thousands and are estimated
bTiys category (ncfudes those inCidents where the type target was either unknown or notreported
SOURCE BATF 1978 Fxplosivesincidents Report
TSLE 9
BOMBINGS BY SPECIFIC TARGETS
FOR 1977 — 1978
(Actual Detonations or Ignitions)
TOTAL PROPERTY *
INCIDENTS NO. KILLED NO. INJURED DAMAGE

TYPE TARGET __ __ 1977 1978 __ _1977 _1978 1978 1977 1978

Residential 352 294 17 7 66 57  1,022.3 2,982.2

Commer ci al 367 375 7 6 48 46 6,640.1 8,777.7

Airports/aircraft 7 5 | — | — 2 2

Police Facilities/ 1 4 29 - - — — 5.8 70.4

Vehicles

Educational 106 97 - - 13 5 43.1 532.3

Government (Local) 24 9 - 1 1 4 145.6 70.1

Government (Federal) 26 22 - - 4 1 2.4 6.6

Military 4 3 - - - 1 — 0.0

Installations

Utilities 51 57 I — 1 2 628.0 1,727.7

Banks 22 18 - - - 225.2 49.3

Vehicles 216 252 11 7 24 25 363.3 2,119.4

Open Areas 36 40 1 2 8 13 .5 4.2

Mail Boxes 48 69 - - 1 2 25.8 2.1

Other 90 137 - - 8 27 1,206.8 869.9

Unknown * 34 2 - 5 252 22.6 0.0

Total 1,397 1,409 38 23 435 10,331.7 17,212.1

180

1. Figures are in thousands and are estimated.

2. This category

either unknown or

includes those incidents where the type target was
not reported.
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Table 59. -Percent of Bomber Targets That Would Be Protected by a Detection Sensor

Total bombings Injuries Deaths
Average number of bombings of known, substantial target *......... 1,175 150 29
Bombings of residences, vehicles. 557 (47%) 86 (58%) 21 (72%)
Bombings of commercial establishments. 371 (32%) 47 (31 %) (22%)
Total unlkely to have sensors 928 (79%) 133 (89%) 28 (94%)

dincludes poth tncendiary and explosive bormdings for 1977 and 1978.
D0pen isias and maiiboxes are excluded fromthese data.

SOURCE. BATF 1978 Explosives incigents #leom.

TABLE 9

BOMVBI NGS BY SPECI FI C TARGETS

FOR 1977 - 1978
(Actual Detonations or Ignitions)
TOTAL PROPERTY *
| NCI DENTS NO.  KILLED NO. | NJURED DAMAGE
TYPE _TARGET 1977 1978 1977 1978 1977 1978 1977 1978
Resi denti al 352 294 17 7 66 57 1,022.3 2,982.2
Comer ci al 367 375 7 6 48 46 6,640.1 8,777.7
Airports/Aircraft 7 5 | — | — .2 .2
police Facilities/ 14 29 —_- - - - 5.8 70.4
Vehi cl es
Educat i onal 106 97 — — 13 5 43.1 532.3
CGovernnent (Local) 24 9 -1 1 4 145.6 70.1
CGover nnent (Federal ) 26 22 — — 4 1 2.4 6.6
Military 4 3 —_ - 1 - 0.0
Install ations

Utilities 51 57 | — 1 2 628. 0 1,721.7
Banks 22 18 — — - - 225.2 49.3
Vehi cl es 216 252 11 7 24 25 363.3 2,119.4
Qpen Areas 36 40 1 2 8 13 .5 4.2
Mai | Boxes 48 69 — — 1 2 25.8 2.1
O her 90 137 — — 8 27 1,206.8 869.9
Unknown * 34 2 — 5 252 22.6 0.0
Tot al 1,397 1,409 38 23 180 435 10,331.7 17,212.1

1. Figures are in thousands and are estimated.

2. This category includes those incidents where the type target was

either unknown or not reported.
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Table 60.- Attributes of Criminal Bomber Groups

Exprience
Perpetrator and traning Resources Motivation Individual or group Reaction capability Freaquency
Crimina
Unsophisticated . . . L L M I M Multi
Sophisticated . . . . . .. ... .. H M H I H Multi
Terrorist
Polittcal . . . . . . . M-H M-H M-H G M-4 Multi
Separatist . . . . . . M-H M H G H Multi
Reactional . . . L L H G L-M Multi
Mentally disturbed
Disenchanted . . . . L L LW [ L Single
Vengeful . L L M-H | i--M Single
Pathological .. L-M L H [ L-M Varies
other
Vandals . L L L-M | L Single
Experimenter : ~ M L L-M | LM Single

L.Low. M. Mooerate High" individual G-Group
SOURCE. Office of Technology Assessment

Table 61,-Estimated Number of Significant Bombings by
Group of Perpetrators (average of years 1974-78)

Estimated number

Perpetrator group of bombings
Terrorists. “ " . 107
Criminals. . . . . . 98
Mentally disturbed " 340
‘Vandals and experimenters. . 348

SOURCE. FBI data.
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BOMBING INCIDENTS BY TARGET AND APPARENT MOTIVE

Target
//Total
TOTAL 2.044
Residences. . .. .. .............. 560
Private Residence 420 1 I 1) 1) 1333 24| s| 2 13
Apartment House 61 ... 4|...| .. B 1] 38 . 2| 1
other Private Property” 79 el U o2f L B2 2] 1 - 3
Commercial Operations. . . . ... ... ... 458
Commercial Building 356 ... of 13| 1) 13|92 20| s6| 17 1],..| 18 3
Offlce,BuiIdin?, 38 1 3 1 51 7| .. sf 7|..[I. 20 1
Industrial BurTding 30 2l || 0] 4] s 4.
Theater 2 SO DN IV 1 I] BT Y O I SR 1)
Motel and Hotel 12 Weooof oo o] L] 3 L o8| 1] 1! o
Vehicles . . .. ................. 257
Auto 182 ... .. 8]3FH| 2| 24 3,.. 5 2
Other Vehicle 73 Yoo 2| | 26 8] .. 37| ;| Lf.,..| 4] 1
Aircraft 2 Heoof | o f 0| - i1 P P IR R A I
School Facilities. . .. ............. 187 e e o2 B2 2T ] s
Public Safety. . . .. ... ... ... ..... 72
Law Enforcement 69 2feer| | o 13 ] 29 1 2, 1] 2
Fire Department 3 coddeae N L 2 AP O
Public Utilities . . . . . . . ... ... .... 63 KRR IR R K 3110 12 2| 2f | o] 1
Persons . . . . ... ... ........... 44 6| 2|29 2] 2 1 2
Recreation  Facilities . . . . .......... 38 , 1130 2| 2 1 2
Transportation Facilities . . . . .. ... ... 37 ... .. U, | 512 1} 2. ..]..["..] 2
Government  Property . . ... ......... 36
Federal 10 20 e L 23 11
state 8 oo o 23]
Local 18 oo e | 120 oo 3] 2f ... 11 1
Constructiom Sites and Equipment. . . . . . . . 30 UL PR R (PO PR - I Y S A N IR B
Telephone Facilities. . . . ... ... ... .. 20 e o s 2 1, 1
Other Communication Facilities. . ... ... 3 R IR R I 3
Millitary Facilities. . . . .. ... ....... 19 P I I I I I A 2| 3 21 1
Churches. . . ... ... ............ 15 ..J 6 oo, || 4 4
Post al  Fadilities and Equipment . . . . . . ... 15 ) I R [P I I 1 2 1
International Establishments . . . . ... ... 10 .. I 4f .. ]| 4
Court Houses.................. [N [ RO N N IR R I . I IR PO B
Medica Facilities . . . .. ... ........ 5 O IR EETE FITH IR I R
Nengper Facilities. . . . .. ... 1 ]
Open Area . . . . ... ... . ... 117 o 3] 9 3 1 91 5
Unknown  (Premature Deterationi . . . . . . . . 29 - 2 6 3 6
Other. . . . . o o 2 1 ... of 39 2 3 ]t




Appendix F—Derivation of Bombing Statistics Tables .

BOMBING INCIDENTS BY TARGET AND APPARENT MOTIVE

Tar get
TOTAL
Residences . . . . . .. ... ... .. 582
Private Residence 364 3
Apartment House 77 1
other Private Property 121 4
Commercial Operations . . . . . . . .. 485
Commercial Building 387 9
Office Building 39 3
Industrial Building 37 .
Theater 12
Motel and Hotel 10
Vechicles . . . . . .. ... ... ... 273
Automobile 201 2
Other Vehicle 69 1
Aircraft 3 .
School Facilities . . . . ... ... .. 165 4
Law Enforcement . . ... ..... .. 76
Building 22 3
Vehicle 33 5
Other 21 .
Government Property . ., . ... ... 62
Federal 24 1
State 1
Persons . . . . . . . ... ... .. 43
Public Utilites . . . . . . . . . . . .. 41 S
Recreation Facilitates . . . . . . . . .. 33
Telephone Facilities . . . . . . . . ... 26
Other Communication Facilities 6
Tranportation Facilitates . . . . .. .. 25
Construction Sites and Equipment . . . . 20
Postal Facilities and Equipment . . . . . 17
Churches . . . . . . ... ... .... 16 1
Military Fecilities. . , . . . . . . . .. 14 2
International  Establishments .. ... .. 1
Medical Facilities. . . . . . . . . . .. 10
Courthouse . . . . . . . . . . . ... 4 <
Newspaper Facilities . . . . . . . . .. 1
Open Area. . . . . . . . . . . . ... s 101 1
Unknown (Premature Detonation). . . . . . 37
other . . . . . . . .. ... ... . 26

10

SN

[N N}

.10

- o

10] ...
29] ...

16

14

...

80

12]..

@ oy &~

15 ..

- »
PR

N

37
32

16

13
16

N

- ow©

oW

w BN N7

245



246 . Taggants in Explosives

Table9
BOMBINGS INCIDENTS BY TAl%%ET AND APPARENT MOTIVE

Target /T'ou:u !}‘7 7' 7 1-'

~
TOTALS 150 19151 0l7a 2 enarasoisrary | 16 |
— —

Residences . . . . ............... 433

Private Residence 262 31..1S S 11 5’ 41 9 1

Apartment House 40 1 1 0. 1

Other Private Property 112 * .. 6 17 1
Commercial Operatitons . . . . ........ 335

Commetcial Building 279 31..|1 26| 1{10] 3| 10| 6| 4

Office Buildin?_ 21 el b e d 1 2

Industrial Building 23 4 2.0 s l,..1]

Theater 7 R P I 112id..1.1.1.1d .1

Motel sad Hotel 5 R [P I A [ RO WX U D I R
Vehicles . . . .. ... Fok ok kR kR K 192

Automobile 142 111 11 ... 2 4 31 2 5

Other Vehicle 48 Of1 | 1 1|1 S IR 1 1l 2

Aircraft 2 |+ U eedoee Bocdoitioadoes J
School Facilities. . . .. ... ........ 124 21512 | oo | eaefoes ™. Qq 4]...] 3§ 8
Law Enforcement .. . . ... ........ 47

Building 10 0. ] 2]eedeed Yoo 2.....

Vehicle 17 21..1.. coefoeel Hood 4..o..e 1

Other 20 2 2 T eeefeee]eed] Hooof.on 2
Government Property . . . ... ....... 38

Federal 13 L T eed e 4.0 4.

State Tlool oo L eeefeoe] Fuodeadfaee]onn a

Local 19 A [ IV R O [ I T Y RO I 3
Persons, ..... ... ... .. ...... 62 o2 1]l ea 18] 28,0 S 1Y T
Public Utilities. . . . . ... . *  * **, 28 .o ] o] 5].eefl0 ... ...
Recreation Facilities , , .. ......... 22 ] eedf e lq 1 eedeee 1 ces
Telephone Facilities. . oo ccococcooso 25 I I O [ [T (PP d3 veef ees] e 14 1
Other Communication Facilities. . . . . . . 2 o] L eeel eoefeos] ene] UYaee] eaefoee]oes
Transportation Facilities e 14 ol | eee]eee] 1A eeef coed cas] ced] 4 eee
Congtruction Sites and Equipment_ . * .. *, 28 SELF L ] eesf 8 1.4 3.....4 1d...
Postal Facilities and Equipment. . . . . . . 26 oWl ] L eeef ene] 1% ciof sus] caa) eee] 1 1
churches. 10 I eed oo Taed Baidfeed Ao
Military Fecilities, . . . . . ... ..... s Lo o] L oeefoee] Foeeheedeeefeed Yoo
Internationadl Establishment . . . . . . . . . 10 oo 3 S eesfeseeed oo 1o 1.
Medica Facilites . . . . ... ... ..... 4 oo ees]esel Baeed Haed ool 3 ...
Courthouses . . . .. .. ........... S PR I A I O (PO I | RPOUN RN I T IR [P
Newspaper Facilities . .. .......... 2 .1. . Tleeed 1feee]ooef coofone] cneeeefees
Open Area . . . .. ... ..o .. 77 oo | Yfeed 24004 ¥l ..l] @11
Unknown (Premature Detonation) . . . . . .. 42 ceef o 14 2 U..4...] 1412
Other. . . . . . ... ... 20 11 R P I | dod ) 2
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Table 9: BOMBING TARGETS AND
APPARENT MOTIVES. 1977

Target

TOTAL
Resdences . . . . . .. ... ... ... ...

private Residence . IR

Apartment Howe ) Y

other Private Property 78 3.. o 2 ...
Commercial operations . . . . . . ... ... 282

Commercial Building 186 Bl 1| 1] 213 ¢S

Office Building 28 e 1] 2

Industrial Building 25 3 BE I 3]...]3

Bank 26 11 eeo| 4] 2

Theater 11 2|... J 1[...]...

Motel and Hotel 6 J:_:l_" N
Vehicles . . . ... ... ... .. ... 175 !

Automobile 119 T 1| 4f...

Other Vehicle 47 6[...]..L...] T[]

Aircraft 9 s AR I 2 I
School Fecilities . . . . ... ... ... 100 3. ' 1| 21)...
Law Enforcement. . . . ... ......... 36

Building 13 111 |||||| coe 1]..

Vechicle 5 [N NI T [P PP O

Ocher 18 U U I /0
Government Property ............. 66

Federal 15 [ (YT AFTTI OO - 3 P

State 11 . T ETIE N I I |

Local 40 s|. N P P I 1 )
Persons. . . . . ... ... ... .. ... 78 ... 1) 1] 3] ] -
Public Utilities . . . . .. ... ........ 28 11.. 1,.| 4.2
Recreation Facilities. . . . . ... ... ... 17 y oo 2.
Telephone  Facilities . . .. .......... 13 ). 1] 1]..
Other Communication Facilities. . . . . . . . 1 ) P I
Transportation Facilites . . . . , . . . . . . 23 11. . I (.. ..
Construction Sites and Equipment . . . . . .. 32 1. ) 3| 41
Postal Facilities and Equipment. . . . . . . . 15 FO N
Churches . . . .. ............... 6 n ‘. e
Military Facilities . . . . .. ... ... ... 9 T B 111
International Establishments. . . . . . . . .. 3 A R T X R R
Medical Facilities . . . ... ... ...... ,..‘. Vifees]ee |
Courthouses . . . . . ... .. ... ..... 4 [T P e S I 3N I
Newspaper Facilities. . . . .. ... .. ... 2 R AURRN N DO R IR
open Area ................... 78 vefeee]-aeee] 1 |23 ]2
Unknown (Premature Detonation . . . . . . . 29 Heoo foeefeee]eee]| 7 -
Other . . ... ... ... .. ... ... ... 29 vefoecfooddoee] 3| 3] 2

. Unlessaf easi bl emoti vecanbedetermi nedf oreachbombingincident,the

Unknown Catergory.

motive is listed
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Table 9: BOMBING TARGETS AND
APPARENT MOTIVES, 1978

&
Target ’ Total ’/ 7;9/
TOTAL 1.301 2|~
Resdences . . . . .. ... ... ... .... 341
Private Residences 216 4
Apartment House 53 3
Other Private Property 72 1
Commercial Operations . . . . . . ... ... 270
Commercial Building 180 ..
Office Building ..
Industrial Building L 1
Bank 18 )1
Theater 10 1] ..
Motel or Hotel 11 ..
Vehicles . . . .. ... ... ... .. 178
Automobile 142 7
Other Vehicle 36 5
Aircraft Xt ...
School Facilities . . . . .. ... ... .... 101
Public Safety . . . . .. ... ... ... ... 41
Law Enforcement 38
Building 11 .
Vehicle 23 ..
Other 4 2
Fire Department and Equipment 3 ..
Government Property . . . . . . . .. .. .. 31
Federal 11
State 2
Local 18
Persons. . . . .. .. ... ... ... 61 0
Public Utilities. . . . . . ... ... ..... 31 1
Recreation Facilities . . . . . . . . . .. .. 19 1
Telephone Facitlties . . . . . . . ... .. .. 21
Other Communication Facilities. . . . . . . . 2
Transportation Facilities . . . . . ... ... 37 2
Construction Sites and Equipment . . . . . .. 10
Postal Facilities and Equipment. . . . . . . . 14
Churches . . . . . ... ... ... ...... 9
Military Fecilities . . . . . .. ... ... .. 7
International Establishments . . . . . . . * 7
Medical Facilities 9 * * * % x *x 3 | P
Courthouse . . . . . ... ... ... .... 3
Newspaper Facilities. . . . . . . . ... ... 5
Open Area................... 46 2
Unknown (Premature Destination) . . ... .. 33
Other . . . .. .. .. .. .. .. . ... ... 31 I

e Unlew a feasible motive can be determined for each bombing incident, the motive is listed (Jm the Unknown category.
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Table 1. BOWBI | NCI DENTS 1972 through 1 978
Total Property

Actual and Adud Attempt Aemt Damage

Attempted (Dollar Personal
Year Bombings | Explo. | Incend. | Explo. | Incend Value) Injury Deal
1972 1,962 714 793 237 218 ‘t, 991,815 176 25
1973 1,955 742 787 253 173 7,261,832 18? 22
1974 2,044 893 758 236 157 9,886,563 207 24
1975 2,074 1,088 613 238 135 27,003, 981* 326* 69
1976 1,570 852 405 188 125 11,265,426 212 50
1977 1,318 867 248 118 85 8,943,300 162 22
1978 1,301 768 349 105 79 9,161,485 135 18

61-401 0 - 80 -

eIncludes three major bombing incidents resulting in unusually high personal injuries

and deathsand substantial damage to property.

17
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Table 62.-Stolen and Recovered Explosive Summary
Amount stolen Amount recovered
Type 1977 1978 1977 1978
Bsiyagents, Ponds . . . ... 20, 834 42,112 21,260 23,623
Black powder, pounds. . .. ........ .. .. ... ... 145 379 277 723
Smokeless powder, pounds. . ................ 0 163 16 1,361
Boosters, pounds . . .. ... 2,177 9,528 2,804 362
Military explosives, pounds . . . ............... 140 640 701
Cap-sensitive highexplosives, pounds . . . ... ... 36,498 44,316 43,738 41,097
Primer,units . . .......... ... 1,300 4,333 2,733 344
Blasting caps, units . . . . ... ... L 61,531 66,614 40,719 44,456
Det. cord/safety fusefigniter cord, feet . . . .. ... .. 183,224 113,510 84,554 101,117
Total, explosives, pounds . . . .. .............. 61,003 101,217 71,470 74,966
Blasting caps, units . . . ... ... ... .. ........ 61,531 66,614 40,719 44,456
Oct. cord/safety fuselignitor cord, feet. . . . . . . . .. 183,224 113,510 84,554 101,117
SOURCE. BATF 1978 Explosives incidentsReport
TABLE 23 TABLE 17
The Anpunt of Explosives Recover ed and The AMOUNT of Expl osives Stolen By
Seized by General and Specific types for General and Specific Types
1977 - 1978 for 1977 - 1978
s AMOUNT RECOVERED - — =
TYPE<GENERAL _ 1977 1978 ANOUNT STOLEN
T T T Y P E G ENER AL 19 7 7 19 7 8
High Explosives 49,915 42,501
H gh Expl osi ves 40, 024 58, 327
L Ow Explosives 295 8,842
Low Expl osi ves 145 718
Blasting Agents 21,260 23,623
i 20,834 42,172
Blasting Caps 40,719 44,456 Blasting Agents
Det. Cord/Safety-Fuse/ Ig-Cord - . 84554 101, 117 — Blasting Caps 61,531 66,614
AMOUNT RECOVERED
TYPE- SPECI FI C - 1978 Det. Cord/Safety Fuse/lg. Cord 183, 224 113, 510
Blasting Agents 21,260 23,623 AMOUNT STOLEN
IYPE - SPECIFIC _ 1977 1978
Black Powder 217 723 :
i 20,834 42,172
Snokel ess  Powder 16 1,361 Blasting Agents
Photo lash Cartridges Powder 2 150 Black Powder 145 378
Potassium  Chlorate - 6,300 Snokel ess Powder 0 163
Boosters 2,804 362 Boosters 2,177 9,528
Military Explosives 156 697 . Mlitary Explosives 44 123
RIX 484 4 INT 5 17
T 6%9 8 Dynamite 36,498 44,316
Dynamite 43,039 41,008 Primr 1,300 4,333
Pri mer 2,733 344
Bl asting CapS 61,531 66,614
Blasting Caps 40,719 44, 456
Det. Cor d/ Saf ety Fuse/lg. Cord 183,224 113,510
Det . cord/ Safety Fuse/lg. cord 84,554 101,117 _
1 9 7 8
DUSGRGEIEE, o pIY I B
DET. CORD/SAFETY : ft. t. e ———— - — S
3 ’ ! * TOTAL EXPLOSIVES STOLEN: 61,003 its. 101, 217 |bs.
BLASTING CAPS: 40,718 ea. 44,456 ea. DET'. CORD/SAFETY FUSE/IGNITOR CORD: 183,224 ft. 113,510 ft.
BLASTING CAPS: 61,531 ea. 66,614 ea.
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Table 63.-Expiosives Thefts by Method of Entry-
Number of Incidents and Percentages for 1977-78

Number Percentage

Entry method 1977 1978 1977 1978
Locks cut. . . . .. .. .. 59 71 311 26.9
Locks pried . . . . . . .. 36 50 18.9 19.0
Door pried . . . . . . . 10 10 5.3 3.9
Key, . .. ... ... ... 14 23 7.4 8.8
Window entry. . . . . .. .. 7 3 3.7 11
Inside help. . . . ... ... 3 0 1.6 -
Wall entry . .. ........ 10 16 5.3 6.1
Burning. . . . ... ... ... 2 1.0 4
Roof entry . . . .. ... ... 7 ; 3.7 11
Ooor blown. . . ... ..... 1 2 5 8
Floor entry . . . ... .. ... 0 4
Vententry . .......... 1 ; 5 11
Other. . . ........... 40 80 21.0 304
Unknown. . . .. ..... , 137 99 - -

Total . .......... 327 362 100 100

aThess percentages do not nclude 137 unknawn method incidents for 1977 ang the 3% incidents

for 1978,

t’Thusriguru reflects those incidents where the entry method could not be placedinthe above

calegones.
SOURCE. BATF 1978 Explosives incidents Raport

TABLE 18

Explosives Thefts by Method of Entry - Number
of Incidents and Percentages for 1977-1978

NUMBER PERCENTAGE

ENTRY NETHOD 1977 1978 - 1977 1978 !
Locks Cut 59 71 31 .1% 26. 9%
Locks Pried 36 50 18. 9% 19. 0%
Door pried 10 10 5.3% 3.9%
Key 14 23 7 .4% 8 .8%
Wndow Entry 7 3 3. 7% 1.1%
Inside Help 3 0 1.6% -
val | Entry 10 16 5.3% 6.1%
Burning 2 1 1.0% 4%
Roof f  Entry 7 3 3.7% 1.1%
Door Bl own 1 2 .5% . 8%
Fl oor Entry 0 1 - A%
Vent Entry 1 3 5% 1.1%
Other * 40 80 21 .0% 30. 4%
Unknown - 137 99 — S
Total ____. 327-— __362 100% 100%

1. These percentages do not include 137 incidents for 1977 and
99 incidents for 1978.

2. This figure reflects those incidents where the entry Method
could notbe placed in the above categories provided.

(fromreference 2)
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Table 64.-Explosions Aboard U.S. Aircraft

Date Carrier Aircraft  Aircraft location Bomb location Outcome Device
1 1/1/55 UAL DC-6B 11 minutesafterTO Baggage Airplane disintegrated—44 killed Dynamite
7125157 WA CY-240 47 minutesafterTO Lavatory Passenger thrown out of lavatory-  Dynamite
hole in aircraft side; plane landed
successfully
1/6/60 NA DC-6B 184 minutes afterT0 Underseat passenger 34 killed, airplane disintegrated Dynamite, dry cells
compartment
5/22/62 co 707 39,000ft Towel container in rear  Tail blown off-45 Kkilled Dynamite
lavatory
11/12/67 AA 727 102 minutes after TO Rear baggage 3 bags destroyed; aircraft saved Black powder (?)
compartment
11/19/68 co 707 24,000 ft Lavatory Fire and explosion in lavatory; -
extinguished by crew; plane landed
safely
8/29/69 ™w 707 Ground after hijack Explosives thrown in No casualties from explosion Grenades &
(Damascus, Syria) cockpit after evacuation canister explosive
9/7170 PA 747 Ground after hijack - Demolished after evacuation -
(Cairo, Egypt)
9/12/70 ™w 707 Ground after hijack - Demolished after evacuation -
(Dawson Field, Jordan)
12/29/71 - Turbo Cmdr In hangar Seat in cabin Aircraft destroyed, hangar damaged, —
no casualties
3/8/72 W 707 Parked on ground Cockpit No casualties (plane empty) c-4
9/21/73 - Navion Parked on ground Engine manifold Not known -
12/17/73 PA 707 On ground, Rome Attack while loading Fire damage; 30 killed, White phosphorous
many injured grenades
8/26/74 ™w 707 On ground, Rome Aft baggage compartment Fire, confined to local area; c-4
no casualties
9/8/74 ™W 707 Over lonian Sea Aft baggage compartment High-order explosion; 88 Kkilled, -
aircraft lost
213175 PA 747 In air, Burma Lavatory (suicidal Extinguished by crew; minimum Petrol and butane
passenger set fire) damage
12/19/75 - Alouette  On ground Near fuel tank $10,000 damage to aircraft Blasting caps
Helicopter
712176 EA Electra Parked next to fence External, near right Explosion and fire destroyed main Dynamite (8-10
landing gear fuselage sticks)
715176 - Helicopter ~ On ground External, under tail Extensive damage Dynamite

SOURCE: FAA Civil Aviation Security Service

Table 65.-location of Explosions Aboard Aircraft, 1949-76

Worldwide U.S. aircraft
Location of explosion Number  Percent ~ Number  Percent
stowed . ............ 13 21 21
Baggage........... (8) - (4) -
Cargo or freight. . . . () - - -
Ground attack. . ....... 5 8 4 21
External attachment. . . . . 7 1 3 16
Passenger or crew
compartment. . ... .. 33 52 42
Lavatory. .......... (lo) - (4) -
Passenger compartment  (19) - (2 -
Cockpit. . . ......... 4 - 2 -
Unknown. . . . ... ... .. 5 8 0 0
Total .. , .. , . . . . 63 100 19 100

SOURCE. Data supplied by FM Civil Aviation Security Service.
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Table 66.-Explosions and Devices Found at U.S. Airports, 1972-75

(late Airport Location Effects Comment Device
3/7/ 72 Kennedy Cockpit of TWA 8-707 No explosion Detected by dog c-4
318172 Seattle Baggage compartment (UAL  No explosion Extortion attempt; timer Gelatin dynamite in aerosol
flight) stopped cans, blasting caps
11/19/72 Denver Attache case carried by No explosion Individual stated intent to 8 sticks of dynamite
individual blow up plane

3/24/72 San Carlos, Calif.

12/1172 Grand Rapids,
Mich.
12/31/72 Austin
3/20/73 Los Angeles
3/29/73 Milwaukee
8/9/73 Los Angeles
1 1/30/73 Nashville
3/1/74 Kennedy
7121174 New Orleans
8/1/74 Kennedy
8/6/74 Los Angeles
8/9/74 Johnstown-
Camoria, Pa.
8/26/74 O'Hare
9/16/74 Boston
3/15/75 San Francisco
3122175 Honolulu
3/27/75 Kingsford, Mich
7122175 Tampa
10/17175 Miami
10/20/75 Miami
11/6/75 Buffalo
11/27175 Miami
12/29/75 La Guardia

Hanging from belly of
helicopter

Paper towel container in

terminal

Concession area

On runway during approach
of Continental Airlines plane
Locker

Locker

Locker

Locker
(unknown)

Cargo building

Locker
Hangar

Men's room
Airline baggage room

Near ticket counter

Lost & found baggage area
Storage area

Baggage cart

Locker

Dominican Airlines office

Baggage claim area (2 bags)
Bahamasair aircraft. Behind

wall panel in lavatory
Locker

Hole in ground at remote
location
No explosion

Moderate damage
None

1 injury-moderate damage
Did not detonate

Did not detonate

3 injured—-moderate damage
No explosion

No explosion

3 killed, 34 injured
Hangar and aircraft destroyed

Commode damaged
Substantial damage

Minor damage

Oid not detonate

No explosion

1 injured

Lockers and ceiling destroyed
No explosion

No explosion

No explosion

11 killed, 70 injured;
substantial damage

Removed by police

Device extinguished after
emitting smoke

Thrown by individual on field
Extortion attempt

Extortion attempt/located
by dogs

Extortion attempt

Removed by bomb squad

Removed

Bomb was in an unclaimed

suitcase destined for Tel Aviv

Removed

Discovered by janitor;
disarmed by bomb squad

3 sticks of dynamite, timer and
detonators

Incendiary (gasoline)
Molotov cocktail

Smokeless powder, timer,
initiator

3-in long bamboo with powder
and fuse

Cardboard container with
explosive powder, fireworks
fuse

Probable incendiary (in 55-gal
drum)

Probably firecrackers
Incendiary (?)

Probably firecracker
Crude pipe bomb

Firecrackers

Time bomb

Checked bags unclaimed after Black powder and gasoline

flight; timers turned off
(inadvertently)
Removed

Dynamite and RDXa

apaa estimate Other agencies disagree with this assessment

SOURCE FM Civil Aviation Security Service
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Table 67.-Results of Clvil Aviation Security Program Passenger Screening

1972 1973 1974 1975
Passengers (millions) . . . . . . . . ... ... 192 203 201 202
Passengers denied boarding. . . . . . . .. . .. 8,265 3,459 2,663 (@)
Referrals to law enforcement . . ., . . . . @ @ (@ 12,270
Persons arrested. . . . .. ... .. e 3,658 3,156 3,501 2,464
Aviation offenses detected
Carrying weapons or explosives aboard aircraft . . . 774 736 1,147 1,364
Giving false information . . . ................ 244 658 1,465 227
Weapons detected
firearms. . .. ... ... 1,313 2,162 2,450 4,783
Explosive devices , . ..................... 13 3,459 14,9280 158
Ammunition, fireworks. . .. ............ .. @) @ @ 17,047
Knives . ... ... , 10,316 23,290 21,468 46,318
Other. . ... 3,203 28,740 28,864 55,830
3Data not collected in this farm.
OThis figure rs a prece count which inciudes firesworks and ammuntion.
SOURcmr. Second. and Third Semi-Annual Reports 10 Congress on the ENfect of gar S g f . FM Civil Aviation Secunty

Table-68.-Pramatura Detonation Statistics

Year Incidents Injuries Deaths
1974 ... e o029 3l 1
1975 .., oo 3T 53 2
1976 ., o oo 42 42 1
1977, . ..o 29 34 2
1978, . . ..o 33 43 5

SOURCE. FBI data.
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BOMBING INCIDENTS BY TARGET

Total >roperty
Actual Actual b1 AU n_ 0 t|)amage
Target Attempted Dollar | Personal
Bombings EXplO. kend. | Explo. | Incend. | Value) Injury Death
TOTAL 2,044) 893 758 236 157 1,886 563| _207 24
ResiDENCE. . . . ... ... ......
Private Residence 110 232 25 53 631,544 17 e
Apartment House 61 11 41 2 7 278, 140 12 1
Other Private Property 79 55 20 4 20,992 2
Commercial Operations. . . . .. . .. 45a
Commercial Building8uilding 356 143 143 43 27 i, 321, 325 18 1
Office Building 38 16 13 4 5 689,075 o e
Insustrial  Building 30 17 7 4 2 268,620 1
Theater 22 9 4 1 22,400 7
Motel and Hotel 12 7 . 2 135, 600 1
Vehicles . . . . ... .. ... ... .. 257
Auto 182 84 56 29 13 134, 900 6 1
Other Vehicle 73 31 29 11 2 234,255 4 e
Aircraft 2 1 1 80,000
School Facilities. . . ... ... .. .. 187 91 69 16 11 641,948 24
Public Safety. . ............. T
Law Enforcement 69 18 38 8 5 214,310 4
Fire Department 3 - [ 2 I
Public  Utilities . . . . . ... ... .. 63 54 1 8 701. 120 3
Persons . . . ... ... ... 44 21 3 17 3 38,950 34 6
Recreation Facilities . . . . . . . . .. 38 24 S 8 1 25,980
Transportation Facilities . . . . . . . . 37 13 14 7 3 223,278 28 3
Government Property .......... 3%
Federal 10 6 2 2 R 65,900
State 8 3 3 1 1 44.150
Local 18 11 3 4 . 13,320 1
Construction Sites and Equipment. . . . 30 22 s 2 1 490,450
Telephone Facilities. . . . . . . . . .. 20 17 2 1 69,323
Other Communication Facilities . . . . 3 2 1 9,000
Military ~ Facilities. . . . . . ... .. , 19 8 2 s 4 49,842
Churches. . . . ... ... ... .... 15 5 8 1 1 97,200
Postal Facilities and Equipment . . . . 15 8 1 3 3 623 1
Inter national Establishments. ... .. 10 6 1 2 1 113.750 2
Court Houses.............. 7 2 4 | 47 750
Medica Facilites ............ 5 1 1 3 100
Newspaper Facilities . . . . ... ... 1 1 2,500
open Area ................ 17 54 39 18 6 595 1 !
Unknown (Premature Detonation) . . . ., 29 29 3,325 31 1
Other. . . . . . . . . ... ... 21 15 3 4 216,300
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BOMBING INCIDENTS BY TARCET

To;al ’ Property
IAActua an Actual i Damage
Target Attempted Attempt (Dollar Persoral
Bombings® Explo. | Incend | Expla | Incend Value) Injury Death
TOTAL 2074 R 1| X [z |_1m 27003961 | 3% 29
Residences. . . . . . .. ... ... 582
Private Residence 384 115 199 24 46 398,586 28 18
Apartment House 7 27 36 10 4 284,470 19 2
Other Private Property 121 92 20 8 1 37,365 e e
Commercial Operations. . . . . ... . 485
Commercial Building 387 214 108 2 23 4,465,308 90 20
Office Buildin 39 25 7 1 679,380 6
Industrial Bui?ding 37 22 6 3 14, 528, 588 7 1
Theater 12 9 : 1 ,300
Motel and Hotel 10 S 4 1 20,160
Vehicles . . , . . . . . ., . . ... 273
Automobille 201 96 54 R 19 191, 059 9 2
Other Vehicle 69 37 16 13 3 1,049, 145 1 1
Aircraft 3 1 2 10, 000
School Fecilities . . . . .. ... .. 165 87 40 18 12 833, 8
law Enforcement. . . . ... ... .. 76
Building 22 12 7 1 2 313, 225 1 1
Vehicle 3 11 12 7 3 30, 8 4 o
Other 21 8 8 4 1 9, 860 S 1
Government Property. . . . . . . . . . 62
Federal 24 14 4 S 1 334,300 o
State 1 7 2 1 101, 100 2
Local 27 16 7 1 84,284 e
Persons . . . ... ... ...... 43 28 4 12 1 59,625 29 10
Public Utilities. . . . . . . . ... .. a1 33 1 6 1 1252.375
Recreation Facilities. . . . . . .. .. 3 21 4 4 4 35, 390 4
Telephone Facilities . . ., . . . . .. 26 26 13,333
Other Communication Facilities. . . . . 6 5 1 11,060
Transportation Fecilities. . . . . . . . 25 15 7 3 886,800 53 11
Construction Sites and Equipment, . . . 20 1 3 4 2 713, 000
Postal Facilities and Equipment . . . . 17 13 2 1 1 5, 840
Churches . , , . . .. ... .. ... 16 2 12 2 5,730
Military Fecilities. . . . . . . . . .. 14 4 S 4 1 154, 209
International Establishments ...... 1 10 1 87,846 4
Medica Facilities. . , . . . . . . .. 10 8 i 1 39, 300
Courthouses . . . . . . . S 4 3 1 ) 6. 515
Newspaper Facilites . . . ., . ... 1 1 100
open Area. . . . . . . .. ..., . 101 55 21 15 4 580 4
Unknow (Premature Detonation). . . ., 37 36 1 . 35, 573 u 2
Other . . . . . .. ... ... ... 26 21 4 1 24,270 2
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1976
Total ‘ Property
Actud and Actual Attempt Damage
Target Attempted (Dollar Personal
Bombings | Exple. !.ncendJ Exvlo. ! Incend. Value} Injury Death
TOTALS 1.5704 952 405 1188 S 11,265,468 212 <0
Residence . , . . . . . . . . . .. Lo 433 |
private Residence 281 82 135 26 | 38 3or, 501 13 8
Apartment House 40 15 20 2 3 622, 360 6 .
Other Private Property 112 92 7 12 1 58,976 2
Commercial Opetation. . . . . o oo 335
Commercial Building 279 136 90 31 2 3,350, 711 23 1
office_ Buildi n_? ] 21 9 9 1 2 254, 925 .. .
Industrial Building 23 13 4 4 2 612,550 2 1
Theater 7 7 13, 300 2 .
Motel and Hotel s 3 2 319,500
Vehicles. . . . .. ... .. ... 00¢60c¢ 192
Automobile 142 75 35 18 14 161,071 4 2
Other vehicle 48 25 12 8 3 126, 368 .
Aircraft 2 2 . .. .. 1,075,000 | L
school Facilities . . ... ......... 126 75 31 14 6 361,683 7
Law Enforcement. ., ... .. . a1
Building 10 6 2 1 1 4, 975 ... .
Vehicle 17 5 8 1 3 34,310 . -
Other 20 5 6 S 4 75,443 7 1
Government Property. . . . ... ... 00 38
Federa 13 7 1 4 1 5, 939
State 6 4 .. 1 1 360,005 .
Local 19 12 S 1 1 265,445 1
Persons . . . ... ........,..000 82 37 4 R 9 623, 450 59 2
public Utilities . . . . . .. S b oo 28 20 5 3 177.973 | 1 1
Recreation Facilities, . . . ... ... .. 21 15 4 2 6, 070 1 s
Telephone Facilities . . . . ... ....¢ 25 24 1 17,722
Other Communication Facilities. . , . . . 2 1 1 350
Transpotation Facilities. . . . . .. ... 14 9 3 2 29, 388
Construction Sites and Equipment . . . « « 26 21 2 2 1 566.150
Postal Facilities and Equipment . . . . . . 26 23 1 2 17.504 1
Churches . . . .......... s 10 7 1 1 1 46, 250 1
Milltary Facillties. . . . ... ... ... , 5 3 2 15, 350
International Establishments~ . . . . . . . . 10 5 4 1 150, 350 4
Medical Facilities. . . . . ... ... ... 4 2 1 * 1 625
Courthouses . . . . . . . . . ., . .. ... 5 S 1,122,030 21
Newspaper Facilities . . ... ....... 2 2 ool 1
Open Area . . . . ... ... .. v 77 48 16 8 5 1,362 9 1
Unknown (Premature Detonation). , . ., 42 2 L* 3,950 42 1
Other. . . .. .. ... ... .. ...... 20 15 1 1 3 443, 335 3 t
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T.=le 3: BOMBING INCIDENTS TARGETS, 1977

Toat ] Property
\ctual ane Actual Afte ipt ' Damage
\ttampted {Dollar dersonal
yrem 3ombings | Ex7io. | lncend.| Explo. | tacend.  Value) lnjury Death
TOTAL 1,318 367 243 118 [3 3.943, 1% 192 22
: - 292
4.,.:.;;:::“, Residence 193 36 6 13 18 188, 19 9 1
acartment House 21 9 9 1 2 3, 655 1
Ceher Private Property iU 99 4 3 2 16,130 2
e a . 282
o merers puitamg 1% | m “w | 2| s 1.%0,145 | “ 20 2
Otfice Building 28 16 3 6 . 247,775 6 t
t~tustrial Bulding 25 12 2 4 | 572,648 .
Sank 26 18 3 2 5 408,429
“veater 1 1 1 2 1 209,810
stotel and Hotet 6 § 1 651,200
Temcles . . . ... ... ... . ... - 17s
N acomobile 119 87 ] 6 221, 364 3 -
Cener Vehicle 47 23 16 H 3 191,887 . .
Aircraft 9 2 S . 2 100
Schoul Facilities . . . . . ... ... L., 1e0 70 13 12 3 546,368 5
Law Enforcement, . . . . . . . ... ... L. s
i T 13 7 2| | e g3s| 2
Vehicle H 2 2 o 1 12,200 e
Other 18 9 3 e 6 9,500 2
Guvernment Property. . . . . . . . .. .... &8
Federal 13 12 1 2 59, 428
State 1 10 1 18.250
Local 10 kX] S 2 179,140
Persons. . . .. ... ... 78 19 7 13 9 270,996 82 14
Puslic Ltilines . . . . . . ... S 2a 20 | | ] 1 189, -
Recreatinn Facuiities. . . . . . . . ... ... 17 1 2 o 1 14,128 J
Telephone Facilities . . . . . . ... ... .. 13 13 12,200 o
Otner Communicatton Facilities. . . . . . . . 1 1 300
Transpoctation Facilities . . . . . . . .. .. 23 18 2 2 1 342,300 1 1
C.mestruction Sites and Equipment . . . . . . . 32 27 H o e 356,475 e 1
Pcstal Facilities and Equipment . . . ., . . . 15 1 1 3 o 3,037
Churches . . . . . . .., .. 8 4 ! o ! 79, 560
Military Factlities IR ) 9 ¢ 1 4 400
{aternational Establishments. . . . . . . . 3 2 | - 1 2s, 300
Meuca Facis ties . ... ... . weso du bt B
Cmrthouse . . ., . . . .., .. ... . 4 q 110, 450 1
Newspaper Facilitles. | S . 2 1 1 o o 3,200
Open Area . . . . ... ............ 78 33 13 s 2 1,330 7
Unknown (Premacure Detonation) . . . . . . . 29 ™| ..., o e 7,20 34 2
R ey 29 21 3 s 139, 102 2
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7aple 31 BOMBINGINCICENTS TARGETS, 1978

Total Property
Actual ar A aal Attempt Damage
Attempte (Dollar Personal
Target Bombing Explo. | Incend | Explo | Incenc Value) Injury Death
TOTAL 1,301 _1768 | _349 108 79 .3, 161, 485 138 13
Residences . . . . . . .. ... ..., 341
Private Residence 216 23 98 11 23 547, 118 14 2
Apartment House 53 20 25 1 7 57,330 $
Other Private Property R 59 7 5 1 36,813 4 .
Commercial ~ Operatlons . . . . . . . . . .. ' 270
Commercial Building 180 lot 61 8 10 1,870,420 15
Office Building 2X 14 5 2 1,854,731
Industrial Building 30 7 7 4 2 220, 27s 1
Bank 18 15 2 1 s 114,902 0...
Theater 10 7 1 1 1 24,000 3
Motel or Hotel 1 2 2 7 75,200
Vehicles . . . . . . . .. 178
Automobile 142 7s 46 7 14 142,366 S
Other Vehicte 36 17 13 4 2 631,300
Afperft L ... .. .. P
School Facilittes. . . . . « . . - v o oo s o v 101 7s 18 4 4 877,862 8
Public Safety . . . ... 41
Law Enforcement 38
Building 1 5 H 1 ... 33,350 2 1
Vehicle 23 11 6 2 4 24,310 e
Other 4 3 1 2,500 1
Fire Department and Equipment 3 3 5,670
Government Property . . . ... ... .. ... 31
Federal 1 7 I 2 1 17, 07s
State 2 2 200
Local 18 12 5 1 51,340
Persona . . ....... ... ... .. ... 61 29 8 19 5 121,295 21 9
Public Utilities . . . . . . e e 31 21 5 H 372,800 1
Recreation Facilities . . ., . . .., ... .... 19 14 3 2 9, 785 1
Telephone Facilities . ., ........... 21 1s 3 3 9,220 1
Other Communication Facilities, ... .. y 2 1 1 17s, 000
Transportation Facilites . . . . . . . . . . .. 37 29 5 2 1 261, 950 2
Construction Sites and Equipment. . . ... .. 10 7 3 1, 28S, 450
Postal Faciiittes and Equipment . . . . . . .. 14 13 1 5,589
Churches. . . . . . . . . v v v v v i . 9 6 3 7,480
Military =~ Factlittes. . . ............. 7 5 2 26,900
Internmarional Establishments . . . . . . . . . . 7 3 1 3 12, 0sD 3
Medical Facilities . . .. ............ 3 1 2 2,060
Cute, o 3 1 2 |
Newspaper Fuctliton v 5 S 13,960
ok L 46 31 8 s a 101,035 3
Unknown (Premature Detonation) . . . . . . . . kE} kY 1 7,150 43 [
Other. . . ... .. R 3l % 2 3 112, 240 3
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Table 69.-Commercial Airliner Hijacking Statistics by Year

Hijackings U.S. Hijackings foreign

Year origin origin
1949-67 .. ... ... 9 45
1968 ... .. 15 14
1969 . ... 36 48
1970 ..o 20 50
1971 24 29
1972 . 27 29
1973a. . ..o 1 17
1974 . 3 17
1975 .. 3 11
1976 . ... 4 15
1977 o, 5 NAc
1978 ... 8 NA

3y s antihijacking measures became fully effective
by s airlines, irrespective of point of origin.
CNot available

SOURCE. FAA reportNo. FAA-RD-77-66.

Table 5.-Hijacking and Associated Bombing Costs for U.S. and Foreign Airlines by Flight Origination
(hijacker and bomber fatafftiasat$300,000 each)

U.S. originationss Foreign originations
Total costs, Enplanements,  Costperenplane- Total costs, Enplanements.  Cost per enplane-

Year No. $millions millions ment(dollars) No. $millions millions merit (dollars)
1949 .. ... 0 $0.00 18.0 $0.000 3 $ 0.23 10.0 $0.023
1950 . .. ... 0 0.00 20.7 0.000 3 0.01 12.0 0.001
1951 . ... ... 0 0.00 26.8 0.000 0.01 17.0 0.000
1952, .. ... L. 0 0.00 29.7 0.000 ; 0.61 18.0 0.034
1953 ... ... 0 0.00 29.7 0.000 0.00 20.0 0.000
1954 .. ... 0 0.00 38.2 0.000 ; 0.00 23.0 0.000
1955. . . ... ... 0 0.00 45.0 0.000 0 0.00 26.0 0.000
1956 . ... ... ... 0 0.00 49.6 0.000 0 0.00 31.0 0.000
1957. .. ... L. 0 0.00 53.3 0.000 0 0.00 37.0 0.000
1958 ... ... 1 741 53.1 0.140 6 7.07 38.0 0.186
1959 . . ... 0 0.00 60.3 0.000 6 0.33 42.0 0.008
1960 . . ... ... 0 0.00 62.3 0.000 7 0.93 48.0 0.019
1961 ........ ,o.o 4 0.19 63.0 0.003 6 1.47 53.0 0.028
1962 .. ... ... 0 0.00 67.8 0.000 2 0.07 58.0 0.001
1963 .. ... .. 0 0.00 77.4 0.000 1 0.00 64.0 0.000
1964 .. ... 0 0.00 88.5 0.000 0 0.00 73.0 0.000
1965 . . ... ... .. 4 0.00 102.9 0.000 0 0.00 71.0 0.000
1966 . . ... .. .. 0 0.00 118.1 0.000 3 0.63 91.0 0.007
1967 .. ... 0 0.00 1425 0.000 4 0.01 101.0 0.000
1968. . ......... 15 0.13 162.2 0.001 14 0.45 115.0 0.004
1969. ... ... . ... 36 0.54 171.9 0.003 48 6.59 134.0 0.049
1970. . ... ... 20 0.77 169.9 0.005 50 60.95 141.0 0.432
1971 ... L 24 1.01 173.7 0.006 29 6.43 159.0 0.040
1972, ... L 27 2.40 191.4 0.013 29 11.01 176.0 0.063
1973 ... ... L 1 0.00 202.2 0.000 17 52.06 201.0 0.259
1974 ... 3 0.93 207.5 0.004 17 29.12 216.0 0.135
1975 . ... L 6 0.38 205.1 0.002 1 0.81 228.0 0.004
1976 .. ... 4 0.68 223.3 0.003 15 18.15 247.0 0.073

Total . ........ 145 S14.44 2,858.3 S0.005 275 S196.95 2.456.0 S0.080

SOURCE BATF
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Table 70.—Possible Perpetrator Response Countermeasures to Taggant Program

Criminal Terrorist Mentally disturbed Other
Unsophis- Sophis- Disen-

Countermeasures ticated ticated Political Separatist Reactionary chanted  Vengeful Pathological Vandals Experimenters
Taggant removal . . . ... .. -a M M H L-M - - - - L-M
Fabrication of explosives. . . L H H M M L L L L L-M
Incendiary devices. . . .. .. H - L L M M M M M-H L-M
Use of blasting agents if

untagged. . . ... ... ... L H H M M L L L L M
Theft, commercial . . . .. .. M H M-H M-H L-M L-M L-M L-M - M
Theft, military . . .. ...... L L L L - - L - -
llegal sources. . . . ... ... L H H H - - - - - -
Use of explosives

manufactured before

implementation of tagging L H M L - - - - - -
Vapor seals. . . ......... - L-M L-M - L - - L - -
Other tactics . . .. ....... - L-M H H H - L-M M - -

3Unlikely to be attempted
bLmersmd»catepossibililyoi success m the attempted countermeasure L = OW. M = medium: H = high.

SOURCE Office of Technology Assessment



APPENDIX G—GLOSSARY

This glossary defines, for easy reference, some of
the terms used in this study in ways that may differ
either from normal English usage or from the tech-
nical vocabulary of the explosives industry.

ANFO. A mixture of prilled (or pelletized) ammoni-
um nitrate and fuel oil, which is the most com-
monly used “blasting agent” (g. v.). About half
the ANFO used commercially is mixed in a fac-
tory, and half is mixed at the site where the ex-
plosion is to take place. Sometimes other simi-
lar blasting agents are called ANFO.

Black powder. See “gun powder.”

Blasting agent. An explosive material that is too in-
sensitive to be detonated with a #8 detonator.
Because blasting agents are generally cheaper
to buy, safer to store, and (because of regula-
tions) easier to ship than cap-sensitive explo-
sives (gq. v.), their annual commercial use far ex-
ceeds that of any other explosive materials. The
most common blasting agent is ANFO (q.v.), but
many gels, slurries, and emulsions are also
blasting agents.

Bomb. In this study, a “bomb” refers to a device de-
signed to cause death, injury, and/or property
damage by means of an explosion. In the usage
of many law enforcement agencies, incendiary
devices (designed to cause death, injury, or
property damage by means of fire) are also con-
sidered bombs. The context makes it clear
whenever this report refers to incendiary as well
as explosive bombs.

Bombing. In this study, a “bombing” refers to an in-
cident in which an explosive device actually
detonates and causes death, injury, or damage.

Cap-sensitive. An explosive material is said to be
cap-sensitive if it can be detonated by a #8 det-
onator. Dynamites are cap-sensitive; blasting
agents are not cap-sensitive; confined gunpow-
der (q.v.) are cap-sensitive. In normal commer-
cial practice, a cap-sensitive booster is used to
detonate a non-cap-sensitive explosive materi-
al.

Catastrophic bombing. A bombing which causes
death, injury, and/or substantial property dam-
age.

Compatibility. A foreign substance (such as a tag-
gant) is said to be compatible with an explosive
material if the presence of the foreign material
does not have any deleterious effect on the per-
formance or safety of the explosive material un-
der any conditions whose occurrence can rea-
sonably be foreseen.

Criminal. Used in two senses in this study. In OTA’s
characterization of different kinds of bombers,
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“criminals” are those who have an economic
motivation for committing crimes. Elsewhere, a
“criminal bombing” is any bombing in violation
of the law.

Detection taggant. See taggant.

Device. A bomb. The distinction sometimes made
between a device and a bomb is not meaningful
in the context of this study.

Encapsulation. In the context of this study, the coat-
ing of a taggant at the time of its manufacture
with an inert material.

Explosive. In this study, an explosive material that is
cap-sensitive and more energetic than a gun-
powder (qg.v.). Typical explosives include dyna-
mites, some gels, some slurries, and high explo-
sives such as TNT.

Explosive material. A material that is manufactured
for the purpose of being exploded, generally in
a blasting or shooting application. Explosive
materials include blasting agents, explosives,
gun powders. (q.v.)

Explosives incident. In the data collection proce-
dures of some law enforcement agencies, explo-
sives incidents include stolen explosives, recov-
ered explosives, accidents, hoaxes, and undeto-
nated bombs, as well as bombings (qg.v.).

Gunpowder. In this study, the term is used to refer
to any of the propellants commonly used by
those who engage in shooting for sport. These
comprise black powder (which, strictly speak-
ing, is what the term gunpowder means), smoke-
less powder, and Pyrodex®(a black powder
substitute).

High explosive. An explosive material that is both
cap-sensitive and highly energetic.

Identification taggant. See taggant.

Incendiary. See bomb.

Permissible explosive. An explosive with a low flame
output specifically approved by the Bureau of
Mines for use in underground mining.

Powder fines. Grains of gunpowder or fragments of
such grains that are smaller than the grains of
which the gunpowder is primarily composed.

Pyrodex@. See gunpowder.

Reactivity. Two materials are said to be reactive if
mixing them under a specified set of conditions
causes a chemical reaction. If the reactivity of a
foreign substance and an explosive material ex-
ceeds a specified standard, they may or may
not be incompatible, but must be presumed to
be incompatible in the absence of information
about the nature and conditions of the chemi-
cal reaction.

Smokeless powder. See gunpowder.
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Substantial target. A person or structure as the target
of a bomb. This study uses the term because a
number of bombings are directed against mail-
boxes, open fields, or other targets suggesting
that the purpose of the bomber is to create an
explosion without causing very much actual
damage.

Taggant. A microscopic particle added to a com-
mercial explosive in order to facilitate law en-
forcement. ldentification taggants carry a code
making it possible to trace the batch of explo-
sives, and the chain of legal distribution; they
are intended to survive a bombing, be recov-

ered from the debris, and assist in tracing the
source of the explosives used. Detection tag-
gants permit a suitable sensor to detect the
presence of the taggants (and hence the explo-
sives) through suitcases, packages, etc. Tag-
gants of various kinds have been used for iden-
tification and detection purposes not related to
commercial explosives (and additional such
uses have been proposed), but in this study all
references to taggants or tagging refer to the ap-
plication of this technology to commercial ex-
plosives.
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