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be detected by measuring the absorption of gamma rays
traversing a piece of baggage. The probability of absorp-
tion of the gamma rays of a particular energy by nitrogen
nuclei is very high. Scintillators would detect the trans-
mitted gamma rays. A dip in the detected gamma rays
would indicate presence of nitrogen in the baggage.

The technique is derived from the existence of a narrow
state of excitation energy in 14N, resulting in a sharp
resonance of the cross section for the reaction 14N(Y,p)13C
producing a proton and a 13C nucleus. The gamma-ray
transition rate from the ground state of 14N to the excited
state is extraordinarily large. This means that gamma rays
of exactly the resonant energy are very strongly absorbed
by ordinary nitrogen nuclei, thus providing a unique and
clear signature of the presence of nitrogen, as opposed to
other elements.

The inverse reaction (protons on a target of 13C nuclei)
can be used to generate the probing beam of gamma rays,
resulting in gamma rays of just the right energy for the
subsequent resonance absorption. The effective size of the
source of these gamma rays can be made very small,
allowing an imaging capability. This technique has been
demonstrated to be capable of detecting nitrogen at levels
similar to FAA’s current requirements. Since the signa-
ture is unique and the gamma rays very penetrating, the
technique is impervious to attempts to avoid detection by
shielding the explosives.

Technical Description

The geometry of the NRA technique is very similar to
the familiar x-ray systems used at airports. However,
instead of a fan shaped beam of x rays, one uses a fan
shaped beam of gamma rays at precisely the right energy
to pass through the luggage (see figures A-4 and A-5).

A small electrostatic accelerator produces a proton
beam. When a beam of low energy protons, produced by
a small electrostatic accelerator, hits a 13C target, the
residual 14N is produced in the desired excited state. From
this state, high-energy gamma rays are produced the great
majority of the time (the balance being low-energy
gamma rays). At one particular angle with respect to the
proton beam, the energy of the gamma rays is exactly
what is required by the resonant absorption in nitrogen.
The beam spread depends primarily on the spread of
energy in the proton beam, the quality of its focusing, and
the thickness of the carbon target. The beam spread and
various other parameters of the apparatus have been
measured in the completed feasibility program to deter-
mine the practical performance limits of the concept.

In addition to the proton-beam/accelerator, the appara-
tus consists of a thin, cooled target and a detector array
aligned precisely to intercept the cone of gamma rays
which are emitted at the optimum angle. There are two
choices of detectors under consideration, resonant detec-

tors favored by Soreq investigators and nonresonant
detectors proposed by a group from LANL that has
cooperated with the Soreq group in the program. Each of
the schemes has its advantages and disadvantages and a
clear choice is not obvious at this time. The nonresonant
detector is much more efficient and is commercially
available, but must sort out resonant absorption (specific
to nitrogen) from a nonspecific background. The resonant
detector needs developmental work, has lower inherent
efficiency, but produces a more unambiguous signal.

Measurements have been made, both with a non-
resonant detector (a commercial BGO scintillator) and
with a resonant detector array. In both cases, luggage with
simulated explosives was passed through the beam of
gamma rays in front of the detectors. Images were formed
by computer reconstruction of the data from the detectors,
creating an array of pixels. The total nitrogen was
obtained by summing over all the pixels. When the total
nitrogen content was above some critical quantity, an
image was constructed to give the distribution and
location of the nitrogen. Explosive samples were detected
with very small amounts of nitrogen, either in blocks or
sheets and hidden within a radio. Impressive images of
simulated explosives have been obtained, using computer
image-enhancement techniques. The experiments that
were performed have been used to design potential
prototype systems that would be able to handle the FAA
requirements for an airport luggage inspection system.

Potential and Shortcomings

The NRA system may have considerable potential for
the FAA luggage explosive detection system (EDS)
mission. It appears to have the needed sensitivity and
spatial resolution and it measures nitrogen unambigu-
ously. However, like the current version of TNA, it does
not measure anything but nitrogen.

The major choice that needs to be made at this time is
the level of investment in this technology and the program
emphasis for the immediate future. The question is,
should the program be aimed at demonstrating this
technology in the near term with a pre-prototype device,
based on currently available hardware, that can be
operated in an airport environment, or should the program
be aimed at assessing the ultimate potential of this system
(higher sensitivity with low false-alarm rate) in the long
term, or should money be made available for both?

Even if a major program based on this technology were
to be initiated, it would take about 2 years to demonstrate
the technology in the field and another 2 or 3 years before
an optimized system could be made available to the
airlines. At best, this could be cut to 3 years on a fast-track
high-risk (probably greater than about $10 million)
program, directed immediately at an advanced perform-
ance system.
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Figure A-4-Resonant Absorption of Gamma Rays
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There are no good estimates of the cost, size, weight,
and operating parameters that could be expected from
such a system and a paper study aimed at determining
such parameters under various technology assumptions
could be valuable. In making a cost comparison with the
TNA system, the NRA’s accelerator will most probably
be significantly more expensive than the current isotopic
source for TNA. Some of this increased cost maybe made
up by less expensive shielding (since gamma rays are
easier to shield than neutrons, and the 1.747 MeV protons
have too low an energy to induce much radioactivity in the
apparatus) and a cheaper detector system. The resonant
absorption technique is one of the more promising

advanced technologies and such a study could quantify its
potential.

Associated Particle Production

Sponsor: FAA Technical Center—DOE at Los Alamos
National Laboratory, previously sponsored by
TSWG.

Status: Early Research.

Basic Operating Principles

The technique uses high energy (14 MeV) neutrons and
3 MeV alpha particles from a deuterium-tritium reaction.
The direction and timing of the alpha particles are
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Figure A-5-Resonant Absorption of Gamma Rays
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measured to determine uniquely the direction and timing
of the neutrons. The timing and energy of the gamma rays
that result from the interaction of these neutrons with the
nuclei of the examined object are also measured. By
combining the gamma-ray data with the alpha-particle
and time-of-flight information, a three-dimensional map-
ping of the carbon, nitrogen, and oxygen in the baggage
may be obtained. The spatial resolution of this system
should be adequate to see small explosives.

This technique is another one that has the potential to
provide an unambiguous and spatial determination and,
consequently, should be highly effective for detection.
Preliminary experiments have been performed at LANL
with promising results, but fielding this technology would
not be likely for many years.

Nitrogen-13 Production-Positron Emission
Tomography

Sponsor: DARPA, in cooperation with Sandia National
Laboratories, supporting Titan Corp. (Spectron
Division).

Status:

Funding;

Funded demonstration program.

$2.83 million over three years, of which $1.78
million went to Titan from DARPA, and $1.05
million went to Titan from Sandia.

Basic Operating Principles:

In this technique, a gamma-ray beam activates the 14N
isotope 8 in explosives to an excited state of a radioactive
isotope of nitrogen (13N). A neutron is also emitted, which
is not important for this application. The reaction is:

gamma-ray + 14N = 13N* + n.

Following activation, the nitrogen-13 isotope decays with
a ten-minute half-life, emitting positrons (the positively
charged antiparticle of an electron). Each positron
immediately annihilates with an electron in the region,
producing two back-to-back 511-keV photons that are
detected by scintillation counters.

The gamma-ray beam is produced by a specifically
designed radio-frequency linear accelerator (RF-LINAC).

81U m~e, over w percent of nitrogen exists ss the isotope 14N with the balance befig 15N.
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The accelerator first produces an electron beam of about
14 MeV energy. The electrons then strike a tantalum or
tungsten target and produce gamma radiation with a
maximum energy equal to that of the electron beam. The
gamma rays interact with explosives and activate the
nitrogen via the above photonuclear reaction.

One advantage of this approach is that, by tracing back
the paths of the two 511-keV photons, one can achieve
excellent spatial resolution, perhaps on the order of a
centimeter or so in each dimension.9 The ability to image
will be vital in order to eliminate background coming
from those few isotopes that might confuse the picture.10

A final assessment on how well this system can get rid of
background awaits the testing of a prototype.

One of the features of this system is that, because of the
10-minute half-life of the radioactive nitrogen isotope, the
irradiation and detection stations can be separated,
reducing background problems and simplifying detec-
tion. Further, it is easy to have multiple detector stations
for each radiation source (the accelerator). It is proposed
to use this system in tandem with standard x-ray seaming
or tomography equipment to achieve high resolution.

Status

This technique, designated by the vendor as Explosive
Detection Using Energetic Photons (EXDEP), has been
experimentally checked in the laboratory for detection of
buried mines. A demonstration system is currently under
construction at Titan for testing in realistic situations. An
aggressive program aimed at the FAA mission would
probably require about 3 to 4 years, and $5 to $10 million.
As with other energetic particle beam concepts, the
accelerator, its cost, size, and shielding requirements are
major issues.

Pulsed Neutron Backscatter (PNB)

Sponsor;

Status:

Funding:

Commercial development to date by PEN-
ETRON, InC.

Some laboratory measurements made to verify
concept

Proposal submitted to FAA under Broad
Agency Announcement.

Basic Operating Principles
The PNB concept is based on the fact that fast neutrons

will interact frequently with light nuclei by elastic
collisions (roughly equivalent to billiard balls bouncing
off each other). Since the collisions are elastic, there is no

change in the structure of the nucleus; rather, the neutrons
scatter in particular directions with unique reduced energy
determined by the mass of the nucleus hit. Thus, by
measuring the energy of the scattered neutrons, the
nucleus that had been struck can be identified.

Two physical phenomena are used to detect and
analyze remotely concealed substances, such as explo-
sives and narcotics. One is Neutron Elastic Back Scatter
(NEBS) and the other is Neutron Resonant Elastic Scatter
NRES).

In NEBS, carbon, oxygen, and nitrogen all produce
different back-scatter velocities. The intensity of the
back-scattered signals contains information on the
amounts of an element present, while the ratios between
the signals from various elemental nuclei scatterers
indicate the chemical composition of the substance. The
system is optimized for explosives by its choice of energy.

The back-scattered neutron energy is measured by a
large array of detectors using the neutrons’ “time of
flight” (i.e., the time of arrival of the neutron allows the
device to infer the velocity, which is simply related to its
energy). The measured energy spectrum then produces
characteristic peaks for the specific elemental nuclei.
From a knowledge of the elastic back-scatter cross
sections at a given energy and the relative height of the
peaks, the ratios of the elements are determined. Explo-
sives have unique ratios among their carbon, nitrogen, and
oxygen quantities. These are signatures” by which they
can be distinguished from other materials. Access from
only one side is needed to carry out the examination.

In NRES, the incident neutron energy is varied first to
excite a resonance peak due to nitrogen, and then to a
nonresonant energy. Both energies are in a region where
there are no resonances for either carbon or oxygen. The
use of a resonant technique to highlight the signals from
nitrogen while retaining carbon and oxygen signals has
been demonstrated. Two complementary and simulta-
neous techniques would then be used to identify target
elements; in combination, high detection probabilities
and low false-alarm rates may be feasible.

The system has some limited capability of separating
signals from different locations along the path of the
neutrons. Signals from different depths will produce
smearing of the time-of-flight spectrum. Time-gating of
the arriving neutrons should produce depth measurements
as well as sharpen the spectrum. The ability to separate
these signals has yet to be established experimentally, but
PENETRON claims that analysis shows that separation
should be achievable.

% the related medical technique of positron emission tomography, resolutions on the order of millimeters are achieved. In the case of explosive
detection in baggage using the proposed system thick NaI crystal detectors, which limit spatial resolution, will be needed for high efllciency.

l%e developers propose to couple this technique with an x-ray system that would give a second resolved image tO tid hl diSWShhlg bem~
nitrogen and the sources of background.
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Laboratory measurements have been made utilizing a
Van de Graaff accelerator at the University of Kentucky,
with typical materials characteristic of explosives, narcot-
ics, and several common materials indicating promising
results. A definitive proof-of-concept demonstration re-
quires the use of a dedicated facility.

Status

Promising laboratory experiments have been per-
formed to verify the proposed scheme. A proof-of-
concept program is needed to determine the difficulty of
making the required measurements in a realistic material,

in which different substances are mixed. This concept
uses relatively low-energy neutrons and, consequently,
the shielding requirement would be moderate. The
accelerator technology also appears to be within sight. It
is claimed that this technology should be amenable to
extrapolation to the large cargo container problem en-
countered in freight hauling.

This concept is covered by several patents issued to Dr.
Henry Gomberg and Dr. Marcus McEllistrem. The
patents are assigned to PENETRON, Inc., a joint venture
of Ann Arbor Nuclear, Inc. and the Environmental
Research Institute of Michigan.
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X-Ray-Based Detection Systems

Sponsor:

Status:

Funding:

Standard X-Ray Scanners

Commercially developed and available from
several vendors, such as EG&G Astrophysics,
Siemens-Heimann, and American Science &
Engineering (AS&E).

In serial production, both domestically and
abroad.

Developed through private funding. Unit cost
approximately $20,000 to $40,000.

Basic Operating Principles

The standard airport hand-baggage scanner has a
fan-shaped or scanning x-ray beam that is transmitted
through the object to be inspected. The absorption of
x-rays is usually measured by a line of detectors, and a
high-resolution image, derived from the degree of absorp-
tion of the beam, is produced. The image depends
primarily on the density of objects located in the bag along
the beam of the x-ray. These devices cannot distinguish
between a thin sheet of a strong absorber, such as a metal,
and a thick slab of a weak absorber. Simple x-ray systems
rely on humans to serve as pattern recognition devices; in
the absence of advanced computer pattern recognition
techniques, they are very dependent on human factors,
i.e., the training and quality of the observer.

X-ray scanners come in single- or two-view versions,
with the two views being orthogonal. X-ray scanners
present their images in shades of gray (as many as 80
shades depending on the degree of absorption), or in
“pseudo-color,” where colors are used to produce an
artificially enhanced visual presentation.

Dual- or Multi-energy Scanners

Sponsor:

Status:

Funding:

Commercially developed by several vendors.

Commercially available. Several vendors
make such equipment, such as Siemens-
Heimann, and EG&G Astrophysics.

Commercially developed, unit cost less than
$1OO,OOO.

Basic Operating Principles

Dual-energy systems are really two x-ray systems,
whose beams are generated by sources that peak at
different energies, producing two independent pictures.
The higher energy view suffers less absorption. While
areas of heavy elements are dark in both views, areas of
light elements are darker in the lower energy view. By
comparing both images, light elements such as carbon,

nitrogen, and oxygen may be emphasized. In this way, it
is possible to determine whether a given object is made of
a light or a heavy element.

Multi-energy systems are essentially the same except
that they have a single x-ray tube that transmits a broad
spectrum of energies. Detectors are used to select specific
energy regions. Both systems produce effectively the
same result.

Technical Description

This technique cannot distinguish among the light
elements (e.g., tell nitrogen from oxygen from carbon).
However, it can overcome the countermeasure of hiding
explosives behind an object made of a heavy element
(unless enough material is present to absorb the entire
beam-corresponding to approximately 8 to 10 mm of
steel), which standard x-ray scanners cannot.

These devices are technically identical to simple x-ray
scanners, except for the dual energy and image feature.
The systems use color to separate the image into organic
(light elements), inorganic (usually heavy elements), and
opaque materials (a lot of heavy element matter). For
instance, the EG&G E-Scan system assigns the color
orange to organic materials, which might include explo-
sives. Some proponents believe that this use of color is a
big help to an operator’s ability to detect explosives.

Sponsor:

Status:

Funding:

Backscatter X-Rays

Commercially developed by AS&E.

Commercially available from AS&E. Com-
puter algorithm currently under development
for automatic detection of explosives.

The Model 1012/10122 systems are available
for $60,000 to $100,000 per unit either as a
single (101Z) or dual (101ZZ) view system.

Basic Operating Principle

The AS&E backscatter system scans a pencil beam of
x-rays across the object and makes two images: the
normal transmission image, created by a single detector
on the opposite side, and a backcatter image, created by
a large area detector on the side of the entering beam. A
single energy x-ray beam is utilized. A two-sided version
of this system with two identical x-ray beam systems
makes backscatter measurements from opposite sides of
the object to enhance the backscatter penetration capabil-
ity of the system.

The transmitted beam provides a typical x-ray image
showing primarily the absorption by heavy elements. The

–78–
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backscatter signal intensity depends on how much of the
transmitted beam has been absorbed, how much is
backscattered, and how many of the backscattered x-rays
reach the backscatter detectors. The backscatter signal
depends on the competition between photoelectric ab-
sorption and Compton scattering. The photoelectric cross
section increases with the atomic number of the object z,
while the Compton cross section is relatively independent
of atomic number. Therefore, the resulting backscatter
signal favors the low Z elements, with particular emphasis
on low Z elements of high density, such as plastic
explosives. Backscatter imaging provides a direct meas-
ure of the density of elements with low atomic number.

Technical Description

The AS&E system produces two independent x-ray
images: an x-ray transmission image emphasizing the
high Z elements, and an x-ray backscatter image empha-
sizing the low Z elements. The system utilizes a propri-
etary Flying Spot technique, which sweeps a small pencil
beam of x rays across the object to generate each line of
image data.

A single large solid-state. transmission detector meas-
ures the x-ray absorption by integrating the detected x-ray
flux over time. The Flying Spot scanning beam technol-
ogy is required for efficient scatter imaging. Because only
one small area is illuminated by the pencil beam at any
instant of time, all detectable backscatter must come from
that pixel. A large solid-state detector measures the
backscattered x-ray signal, again with time integration of
the detected backscattered flux. By comparing the two
images, the operator can make judgments about the
composition of regions of high density, which may help
detect and identify threatening contents of a bag.

Currently, AS&E is implementing a computer algo-
rithm for automatic detection of explosives with the aim
of achieving a high probability of detection and a low
false alarm rate for explosives. The automatic detection
scheme is based on an algorithm that compares properties
of object bag images against acceptable thresholds. The
system builds a database of acceptable histograms by
observing and “learning” the characteristics of a large
variety of bags. An algorithm sorts and combines the data
for online comparison with acceptable values. The AS&E
system “learns” the characteristics of bags in a manner
similar to the learning part of the TNA system.

Potential and Shortcomings

Implementation of the automatic detection algorithm
has proceeded slowly in the past, supported only by
company funding. However, the FAA has recently funded
the completion of development and initial field testing of
this system. Field testing is scheduled to begin within a
few months. Although the automatic detection of simu-
lated explosives has been demonstrated, to date there have

been no definitive field tests of the effectiveness of the
system. If this scheme is successful, it will be easy to
retrofit to existing AS&E systems. The company states it
can produce these systems at a rate of about 200 to 300 per
year.

Computerized Tomography (CT)

Sponsor:

Status:

Funding:

X-Ray Scanners
Commercial development with some support
from the Army and FAA

Pre-prototype system demonstrated by Ima-
tron, Inc. to FAA in June 1989; Imatron claims
a prototype is being readied for airport testing
in the near future.

The cost of these systems will probably be of
the order of $500,000 to $600,000.

Basic Operating Principles

This system is an adaptation of a compact, fast, mobile
medical CT scanner, which Imatron has developed for the
U.S. Amy. This concept utilizes a conventional x-ray
scan projection to locate areas with sufficient density to
represent a threat. In addition, multiple detectors, placed
on a rotating circumferential element around the object,
measure the transmitted signal from a fan beam that
traverses it (as in standard CT devices). The density at
each location along the path of the beam can be
determined, with the rotating action giving the informa-
tion to provide a complete two-dimensional slice. The
inspected object is moved through the detector/beam
station by means of a conveyor belt, providing the third
dimension, i.e., multiple slices, for an image that then can
be viewed from all angles by computer projection
techniques. This technique also has very good spatial
resolution (a few millimeters).

Technical Description

This system operates and looks very much like the
medical CAT (computerized axial tomograpy) scanner
from which it was developed. Imatron’s niche in the
medical CAT scan business is the field of very fast
scanners, as well as portable systems designed for army
field use. The explosive detection device was adapted
from this work.

The system first produces an x-ray scan similar to the
conventional airport x-ray scanner. An automated inspec-
tion algorithm determines the locations within the bag-
gage where the absorption indicates a suspicious area;
cross-section CT slices then need to be made to determine
the density, texture, mass and shape of the object.
Dual-energy CT, a theoretically possible, although not yet
implemented option, would also provide information on
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atomic number. If no high-density areas are detected, a
single slice through the bag is made to look for any sheet
explosives that may not have been seen in the projection
scan. Since the CT scan produces true cross section slices,
it is able to identify objects that are surrounded by other
materials or hidden by innocuous objects. When alarms
are encountered, the CT Scan operator can make further
slices to reveal size, shape, mass and make-up of the
suspect object. Three dimensional rendering may also be
applied.

The Imatron CTX 5000 uses color coding to highlight
possible explosives. The spatial resolution may be good
enough to locate wires, detonators, or related bomb
components.

Potential and Shortcomings

The current claim for throughput is 360 bags/hour,
which is too slow for current FAA requirements. This

throughput is calculated assuming an average of 2.5 slices
per bag. Only field experience can establish what the real
requirements will be. Since this limit derives from limits
on speed of computation, it is possible that future
computer improvements (which are coming very rapidly)
will sufficiently increase the speed of the system. The
current aperture diameter is 63 cm, which is too small for
some bags. Future versions will have an 80-cm diameter
aperture, according to the vendor. The ability to resolve
explosives using only density information was investi-
gated at LAX by CT scans of 900 checked bags and 100
bags with simulated explosives in a FAA sponsored test
in 1988. The results were encouraging to the vendor.
However, more precise data, including detection prob-
abilities, false alarm rates, and throughput will have to be
determined through more extensive tests. Unit cost is
estimated by the vendor to be around $500,000 to
$600,000.
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Vapor Detection Systems

Sponsor:

Status:

Funding:

Gas Chromatography With
Chemiluminescence

Federal Aviation Administration (FAA) Tech-
nical Center; Department of State; both sup-
porting contracts with Thermedics, Inc.

Hand-held unit is in production for U.S.
Department of State and other buyers. Proto-
type for “walk-in” style of detector for airport
concourse security is being built for FAA but
is not yet formally tested.

Approximately $7 million from the Depart-
ment of State since 1985 and approximately $5
million from the FAA since 1984, plus some
private funding ($6 million) from Thermo
Electron Corp., the parent of Thermedics.

Basic Operating Principle and Goals of Concept

These devices use gas chromatography, a fully mature
technology, to separate a sample of molecules from a
carrier gas and to isolate molecules of different chemical
compounds from each other. The sample is taken with a
portable hand-held collection unit that heats up the
sampled surface with infrared lamps and sucks air from
near the surface.l Heating is important, since vapor
pressure increases by a factor of 10 for every increase of
10 ‘c.

The sample is then injected into chromatographic
columns, which consist of thin tubes lined with a material
that absorbs or dissolves the molecules of interest, thereby
retarding their passage through the column. Different
molecules are slowed to different degrees. The material
with the least affinity for the column substrate will go
through fastest and those with increasing affinity will
traverse the column in longer times. Residence time
within the column can be adjusted by varying such factors
as column length and temperature. Furthermore, since
different materials are released from the column at
different times, this technique allows mixtures of material
to be resolved. With proper calibration, the residence time
of a given type of molecule within a given column is
predictable and can be used to identify the molecule.

At the termination of the separation process, column
contents are heated to pyrolyze the explosive compounds
into fragments, among them nitric oxide (NO). The

chemiluminescent reaction of nitric oxide with ozone (O3)
is well known2 and yields photons that can be detected by
conventional means3. This signal is analyzed by a
microprocessor to determine if it meets predetermined
criteria for alarm. The timing of photon detection can be
used to identify those explosive compounds present, since
each compound has a characteristic speed of migration
through the column.

While this strategy relies on familiar instruments and
well-known chemical reactions, it is by no means an
insignificant task to perfect the operational parameters so
that minute quantities of material can be successfully and
reliably recognized within a few seconds. Through a
proprietary combination of column lengths and tempera-
ture cycles, the manufacturer of this device, Thermedics
Inc. of Woburn, MA, claims to be able to detect plastic
explosives rapidly. Independent tests have also shown
that the device has this capability. The company also ran
tests that appear to show that their walk-in booth, based
on the same technology, responds to plastic explosives
hidden under one layer of clothing.

Technical Description

The only difference between the hand-held and walk-in
models is the sample collection step. In the walk-in
device, an individual to be tested stands in a booth where
air is vigorously blowing. The velocity of the air is
sufficient to cause at least the outer layer of clothing to be
agitated. Simultaneously, the subject’s skin and clothing
are warmed by infrared heaters. This facilitates the escape
of any target molecules. The air currents are collected
through a series of funnels positioned in a vertical array
in the back of the booth.

The hand-held device consists of two units: a testing
unit and a collector. The testing unit is about the size of
a 55-gallon drum and contains the chromatographic
columns, chemiluminescent reaction chamber, and all the
display instrumentation. The collector, which is about the
size of a large hand-held vacuum cleaner, contains a
suction device and is adapted to be placed against or near
an object to be tested. The head of the collector unit
includes a heat source and appropriate ducting to direct
the resulting air stream onto a preconcentrator. This unit
consists of a high surface area substrate made of a material
onto which active molecules (which would include any
explosives) in the air stream attach themselves while inert
materials are blown past. At appropriate intervals, mole-

l~e walk-in portal unit ~ples quite differently and is discussed separately. Except for the sampling, the two units are eSSen~y tie sine.

2P.N. ~OU@ and BA. Thr& “Mechanism of Cbemilumine scent Reaction Between Nitric Oxide and Ozone,” Trans. Faru&zy Soc., 63,915 (1967).
3SCZ U.S. patent No. 3,763,877  issued Oct. 9, 1973 entitled “Fluid Flow COntIOl System.”
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cules are released by warming the preconcentrating
device. For the hand-held device, this operation is
performed after the device has been clamped into the
testing unit.

The expelled gases pass through a series of chromato-
graphic columns specially designed to facilitate separa-
tion of the target molecules from the carrier gas and from
each other. The chemiluminescent reaction is performed
on the columns’ effluents. Lights on the operator’s panel
indicate which, if any, explosive has been sensed. A more
informative display is also available in the form of a video
monitor, which shows the chromatogram (a chart on
which the time of arrival for each compound appears as
a peak) as well as a hard copy from a thermal printer.

Potential and Shortcomings

Opinions on the merits of this device vary considerably
with the customer. This device is one of the few sniffers
on the market that claims to be able to detect pure plastic
explosives. In a maintenance-plagued test of a prototype
device conducted on real luggage in February 1989, the
FAA reported that the hand-held system did not perform
well. 4 However, more recent tests, both in the United
States and abroad, including some in an airport environ-
ment, have produced far better results. Further FAA
testing has been done, but the results have not yet been
released.

The experience of the State Department has been far
more positive. The State Department was interested in a
different set of criteria than was the FAA. High through-
put was not as important in the State Department’s
application as it is in an airport environment. State was
also willing to accept a higher percentage of false
positives because the inconveniences associated with
such readings were less serious for their purposes. They
wanted a device that could be easily operated by
technically unsophisticated foreign nationals. For these
reasons they were attracted to the Thermedics products.
Tests conducted for the State Department showed certain
maintenance problems (apparently resolved now) but
confirmed the sensitivity of the device to plastic explo-
sives and concluded that the device had promise. One
foreign country, investigating this device for purposes
and using methods not originally envisioned by the
manufacturer, has reported very favorably on its perform-
ance. In December of 1989, they were given the use of a
Thermedics machine for a few weeks and they proceeded
to try it out in every possible environment: airports,

harbors, border crossings, and post-blast forensic work.
They were impressed with the machine’s ability (unique,
in their opinion, among the “sniffers” they had tested) to
respond accurately to the plastic explosives. They found
the machine insufficiently rugged, in its current state of
engineering, and too slow to operate effectively in a high
throughput situation such as the baggage area of an
airport. However, significant improvements have recently
been achieved and field testing within the past year has
shown far superior performance with respect to mainte-
nance and operation. The ability of this device to identify
an explosive was superior to that of other analytical
techniques now used. Several other countries have also
tested this device, and a number of foreign sales have been
made, some for airport use.

The hand-held device is in commercial production and
sells for about $150,000 (including an extra chemistry
module) under the tradename EGIS II.

The device operates remarkably quickly for a gas
chromatography. The gas traverses the chromatographic
column very quickly and subsequent signal analysis can
be completed in about 30 seconds. Some customers find
this speed acceptable, but current performance of the
walk-in booth (due to slow sample collection time) would
not meet FAA concourse throughput requirements unless
several units were operated in parallel, or a completely
independent prescreening technique were used, or unless
several individuals were scanned at the same time.
Because it is capable of identifying which explosive
compound has been detected, this system is very useful
for post-blast forensic investigations. Some tests have
also shown an increased effectiveness using the wipe-
down technique: wiping a suspect objector person with
a paper cloth, and then sampling the cloth.

Information on the current sensitivity of this device to
interferants and false alarms was not available, although
tests on earlier units found false alarms due to local
contamination to be a problem. The manufacturer asserts
that the current production devices have very low
susceptibility to interferants. Another problem might be
that the chemiluminescent reaction is reported to be not
particularly sensitive. However, the sampling and collec-
tion of these machines is very efficient. Furthermore, the
technique is quite selective relative to other vapor
detection techniques, allowing the detector to operate at
sensitivities that appear to be competitive with these other
methods.

A~e  manufac~er  claims that this test is not representative Of the perfo rmance  of tbis device and that the current model performs better. Furtber,
some problems were claimed, also by the manufacturer, to be due to cross-contamination in the FAA’s laboratory rather tban to the machine’s
performance.
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Gas Chromatography With Electron Capture

Sponsor:

Status:

Funding:

Detector (GC/ECD)

FAA
U.S. Navy
Canadian Government (for development work
by Canadian firms)

Workable machines are in production by sev-
eral manufacturers; R&D is being done to
improve selectivity and trapping, to expand the
range of explosives to which the device is
sensitive, and to develop improved walk-
through device.

About $1 million over the last 3 years.

Basic Operating Principles and Goals of Concept

This equipment tests for low volatility, high electro-
negativity substances. Like the chemiluminescence de-
vice described above, these machines also make use of a
chromatographic column as a first step to physically
separate explosive molecules from other components of
a gas stream. The detector, however, is quite different. A
small radioactive source ionizes a gas mixture to form free
electrons that flow towards an anode, thereby creating a
constant current. Molecules emerging from the column
are mixed with these electrons. Being quite electronega-
tive, the explosive molecules will “grab” some of the
electrons. Fewer electrons will then be available to flow
towards the anode, and this effect is sensed as a decrease
in the current. Microprocessors analyze this change to
determine if it meets predetermined criteria for an alarm.

Several configurations of this detection strategy are
commercially available and have found wide use through-
out the world.

Technical Description

In a typical electron capture device--for instance, the
Ion Track Instruments Model 97—an air sample is
aspirated into the detector and impinges on a membrane.
Air and many contaminants (most critically, oxygen,
halogens, and water vapor, which would foul up the
detector downstream) are thereby separated from the
molecules of interest, which diffuse across the membrane
into a stream of argon gas. This stream is then directed
into a pair of chromatographic columns. This device,
however, uses two parallel GC columns, one coated with
a chromatographic substrate known to retard polar
(electronegative) materials such as explosives com-
pounds and the other coated with a nonpolar substrate.

In the electron capture detector, the effluent from each
of the chromatographic columns-which contains argon
gas—is piped into one of a pair of detectors where it is
irradiated with beta particles from a small radioactive
source to yield a plasma containing Ar+ and electrons. The

electrons flow towards an anode, creating a measurable
current. If highly electronegative explosive molecules are
present, they will combine with some of the electrons to
form negative anions, thereby depleting the available
stock of electrons. This depletion is manifested as a
decrease in current. If there is no change in current, or if
a change occurs simultaneously in both detectors, no
alarm is sounded. However, if a substance is delayed by
the polar chromatographic column, the detector attached
to this column will react later than the detector from the
nonpolar column. If this delay occurs within a preset time
window (typically 10 milliseconds or so) and other signal
criteria (that vary with equipment design) are met, an
alarm occurs.

Other manufacturers employ variations of this strategy.
For example, a wad of adsorbent material maybe used in
place of the membrane to separate sample molecules from
the air stream. Another variation uses a single GC column
attached to a single ECD. A microprocessor decides
whether the timing and other characteristics of the signal
are indicative of the presence of an explosive. The
Canadian firm, Scintrex, is now marketing a dual-column
device; one column is designed to respond to the
EGDN-based explosives and the other to the NG/DNT
group.

These devices are available either as hand-held units or
as walk-through models. For example, the hand-held ITT
Model 97 has been on the market since 1978 and currently
costs about $15,000. The walk-through version of this
device is sold by ITT under the tradename EntryScan for
about $30,000. Other GC/ECD products include the
EVD-1 manufactured by Scintrex (selling price for the
dual column model, widely acclaimed for its ability to
sense EGDN reliably, is about $45,000) and Scanex Jr.
from Sentex Sensing Technology of Ridgefield, NJ.

Potential and Shortcomings

The commercial models of these devices were among
those tested by the FBI in their 1988 experiments. In
general, they all sensed the higher vapor pressure
compounds but were unable to detect the plastics and
other very low volatility materials.

While ITI claims to have detected SEMTEX with their
Model 97 device, most observers feel that the device was
actually responding to a contaminant (which does not
appear to be reliably present in the material) rather than to
the explosive itself. ITI asserts that all SEMTEX tested on
the detector has shown presence of contaminants, which
it states are unavoidable residues from the manufacturing
process. Not all experts agree, however. ITI also claims
sensitivity to Detasheet (although their detector, like the
other units tested by the FBI, failed to respond consist-
ently to this material under field conditions) and, to some
degree, to U.S.-manufactured C-4. ITI claims that an
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upgraded version has improved detection capability for
plastic high explosives.

In the FBI test, vulnerability to interferants varied
among the detectors and apparently was related to the fine
points of the preconcentration and signal processing
subsystems. In the field, maintenance remains a problem.
Apparently the need to deal with an inert gas bottle, a
characteristic of all ECD devices, has been a problem, as
has fouling by airborne particulate matter. The response
time of some of these devices can be fairly slow (on the
order of minutes) although others, such as the ITI 97, have
a response time of less that 2 seconds. Some require a
prolonged (i.e., 20 minutes) warm-up time.

Current work is aimed at improving trapping tech-
niques to be used upstream of the ECD. In work
performed for the U.S. Navy, ITI has experimented with
a batch mode of operation in which the membrane is kept
at a low temperature, under which conditions it functions
not just as a separator but also as a preconcentrator.
Recent tests of this device show promise.

Other experimental work is aimed at developing a
so-called rotary trap. This is a constantly rotating, circular
plate having a glassy adsorption layer. Sample air is
drawn through the plate at one location. At a second
location, the plate is heated to release the entrapped
molecules. Additional work is being done to improve a
walk-through version of this device.

Ion Mobility Spectrometry (IMS)

Sponsor: Technology is commercially available. Some
work is being sponsored by the FBI and by the
Canadian government.

Status: Commercially available under the Graseby
trademark; marketed in the United States by
Astrophysics Research Corp. of Long Beach,
CA (now, EG&G Astrophysics). Similar tech-
nology is used in units marketed by Barringer,
Inc. of Canada, through its U.S. subsidiary.

Funding: About $100,000 over fiscal years 1989 and
1990.

Basic Operating Principles and Goals of Concept

Air containing vapor or a stream of airborne particles
from an area to be tested is drawn in through a sampling
probe. Air and explosive molecules diffuse through a
membrane or a filter into a chamber where a sealed 63Ni
radioactive source ionizes the sample. Periodically (about
50 times per second), small bursts of ions are released into
a separation region by an electronic gating grid. Under the
influence of an electric field, these ions move down a drift
tube against the flow of a separation gas. The speed with
which these ions move through the tube is a function of
their mass, their charge, their physical shape, and the

amount of diffusion (deviation from a straight-line path).
Heavier ions, such as those of explosives compounds,
tend to travel more slowly than lighter, simpler ones
typical of air. The drift region terminates in a collector
electrode. Ions reaching this collector will cause a small
current peak. The position (in time) and magnitude of this
peak are analyzed by a microprocessor in order to
determine the identity and concentration of the vapor
being detected.

Potential and Shortcomings

In the course of the FBI test, this device operated with
about the same reliability and sensitivity as the other
vapor detectors examined (which were all GC/ECD
devices). The machine was able to detect the higher vapor
pressure explosives, nitroglycerine and DNT, but did not
respond to the lower vapor pressure materials such as
TNT or RDX. It was slightly more susceptible to false
alarm than the other devices. Like the others, it was unable
to reliably detect explosive threats in simulated real life
situations.

FAA sources note that these machines operate at
thermal equilibrium: the ions created by the radioactive
source stay close enough together for along enough time
to allow numerous molecule-molecule interactions. This
can cause scrambling, whereby the ionized explosive
molecules collide with other molecules and in so doing,
give up their extra electrons. Such de-ionized particles
would not be sensed by the machine. Also, due to the duty
cycle of the grid, 99.9 percent or more of the explosive
molecules never reach the detector. Given initial quanti-
ties of materials in the pico- or femtogram range, such
losses can be devastating to sensitivity. Finally, even the
sales literature for these machines indicates that accuracy
is dependent on the training of the operator.

On the plus side, however, several groups see promise
in an improved version of this device. Work at Sandia
National Laboratory has established that under ideal
conditions an IMS detector can find plastic explosives,
being sensitive to as little as 30 femtograms of explosive,
despite the built-in 103 to 104 losses caused by the duty
cycle of the g-rid. Other groups from Washington State
University and New Mexico State University are also
working on perfecting operating parameters for this
device. While most of this work is aimed at detecting trace
environmental pollutants, the results are easily applicable
to explosives detection.

Further, quite recently, the Canadian firm Barringer has
claimed that its IMS machine can reliably detect plastic
explosives by adapting the device to collect and process
particles (as opposed to vapors). At least one set of
independent confirmatory tests has been made at Pi-
catinny Arsenal, U.S. Army. The device has also been
tested in November 1990 by the FAA. Results have not
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yet been publicly released. While this machine has been
demonstrated in the laboratory and for other purposes
(notably narcotics detection), field operability for explo-
sives detection still needs to be determined.

Two Stage Mass Spectrometry (MS/MS—
Low Pressure Glow Discharge Ionization)

Sponsor:

Status:

Funding:

Department of Energy, work being done at Oak
Ridge National Laboratory (ORNL), Oak
Ridge, TN.

First generation system operational. Theoreti-
cal work on second generation device nearly
completed. ORNL wishes to transfer technol-
ogy to industry for development.

Funded by the Department of Energy since
fiscal year 1984. Funding level was about
$400,000 in fiscal year 1990. About the same
amount or slightly less for each of the three
previous years.

Basic Operating Principles and Goals of Concept

Each mass spectrometry stage makes use of the fact that
many explosive molecules are nearly unique among
natural compounds in their electronegativity, that is, their
propensity to attract and capture an extra electron and
thereby become negative ions. Once ionized, they can be
accelerated and analyzed by subjecting them to electric
and/or magnetic fields. The mass-to-charge ratios of the
ions can be determined by any of a variety of means
referred to collectively as mass spectrometry.

In the MS/MS explosives sniffer developed at ORNL,
an air sample is drawn through a small orifice into a
low-pressure chamber where an electric current flows
through the sample and ionizes molecules of air and,
especially, of explosives, if present. This process is called
air sampling/glow discharge ionization (ASGDI). Due to
various inefficiencies and the contrary properties of
explosives molecules, the negative ions from the ASGDI
chamber that are injected into the first stage mass
spectrometer will include only 1 to 5 percent of the
explosives molecules originally drawn into the chamber.

By capturing the output of the first stage mass
spectrometer at a given time after injection or at a
predetermined spatial location, usually a slit, the ions with
particular mass-to-charge ratios are separated from the
complex mixture.

Large molecules, such as the explosive compounds,
can be fragmented into predictable smaller pieces. The

output of the first stage is brought into collision with a
stream of neutral atoms such as helium. The impacts cause
the large molecules to dissociate into smaller ions, the
masses of which can be determined by a second mass
spectrometer. Because it is unlikely that more than one
kind of molecule will both ionize to the proper mass-to-
charge ratio and break down into the proper fragments,
this technique is considered to be very specific in
detecting explosive materials and thus yields a very low
false alarm rate.

Technical Description

An air sample is preconcentrated and drawn into the
analysis device. optimization of these preliminary steps
has not been a focus of the researchers at ORNL.
Molecules in the sample are ionized at low pressure
(approximately 0.8 torr) in a novel glow discharge
chamber. 5 By operating at low pressure and in short time
frames, they were able to avoid ion/molecule reactions
involving analyte ions that could cause the analyte ions to
transfer charges to background molecules, thereby elimi-
nating or altering the signal.

The ions thus generated are then passed through a
quadruple mass filter: four parallel cylindrical rods that
create an electrical field pattern that effectively screens
out all ions except those of particular predetermined
mass-to-charge ratio. The mass-selected ions are then
broken into fragments by collision with helium gas. The
masses of the ionic fragments are then determined using
a time-of-flight spectrometer. In time-of-flight spectrom-
eters, the ions are accelerated by applied electric fields and
sent through a flight tube. Ions of different masses pass
through the flight tube at different speeds.

In a second-generation device, both quadruple mass
filters and the time-of-flight instrument have been re-
placed with an ion-trap mass spectrometer (ITMS).6 This
change promises to provide a smaller, more specific, and
sturdier mass analyzer. The researchers at ORNL are
currently working on perfecting techniques for injecting
ions into the ITMS.

Potential and Shortcomings

This device was evaluated by Sandia National Labora-
tories in August 1988.7 It was found to be very insensitive
to interferants, even those suspected of being able to
disturb the glow discharge chemistry on which the
ionization of the first stage depends. The device was able
to respond accurately to samples of RDX, C-4, military
TNT, tetryl, the cut end of a sample of Primacord, and
Detasheet, although it should be noted that the test

SSe U.S. patent No. 4,849,628 issued July 18, 1989.
tjsMuA. McLuckey, Gary L. Gli@ and Keiji  G. As~ot “Coupling of an Atmospheric-Sampling Ion Source with an Ion-Trap Mass Speetrometer,”

Analytica  Chimica Acta 225 (1989) 25-35.
7F.J. Comd ~ndD.w.  mu, “Ev~uation  of tie oak~dge MS/MS &plosives Det~tor,” pp. 35-1  to 35-17,  San&aNational  bd30ratOrieS, 1988.
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protocol involved near contact with the explosive sam-
ple.8 Under these conditions, the device was sensitive to
concentrations of explosive molecules in the range of 0.3
to 30 parts per trillion and to quantities on the order of
50-100 femtograms. No problems with maintenance or
reliability were reported after the ion source had run for
months at a time without breakdown or need for cleaning.
Prototype versions of this arrangement have been used at
ORNL. Licensing agreements have been reached with a
private corporation that has plans to market a similar
device as an environmental monitor and is evaluating the
market for explosives detection.

Fluoroimmunoassay (Antigen-Antibody
Reactions as a Test Technique)

Sponsor:

Status:

Funding:

FAA Technical Center; work performed at
Naval Research Laboratory (NRL)

Beyond Proof-of-Principle. Awaiting practical
testing later this year.

$250,000 per year.

Basic Operating Principles and Goals of Concept

A continuous flow of vapor to be tested is drawn into
a preconcentrator at a rate of about 2,000 liters per minute
and collected in 1 ml of aqueous solvent. The output of the
preconcentrator is directed into the detection unit. This
unit is a small (200 microliter) vial containing immobi-
lized antibodies and fluorescently labeled analogs of
explosive molecules. The antibody reacts with extreme
specificity to only one particular explosive. If present in
the sample, the explosive antigen will displace its
fluorescently labeled analog, which can be easily detected
downstream.

Technical Description

The test takes about 1 minute. To minimize false
alarms, two columns can be used in parallel, with the
second column containing an irrelevant antibody/
fluorphore-labeled molecule pair. Any substance that
causes an alarm from both columns is obviously not
reacting with the antibody but is releasing fluorescent
material by another pathway. Antibodies to more than one
explosive can be used simultaneously.

Other workers in this field (Westinghouse and Biomet-
rics, Inc.) are also using antibodies to test for the presence
of explosives but use a capacitive device instead of
fluorescent labeling for detection.

Potential and Shortcomings

Field tests are scheduled to be conducted in the near
future. However, some performance characteristics can be
inferred from antibody detector work in other areas. The
detector is fairly inexpensive, fast, and fully automated.
Because each antibody is specific to a single compound,
a detection unit would need to contain antibodies to all
materials expected to be encountered. Researchers at NRL
claim that their device is sensitive to nanogram (10-9 g)
quantities of material. This is substantially less sensitive
than many other of the technologies discussed above.
However, the investigators are now working on coupling
a preconcentrator onto the front end of their device. This
technique is said to be able to convert a vapor sample
containing 10 ppt TNT into a 5 microliter solution, which
is easily detected by their machine.

SK the device failed to alarm under these conditions, a preconcentrator  (such as a wad of quartz wool held near the explosive sample over w~ch an
air stream was drawn) was employed.

%nn.igan-Mat Corp., San Jose, CA.
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Chemical and Biological Warfare Agent Detection

This appendix summarizes work done in detection of
chemical and biological agents in recent fiscal years.

Sponsor:

Status:

Funding:

Biochemical Detector System

U.S. Army-Chemical Research, Develop-
ment, and Engineering Center (CRDEC).

Exploratory development of an automated
Army field device.

Approximately $5 million per year.

Basic Operating Principles and
Goals of Concept

This system is a “simple” point detection alarm that
classifies and partly quantifies nerve and blister gases as
well as pathogens and toxin agents. Detection is accom-
plished at levels consistent with human sensitivity to the
agents. The device is to operate unattended and continu-
ously. The system consists of an aerosol sampling
subsystem, a sample preprocessor, and a detector.

Technical Description

This device is designed to be a 10-pound, l-cubic-foot
object that operates continuously when unattended.
A cassette feeds film through the sample stream drawn in
by the aerosol sampling subsystem (a suction pump). In
the preprocessor, antibodies from a storage system are
directed towards the sample where they attach to any
antigens that are present. The agglomerate sticks to the
film at specific locations. The antibody has an attached
radical that increases the acidity of a solution in which it
is dissolved. If the antibody/antigen combination is
present, the pH of the spot will then drop, due to the
increased acidity, indicating the presence of the agent.
The pH is measured indirectly through a simple measure-
ment of the conductivity of the spot.

Status

This is a major Army development program designed
to bring chemical and biological weapon (CBW) detec-
tion capability to field use, and is not directly aimed at the
terrorist threat. The program is currently in exploratory
development. The engineering development phase is
slated to start in fiscal year 1993. Technology from this
program could be utilized to produce some near-term,
terrorist-specific hardware, which would not necessarily
have the same degree of automation or the same weight
specifications but might have the need for a more rapid
response.

Potential and Shortcomings

This point detector is a local measuring device with a
limited range. It responds only to those specific agents
that it is designed to search for. This is a general weakness
of all detection and analysis schemes that utilize anitbod-
ies. Such systems are primarily useful when an attack by
a specific set of agents is suspected.

Chemical and Biological Mass Spectrometer

Sponsor:

Status:

Funding:

U.S. Army-CRDEC

Exploratory development—technology base
studies.

$8.8 million through fiscal year 1990-$30
million projected through to production and
deployment.

Basic Operating Principles and Goals of Concept

This device is a somewhat more sophisticated auto-
mated point detection system designed to detect, identify,
and semiquantify chemical and biological materials in an
air sample. It is designed to detect known chemical
agents, toxins, and pathogens that are listed in an internal
library.

In later versions, it is hoped that the device will be able
to identify unknown agents based on stored characteris-
tics and expert system software (i.e., software that allows
the system to employ programmed methodologies, as-
sembled from human pathologists, that are intended to
evaluate an unknown threat).

Technical Description

This instrument is a major extension of an existing
German mass spectrometer instrument, which can per-
form a limited detection and identification function. The
specified improvements over the existing device include
a quicker response time, a broader range of observable
materials, increased resolution (i.e., ability to identify), a
larger library of agents in the data bank, and reduced
physical weight, size, and power requirements. This
system is designed around a two-stage mass spectrometer
for detection and identification. It consists of a bio-
sampler unit, an infrared pyrolyzer that prepares the
sample, and the mass spectrometer itself. The device is
designed to weigh 40 pounds and have a volume of
2 cubic feet.

Status

This is a long-range development program for the
Army, currently in the exploratory development phase. A

–87–
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simpler and more modest version of this technology,
possibly based on the German system, could be of some
value to the terrorist detection problem and could be
available at a much earlier date than the current Army
program.

Potential and Shortcomings

Like other chemical and biological detection and
identification concepts, this system depends on stored
data on potentially harmful agents that are known to exist.
The use of artificial intelligence techniques for imple-
menting the process of identifying unknowns is in an
early stage of research and its success cannot yet be
forecast.

* * *
The following are smaller projects, sponsored by the

Technical Support Working Group (TSWG) and con-
ducted by various laboratories and contractors under the
technical and contractual supervision of the Naval Explo-
sive Ordnance Disposal Technology Center at Indian
Head, MD. In general, these programs do not develop
brand new technology, but are applications of existing
capabilities specifically to the counterterrorist problem.

Building Air Monitor

Sponsor: TSWG—through the U.S. Army CRDEC

Status: Contractor efforts at Los Alamos National
Laboratory (LANL) and at the Illinois Institute
of Technology Research Institute (IITRI) dur-
ing fiscal years 1988, 1989, and 1990. Systems
demonstrated at CRDEC in 1989 and 1990.

Funding: LANL—$120,000 in fiscal year 1988;
$198,000 in fiscal year 1989.
IITRI--$351,000 in fiscal year 1988.

Basic Operating Principles, Goals of Concept,
and Technical Description

The object of both these efforts is to develop a real-time
chemical vapor and biological detection system to moni-
tor fixed-site air supply systems. The LANL system
utilizes a Zeeman interferometer that detects the change
in the index of refraction of air or water when a
contaminant is present. The measurement is not very
sensitive or very specific, but is instantaneous. This is a
major advantage for an early warning system. The IITRI
program uses modified, off-the-shelf, flame photometry
equipment.

In the LANL system a commercial Zeeman laser1

shines through a reference chamber and into a photodetec-
tor. A phase shift between the two lines is measured and

related to the refractive index of the medium. For a
5-centimeter path length, the refractive index can be
measured to 1 part in 109. In practical terms, the
sensitivity is about 1 part per million (ppm or 106) for air
and gases and about 1 part per billion (ppb or l09) in water
(the change in index is much greater for water). Since the
only observable is the change in index of refraction, the
device can only note that the baseline content of the air or
water has changed. The project has been completed and
a final report is nearly complete. No hardware has been
delivered.

The IITRI system uses a liquid chromatography and a
standard flame photometer to identify GB, VX, and DFP
(nerve gases) concentrations at parts per trillion (ppt or
1012) levels in a 7-minute analysis cycle. In a flame
photometer, the sample is passed through a flame that
excites the molecules present. These excited molecules
then radiate light at characteristic frequencies, which can
be used to identify the molecular species. The work on
this project was initiated in fiscal year 1989 and is
continuing through 1990. Demonstration of the capabili-
ties of the system is expected at CRDEC in the near future.

Real-Time Water Monitor

Sponsor: TSWG—through CRDEC program.

Status; Program scheduled for completion soon. Proj-
ect is being carried out with the support of the
Environmental Protection Agency (EPA) by a
contractor.

Funding: $510,000 in fiscal year 1988; $486,000 in
fiscal year 1989.

Basic Operating Principles, Goals of Concept,
and Technical Description

The object of this program is to develop a highly
sensitive and specific monitoring device capable of
measuring chemical and biological contaminants in
surface and ground water supplies.

The system consists of a sampler and preconditioned
module, which gathers a sample from the water supply
piping. The sample is heated uniformly to a set tempera-
ture and its pH adjusted to a set level. The sample is then
processed to remove excess minerals. The conditioned
sample is then fed to two sample modules, one to detect
chemical contaminants and one to detect pathogens.

Currently this system is partially developed and tested,
with the pathogen unit lagging behind schedule. Operat-
ing and detection software are also being written and
tested, with the pathogen system again behind the other.

z~t is, tie fiwuen~ canbe s~ted rapidly among many different lines that arise from transitions between energy levels of a multitude of rotatioti
and vibrational states of the COZ molecule.
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Combination Detector System

Sponsor: TSWG—through CRDEC program.

Status: Demonstration of feasibility soon.
Funding: $521,000 in fiscal year 1988; $270,000 in

fiscal year 1989.

Basic Operating Principles, Goals of Concept,
and Technical Description

The objective of this program is to develop an on-line
air and water monitoring system for chemical (nerve) and
biological agents using a laser fluorometer to detect
changes in the fluorescence of a sample. The work is
being undertaken at LANL. The system can detect one ppt
of nerve agent and 0.1 ppt of biological protein in
aerosols, with a sensitivity of about a factor of 100 lower
in water. Detection times are quick.

A sampler collects either a gaseous or a liquid sample
into a continuous flow system. A pulsed laser (KrF
excimer laser) fluoroscope irradiates the sample. To
detect nerve agents, immobilized acetylcholinesterase
(the actual target of nerve agents) is exposed to the sample
and is then monitored using a substrate that fluoresces
under illumination by the ultraviolet (UV) laser light.
A change in activity indicates the presence of a nerve
agent. To detect bacterial particles, the system observes
the fluorescence emitted by aromatic amino acids and
proteins (usually tryptophan) when excited by the uv
light. The fluorescence-based chemistry for these com-
pounds has been developed under this program.

This system is nonspecific and is intended as a “first
alarm.” The hardware consists of state-of-the-art laser
and other components and weighs on the order of 45
kilograms.

Sponsor:

Status:

Funding:

Remote Agent Detector

TSWG—through CRDEC.

Feasibility demonstrated in fiscal year 1990.

At Stanford Research Institute (SRI)—
$428,000 in fiscal year 1988; $0 in fiscal year
1989; $405,000 in fiscal year 1990. CRDEC
contributed $50,000 in fiscal year 1989.
At LANL--$497,000 in fiscal year 1988;
$450,000 in fiscal year 1989.

Basic Operating Principles, Goals of Concept,
and Technical Description

Two concepts, based on different operating principles,
are being pursued by two contractors (one at SRI and one
at LANL). Both are lidar systems, i.e. radar-like systems
using pulses of light instead of microwaves. Each operates
by sending out a pulse of light and measuring the

backscattered energy and time of arrival. The intensity
gives some indication of the strength of the scatterer, i.e.,
its concentration, and the time of arrival gives the range
to the backscatterer, i.e., its location. Consequently, lidar
systems can map the location and concentration of a cloud
containing an agent.

The SRI system uses a frequency agile,2 pulsed,
infrared (CO2) laser operated in a differential absorption
mode (DIAL). In a lidar system some light must be
reflected back to the detection telescope; the source of the
reflection can be a topographical object (the ground, trees,
any reflector behind the cloud to be observed), or it can be
the aerosol particles of the cloud itself. In either case two
(at least) pulses of different wavelengths are emitted in
rapid succession, one at a wavelength where the agent in
the cloud absorbs and one at very nearly the same
wavelength but where the agent does not absorb. The
differences between the two signals can be used to
determine the concentration and in some cases the
location of the agent cloud.

Laser DIAL techniques for atmospheric measurements
have advanced to a fairly high state of technology, using
both air- and land-based mobile platforms. The SRI
program is an application of the state of the art to CBW
detection. The U.S. Army has an aggressive research
program aimed at developing mobile (moving) detection
capability with ranges out to 10 kilometers (km), with
both aerosol and surface contaminant capability. The
system under development for TSWG is designed for a
range of only 1 km but permits automatic, unattended
operation. It is closely related to much larger Army-
sponsored efforts and employs very similar technology.
A system demonstration is scheduled soon.

The remote agent detection system being developed by
LANL is based on measuring fluorescence induced by the
absorption of ultraviolet (UV) photons from a pulsed uv
(KrF excimer) laser. The uv light pulses excite fluorescent
radiation of amino acids in the protein of toxins or
bacterial spores or cells. The measurement is not specific.
A telescope detects the fluorescence and, utilizing appro-
priate computer software, the system determines the
location and pattern of the cloud and produces a map. At
present, the system has a demonstrated range of 1.2 km.
The system was field tested in October 1989 to demon-
strate the feasibility of the concept.

Sponsor:

Status:

Mobile Laboratory

TSWG—through CRDEC program.

One of two modules complete in fiscal year
1989; the second to be completed in the near
future, funding permitting.
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Funding: $611,000 in fiscal year 1988; $0 in fiscal year
1989; $645,000 in fiscal year 1990.

Principles of Operation, Goals of Program, and
Technical Description

The objective of this program is to develop a fully
transportable, rapid response, analytic laboratory, capable
of sustained operation in a contaminated environment, to
detect, identify, and quantify the spread of chemical and
biological agents released by terrorists into the water or
air. The program is being conducted with support from the
Environmental Protection Agency (EPA) by a contractor,
Engineering Computer Optecnomics (ECO), Inc.

The significant characteristic of this concept is that the
lab is readily mobile, that is, it can be transported by
helicopter, aircraft, truck, rail, or ship. It is designed to
respond to an emergency call and be onsite and ready to
function within a few hours of a decision to deploy. The
laboratory is a fully self-sustained, closed ecological
system; containing its own water, electricity, fuel, and
waste disposal; protective gear for the operators; and
airlocks for entry and egress without contamination. It is
designed as a positive over-pressure air system with
intake air filtration. It has analytic capability for both
chemical and biological agents, including a gas chromato-
graph, a mass spectrometer, various chemical agent test
kits, immunologic test equipment, and sample culture
apparatus. It also contains a modified glove box with
sample pass-through arrangements and decontamination
capability.

The analytic laboratory (an 8 x 20 foot van module) has
been completed. A coupled unit containing living quarters
has been designed but not completed due to a lack of
funding in fiscal year 1989. It is scheduled for completion
soon.

Sponsor:

Status:

Funding:

General

Improved Expedient

TSWG--through CRDEC,

Prototypes available.

Hood

$122,000 in fiscal year 1989.

Principles of Operation

The objective of this program is to develop a low-cost,
disposable, limited-time-duration (5 to 15 minutes), ocu-
lar and respiratory protection system for key human
beings in case of an unexpected terrorist attack using
chemical or biological agents. The device is simply a
hood with an integral breathing apparatus (with an
activated charcoal filter) and an air seal at the neck, which
provides a temporary, lightweight, sealed environment
for the wearer.

This development is an upgrade of current chemical
agent protective gear to make it lighter, easier to store, and
cheaper to manufacture. Its chief advantage is that it is a
very small package that will enable potential targets, or
their guards, to carry it easily for rapid use. The program
will test various designs that have been fabricated in fiscal
year 1990 and select a final design for future acquisition.



Appendix E

Recent Federal Counterterrorism Research Efforts:
Agencies and Their Budgets

Summary

This appendix consists of a catalog of Federal agencies
currently exploring new technologies applicable to the
fight against terrorism. It begins with a review of the
budgets devoted to these efforts in some recent fiscal
years. A brief description of the direction each agency has
taken in research efforts is also provided.

The largest expenditure of research funds (almost $200
million per year) described is made by the Department of
Defense (DoD). The Army has budgeted about $165
million per year to support development of a wide array
of technologies, from protection against chemical and
biological assault, to explosives detection, to physical
security and site protection. Nearly all of this effort is
directed towards the support of battlefield objectives,
including the area of low-intensity conflict. But some
items may also be applicable to counterterrorism.

In the specific area of combating terrorism, the military
services have budgeted some $16 million in fiscal year
1990 for R&D. Further, the Defense Nuclear Agency
bears primary responsibility for protecting the Nation’s
nuclear weapons stockpile and has been working on
improving means to detect and deter intruders (about $5
million per year). Another DoD agency, the Defense
Advanced Research Projects Agency (DARPA), has just
begun to direct its attention to the threats posed by
terrorism and has budgeted about $5 million this year for
research into this field. Some other DoD components have
smaller efforts.

Most other Federal agencies spend much less than
DoD. The Federal Aviation Administration (FAA) runs
second to Defense in yearly expenditures (among the
agencies that gave OTA information). The FAA Techni-
cal Center in Atlantic City, NJ spent about $13 million in
fiscal year 1990 and is planning to spend about twice that
much in fiscal year 1991 to develop enhanced security
measures for commercial aviation. The Department of
State, whose overseas facilities have frequently been the
target of terrorist activities, is supporting research into a
variety of security measures including explosives detec-
tion, site hardening and intrusion detection, and counter-
measures. Over the last 4 years, State has invested about
$7 million in this effort. State also leads the Technical
Support Working Group, a unique interagency effort to
recognize and support promising research and develop-
ment in counterterrorist measures not adequately sup-
ported by any other agency.

In fiscal year 1989, the Department of Energy spent
about $6 million researching new technologies, primarily
in connection with their nuclear safeguards and security
programs. Within the Treasury Department, the U.S.
Customs Service has recently devoted about $5 million
per year to developing technologies applicable to coun-
terterrorism, mostly focusing on one large project. The
United States Secret Service, another Treasury agency,
has a clear interest in developing defenses against
terrorism, but its research budget is quite modest (a few
hundred thousand dollars per year). It depends on
adapting the research of others to their needs.

Surprisingly, the Federal Bureau of Investigation,
which has been given primary responsibility for respond-
ing to most domestic terrorist incidents, has a very small
counterterrorism research budget. Its needs are closely
aligned with those of the Department of Defense, and it
makes liberal use of developments pioneered there.

A number of agencies have not been mentioned in
detail in this report. Access to some (in the intelligence
community) has not been obtained.

The Federal Research Effort Into
Counterterrorism Technologies

For several reasons it is difficult to categorize un-
ambiguously given activities of the various Federal
agencies as directed specifically towards research into
counterterrorism. For many agencies it is difficult to
distinguish research performed for the main agency
mission from that performed specifically for counter-
terrorism because the two efforts are often closely
aligned. Also, some law enforcement activities, such as
drug interdiction, frequently involve work that parallels
counterterrorism research, but usually is distinct from it.
Moreover, the line between research and development on
the one hand and implementation on the other is not sharp;
one frequently blends imperceptibly into the other as
experience in the field is used to perfect an idea.

Table E-1 presents a partial list of agencies that have
performed at least some research and development
directly in, or at least applicable to, the field of counter-
terrorism.

The sections below discuss the activities of some of
these organizations and, where the information is avail-
able, the main lines of research and funding levels.

–91–
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Table E-l—Federal Agencies Engaged in
Counterterrorism Research

Agency

Department of Defense

Department of Energy
EG&G (laboratories at Las Vegas and Santa Barbara)
Los Alamos National Laboratory (LANL)
Sandia National Laboratories (SNL)
Oak Ridge National Laboratory (ORNL)
Idaho National Engineering Laboratory (INEL)

Department of Justice
Federal Bureau of Investigation (FBI)
Immigration and Naturalization Service (INS)
National Institute of Justice

Department of State
Office of the Ambassador for Counterterrorism
Bureau of Diplomatic Security

Department of Transportation
Federal Aviation Administration (FAA)
Transportation Systems Center (TSC)

Department of the Treasury
Bureau of Alcoholr Tobacco, and firearms (BATF)
U.S. Customs Service (USCS)
U.S. Secret Service (USSS)

Environmental Protection Agency (EPA)

Interagency Intelligence Committee on Terrorism--Community
Counterterrorism Board

SOURCE: Office of Technology Assessment, 1991.

National Counterterrorism Research and
Development Program

Early in the 1970s, it was recognized that some sort of
coordination would be necessary to establish clear lines of
responsibility and maintain adequate channels of commu-
nication among these players. To this end, various groups
and committees were established by every administration,
beginning with President Nixon’s. A consistent theme has
been the lead agency concept, whereby a particular
agency is given responsibility for responding to certain
types of incidents. The following current lead agency
assignments were developed during the Reagan Adminis-
tration l:

Department of State-incidents that take place
outside U.S. territory,
Department of Justice (FBI)--incidents that take
place within U.S. territory, and
Federal Aviation Administration (FAA)--incidents
aboard aircraft in flight that take place within the
special jurisdiction of the United States.

In addition, the tasks of coordination and communi-
cation still needed to be assigned. One organization
charged with shouldering these duties is the Policy

Coordinating Committee on Terrorism (PCC/T), origi-
nally known as the Interagency Group on Terrorism (IGT)
when it was created in 1982. The committee has two
important functions: 1) to bring cohesion to the overall
U.S. Government counterterrorism effort and 2) to
coordinate the programs of the member agencies for
combating terrorism. chaired by the State Department’s
Coordinator for Counterterrorism, Ambassador Morris
Busby, committee members are drawn from about 25 U.S.
Government organizations. Within the committee, vari-
ous working groups have been established, for example,
the Public Diplomacy Working Group, which is designed
to generate greater global understanding of the threat of
terrorism and the efforts to resist it; and the Maritime
Security Working Group, which assesses port and ship-
ping vulnerabilities to terrorism.2

One of the most important subcommittees of the
PCC/T is the Technical Support Working Group
(TSWG), which administers the National Counterter-
rorism Research and Development Program. Through this
program, research into promising technologies is sup-
ported by “seed money” grants. The idea is that, after
prototyping, successful efforts will be picked up and
implemented by one or another Federal, State, or local
agency. The unique contribution of this group is that it is
specifically designed to support research into technolo-
gies that would otherwise go undeveloped, either because
other agencies do not find a sufficiently direct linkage to
their mission or because they are concentrating their
priorities on other projects.

The TSWG is cochaired by representatives of the
Departments of Energy and Defense. Its members are
drawn from an interagency group of scientists and
technical and terrorism specialists organized into seven
general areas: Threat Assessment and Database Manage-
ment; Intrusion Detection and Countermeasures; Conven-
tional Incident Response; Nuclear Incident Response;
Chemical and Biological Incident Response; Explosives
Disposal; and Technology Transfer. Some of the agencies
participating in the TSWG include the Food and Drug
Administration, the Environmental Protection Agency,
the Federal Aviation Administration, the Federal Bureau
of Investigation, the Department of Energy, the Depart-
ment of the Army, the Department of the Navy, the
Department of the Air Force and the Defense Intelligence
Agency. Contacts with other nations have also been made.

A list of candidate technologies to be considered for
inclusion in the program is developed periodically. After
interagency discussion among the TSWG members,
candidate projects are ranked based on priority and
feasibility, and the ranked list is then submitted to the
PCC/T Chairman for approval. Funds for the projects

l~bfic Report  of tie Vice President’s Task Force on Combatting Terrorism, February 1986,  P. 8.

21bid., p. 34.
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come out of the budget of the State Department, but
contracting and administrative support is provided at
nominal expense (a few hundred thousand dollars per
year) by the Department of Defense. One or more TSWG
members supervise each project, with the research work
actually being conducted either at the facilities of the
member agencies or through subcontracting with various
other laboratories and organizations both within and
outside the Federal Government. Some of these are:
Bendix Corp., Motorola Corp., the Illinois Institute of
Technology, Los Alamos National Laboratory, the Naval
Research Laboratory,  and the Air Force Electronics
System Division.

Funding for this effort was frost authorized by Congress
in 1986 (Public Law 99-349). The appropriation is not a
line item, but is-deeply embedded in the State Depart-
ment’s diplomatic security salaries and expenses account.
The consequences of such fiscal anonymity are reflected
in the consistently declining budget of the PCC/T. In its
first year, 1986, riding a wave of public outrage over
terrorist atrocities in the Middle East, the program was
granted a budget of $10 million. These funds were part of
a late supplemental appropriation and carried the program
through fiscal year 1987. In fiscal year 1988, enthusiasm
was beginning to wane. Of the $9 million requested, $7
million was appropriated. The next year, fiscal year 1989,
as other priorities strained the national budget, the
program became embroiled in battle over where, bureau-
cratically, such a research effort should be centered. Six
million dollars were requested but only half that amount
was approved, a compromise between the full funding
appropriated by the House of Representatives and zero
funding ordered by the Senate. Funding levels for fiscal
year 1990 headed downward again, this time to the $2
million level. In fiscal year 1991, Congress agreed on an
increase to $3 million, but internal funding reductions at
the State Department made necessary by the budget
agreement between Congress and the executive branch in
late 1990 brought the actual number back to $2 million.

These cuts have resulted in termination or suspension
of a number of projects because funding could not be
assured. In an effort to keep the maxi-mum number of
programs alive, a “good faith” or “matching funds”
concept was implemented by TSWG, in which agencies
participating in a research project were required to find
funds to make up the difference between the amount
allotted and the amount needed to run the project.
Typically, the other agency had not planned on any
expenditure of this nature and the last minute budget
scramble was not always easy or successful. Such
stop-and-go financing, while intended as a cost contain-

ment measure, is actually frequently counterproductive: it
winds up killing some projects and adding to the ultimate
price of others.3

Another handicap of a restricted budget is the absence
of funds available even for the purpose of properly
documenting the research that is conducted. Essentially
all available dollars go into the research itself and there is
little or no money left over to spend on disseminating the
results. While a shoestring operation can sometimes
produce useful work, more often than not the shoestring
breaks before it can accomplish its mission.

The PCC/T staff asserts that an assured annual budget
of at least $6 million would permit far more efficient
operation.

PCC/T-TSWG Projects

In its short lifetime, the National Counterterrorism
Research and Development Program has not had time or
resources to complete many activities. Still, more than 50
projects have been proposed. Of these, almost 30 have
been initiated and about 14 are at or near completion. A
quick overview of several of these projects will show the
breadth of the TSWG effort. Most items are reviewed in
more detail in appendixes A through D.

The Transportable Emergency Response
Monitoring Module

This project received $611,000 in fiscal year 1988 and
$645,000 in fiscal year 1990. This unique, rapid response,
transportable laboratory is designed for sustained opera-
tions in areas suspected of being contaminated by
chemical or biological warfare agents. Instruments aboard
the laboratory can detect, identify, quantify, and predict
the spread of chemical and biological agents released by
terrorists into water supplies and air. An interdisciplinary
effort, the unit was designed and built by Engineering
Computer Optecnomics,  Inc. of Annapolis,  MD using
TSWG funds. The project manager came from the
Environmental Protection Agency, and technical assist-
ance was provided the U.S. Army’s Chemical Research,
Development, and Engineering Center (CRDEC). The
unit will ultimately consist of two modules. Each unit will
be about the size and shape of a semitrailer and is adapted
for deployment by truck, helicopter, aircraft, railroad,
ship, or barge. The analytical laboratory module, which
has been constructed and can operate on its own, contains
numerous pieces of modern laboratory equipment, all
hardened to survive a not-too-gentle deployment. Air
locks and decontamination showers are also provided.
The living quarters module, construction of which has
been delayed by lack of funds, will be attachable to the

3sm, U.S. CongeSS,  OWlce of Technology Assessmen4 “Introduction and Mcipal Fin@s,” The Defense Technology Base: Introduction and
Overviti Special Report, OTA-ISC-374  (Washington, DC: U.S. Government Printing ~lce, March 1988), for a farther discussion of the problems
associated with fluctuating research funding levels.
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laboratory module and will provide completely self-
contained operations for up to 7 days. This laboratory is
uniquely capable of an on-the-spot response to a sus-
pected chemical or biological attack. This effort has been
successful despite a 1 year suspension in fiscal year 1989
due to lack of funds.

Expedient Hood

Also under the technical direction of CRDEC, this
project resulted in the development of a prototype of an
inexpensive, compact protective hood that could provide
the wearer with 10 to 30 minutes of emergency ocular and
respiratory protection against chemical or biological
agents. The hood is now ready for further refinement by
suitable agencies. The TSWG invested about $122,000 of
its fiscal year 1989 funds in this project.

The Radiofrequency (RF) Quadruple
Generator

The objective of this project was the development of a
small, compact electronic neutron generating source for
use in explosives detectors employed by airports. The unit
was developed by ACCSYS Technology, located in
Pleasanton, CA, and is designed to replace the radioactive
neutron source currently used by explosives detectors
based on thermal neutron analysis (see ch. 4 and app. A).
A successful prototype has been produced. In fiscal year
1988 and fiscal year 1989 respectively, $248,000 and
$125,000 of TSWG funds were allocated to this project.

Chemical Taggant for Plastic Explosives

In the spring of 1989, following the destruction of Pan
Am Flight 103, two international groups held meetings to
discuss what could be done to make small bombs carried
aboard commercial aircraft easier to detect. Both groups
determined that research should be conducted into
suitable chemical taggants for the plastic explosives that
constituted the main terrorist threat. Without the TSWG,
there probably would not have been any U.S. contribution
to this effort. On a minuscule budget of $35,000 supplied
by the TSWG, a chemist from the Army’s Armament
Development Command at Picatinny Arsenal, NJ, was
able to test the various proposed compounds and supply
the United States representatives to these organizations
with what would prove to be their only technical support.4

Remote Detection Instrument

The objective of this effort is to develop an early
warning system capable of detecting and identifying
chemical agents at least 1 kilometer away using an
infrared laser. In fiscal year 1988, this project received
$428,000 from the TSWG and $405,000 in fiscal year
1990. The U.S. Army Chemical Research, Development

and Engineering Center in Maryland is working with the
SRI Corp. of California in the development of this
instrument.

This incomplete list gives at least a flavor for the depth
and breadth of efforts that the TSWG has supported or
sponsored.

Other Agencies

This section contains descriptions of some of the work
performed by other agencies, including efforts to deter or
prevent terrorist acts as well as preparations for coping
with a terrorist incident once it develops.

Department of Defense

Agencies Within Department of Defense

Relevant budget: fiscal year 1990-about $11 million

Several agencies are working on terrorism-related
projects, covering fields such as explosives detection,
threat prediction, and physical security. The latter field
represents a major part of this group of efforts.

DoD has a budget of about $40 million per year devoted
to physical security. Of this, about $5 million is allocated
for exploratory development. Most of these projects
involve development of novel means to detect and/or
disable intruders. For example, one project includes a van
or truck equipped with a combination of two infrared
detectors capable of finding and tracking an intruder at a
significant distance. Other detection strategies involve the
use of various combinations of seismic, acoustic, infrared,
and electrical sensors. Less esoteric undertakings are
directed at improving physical barriers such as fences.
Some agencies within DoD have been cooperating on
joint ventures with other DoD agencies and with each
other. For example, one agency has worked with the
Department of State on strategies for hardening our
embassies and other facilities overseas and two DoD
agencies have worked on the development of an early
warning threat detection system, having shared startup
funds for this project.

Several programs under the aegis of these agencies
within DoD have been transferred to the U.S. Navy. These
include the acoustic lens sonar and the multifunctional
sensor programs. Other Navy-specific programs include
a Swimmer Identification System, which will provide an
autonomous alarm system for detection of surface and
subsurface swimmers; Waterside Lightweight Barriers,
which will provide protection against high-speed, explo-
sive laden boats; an Underwater Security Vehicle for
positive identification of underwater intruders, and sev-
eral other programs designed to meet the Navy’s opera-

AHOWeVer,  from fiscal year 1989 through fiscal year 1991, a cumulative total of $285,000 was provided by TSWG to the Armament Development
Commaud for a tagging plastic explosives project.
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tional requirements for Waterside and Shipboard Security
Systems.

Military Services

Relevant budget: for fiscal year 1990,$16 million
directly for counterterrorist activities

For fiscal year 1990, the Army allocated about $167
million to research activities that might be characterized
as pertaining to the fight against terrorism. For fiscal year
1991, the Army expects to invest about an equivalent
amount. This research includes literally dozens of projects
aimed at developing materiel, munitions, equipment, and
procedures for supporting special operations and dealing
with low-intensity conflict. Many of these efforts are
suitable in a counterterrorist context as well, although few
are specifically designated as such.

The following groups contribute to Army R&D appli-
cable to counterterrorism, roughly ranked by size of their
effort:

●

●

●

●

●

●

●

●

●

●

Chemical Research, Development, and Engineering
Center;
U.S. Army Medical Research Institute of Infectious
Diseases;
U.S. Army Medical Research Institute of Chemical
Defense;
Aviation Systems Command;
Natick Research, Development, and Engineering
Center;
Communications-Electronics Command;
Belvoir Research, Development, and Engineering
Center;
Army Research Office;
Corps of Engineers; and
Atmospheric Sciences Laboratory.

The Army is a member of the PCC/T (described above)
and its Technical Support Working Group particularly in
the areas of Threat Assessment, Intrusion Detection
Countermeasures, and Chem/Bio Incident Response
R&D. It also is involved with other interagency efforts.

The main line of investigation (about 85 percent of the
research budget) is directed at defense against chemical or
biological weapons, reflecting the Army’s role as the DoD
executive agent for chemical and biological defense
research. This work can be broken down into four
categories:

1. reconnaissance, detection, and identification;
2. protection;
3. decontamination; and
4. medical diagnosis and casualty care.

For example, at the Army Atmospheric Sciences Labora-
tory, research is being done into using computer modeling
to predict the spread and dispersion of an aerosol agent.
Also, work is being done to develop light weight
overgarments that troops could wear to protect against
toxic or biological threats. Further, a system for remotely
monitoring the vital signs of a soldier is being developed.
This would allow quick medical decisions to be made,
even in a contaminated environment. Other lines of
research include intrusion detection, physical security,
explosives detection, and incident response.

While most of this activity is related to counterter-
rorism only as an off-shoot of the direct research mission,
at least one Army program is specifically targeted towards
research into counterterrorism technologies. Within the
Chemical Research, Development, and Engineering Cen-
ter lies the Chemical/Biological Antiterrorism program.
This small unit (fiscal year 1989 budget = $99,000 of
Army funds, $6.2 million customer (that is to say,
non-Army) funds), is charged with development of
protective gear, decontamination equipment, detection/
identification equipment and less-than-lethal techniques
specifically to cope with terrorist incidents. This group
also provides technical support for other government
agencies in the field of countering the threat of chemical/
biological terrorism. In particular, the TSWG, the U.S.
Secret Service, the National Institute of Justice, the
Federal Bureau of Investigation, and other DoD agencies
make use of the counter/antiterrorism5 expertise of this
group.

In addition, the Army has allocated some $10 million
in fiscal year 1990 for R&D specifically aimed at
developing technology for combatting terrorism in spe-
cial operations contexts. Other services together have
allocated an additional $6 million to this end.

Department of Energy

Relevant budget: $6 million for fiscal year 1989

Through its Special Technologies Program, the Depart-
ment of Energy (DoE) is doing a considerable amount of
work in areas useful to the fight against terrorism. Much
of this effort, handled at DoE’s Laboratories in Las Vegas
and Santa Barbara, CA, is related to DoE’s responsibili-
ties under the Atomic Energy Act. A large, separate but
related, budget is devoted to development and support of
the Nuclear Emergency Support Teams (NEST), whose
mission is to find and recover purloined nuclear material
and provide technical support to other government
agencies in responding to radiological threats. Additional
funds are spent by the safeguards and security program,
primarily in antiterrorism. There is a substantial amount
of work in the area of remote detection of nuclear material

s“~titemonsm”  is tie  term used by the military to refer to passive defenses against terrofism. “Countertermrism” refers to active responses to
terrorist attacks. This report employs the latter term for both purposes, since it is generally understood as such by the public.
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and nuclear weapons. In addition, a significant effort
exists, in collaboration with the Naval Explosive Ord-
nance Disposal Technology Center, in developing means
of detecting and countering alarm systems, especially
those based on infrared or microwave, and acoustic
technologies. However, several laboratories are involved
in development of other counterterrorist techniques, many
funded not out of the $6 million referred to above, but out
of laboratory funds for other programs, or out of
reimbursable contracts from other Federal agencies.

Los Alamos National Laboratory (LANL)

A substantial amount of work related to counterter-
rorism is performed at LANL. One area of work is in
diagnostics and disablement, which includes research
aimed at bolstering defenses against nuclear terrorism.
Another set of efforts is in a program of R&D in low
intensity conflict, special operations, counterterrorism,
and counternarcotics. This program spent about $19
million in fiscal year 1989, of which perhaps $9 million
was devoted to counterterrorism. Most of the funding is
in reimbursable projects from other government agencies
and some is from the TSWG. Some typical fields of
research include methods of early detection of chemical
and biological agents, miniaturized radar for remote
emplacement, and development of computer techniques
for analyzing large quantities of real-time financial data to
detect money laundering. Other divisions of LANL are
involved in advanced technologies for explosives detec-
tion and laser means for remote detection of biological
agents.

Sandia National Laboratories (SNL)

SNL is the lead laboratory within DoE for R&D into
physical security, and as such is active in the development
and evaluation of numerous devices applicable to coun-
terterrorism. In particular, it conducts tests and evalua-
tions of explosives detectors, intrusion detectors, and
metal detectors. It has explored various schemes for
access control, especially rapid identity verification,
including voice print, hand profile, retina scan, finger
prints, and signature dynamics. Research has also been
carried out on barriers to intrusion such as smoke and
foams.

In addition, for many years, SNL has had a program of
evaluation and development in both explosives detection
and weapons detection. There has been a significant
transfer of experience and technology to the private sector
in these areas.

Sandia Laboratories is being funded by the FAA’s
Technical Center to develop a systems approach to airport
security, the “Enhanced Security Demonstration Proj-

ect’ for BWI airport near Baltimore, MD, discussed in
chapter 4. Low intensity conflict has been another area of
research for Sandia that is of interest to counterterrorism.
In this field, it is investigating remote sensors, portable
satellite communication, and alarm and annunciator
systems for noncombatants in a danger area.

Sandia has also been working with the FBI, Customs
and the INS especially in the field of counter narcotics,
having been designated a ‘‘center of excellence” for this
purpose under Public Law 100-790. This work especially
involves development of such items as night vision
equipment and motion sensors.

Oak Ridge National Laboratory

About $400,000 per year for the last 3 years has been
invested by DoE at its Oak Ridge National Laboratory in
Oak Ridge, TN for the development of a mass spectrome-
ter capable of detecting and identifying tiny amounts of
vapor emitted by plastic explosives. Additional fiscal year
1990 funds have been utilized to seed technologies that
have counterterrorism applications.

Idaho National Engineering Laboratory

About $400,000 per year has also been invested by
DoE at its Idaho National Engineering Laboratory
(INEL). Additional fiscal year 1990 funds have also been
utilized here to seed technologies which have counter-
terrorism applications.

Department of Justice

Federal Bureau of Investigation

Relevant budget: small-exact figure not available at
this time

The FBI’s Hostage Rescue Team has responsibility for
events, including terrorist incidents, that involve Federal
or interstate jurisdiction. They do very little R&D, being
mostly an operational unit. However, they have channeled
some DoD funds (approximately $1 to $2 million per
year) to outside contractors for relevant research.

The Special Operations Research Unit is working on
less-than-lethal weapons and incapacitating agents; some
of this work is sponsored by the National Institute of
Justice. The Forensic Science Center performs work on
evaluation of explosives detectors. In particular, in March
of 1988, the Center performed a meticulous series of
“real-world’ tests on a group of explosives vapors
detectors representative of then commercially available
models.6 The total research budget of this center is
$300,000 for fiscal year 1990, half of that available in
earlier years. Only part of this budget is devoted
specifically to counterterrorist activity. The FBI also

15SCC Explosives lleteCrOrEVul~fi”On,  a limited distribution report produced by the FBI Laboratory, Forensic Science Research and Trtig Centm,
FBI Academy, Quantico, VA 22135, Ma. 21-24, 1988. Registered copies for official use are available by writing to the above address on letterhead.
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supports the explosives detection community in two other
ways. Every October, they sponsor and organize a
symposium to discuss current R&D efforts. Also, the FBI
Laboratory analyzes all samples of foreign explosives
gathered by other law enforcement agencies.

Immigration and Naturalization Service (INS)

Relevant budget: $400,000 for fiscal year 1990

This service has ongoing R&D efforts in the area of
facial recognition and technologies related to document
verification. The Service’s Forensic Laboratory has no
funds available for research and development.

National Institute of Justice

Relevant budget: $500,000 for fiscal year 1989 (to
CRDEC)

This money funded work on less-than-lethal agents.
Similar work was channeled through the FBI to other
contractors.

Department of State

Office of the Ambassador for Counterterrorism (Tech-
nical Support Working Group)

Relevant budget: fiscal year 1986-87--$10 million
fiscal year 1988--$7 million
fiscal year 1989--$3 million
fiscal year 1990--$2 million

See chapters 1 and 4 and above sections
appendix for more information on this project.

Bureau of Diplomatic Security

in this

Relevant budget: fiscal years 1986-9=6.5 million for
explosives detection; the current
budget includes $300,000 to
$400,000 per year on other research.

This office is responsible for assuring the security of
State Department property and personnel. The largest part
of its research budget has been expended in supporting the
development of an explosives “sniffer.” See appendix C
of this report for information on the Thermedics, Inc.
explosive detector. A much smaller budget is devoted to
research into alarms, locks, closed-circuit TV, blast harden-
ing of buildings, and technical countermeasures to mask
radio signals. Finally, some work is being conducted in
cooperation with the intelligence community.

Department of Transportation

Federal Aviation Administration

Relevant budget: see table E-2

The FAA Technical Center, located in Atlantic City,
NJ, manages a wide range of research programs aimed at
developing systems and devices to prevent aviation

related hijacking and sabotage. These include efforts
aimed at explosives detection, airport security, and
security systems integration. Perhaps its best known field
of investigation is the thermal neutron analysis (TNA)
technique of explosives detection, discussed in detail in
chapter 4 and appendix A. It has also heavily funded the
development of the chemiluminescent-based explosives
vapor detection equipment especially as a portal monitor
for concourse security. Other technical approaches to
explosives detection currently under investigation are:

●

●

vapor approaches (which seek to detect molecules of
explosives in the air or on external surfaces):
—Advanced Ion Mobility
-Surface Acoustic Wave
—Modulated Infrared Absorption
—Preconcentration

bulk approaches (which use various types of
penetrating radiation to interact with an explosive
hidden inside a package, producing detectable sec-
ondary radiation):
—Nuclear Resonance Absorption
—Fast Neutron Scattering
—Nuclear Magnetic Resonance
—Expert Systems (not a detection technique in

itself, but the use of computer software in support
of bulk approaches)

The agency is working to expand this list. In an effort
to attract numerous new strategies and approaches for
explosives detection, the FAA has recently issued a Broad
Agency Announcement. They are also sponsoring or
attending numerous seminars and interagency and inter-
national symposia to improve research efforts in this area.

A large part of the FAA’s research budget for the next
several years ($3 million for fiscal year 1990) will be
devoted to the BWI Airport Demonstration project. This
project has enlisted the technical expertise of DoE’s
Sandia National Laboratories to assist in the development
of a complete systems approach to airport security
including access control as well as explosives and
weapons detection.

Funding for major programs for fiscal year 1990 are
listed in table E-3.

Department of the Treasury

Bureau of Alcohol, Tobacco, and Firearms

This agency has some research activity of indirect
relevance to counterterrorism. In the area of communica-
tions, it is participating in an interagency law enforcement
effort to standardize communications for multiagency
operations. This is mainly aimed at drug enforcement and
is being coordinated by the Office of National Drug
Control Policy. The agency is also looking at ways of
tracking items (i.e., people, vehicles, contraband) by
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Table E-2—Allocation of FAA Security R&D Resources

Resources ($ thousands)

Fiscal year 1990 Fiscal year 1991 (requested)

Contract Manpower Total Contract Manpower Total
Explosives detection . . . . . . . . . . . 7,000 850 7,850 22,018 597 22,615
Weapons detection . . . . . . . . . . . . 1,500 300 1,800 1,500 399 1,899
Airport and system integration. . . 3,513 207 3,720 1,500 348 1,848

Total . . . . . . . . . . . . . . . . . . . . . 12,013 1,357 13,370 25,018 1,344 26,362
SOURCE: Federal Aviation Administration, 1990.

Table E-3-Allocation of FAA Fiscal Year 1990
Contract Dollars for Major Program Priorities

Contract allocations
Major program priorities ($ millions)

Thermal Neutron/Dual Sensor Support. . . . $ 0 . 5
Vapor Portal Development . . . . . . . . . . . . . . 1.8
New Technology Explosives Detection . . . . 4.5
New Technology Weapons Detection . . . . . 1.2

Commercial Security Systems Evaluation. . 0.5
BWI Airport Demonstration . . . . . . . . . . . . . . 3.0
Other, efforts . . . . . . . . . . . . . . . . . . . . . . . . . . 0.5

Total . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . $12.0
SOURCE: Federal Aviation Administration, 1990.

means of satellite systems. Other efforts more closely
related to counterterrorism are the International Explo-
sives Incident System, a repository for data related to
international incidents involving explosives; and the
international taggant study conducted under the auspices
of the International Civil Aviation Organization (see ch.
4).

U.S. Customs Service

Relevant budget: approximately $4.8 million per year
for last 3 years.

This agency does not engage in much original research
directly related to counter terrorism. However, Customs
has supported considerable work in the area of drug
detection and interdiction, some of which is of ancillary
utility to the war on terrorism. The largest portion of the
R&D money mentioned above (about $3 million per year)
has been devoted to development of a covert remote
locating system (known as Geostar). Signals from a small
device hidden on an object will be picked up by a pair of
Earth satellites. By triangulation, the location of the object
can be determined. This project is a cooperative effort
with other agencies and groups, including the TSWG.

The remaining funds go primarily into contraband and
drug detection equipment. As an example, Customs is
sponsoring the development of an automatic letter mail

examiner for the detection of heroin, cocaine, and
morphine by the use of Nuclear Magnetic Resonance.
Laboratory and advanced prototyping efforts have shown
this technology also to be amenable to explosives
detection. In a current joint Customs-FAA project,
single-sided imaging using gamma ray backscatter tech-
nology is being developed for contraband (including
explosives) detection. The system is close to acceptance.
Customs also funded and designed a mobile x-ray
capability suitable for planeside examination of baggage
and cargo. This agency also relies on other agencies, DoD
or CIA for example, which share some specific R&D
goals.

An interesting project being undertaken by Customs is
an improvement of their Advanced Passenger Informa-
tion System (APIS), which is an automated system for
screening passengers. In cooperation with a number of
agencies interested in monitoring travelers (INS and DEA
for example), a large database is being assembled that
contains information on known undesirables. Through a
computer workstation, an inspector can access this
database using a name, passport, or visa number. An
enhancement that is being explored would make possible
a computer comparison of a traveler’s appearance with a
stored image of suspects.

U.S. Secret Service

Relevant budget: fiscal year 1990-a few hundred
thousand dollars

Secret Service participates in the TSWG and does not
have a large research budget, since it is more of a user than
developer. It has participated in several TSWG projects.
Further, it has, on its own, worked on perfecting a
software package that can estimate the effects of bombs
on a building of given size and construction. Specifically,
this package is designed to improve security by identify-
ing the most vulnerable areas of a building or to provide
forensic information on the probable size and location of
an explosive from post-blast data. The output of the
computer program will aid in planning inspections of
structures before the arrival of key officials. Secret
Service officials are anxious to maintain funding for this
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project. If the risk from bomb blast could be accurately
defined, they argue, searches and guard postings could be
much more efficiently executed thereby saving time,
effort, and money.

Environmental Protection Agency (EPA)

The EPA is managing the TSWG-funded project to
develop the mobile laboratory to respond to chemical and
biological terrorist attacks, described above in this
appendix.

Interagency Intelligence Committee on
Terrorism—Community Counterterrorism
Board

This group is made up of representatives from various
agencies involved with intelligence issues. It includes a
Research and Development subcommittee that oversees
research that would aid in data analysis as well as other
areas of special interest to the intelligence community.



Appendix F

Congressional Request and Support Letters

JOHN GLENN, OHIO, CHAIRMAN

SAM NUNN, GEORGIA WILLIAM V ROTH, JR. DELAWARE
CARL LEVIN, MICHIGAN TED STEVENS, ALASKA
JIM SASSER, TENNESSEE WILLIAM S COHEN. MAINE
DAVID PRYOR, ARKANSAS WARREN B RUDMAN, NEW HAMPSHIRE
JEFF SINGAMAN, NEW MEXICO JOHN HEINZ, PENNSYLVANIA
HERBERT KOHL, WISCONSIN PETE WILSON, CALIFORNIA
JOSEPH I LIEBERMAN, CONNECTICUT 13nteil states $?knate

LEONARD wEISS. STAFF DIRECTOR COMMITTEE ON
JO ANNE BARNHART, MINORITY STAFF DIRECTOR GOVERNMENTAL AFFAIRS

WASHINGTON, DC 20510-6250

J u n e  2 2 ,  1 9 8 9

T h e  H o n o r a b l e  J o h n  H .  G i b b o n s
D i r e c t o r ,  O f f i c e  o f  T e c h n o l o g y  A s s e s s m e n t
Uni ted  S ta te s  C o n g r e s s
Washington, D. C. 20510-8025

Dear Dr. Gibbons:

We are writing to request that OTA conduct a study to
identify and assess those technologies that could provide the
Nation with tools in the fight against terrorism.

The past two decades have seen a steep rise in terrorist
actions, often directed at U.S. targets, including civilians.
Attacks have included kidnappings, hijackings and bombings of
civilian aircraft, as well as bombings of U.S. economic or
military targets. The case of Pan Am 103 is only the most recent
and most striking of a long series of such incidents. Moreover,
statements by Iranian leaders lead us to expect that terrorist
attacks against American citizens throughout the world may
increase.

The practical difficulty of responding to terrorist
attacks has been apparent. Since terror consists of limited
actions often directed at civilians, military tactics and
technologies are frequently not applicable, either in preventing
an occurrence or in dealing with an ongoing one.

For example, highly intrusive and costly security
measures, which the military or police agencies can employ, could
m a k e  t h e  s u c c e s s f u l  e m p l a c e m e n t  o f  e x p l o s i v e  d e v i c e s  o n  c i v i l i a n
a i r c r a f t  v e r y  d i f f i c u l t . But they might also paralyze air travel
and commerce, as well as intrude on many Americans’ concept of a
free society. As another example, if passengers were taken
hostage aboard an aircraft, a classic military assault to retake
the aircraft would seriously endanger the hostages.

One strong asset that the U.S. possesses is its high
level of technological development. We would like to assure
ourselves that the Nation is taking full advantage of its
capabilities in this area. While we are aware that there is no

– l 0 0 - -
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The Honorable John H. Gibbons
June 22, 1989
Page Two

technical fix for terrorism and that even the most ingenious
t e c h n o l o g i e s  w i l l  n o t  p r e v e n t  a l l  a t t a c k s ,  t e c h n o l o g y  i s  a  v i t a l
t o o l , t o  b e  u s e d  a l o n g  w i t h  i n t e l l i g e n c e - g a t h e r i n g ,  l a w
e n f o r c e m e n t ,  a n d ,  w h e r e  r e q u i r e d , m i l i t a r y  o r  p a r a - m i l i t a r y
a c t i o n .

Therefore, we would like OTA to review the current
status of research, federally-funded and other, aimed at
developing counter-terrorist tools. The review should also assess
research and development that, while not explicitly developed for
counter-terrorism, might have applications in that area. It
should include, but not necessarily be limited to explosives
detectors, methods of access and perimeter control, non-lethal but
disabling weapons, incapacitating agents, and improved data
exchange on terrorism and terrorist techniques. In carrying out
this study, classified research and development activities within
federal agencies should be examined, along with open sources.

The report should assess whether federally-funded
research in this area is well coordinated and sufficiently
focused. It should also identify those areas where increased
resources would be helpful in producing positive results in the
short-term. We do not expect the study to deal with intelligence
gathering or with police or military tactics.

We anticipate that the final report will be
unclassified. However, in order to avoid putting useful material
into the hands of potential terrorists, we expect that OTA will
also produce a substantial classified annex that would accompany
the report. An interim report should be provided to the Committee
by March 1, 1990. The final report should be
than December 31, 1990.

Sincerely,

*.L
furnished no later

zL”-&
# Johm4Gle%n William V. Roth, Jr.

P’ Chairman Ranking Minority Member

JHG/mkh
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CLAIBORNE PELL, RHODE ISLAND, CHAIRMAN

JOSEPH R. BIDEN, JR . DELAWARE JESSE HELMS, NORTH CAROLINA
PAUL S SARBANES. MARYLAND RICHARD G. LUGAR, INDIANA
ALAN CRANSTON, CALIFORNIA NANCY L KASSEBAUM, KANSAS
CHRISTOPHER J DODD. CONNECTICUT RUDY BOSCHWITZ. MINNESOTA
JOHN F KERRY, MASSACHUSETTS LARRY PRESSLER, SOUTH DAKOTA
PAUL SIMON, ILLINOIS FRANK H MURKOWSKI, ALASKA
TERRY SANFORD, NORTH CAROLINA MITCH McCONNELL, KENTUCKY li!bmzd  %tate~  $iWnate
DANIEL P MOYNIHAN, NEW YORK GORDON J HUMPHREY, NEW HAMPSHIRE
CHARLES S ROBB. VIRGINIA CONNIE MACK, FLORIDA

GERYLD B. CHRISTIANSON, STAFF DIRECTOR
COMMllTEE  ON FOREIGN RELATIONS

JAMES P LUCIER, MINORITY STAFF DIRECTOR W ASHINGTON , DC 20510-6225

J u l y  6 ,  1 9 8 9

Dr. John H. Gibbons
Office of Technology Assessment
600 Pennsylvania Avenue
Washington DC 20510

Dear Dr. Gibbons:

As the tragic downing of Pan Am 103 demonstrated last
year, terrorism continues to exact its toll on Americans.
Combatting terrorism remains a difficult task for all
governments, and the United States and its citizens remain a
significant target of a number of terrorism organizations.

As Chairman and Ranking Member of the Senate Foreign
Relations Committee Subcommittee on Terrorism, Narcotics and
International Operations, we are writing to request that OTA
conduct a study to identify and assess technologies that can
provide the U.S. with tools in the fight against terrorism.

In recent years, we have seen a steep rise in terrorist
actions, including kidnappings, hijackings and bombings of
civilian aircraft, as well as bombings of U.S. economic or
military targets. Statements by Iranian leaders, and reports
of continued terrorist activity by a variety of foreign
political and military organizations, lead us to expect that
terrorist attacks against American citizens throughout the
world may increase.

The Pan Am attack highlighted the difficulties of
responding to intelligence about possible terrorist attacks,
as well some of the limitations of current anti-terorrist
detection equipment.

To date, we know of no study available to the Congress
which has undertaken a comprehensive review of anti-terrorist
technologies, with a view of assisting the Congress in
determining how we can better fight terrorism.

Accordingly, we request that OTA conduct a study of
current and possible future U.S. anti-terrorism technologies.
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The review would assess those technologies now in place;
review the current status of research, federally-funded and
other, aimed at -developing counter-terrorist tools; and
assess research and development that, while not explicitly
developed for counter-terrorism, might have applications in
that area.

We would appreciate the study also including a review of
the capabilities of specific technologies such as explosives
detectors and incapacitating agents. We believe it would also
be helpful for the Congress to understand the current limits
and capabilities of data collection and exchanges on
terrorism, (in terms of the technologies used to move
information from one network to another), as well as the
techniques used by terrorists in committing terrorist acts.

The report should assess whether federally-funded
research in this area is well coordinated and sufficiently
focused, and to identify those areas where increased
resources would be helpful in producing positive results in
the short-term. To carry this study out properly, we believe
OTA should rely on both classified research and development
activities within federal agencies and open sources.

We anticipate that the final report will be
unclassified. However, in order to avoid putting useful
material into the hands of potential terrorists, we expect
t h a t  O T A  w i l l  a l s o  p r o d u c e  a  s u b s t a n t i a l  c l a s s i f i e d  a n n e x
t h a t  w o u l d  a c c o m p a n y  t h e  r e p o r t . A n  i n t e r i m  r e p o r t  s h o u l d  b e
provided to the committee by March 1, 1990. The final report
should be furnished no later than December 31, 1990.

We very much appreciate your attention to this request.

@M&c
4

Mitch McConnell
Ranking Member
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ERNEST F HOLLINGS SOUTH CAROLINA CHAIRMAN

DANIEL K INOUYE HAWAII JOHN C DANFORTH MISSOURI
WENDELL H FORD KENTUCKY BOB PACKWOOD, OREGON
J JAMES EXON, NEBRASKA LARRY PRESSLER SOUTH DAKOTA
ALBERT GORE. JR TENNESSEE TED STEVENS, ALASKA
JOHN D ROCKEFELLER IV. WEST VIRGINIA ROBERT W KASTEN JR WISCONSIN
LLOYD BENTSEN TEXAS JOHN McCAIN, ARIZONA
JOHN F KERRY MASSACHUSETTS CONRAD BURNS MONTANA
JOHN B BREAUX LOUISIANA SLADE GORTON WASHINGTON l13nited  ~tates $Wnate
RICHARD H BRYAN NEVADA TRENT LOTT MISSISSIPPI

CHARLES S ROBB, VIRGINIA COMMITTEE ON COMMERCE, SCIENCE,
RALPH B EVERETT C HIEF COUNSEL AND STAFF  D IRECTOR

WALTER B McCORMICK JR MINORITY CHIEF COUNSEL AND STAFF DIRECTOR
AND TRANSPORTATION

WASHINGTON, DC 20510-6125

August 3, 1989

The Honorable John H. Gibbons
Director, Off ice of Technology Assessment
United States Congress
Washington, D. C. 20510-8025

Dear Dr. Gibbons:

The bombing of Pan Am Flight 103 last December is only
the most recent in a series of attacks on American civilian
aircraft by terrorists. Given our jurisdiction over aviation
security, we are concerned about protecting the safety of
American travelers at home and abroad, particularly with
respect to utilizing the most effective advanced technologies
for airport security screening.

Although we are aware that there is no certain technical
fix for terrorism, we would like to assure that the Nation is
taking full advantage of its technological capabilities.
Accordingly, we request OTA to review the current status of
Federally-funded and other research aimed at developing tools
for providing airport security.

The study should assess research and development on
explosive detection devices, including those capable of
detecting very small amounts of explosives; methods of access
control; human factors; and improved data exchange.
Classified research and development activities within the
Federal agencies as well as other sources should be
examined. The study should also address the degree to which
Federally-funded research in this area is coordinated and
focused, as well as those areas where increased resources
might help to bring positive results in the short-term.
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We anticipate that the final report will be
unclassified, with the option of a classified appendix. It
would be helpful to the Committee to have an interim report
in the spring of 1990, with the final report submitted by the
end of 1990.

Sincerely,

ERNEST F.
&oR+

Chairman
●

Chairman
Aviation Subcommittee

kc~TA_&?.?.
Ranking Minority

kM~”
Ranking Minority
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IMited $tates scIIate
SELECT COMMITTEE ON INTELLIGENCE

WASHINGTON, DC 10510-6475

June 7, 1990

SSCI #90-2534

Dr . John H . G i b b o n s
D i r e c t o r
Congress of the United States
Of f i ce  of T e c h n o l o g y  A s s e s s m e n t
W a s h i n g t o n ,  D. C. 2 0 5 1 O - 8 O 2 5

D e a r  D r . G i b b o n s :

We u n d e r s t a n d  that  the  Off ice  o f  T e c h n o l o g y  A s s e s s m e n t
is currently engaged in a study o f the uses of technology to
combat terrorism. T h i s  s t u d y  i s  b e i n g  “ c o n d u c t e d  a t  t h e
request o f the Senate Governmental Affairs Committee, the
Senate  Commerce  Committee  s  Subcommittee  on  Aviat ion ,  and the
Subcommittee on Terrorism, Narcotics and International
Operations of the Senate Foreign Relations Committee. It is
our understanding that the study will include an-examination
of federal research and development efforts in this area.
The Senate Select Committee on Intelligence endorses the
requests of these committees and strongly supports this work,
which, we hope, will provide useful information in assessing
the effectiveness and the degree of interagency coordination
of such activities.

Accordingly, the Senate Intelligence Committee wishes to
be kept fully informed of the progress of OTA’S work on this
p r o j e c t  a n d  t o  r e c e i v e r e l a t e d  p u b l i c a t i o n s  a n d  b r i e f i n g s  a s
s o o n  a s  t h e y  a r e  a v a i l a b l e . T h e  p o i n t  o f  c o n t a c t  o n  o u r
s t a f f  i s  C h a r l e s  B a t t a g l i a  a t  4 - 1 7 6 5 .

Sincerely,

David L. Boren
Chairman

4!w“ iam S. C o h e n
Vice Chairman


