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(b) Tornado

© Kfir (d) F-16

Advanced combat aircraft such as (a) the French Mirage-2000, (b) the Gerrnan/British/Italian Tornado, (C) the
Israeli Kfir, and (d) the U.S. F-16 are operated by a number of countries around the world, some of which are
thought to have programs to develop weapons of mass destruction.

than 100 comparable Tornado IDS aircraft.”In a Moreover, as developing nations have contin-
few instances, political or regional considerations  ued to purchase advanced combat aircraft, they
have made it difficult for countries to obtain haveincreasing|y demanded transfer or ||Cen5|ng

advanced combat aircraft, but most have been  of underlying production technologies as part of
able to do s0.”

87 The Tornado aircraft includes technology and components developed and manufactured in Britain, Germany, and Italy. It has cousiderably
less air-combat capability than the F-15.

88 For example, Iranian F-14 aircraft played only a small role in delivering conventional ordnance during the Iran-Iraq war, largely because
the United States had cut off spare parts, training, and maintenance support following the Islamic revolution in 1979. On the other hand, even
under the Pressler Amendment, which cut off aid (including military aid) to Pakistan after the President could no longer certify that it did not
possess a nuclear weapon, commercia sales of military equipment supporting that country’s air force appear to have continued. See, for
example, “Shipments to Pakistan Under Investigation,” Washington Post, Mar. 7, 1992, p. Al.
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The General Dynamics F-16 fighter, here being
assembled at the U.S Fort Worth facility, is flown by
17 air forces around the world. Licensed co-
production facilities have been built in Belgium,
Turkey, and the Netherlands.

the transaction.” These licensed production ar-
rangements help build up and extend the defense
industrial infrastructure of recipient nations. Such
transfers are often accomplished through compli-
cated sales agreements, for example, in which the
recipient nation buys a few copies of an advanced
fighter off-the-shelf, assembles a second batch
under license, and-to the extent that its indus-
trial base can absorb and produce the technologies
and components in question—manufactures the
rest indigenously. In such transfers, highly so-
phisticated and classified subsystems are often
withheld by the seller or provided in a down-
graded version as an assembled component.

Over the past several years, trade in advanced
combat aircraft has been brisk. During 1987-
1992, the 20 developing countries having the
largest air forces ordered a total of over 1,600
aircraft (see table 5-9). Of those aircraft, over
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Figure 5-4-Suspected Weapon of
Mass Destruction Programs
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SOURCE: U.S. Congress, Office of Technology Assessment, Prolifer-
ation of Weapons of Mass Destruction: Assessing the Risks, OTA-ISC-
559 (Wash., DC: U.S. Government Printing Office, August 1993), p. 66.
two-thirds were ordered by proliferant nations
that either now possess or are thought to be
developing weapons of mass destruction (WMD),
or were thought to be developing them at the time
of the orders.

As these data suggest, proliferation of WMD-
capable aircraft is embedded in the economic
competition among firms of severa different
nations. The most common reasons cited in
Europe and the United States to export advanced
combat aircraft are that foreign military sales are
necessary both to maintain existing production
facilities and to fund R&D within the firm for

89 On the subject of licensed production of major weapon systems, see U.S. Congress, Office of Technology Assessment, Global Arms Trade,
OTA-ISC-460 (Washington, DC: U.S. Government Printing Office, June 1991), pp. 6-9. Selected licensed production agreements in the 1980s
include: U.S. F-16 fighter (to Turkey and to South Korea); French-German Alpha Jet (to Egypt); Brazilian EMB-312 Tucano trainer (to Egypt);
Anglo-French Jaguar fighter (to India); Soviet MiG-27 fighter (to India); and U.S. F-5E Tiger-2 fighter (to Taiwan). Selected licensed
production agreements in the 1970s included: French Mirage F- 1 fighter (to South Africa); Soviet MiG-21 fighter (to India); and Soviet MiG-19
fighter (to North Korea). See, for example, SIPRI Yearbook (New York: Oxford University Press, various years).
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Table 5-9-Combat Aircraft Ordered 1987-1992 by Countries of Proliferation Concern®

Country*® Total WMD/M® No. Type of Aircraft Supplier® Year
China 76 (N)BCM 12 SU-24 Fencer USSR 1990
24 SU-27 Flanker "’ 1991

40 MiG-29 " 1991

North Korea 195 NBCM 20 SU-25 Frogfoot USSR 1987
25 MiG-29 " 1987

150 MiG-21 MF USSR 1988

India 40 NM 15 MiG-29 " 1988
15 Jaguar France/U.K. 1988

10 Sea Harrier UK. 1989

Israel 90 NBCM 5 F-15D Eagle’ Us. 1988
30 F-16C " 1988

30 F-16D "’ 1988

15 F-1 5A Eagle " 1990

10 F-1 5A Eagle " 1991

Syria 8+ BCM 7 SU-24 Fencer USSR 1988
8 MiG-25 Foxhound " 1989

Taiwan 250 BC 34 Kfir-C7 Israel 1991
6 Kfir-TC7 Israel 1991

150 F-16 Us. 1992

60 Mirage 2000-5 France 1992

Egypt 123 CM 42 F-16C Us. 1987
4 F-16D "’ 1987

1 F-1 6D " 1988

20 Mirage-2000 France 1988

10 L-39 Albatros’ Libya 1980

46 F-16C Us. 1991

South Korea 357 M? 24 F-4D Phantom Us. 1987
4 F-1 6D " 1988

24 F-4E Phantom " 1988

12 RF-4C Phantom " 1988

24 F-4E Phantom " 1989

120 F/A-18 Hornet " 1989

20 Hawk* U.K. 1990

9 RF-4C Phantom Us. 1990

120 F-1 6C " 1991

Libya 15 BCM 15 Su-24 Fencer USSR 1988
Pakistan 196 NM 11 F-1 6A Us. 1988
75 F-7 China 1989

60 F-1 6A Us. 1989

50 Mirage-30 Australia 1990

Iraq 52 [NBCM] 36 Mirage F-1 C France 1987
16 Mirage F-1 C France 1989

Saudi Arabia 176 M 12 F-15C Eagle Us. 1987
420 Hawk-200 UK. 1988

60 Hawk-1 00 UK. 1990

12 F-15D Eagle u.S. 1990

72 F-15XP Us. 1992

Iran 130+ NBCM ? MiG-21 F E. Germany 1988
15 EMB-312 Tucano’ Egypt 1988

? MiG-29 USSR 1990
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Country*® Total WMD/M® No. Type of Aircraft Supplier® Year
South Africa 7 [NJM? 7 PC-7° Switzerland 1989
Algeria ? N?M? ? MiG-29 USSR 1988
Afghanistan 0 M
Brazil 43 [N]M 11 S2F-1 Canada 1987
23 F-5E Tiger I Us. 1988
3 F-5F Tiger II° Us. 1988
6 Mirage-3E France 1988
Vietnam 0 c
Argentina 0 [NM]

a See notes to Table5-8 for explanation of countries listed.
b Seekey to Table 5-8.

c Supplier countries in italics are not the original producers of the aircraft.

d Trainer

SOURCE: Office of Technology Assessment. Based on information from SIPRI Yearbooks, 1988-92 (New York, NY: Oxford University Press, various

years) and selected newspaper reports.

future production. Proponents of combat aircraft
exports al so assert that in the absence of exports,
the balance-of-payments deficit would rise and
tens of thousands of domestic aerospace workers
would lose their jobs. Incentives for former Soviet
republics to export military hardware, in the face
of severe economic hardship and shortages of
hard currency, are even stronger.

In addition to reasons of economics and
aliance politics, however, trade in combat air-
craft is driven by their utility in a wide range of
military roles, including air defense, close-air
support, reconnaissance, antiship, and tactical
missions. Arms exporters assert that friendly
states require combat aircraft to defend them-
selves. Such trade is also fecilitated by the lack of
any legal restrictions. Since military aerospaceis
amultibillion dollar sector in international trade,
it will be extremely difficult to slow proliferation
of combat aircraft. Establishing meaningful limits
would require that major exporting nations adopt
a strict multilateral control regime that did not
recognize the right of participating nations to
make unilateral sales or transfer production tech-
nology. Given these economic, political, and

military realities, most analysts believe that a
regime significantly curtailing trade in aircraft is
unlikely to develop anytime soon.”

| Capabilities of Aircraft for Delivering
Weapons of Mass Destruction

Existing aircraft inventories in both advanced
and developing nations, and the diffusion of
production capacity, indicate that most countries
pursuing weapons of mass destruction already
have relatively modem combat aircraft capable-
after suitable modification-of delivering them to
avariety of targets. While these states may be less
able to carry out sustained conventional air
combat, their current aircraft inventories are
probably able to deliver weapons of mass destruc-
tion, with the possible exceptions of large-scale
chemica weapon delivery (which would require
a large number of missions) or penetrating the
most heavily defended targets. Table 5-10 illus-
trates some of the capabilities of combat aircraft
that have been exported to or are currently
possessed by proliferant states.

In considering the requirements for effective
delivery of multiple strikes (e.g., for waging

90 Nevertheless, antagonistic nations or aliances of nations could eventually agree among themselves to reduce inventories of combat
aircraft, as was done through the Conventional Armed Forces in Europe (CFE) Treaty.
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Table 5-10-Capabilities of Selected Combat Aircraft

Aircraft designation Payload [kg] Combat Radius~ [km] Generation® Speed®
and country of origin
Brazil
T-27 500 460 (est.) 35 low
China
J-8 (Soviet derivative) 300? 400 (est.) 2 high
J-7 (MiG-21 derivative) 300 600 2 high
J-6 (MiG-19 derivative) 500 350 (est.) 15 reed-hi
J-5 (MiG-17 derivative) 200 (est.) 250 (est.) 1 medium
H-5 (11-28 derivative) 1,000 600 (est.) 1 medium
3,000 275 (est.)
H-6 (Tu-16 derivative) 9,000 1,200 (est.) 1 medium
Q-5 (MiG-19 derivative) 1,000 600 1.5 high
France
Mirage-2000 1,000 370 (est.) 4 high
Mirage F-1 3,500 425 3 high
500 1,390
Mirage-5 907 1,300 25 high
Mirage IlI 907 1,200 2 high
Super Etendard 1,500 850 (est.) 3 high
France/Germany
Alpha Jet 1,100 1,075 25 medium
France/U.K. Jaguar 4,000 1,408 3 high
India
Ajeet (British Gnat derivative) 1,000 204 2 medium
Israel
Kfir C2/C7 1,200 1,186 3 high
Dagger (see French Mirage-5)
South Africa
Impala I/n (Italian Aermac- 1,800 130 25 low
chi MB-326 derivative) 90 648
Chettah (see French Mirage-5)
Taiwan
AT-3 1,900 900 (est.) 25 medium
U.K.
Buccaneer 3,000 900 2 medium
Sea Harrier 1,000 370 3 medium
U.K./Germany!/Italy
Tornado IDS 6,500 1,390 4 high
Us.
F-16 Falcon 1,400 1,200 4 high
F-15 Eagle 11,000 1,270 (F-15E) 4 high
F-1 4 Tomcat 5,000 805 (est.) 4 high
F-4 Phantom 7,250 1,100 3 high
F-5 Tiger 730 890 25 high
F-104 Starfighter 1,500 312 (est.) 2 high
A-4 Skyhawk 4,600 600 (est.) 2 medium
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Aircraft designation

and country of origin Payload [kg] Combat Radius’[km] Generatlon’ Speed’
USSR
MiG-29 Fulcrum 1,400 475 4 high
1,000 370
MiG-27 Flogger D 2,000 700 (est.) 3 high
MiG-23 Flogger 2,000 700 3 high
MiG-21 Fishbed 500 740 2 high
SU-25 Frogfoot 4,400 250 (est.) 35 medium
SU-24 Fencer 3,000 1,050 3 high
Su-1 7/20/22 1,000 630 2.5 high
SU-7 Fitter 1,000 300 (est.) 2 medium
Tu-22/26 Blinder 12,000 4,000 3 high
Tu-16 Badger 3,790 3,100 1 medium

a Assumes un-refueledhigh-low-high flight profile carrying specified payload. However, since fuel, payload, range, and speed can be traded against

one another, range and payload figures are subject to considerable variability.
b Generation designates th, following approximate levels of technology:1 =1950s;2 =1960s;3 =1970s;4 =1980s. U.S. aircraft of the mid-1970s,

however, receive a rating of generation 4.

Speed: low- subsonic,generally propeller driven; medium - neartransonic, to barely supersonic in ideal conditions; high= supersonic capability,

e.g., roughly Mach 1.2 and above

SOURCE: Office of Technology Assessment. Based, in part, on information drawn from Jane's A/l theWorld's Aircraft, 1978-1991 (Surrey, U. K.:

Jane’s Information Group Limited, various years).

large-scale chemical warfare), however, addi-
tional factors must be taken into account. First, a
significant number of aircraft possessed by most
developing countries would probably not be
combat-ready. Some may have been disassem-
bled to supply spare parts. Others may be in
warehouses or in need of repair, and some will
likely have crashed,

Second, combat aircraft vary widely in per-
formance and quality in terms of such factors as
reliability, serviceability, logistics, pilot ergon-
omics, thrust-to-weight ratio, turning radius and
transient maneuver performance, and electronic
countermeasures, Quality factors could affect the
ability of aircraft to carry out certain types of
missions, especialy when facing opposing fighter-
interceptors or other significant air defenses.”
Moreover, as was demonstrated in Irag, a superior
air power might quickly become involved and
effectively suppress even one of the larger air
forces deployed in the devel oping world.

Third, few developing countries have expertise
in mission planning, rapid turn-around, or accu-
rate weapon delivery. Many developing countries
would have difficulty maintaining a skilled core
of pilots who are both able and willing to fly
missions to deliver weapons of mass destruction.
Capabilities for aircraft delivery of weapons at
ranges more than 1,000 to 2,000 km are also very
limited outside the major industrial powers. Long
range delivery might be facilitated by long range
bombers, aerial refueling, aircraft carriers, or
forward bases. But few proliferant countries, if
any, are expected to be able to incorporate these
technologies into their air forces anytime soon.

In sum, any of the countries listed in table 5-8
could probably use their air forces to deliver at
least a single nuclear weapon (if they possessed
one) in aregional context, at ranges between 500
and 1,500 km, and under a wide variety of
conditions. Many could mount a small-scale, but
nevertheless effective biological or perhaps even

91 Air defense capability can also be supplied by other countries. For example, the United States supplied Israel with AWACS coverage and

the Patriot system during the Persian Gulf War.
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a chemica strike.”If additional nations embark
on programs for the development of weapons of
mass destruction, it is likely that many of them
would already have the capability to deliver such
weapons using aircraft. Nevertheless, the ability
of several of these countries air forces—like
those of existing proliferants-may be question-
able in terms of conducting sustained warfare,
delivering large quantities of chemical weapons,
or maintaining an attack in the event of third-party
intervention.

| Summary-Proliferation of WMD-Capable
Aircraft

Combat aircraft with the range and payload
sufficient to deliver nuclear, chemical, and bio-
logical weapons, though possibly requiring some
modification, are possessed by almost all coun-
tries of proliferation concern. In terms of payloads
deliverable at specified ranges, the capabilities of
air forces of virtualy al of these countries far
surpass those of their missiles. Furthermore, there
are no internationally binding restrictions on
aircraft trade, which, in many cases, continues to
be motivated by economic and foreign policy
concerns.

Although the complex set of required technolo-
gies and expertise make it extremely difficult for
countries of proliferation concern to design and
manufacture advanced aircraft without external
assistance, licensed production arrangements have
increasingly spread manufacturing technologies
to many parts of the world. Licensed co-
production or assembly of Western or former
Soviet supersonic aircraft is taking place in
China, India, Israel, South Africa, South Korea,

and Taiwan. Developing countries that have
manufactured components or complete subsonic
aircraft with some ground-attack capability in-
clude Argentina, Brazil, Chile, and an Arab
consortium based in Egypt with the participation
of Saudi Arabia, Qatar, and the United Arab
Emirates.”

Because aircraft and missiles have different
relative strengths-particularly in their ability to
penetrate defenses—the two systems are not fully
interchangeable. * Piloted aircraft have signifi-
cant advantages over other delivery systems in
terms of range, payload, accuracy, reliability,
damage-assessment capability, and dispersal of
chemical or biological agents. They can be used
effectively under most circumstances, usualy
even in the presence of significant air defenses .95
On the other hand, the unit price of a ballistic or
cruise missile is considerably less than that of a
piloted airplane, and missile delivery offers both
military and psychological advantages, especialy
for a country wishing to deliver a single nuclear
weapon to a heavily defended area.

CRUISE MISSILES AND UNMANNED
AERIAL VEHICLES

The intermediate Range Nuclear Forces (INF)
Treaty defines a cruise missile as “an unmanned,
self-propelled vehicle that sustains flight through
the use of aerodynamic lift over most of its flight
path,” and that is intended as a ‘‘weapon-
delivery” vehicle. Very short range cruise mis-
siles can be rocket-powered, but longer range
ones generally use small jet engines. Unmanned
aerial vehicles (UAV) are usually slower moving
air-breathing platforms (e.g., using jet or propel-

92 Lack of spare parts can degrade air-force combat readiness, but such degradation would not be as important for scenarios involving

delivery of a very small number of nuclear or biological weapons.

93 See, for example, Mark Lambert, ed., Jane’s All the World' s Aircraft: 1990-1991 (Surrey, U.K.: Jane’ sInformation Group Limited, 1990);

and James G. Roche, Northrop Corp., “‘Tactical Aircraft, Ballistic and Cruise Missile Proliferation in the Developing World, " paper presented
at the AAAS conference Advanced< Weaponry in the Developing World, Washington, DC, June 12, 1992.

94 See John R. Harvey, “Regiconal Ballistic Missiles and Advanced Strike Aircraft: Comparing Military Effectiveness,” International

Security, vol. 17, No. 2., Fall 1992, pp. 41-83.

95 For a more detailed analysis of air defense, see Arthur Charo, Continental Air Defense: A Neglected Dimension of Srategic Defense
(Cambridge, MA: Center for Science and International Affairs, Harvard University, 1990).
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ler engines) that are associated with reconnais-
sance, surveillance, target, or harassment mis-
sions rather than weapon delivery. (Any aircraft
can theoretically be made into a UAV by incorpo-
rating an autopilot, but the term usually refers to
systems initially designed for unmanned opera-
tion.) Both cruise missiles and UAVs are treated
here as having potential for delivering weapons of
mass destruction. Although cruise-missile pay-
loads are generaly less than those of ballistic
missiles and much less than aircraft, the ability of
some modern cruise missiles to fly at very low
atitudes and slow speeds makes them particu-
larly well suited for delivering chemical and
biological weapons.

| Indigenous Development

In the past, indigenous development of guid-
ance and propulsion systems for long range cruise
missiles presented almost insurmountable barri-
ers for developing countries, In recent years,
however, near-revolutionary advancesin satellite
navigation, long-distance communications, com-
posite materials, and light-weight turbojet and
turbofan engines have greatly facilitated cruise-
missile development in a growing number of
countries. Developing sophisticated, light-weight
jet-engine technology remains a significant obsta-
cle for most Third World countries, Nevertheless,
crude pulse-jet technology was successfully em-
ployed by the Germans in the V-1 “BuzzBomb”
as early as World War 11, achieving ranges and
payloads comparable to the V-2 and Scud mis-
siles.” Furthermore, although the MTCR guide-
lines have restricted export since 1987 of com-
plete systems and dedicated components for
systems exceeding the 300 km/500 kg threshold,

relatively sophisticated ready-made components
from (unrestricted) short range antiship cruise
missiles (ASCMs) and UAV's have been readily
available for some time.” Trade in these
components-m any of which have civilian utility—
is making the manufacture of longer range
systems considerably easier than in the past.
Indigenous cruise-missile design and production
has therefore become far more difficult to control.
Moreover, cruise missiles and UAVs can be much
smaller than other aircraft, and many of them can
fly at low atitudes and evade radar, thus making
them exceedingly difficult to detect.

As of the beginning of 1993, there were only 11
known cruise missile systems in service that
exceeded the 1987 threshold of 300 km/500 kg,
three in the United States and eight in Russia™
The U.S. Air Launched Cruise Missile (ALCM),
Tomahawk, and Advanced Cruise Missile (ACM)
have ranges of 2,500 to 3,000 km when nuclear-
armed and over 1,000 km when armed with a
conventional payload of 450 kg. Some Russian
cruise missiles have 400 to 600-km ranges with
1,000-kg payload; others have about 3,000 km
range with 300-kg payload. China and India are
believed to have active development programs for
cruise missile with ranges of about 600 km, but
unknown payloads.

A growing number of countries already have
development programs or the ability to manufac-
ture cruise missiles with shorter range than those
described above. The five acknowledged nuclear
powers have all designed and built advanced
jet-powered missiles capable of being further
developed to give ranges in excess of 300 km at
supersonic speeds. Isradl, Italy, Japan, Sweden,
and Taiwan have al developed subsonic turbojet-

96 See Anthony L. Kay, Buzz Bomb (Boylston, MA: Monogram Aviation Publications, 1977).

97 The new MTCR guidelines adopted on Jaauary /, 1993 prohibit the transfer of any ballistic or cruise missiles with range over 300 km,
regardless of payload, and any such missiles—regardless of range or payload-if the supplier has reason to believe they may be destined to
carry weapons of mass destruction. This would presumably restrict sales by MTCR members of any cruise missiles to suspected proliferant

countries (see figure 5-4).

98 Data in this and the following paragraph is from Duncan Lennox, ‘‘Missile Race Continues,* Jane's Defence Weekly, Jan. 23, 1993, p.

20.
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powered missiles capable of flying well beyond
300 km. Brazil, Germany, Iraq, and North Korea
also appear to have potential cruise missile
programs developing a variety of systems, most
of shorter range. In addition, Russia exhibited
several cruise missile designsin 1992 that could
be developed for export, or even remanufactured
by other countries to begin programs of their
own.”

GUIDANCE SYSTEMS

Command guidance

Short range, radio-controlled command guid-
ance systems are relatively simple to design. The
Soviets have used command guidance from
airplanes, and the United States has developed
several such systems. (The Germans also experi-
mented with radio-controlled command guidance
in the V-2 ballistic missile.) Several short range
ASCMs have also been equipped with TV termi-
nal guidance. Such systems include Israel’s
Gabriel Il, Taiwan's version of the same, called
the Hsiung Feng I, and the U.S. Standoff Land
Attack Missile (SLAM). However, the range of a
command-guided system. is limited by that of the
communication link. If aradio link is used, it is
susceptible to jamming. And while launch from
aircraft can extend the effective range of command-
guided missiles, an escort aircraft must then
remain within communication range of the mis-
sle.

Inertial guidance
Inertial guidance systems are one of the most
mature navigation technologies used in ballistic

and cruise missiles. They use gyroscopes and
accelerometers to determine the missile’s orienta
tion and its motion along a particular heading. All
gyroscopes are subject to drift error, however,
which accumulates guidance inaccuracy over
time. Standard high-quality commercial aircraft
systems, for example, have errors leading to CEPs
on the order of 2 km per hour of flight.”(The
MTCR prohibits exporting cruise-missile naviga-
tion systems that have accuracies better than 10
km on a 300-km course, unless part of manned
aircraft.) To compensate for the drift error,
systems can utilize externally supplied informa-
tion to update inertial navigation systems.

TERCOM

Since the 1970s, the United States has been
using an advanced guidance system known as
TERCOM (Terrain Contour Matching) for guid-
ance of long range cruise missiles. It operates by
comparing the atitude profile of the ground under
portions of the missile’'s flight path with terrain
maps stored in its computer database. TER-
COM’s guidance computer makes course correc-
tions based on differences between measured and
expected dtitude data. Between updates, the
missile's flight is usually controlled by an inertial
guidance system.” However, since TERCOM
relies on terrain variation, it is useless for
guidance over water, and ill-suited to flat plains
or deserts. Furthermore, because TERCOM re-
quires accurate pre-determined terrain maps
along the approach to a target-usually requiring
advanced satellite techniques to produce—

99 Ibid., pp. 19, 21. Note that [N, Security Council Resolution 687 prohibits Iraq from maintaining or developing missiles with ranges

exceeding 150 km.

"00 See, for example, **Sagem Shifting to Systems Integration to Expand Role as Avionics Supplier,” Aviation Week & Space Technology,
May 11, 1992, p. 50. Ring-laser and fiber-optic gyroscopes (the latter still under development) are capable of substantially greater accuracy,
but their manufacture is limited to countries with the most advanced electronics industries.

101 Details of the TERCOM system are given in John Toomay, ‘“Ikchrdcal characteristics, ¢ in Richard Betts, cd., Cruise Missiles:
Technology, Strategy, Politics (Washington, DC: The Brookings Institution, 1981), pp. 36-9. Conventionally-armed versions of the U.S. cruise
missiles have a supplementary terminal guidance system known as Digital Scene Matching Area Correlation (DSMAC), which compares a
visual image of the target with onc stored in the missile’s computer memory.
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developing nations have had little means by
which to exploit this technology.™

NAVSTAR Global Positioning System

Provided a target’s coordinates are known in
advance, cruise missiles could use satellite navi-
gation such as GPS (see box 5-C) to fly to a target
by any route desired. Circuitous routes using a
series of waypoints might be chosen, for instance,
to avoid heavily defended areas.

Although the MTCR guidelines prohibit export
of any GPS receivers that operate above 18 km
atitude and 515 rn/see, or those designed or
modified for use in ballistic missiles or cruise
missile with ranges beyond 300 km, many export-
able GPS receivers would still be cruise-missile
capable. Moreover, export restrictions do not
apply to GPS receivers for use in aircraft, and the
electronic circuitry required to process GPS
signals would not be difficult for many countries
to duplicate or otherwise obtain.

A number of methods (e.g., differential GPS)
have been devel oped to improve on the accuracy
of the GPS signal available to civilian users, but
these methods would not be necessary for deliver-
ing weapons of mass destruction.”” For attacks
with weapons of mass destruction against second-
echelon forces massing behind front lines, or
against ‘‘soft’ civilian targets or population
centers, even the worst-case 100-m accuracy
provided by the degraded commercial signa
would be sufficient to result essentialy in a direct
hit.

The air- or ship-launched U.S. Harpoon antiship
cruise missile was first produced in 1977 and has been
sold to 19 U.S allies including Egypt, Iran, Pakistan,
South Korea, and Saudi Arabia.

PROPULSION AND AIRFRAME TECHNOLOGY

Cruise-missile propulsion systems, like guid-
ance systems, are also much more widely avail-
able than in the past. Unlike combat aircraft,
whose weight and expense mandates large reusa-
ble engines, cruise missiles can use much smaller
turbojet or turbofan engines. Such engines are
now manufactured in over 20 countries.” De-
spite Russia’s agreeing to abide by the Missile
Technology Control Regime, the former Soviet
Union may be a particularly good source of this
technology, since the republics have yet to setup

SSNED30 SO INFWLHYEIA SO

102 Even if high-quality Stereographic jmages could pe purchased from commercial satellite photographic services such as the French SPOT

or U.S. Landsat, it is unlikely that sufficient altitude resolution could be obtained for use with TERCOM systems. At most, this imagery might
help with terminal guidance if there were distinctive terrain features in the neighborhood of the target and if the cruise missile could be equipped
with aradar atimeter.

103 The GPS signal available to commercial users, known as the “Course Acquisition (C/A)” code, contains errors that have been
intentionally introduced to degrade accuracy. Differential GPS uses areceiver whose location is accurately known to calculate these errors.
This information can then be used to correct the positions of other receivers viewing the same GPS satellites. This method can be used to obtain
dramatic improvements even relative to the accuracy available to military users, called the “P-code.” Lee Alexander, “Differential GPSin
Operation Desert Storm, " GPS Worid, vol. 3, NO. 6, June 1992, p. 37. As such, it could be particularly useful in aiming ballistic missiles
accurately toward their targets prior to launch, if other methods of doing so were not available. Other techniques for improving on the C/A code
have aso been developed.

104 See Mark Lambert, cd., Jane’s All the World's Aircraft, 1990-91, op. cit., footnote 93. Although small Jet engines are becoming more
widely available, they are not required; even old propeller-piston engines could be used in some applications.
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Box 5-C-Satellite Navigation Systems and GPS

Space-based navigation systems began their development in the United States and former Soviet Union in
the early 1970s, and for a variety of applications can now offer precise navigation services at low cost. The most
developed system is the U.S. NAVSTAR Global Positioning System (GPS), which will soon provide accurate
position (latitude, longitude, and altitude)and velocity information to receivers anywhere in thewotid.lhefull GPS
constellation will include 21 satellites plus three spares, and is scheduled to be operational by 1995.!

Using four atomic clocks, each GPS satellite continuously broadcasts its position relative to the center of the
Earth along with the precise time. Using this data a receiver can compute its distance from each of the GPS
satellites it can observe, and therefore its own position by triangulation. Receivers must have access to a minimum
of three simultaneous satellite broadcasts to obtain latitude and longitude information; a fourth satellite is needed
to add altitude information.’GPS offers the advantages of being unlimitedly range, cheaper than TERCOM, and
more accurate than inertial navigation systems by themselves (GPS would normally be combined with an inertial
navigation system).’

To deny use of GPS's full capabilities to adversaries, GPS satellites broadcast two signals-one intended
for use only by authorized U.S. military receivers, known as P-code (Precision Service), and the other for civilian
users, known as C/A-code (Coarse/Acquisition). P-code offers position information accurate to within
approximately 10 to 15 meters. The accuracy of C/A-code varies depending on how the United States operates
the system, but can be in the neighborhood of 30 to 40 meters. Since even 40 meter accuracy is more than the
United States wants to provide adversaries during a crisis, the C/A signal can be degraded by a technique known
as “Selective Availability,” which introduces intentional errors into the code limiting it to 100-m accuracy.'Even
s0, this would be sufficiently accurate for most purposes involving weapons of mass destruction.

Since navigational data of the quality delivered by GPS has very high commercial value, an extensive market
in GPS receivers has grown to meet commercial demand. Off-the-shelf GPS receivers are available for less than

1 As of December 1992, 19 satellites were deployed.

2 Artur Knoth, “GPS Technology and Third World Missiles,” International Defense Review, vol. 25, May 1892,
p. 413. One more satellite signal is required than the number of coordinates sought, since the receiver must also
calculate and remove the effects of Its own clock error.

3 Forexample, the U.S. DefenseDepartment, which has developed andmaintaing GPS, will use the satellite
system to supplement missile guidance in the new U.S. Standoff Land Attack Missile (SLAM), a variant of the
Harpoon anti-ghipcruise missile, andinplanned upgrades tothe land-attack version of the Tomahawk sea-launched
wise missiles. See Eric Amett, “The Most Serious Challenge of the 1990s? Cruise Missiles in the Developing
World,” in W. Thomas Wander and Eric Arnett, eds., The Proliferation of Advanced Weaponry: Technology,
Mot/vatlons, and Responses (Washington, DC: American Association for the Advancement ofScience, 1992). The
French company Sagemwilloffer aplug-Inupgrade toltsinertial navigation systems to provide navigational updates
from a 12-channel GPS recelver. It will also offer the Integrated GPSAnertlal system for sale. See “Sagem Shifting
to Systems Integration to Expand Role as Avionics Supplier,” Aviation Week & Space Technology, May 11,1992,
p. 50; and Clifford Bed, “World In a Box: Air Navigation Leaps Forward,” International Defense Review, vol. 25, May
1992, pp. 417-418.

4 Note, however, that the quoted GPS accuracies pertain to the 95% confidence level, 80 that 100-m
“accuracy” here could translate roughly inte a 40 to 50-m CEP (50% confidence level). Sources on empirical GPS
signal accuracy include Philip Klass, “Inmarsat Decision Pushes GPS to Forefront of Civil Nav-Sat Field,” Aviation
Week & Space Technology, Jan. 14, 1991, p. 34; Bruce D. Nordwall, “Flight Tests Highlight New GPS Uses,
Emphasize Need for GPS/Glonass System,” Aviation Week & Space Technology, Dec. 2,1991, pp. 71-73; and Paul
M. Eng, “Who Knows Where You Are? The SatelliteKnows,” Business Week, Feb. 10, 1992, pp. 120-121. To
prevent unauthorized accesstothe P-code, the GPS system Iscapableof encrypting It, producing what Is cafledthe
Y-code.
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$500, and relatively expensive, multichannel sets that provide more frequent updates sell for less than $5,000.°
Receiver prices are likely to continue to drop.

The U.S. Government recognizing the system’s civil application, has promised to provide the C/A-code signal
free of charge for a period of at least 10 years. Commercial users are also exerting considerable pressure on the
U.S. Department of Defense to cease degrading the C/A signal. This pressure is likely to mount, particularly if GPS
is widely adopted for use in international air-traffic control.’

Two other systems may offer navigationaldata in the future that can supplement that provided by GPS. The
Soviet Union has begun to deploy a system somewhat comparable to GPS called Glonass (Global Navigation
Satellite System), and the international satellite agency Inmarsat plans to add GPS-like signals to its third
generation of satellites.”Combining data received from the three systems would allow increased accuracy and
reliability y, including the capability for real-time verification of the integrity of individual satellite signals.®

The Glonass system, which would provide the same accuracy to all users, advertises plus-or-minus 17-m
accuracy 50 per cent of the time, comparable to P-code GPS accuracy.’However, only about 8 of the first 32
Glonass satellites deployed are still in operation, and given the political situation in Russia, the system’s fate is
uncertain.”

5 Inexpensive single-channel recelvers, more appropriate for boaters than for aircraft, must switch
sequentially among four GPS satellites in order to compute position; multichannel receivers allow reception from
more than one satelliteat a time, which improves accuracy and update-speed. Receivers with 6 channels are widely
avallable, and 12 channels can aiso be obtained. See Gordon West, “Navigation,” MotorBoating & Sailing, voi. 168,
No. 4, October 1991, pp. 65-77; and Jeff Hum, GPS: A Guide to the Next Utility (Sunnyvale, CA: Trimble Navigation,

1989).

6 See Philip J. Klass, “FAA Steps Up Program to introduce GPS as instrument Approach Aid,” Aviation Week
& Space Technology, Aug. 17, 1992, p. 38. .

7 See, for example, Kiass, “Inmarsat Decision. - =% o, ¢ tootnote 4, p. 34. One reason for Inmarsat's
decision to provide satellite navigation is concern that the United States may not continue to provide GPS services.

8 Simultaneous access to five broadcasting satellites is sufficient to detect whether one of the satellites is
malfunctioning, but six signals are needed to identify which one is in error. When the GPS constellation is complete,
however, there should be enough satellites at any time in one’s line-of-sight that this sheuld not present a problem.
See Bruce D. Nordwall, “Flight Tests Highlight New GPS Uses, Emphasize Need for GPS/Gionass System,”
Aviation Week & Space Technology, Dec. 2, 1991, p. 71.

8 Artur Knoth, “GPS Technology and Third World Missiles,” Op. dt, footnote 2, P. 414.
10 Ktass, “Inmarsat Decision. - .", 0P, cit., footnote 4. p. 35.

105

an effective system of export controls.” More-
over, Ukraine, which holds a substantial fraction
of the former Soviet Union’s military aerospace
industry,”has not yet agreed to abide by MTCR
constraints, Antiship cruise missiles (ASCMs)
purchased from Russia or elsewhere could aso
provide a proliferant country with engines suita-
ble to power its own airframes up to perhaps a few

hundred kilometers. ASCMs are widely available
and, due to their short range, are generally exempt
even from the new MTCR restrictions.

Nevertheless, very small, lightweight, and
fuel-efficient engines, which are particularly im-
portant for longer range or stealthy cruise mis-
siles, are still very difficult for proliferant coun-
tries to acquire.

105 See, for example, William C. Potter, “Exports and Experts: Proliferation Risks from the New Commonwealth,’* Arms Control To&y,
vol. 22, No. 1, July/August 1992, pp. 32-37; and Jeffrey M, Lenorovitz, ‘‘Russian Engine Firms Strive to Realign, * Aviation Week & Space

Technology, March 30, 1992, pp. 38-9.

106 See, for example, Central Intelligence Agency, Directorate of Intelligence, “The Defense Industries of the Newly Independent States of

Eurasia, ” OSE 93-10001, January 1993, p. 7.
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Airframes are probably the easiest part of
cruise missiles to produce indigenously. Unlike
combat aircraft, cruise missiles need only fly
once, lessening the requirements for fatigue-
resistant materials. They are also smaller, mostly
subsonic, and need only accelerate modestly, thus
avoiding the need for the type of high-strength or
specialized materials typically found in ballistic
missiles and reentry vehicles.” Unless high-
speed maneuvers are required, cruise missiles and
UAVs can more easily use light-weight or even
radar-absorbent material s that would not ordinar-
ily stand up to great aerodynamic stresses.”And
since they reguire no cockpit or features to protect
apilot, they can be built much more cheaply and
with smaller radar cross-sections than can piloted
aircraft.

In sum, any country that supports an aero-
gpace industry or has a modest industrial
infrastructure should be able to integrate
commercialy available GPS receivers, turbo-
jet engines taken from imported ASCMs, and
indigenously built composite airframes to build
its own cruise missiles. If launched from manned
aircraft, the effective range of such cruise missiles
could be increased substantially. Harder, though,
would be to build cruise missiles with ranges far
exceeding 300 km (carrying 500 to 1,000-kg
payloads) or long range cruise missiles with
low-observable (stealthy) technology.

OPERATIONAL FACTORS

To remain undetected by air defenses, cruise
missiles can be made to fly at very low atitudes,
exploiting the natural radar cover offered by

reflections off trees, buildings, hills and other
features of the terrain.” (Other techniques for
increasing the probability of penetrating defenses
include stealth technologies, supersonic speeds,
or high-atitude approaches that might be detected
but not easily engaged by air defense systems.
U.S. and Soviet systems have incorporated a
number of these techniques.) Low flight, how-
ever, increases the risks of crashing and sacrifices
fuel efficiency. 110 Look-ahead radars and maneu-
verability can lessen the risk of crashes, but their
weight will decrease a cruise missile’' srange, and
their signa may help defenses locate them. These
also require fairly sophisticated guidance and
control technologies.

Early generation land-attack cruise missiles
were particularly vulnerable to defenses, as dem-
onstrated by the largely unsuccessful attempt by
Egypt to use them against Israel in the Yom
Kippur War of 1973. To saturate air defenses and
increase the probability of key weapons getting
through, a state may therefore wish to accompany
a few cruise missiles carrying weapons of mass
destruction with a large number of decoys. But
such tactics would only be needed when attacking
defended areas. The number of cruise missiles
needed for guaranteed penetration would thus be
highly scenario-dependent.™

The GPS system was designed to operate with
completely passive receivers, obviating the need
to send any signal back to the satellites. Receivers
can therefore operate undetected. However, since
GPS radio signals can be weak even compared
with background noise levels, in theory they can

107 This advantage iSless salientin cruise missiles designed for underwater launch from submarin es, hecause the stresses inherent in changing

pressure environments during flight require stronger materials.

10S gir Michael Armitage, Unmanned Aircraft, Brassey’s Air Power, Volume 3 (London: Brassey's Defense Publishers, 1988), p. 121.
109 See William E. Dean, How Low Can an UnmannedAerial Vehicle Fly?, RAND pgper p-7680-RGS (Santa Monica, CA: RAND Graduate

School, October, 1990).

110 The air-breathing engines used in Most cruise missiles function more efficiently athigher ariuces, Where the less dense air reduces both
the drag on the airframe and the quantity of fuel necessary for efficient combustion.
111 See, for example, Charo, Continental Air Defense,op.cit., footnote 95.
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be jammed, at least for short periods of time.”
(Between GPS updates, or if jammed, a cruise
missile would have to fly using an inertial
system.) Although al GPS satellites broadcast on
the same frequency, each Glonass satellite broad-
casts at its own frequency, and Inmarsat satellites
will provide still more frequencies,™thus mak-
ing it difficult to jam the entire future suite of
satellite navigation signals. Furthermore, an in-
coming cruise missile must be detected ahead of
time in or der for jamming attempts to be activated.

At least for short range missile guidance,
fiber-optic technology may also take on an
increasing role in the future. The United States
and Brazil have developed systems that connect
antitank and antihelicopter missiles to controllers
at distances up to 15 km. These systems use
fiber-optic cables that spin off the end of a reel
when the missile is launched.™ Although optic
cables can transmit signals over hundreds of
kilometers without serious distortion, in practice
these systems would AL\)robany be limited to about
100 km or less, 115 A.such ranges, much simpler

command-guidance systems are also available.

| Availability of Cruise Missiles and UAVs
NO land attack cruise missiles are known to
have been exported by the principal exporters of

cruise missiles (the five acknowledged nuclear
powers and Italy), and there is little reason to
believe that these will be exported in the future.”
Furthermore, no potential proliferant state is
publicly known to have developed or acquired
cruise missiles for the purpose of delivering
weapons of mass destruction. Still, acquisition by
such countries cannot be ruled out. Many of the
components and technologies for producing
cruise missiles fall outside of MTCR constraints,
or can be obtained by converting civil systems,
cannibalizing readily available ASCMs, or pur-
chasing cruise missiles from non-MTCR suppliers.

ANTISHIP CRUISE MISSILES

The effectiveness of ASCMs frost gained noto-
riety in 1967, when Soviet-built Styx antiship
missiles launched by Egypt sank the Isragli
destroyer Eilat. More recently, incidents involv-
ing ASCMs drew worldwide attention when
French-built Exocet missiles destroyed the HMS
Sheffield in the 1982 Falklands War and damaged
the USS Stark in 1987 in the Persian Gulf.

Although only 11 countries have designed and
produced ASCMs indigenously, ASCMs can

112 The ability to jam GPS signalsisstill the subject of some debate. Directional antennas designed to receive GPS signals from above may
be less susceptible to jamming, Edward R. Harshberger, Long Range Conventional Missiles: Issues for Near-Term Development, RAND Note
N-3328-RGSD (Santa Monica, CA: RAND Graduate School, 1991), p. 105. Furthermore, the nature of the signals broadcast by GPS satellites
should make it possible using special signal-processing techniques to distinguish even very weak broadcasts from background noise or from
powerful jamming signals, making GPS “a very hardy system.” Jeff Hurn, GPS: A Guide to the Next Utility (Sunnyvale, CA: Trimble
Navigation, 1989), p. 8.

113 philip Klass,  ‘Inmarsat Decision Pushes GPS to Forefront of Civil Nav-Sat Field,'* Aviation Week & Space Technology, January 14,1991,
p. 34.

114 The U.S. Navy js also experimenting with air-launched, fiber optically-guided antiship cruise missiles. * ‘U.S. Navy Tests Fiber-Optic Data
Linksfor Air-Launched Weapons,” Aviation Week & Space Technology, June 12, 1989, pp. 275-8.

115 Hughes Tepresentatives indicated in a statement quoted in “U.S. Navy Tests Fiber-Optic Data. . .,” ibid., that a100-km range j near the
limit for these systems. See also Carl White, “Light Fantastic: Fiber Optics: The Core of High-Tech Programs,’’ Sea Power, vol. 34, Mar@
1991, p. 28.

116 W.Seth Carus, Cruise Missile Proliferationinthe 1990s (Washington, DC: Center for Strategic and International Studies, 1992), p. 32.
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First produced around 1980, the Chinese Silkworm
liquid-fueled rocket-powered antiship cruise missile
has been exported to Egypt, Iran, Iraq, and Pakistan,
and is coproduced under license in North Korea.

readily be purchased.” They have consequently
proliferated even more widely than ballistic
missiles, with over 40 Third World countries now
operating them. 118 Three systems in Particular
have been widely exported: the Chinese Slkworm
(95 km/510 kg); the Soviet Styx (80 km/500 kg);
and the French Exocet (65 km/165 kg). Other
systems exported to Third World countries in-
clude the British Sea Eagle, Israeli Gabriel /11,
Italian Otomat, and U.S. Harpoon (see table
5-11). Of these, the Otomat and Harpoon have the

A remotely piloted vehicle ready for testing at White
Sands Missile Range, NM. This ground-controlled
fixed wing vehicle with a cruising speed of 60 knots is
designed to carry sensors. It is not a weapon system
and is not designed to penetrate defenses. However,
similar vehicles might be adaptable for weapon
purposes, for example, for biological attacks against
undefended targets.

longest ranges, at 180 km and 220 km, respec-
tively, but still fall short of the MTCR threshold.

Many ASCMs rely on active radar or infrared
homing devices for terminal guidance against
ships on the open ocean, which stand out readily
from their surroundings. As such, ASCMs would
not be very useful for land attacks except against
distinctive short range targets. To give ASCMs a
true land-attack capability, their homing systems
would have to be replaced or supplemented by
another type of guidance.”

Nevertheless, most ASCMs also use a rudi-
mentary inertial-guidance system to navigate into
the vicinity of atarget that would be transferable

117 The | | countries with indigenous cruise-missiles are the five declared nuclear powersplus German y Jgrael, Italy, Japan, Norway, and
Sweden. Six other countries either currently manufacture ASCMs based on another country’s design or have their own systems under

development: Brazil, India, Irag, North Korea, South Africa, and Taiwan. Cams, Cruise Missile Proliferation in the 1990s, ibid., PP. 34,
126-133 (table B-4); and Duncan Lennox and Arthur Rees, eds., Jane’ s Air-Launched \Weapons (Surrey, UK: Jane's Information Group, 1990),

Issues 8 and 9.

118 Carys, Cruise Missile Proliferation in the 1990s, op. cit., footnote 116, p. 34. Even though many ASCMs cost more than g half million
dollars apiece, there has been considerable interest among Third World countries in purchasing ASCMs.
119 The United States developed the Standoff Land Attack Missile (SLAM) by replacing the seeker of the Harpoon ASCM with atelevision

terminal guidance system. Other countries that would likely be able to replace a traditional ASCM seeker with TV guidance include Israel, India,
South Africa, Taiwan, and possibly South Korea. Carus, Cruise Missile Proliferation in the 1990s, op. cit., footnote 116, p. 131.
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Table 5-1 |[—Selected Cruise Missiles and their Characteristics

Designation Range Payload Comment
[km] [kg]

ASCM Systems not exceeding the 1987 MTCR threshold of 300 k&500 kg:

British Sea Eagle. .. ........ 110 230 1985; turbojet; exported to Germany, India

Chinese HY-2. .. ........... 95 510 +1980; “Silkworm”; liquid-fuel rocket-powered; exported to Egypt,

(Soviet SS-N-2 derivative) Iran, Iraq, Pakistan, and co-produced under license in DPRK

Chinese HY-4. . ............ 135 500 late 1980s; turbojet

French Exocet. ............ 65 165 1979; solid-rocket powered; widely sold; operated by over 25
countries

German Kormoran 2. ....... 55+ 220 1993; air-launched, rocket powered; operated only by Germany and
Italy

Israeli Gabriel Mk-Il. . . ... ... 40 180 1976; solid-rocket powered; licensed variants produced in Taiwan
and South Africa; exported to Chile, Ecuador, Kenya Singapore,
Thailand

Israeli Gabriel Mk-IV. .. ..... 200 150+ 19937?; turbojet (under development)

Italian Otomat Mk-Il. .. ... ... 180 210 1984; turbojet; European consortium; exported to Egypt, Irag, Kenya,
Libya, Nigeria, Peru, Saudi Arabia, and Venezuela

Japanese SSM-1........... 150 250 1988; turbojet; land-, ship-, or submarine-launched

Norwegian Penguin Mk-III. . . . 40+ 120 1987; solid-rocket powered; exported to Greece, Turkey, Sweden,
and United States

Soviet SS-N-2C............ 80 500 1962; “Styx”; liquid-rocket powered; exported to Algeria, Angola,

Cuba Egypt, Ethiopia, Finland, India, North Korea, Libya, Somalia,
Syria, Vietnam, Yemen, Yugoslavia; licensed production in Iraq

Soviet AS-5. ... 230 1000 1966; liquid-rocket powered; “Kelt”; past exports to Egypt and Iraq;
may exceed MTCR limits; land-attack and ASCM capability
Swedish RBS-15. .. ........ 70-150 250 1989; turbojet; exported to Finland, and possibly to Yugoslavia
Taiwanese Hsiung Feng-2... 80-180 757 19937?; turbofan?; (pre-production development)
U.S.Harpoon.............. 120-220 220 1977; turbojet; air- and sea-launch platforms; sold to 19 U.S. allies

including Egypt, Iran, Pakistan, South Korea, and Saudi Arabia;
land-attack version (SLAM) has shorter range and television terminal
guidance

Selected longer range cruise missiles (restricted from export by MTCR guidelines):

Soviet SS-N-3........... 460 1000 1963; turbojet; “Shaddock”; strategic/anti-ship; launched from land,
surface ships, and surfaced submarines; sold to Syria and Yugoslavia

Soviet AS-6............. 560 1000 1973; solid-rocket powered; “Kingfish”; Mach 3.5; land-attack capa-
bility; can be nuclear-armed

Soviet SS-N-21......... 3000 300 1987; turbofan; “Sampson”; nuclear-armed

U.S. Tomahawk. ........ 480-1250 450 1983; turbofan; HE warhead; 2500-km range with 300-kg payload

US.ACM.............. 3000 ? 1992; nuclear-armed; stealthy; air-launched

SOURCE: W.Seth Carus, Cruise Missile Proliferation in the 1990s (Washington, DC: Center for Strategic and International Studies, 1992); Jane’s
AlrLaunched weapons, Issue 09, and Jane's Strategic Weapons Systems, Issue 07 (Surrey, U.K.: Jane’s Information Group Limited, 1992); and
James G. Roche, Northrop Corp., “Tactical Aircraft, Ballistic and Cruise Missile Proliferation in the Developing World, " paper presented at the AAAS
conference Advanced Weaponry in the Developing World, Washington, DC, June 12, 1992.
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to other platforms and missions. Systems such as
the Israeli Gabriel 11, which has been exported to
several Third World countries (see table 5-1 1),
use TV-terminal guidance and can therefore be
used against land targets. Furthermore, typical
ASCM payloads of 100 to 500 kg (sufficient for
many types of high-explosive armor-piercing
warheads) would be sufficient to carry biological
agents or modest amounts of chemica agent.
Soviet export models and some ASCMs copied
by other countries have payloads of 500 to as
much as 1,000 kg, which may be sufficient to
carry proliferant nuclear warheads. *

UNMANNED AERIAL VEHICLES

An alternative to developing or modifying
cruise missiles would be to purchase commer-
cially available unmanned aeria vehicles (UAVS).
Modern over-land UAVs are used in a wide
variety of roles around the world, and could be
purchased under the guise of surveillance for
fighting drug trafficking,, forest fires, or illegal
immigration. A state could then disassemble them
for parts or mod@ them for weapon-delivery .121
UAVs or “target drones’ could also be made
from expendable auto-piloted aircraft programmed
for one-way missions.

UAVs offer many of the characteristics of
cruise missiles.”However, most of them do not
have suitable payload or range to be useful for
carrying weapons of mass destruction. For in-
stance, many are intended for short range recon-
naissance missions, carrying sensor-payloads of
20 to 40 kg to ranges of less than 100 km.”
Others are designed as target or harassment
drones or for long endurance flight, but with
payloads well under 100 kg. Nevertheless, longer
range systems able to carry several hundred
kilograms to ranges of several hundred kilometers
have been designed in recent years by a number
of companies.”™

One example is the Teledyne-Ryan Model 350,
built under contract in the United States as a
surveillance platform. This UAV has a wingspan
and length of only 3.2 m and 5 m, respectively,
making it hard for enemy air defenses to detect .”
Its turbojet engine can achieve speeds of Mach 0.9
and carry a 146-kg payload to arange of 1,500 km
and back. It is based on an earlier model (Model
324, or “Scarab”) sold to the Egyptian armed
forces in 1988 for reconnaissance purposes.™
Although the Scarab can carry 113 kg to arange
of 1,000 km and back, it could not carry payloads
exceeding the 500 kg MTCR threshold without
substantial redesign and in-field modification. Its

120 Both the United States and the former Soviet Union have produced nuclear-armed ASCMs for their own fleets, but each has now
committed to removing them.

121 The most successful combat use Of UAVs by developing countries was in the 1982 Isragli action against Syrian air defenses in the Bekaa
Wiley in Lebanon. There, Israeli- and U.S.-designed UAVs were used for both reconnaissance and harassment. UAVs caused Syrian SAM
air-defense batteries to trigger their fire control radar, leaving the SAMS open to Israeli anti-radiation missiles without exposing Israeli aircraft
to the air defenses. The Syrians lost 19 out of 20 SAM batteries and 86 combat aircraft, while Israel lost one combat aircraft. Sir Michael
Armitage, Unmanned Aircraft, Brassey's Air Power, Volume 3, op. cit., footnote 108, pp. 85-6.

122 For training, in fact, some UAVs are specifically designed te mimic the characteristics of cruise missiles. Don Flamm, “Defense
Technology: Unmanned Aerial Vehicles,” Asian Defense Journal, August, 1991, p. 27.

123 gee, fOr ~-pi€, E.R. Hooton and Kenneth Munson, eds., Jane's Battlefield Surveillance Systems, 3rd edition, 1991-92 (Surrey, UK:
Jane's Information Group, 1991).

124 Stefan Geisenheyner, “Current Developmentsin Unmanned Aeria Vehicles,"” Armada International, vol. 14, October/November, 1990,
pp. 78-80.

125 Technical data for the Model 350 is taken from Jane' s Battlefield Surveillance Systems, op. Cit., footnote 123, p. 229; and Geisenheyner,
“*Current Developments in Unmanned Aerial Vehicles,” op. cit., footnote 124, pp. 80-3.

126 The Scarab is built almost entirely of low radar-cross-section Kevlar-epoxy composites and can be programmed for long range guidance
using a satellite navigation system and up to 100 waypoints. Don Flamm, ‘Defense Technology: Unmanned Aerial Vehicles,’ op. cit., footnote
122, p. 28.
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export to Egypt Was only approved by the United
States subject to a U.S.-Egypt bilateral agreement
restricting its use to reconnaissance within Egypt,
forbidding modification, and giving the United
States the right to inspect the inventory on short
notice.”

Other examples of UAVs that could be given
ground-attack capabilities include indigenously
produced target drones or small RPVs built by
Argentina, India, Iran, and Irag, 128 Many of these
have payloads well under 100 kg, however.

| Monitoring Cruise Missile Acquisition
Given the number of options available for their
acquisition, cruise missiles will be extremely
difficult to monitor in the developing world.
Some cruise-missile related technologies-for
example, GPS receivers—have so many legiti-
mate uses that commercial sales receive little
notice. Even UAV systems that require export
notification or licensing have both civilian and

military uses completely unrelated to the delivery
of weapons of mass destruction, and whose
promotion may well be in the interest of the
exporting nation.

Indigenous production or cannibalization of
ASCMs to acquire cruise missiles would be
difficult to detect.” Although flight tests would
certainly be required, cruise missiles have few
readily identifiable inflight observables, they
expel only modest amounts of heat and remain
well within the atmosphere. Low-flying cruise
missiles are difficult to detect even in wartime,
when airspace is carefully monitored, illustrating
the difficulty of detecting covert tests. The
proliferation of at least short range cruise missiles
could therefore prove to be an intractable problem
over the next decade or so. Fortunately, longer
range land-attack systems are not yet available to
proliferant countries and are still amenable to
some measure of control through the MTCR.

127 Major Patrick Michelson, Egypt country director, Office of the Secretary of Defense, private communication, June 2, 1993.

128 Roche, “Tactica Aircraft. . .,” op. cit., footnote 93, p. 11.

129 See, fo.example, U.S. Congress, Office of Technology Assessment, Monitoring Limits on Sea-Launched Cruise Missiles, OTA-ISC-513
(Washington+ DC: U.S. Government Printing office, September 1992), pp. 11,21.
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