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BOX 5-1: Nuclear Suppliers’ Group Guidelines on Dual-Use Technology Licensing Procedures

Supplier should establish export licensing procedures for the transfer of equipment, material, and related
technology identified in the Annex These procedures should include enforcement measures for violations. In
considering whether to authorize such transfers, suppliers should exercise prudence in order to carry out the
Basic Principle and should take relevant factors into account, including
a whether the recipient state is a party to the Nuclear Non- Proliferation Treaty (NPT) or to the Treaty for the

Prohibltion of Nuclear Weapons in Latin America (Treaty of Tlatelolco), or to a similar International legally-
binding nuclear nonproliferation agreement, and has an IAEA safeguards agreement in force applicable to
all its peaceful nuclear activties,

whether any recipient state that is not party to [the treaties named above] has any [nuclear fuel-cycle facili -
ties] that are operational or being designed or constructed that are not, or will not be subject to IAEA safe-
guards,

whether the [item] to be transferred is appropriate for the stated end-use and whether that stated end-use is
appropriate for the end-user,

whether the [item] to be transferred isto be used in research on, or development, design, manufacture,
construction operation or maintenance of any reprocessing or enrichment facility;

whether government actions, statements, and policies of the recipient state are supportive of nuclear non-
proliferation and whether the recipient state isin compliance with its international obligations in the field of

nonproliferation

f whether the recipients have been engaged in clandestine or lllegal procurement activities and
9, whether a transfer has not been authorized to the end-user or whether the end-user has diverted for pur-
poses inconsistent with the Guidelines any transfer previously authorized

SOURCE International Atomic Energy Agency INFCIRC/254Rev .1 Part 2 July 1992

among the international participants, about what
technologies should be controlled and for what
reasons .24 Therefore, the nonproliferation re-
gimes dealing with weapons of mass destruc-
tion (and missiles), for which considerable con-
sensus has already been painstakingly built,
should not be mixed into controversies over
COCOM revisions of technologies controlled
for other purposes. Administration officials
have spoken of moving the emphasis in a succes-
sor arrangement from maintaining the West mil-
itary technology edge over Communist countries
to limiting the proliferation of technologies enab-

ling production of advanced conventional weap-
ons to some states not how possessing them. See
table 5-2 for a comparison of the COCOM and
weapons of mass destruction regimes.

A National Academy of Sciences study on ex-
port controls proposed either an additional non-
proliferation category and regime for convention-
al weapons technology, or incorporation of
conventiona technologies into one of the existing
regimes. 25 The above argument favors a separate
negotiating forum for conventional weapon
technologies. Insofar as those overlap with nu-

24For example, some Nat ions resist cooperation with nonproliferation export control regimes on the grounds that the United States s seek-
ng such controls primarily 1 protectitsel f from economic competition; although thiss nottrue, the argument for 1t is easier to make i the case

of ex port controlsintended to block the transfer of technologies that might be usable for abroad range of conventional mi | itary apphications. not

Justweapons of mass destruction.

*Panel on the Future Design and Implementation of U.S. National Security Export Controls, Find/n.g Common Ground: U. S, Export Con-
trols in aChanged Global Environment (Washington, DC: National Academy Press, 199 | ), p. 131.
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TABLE 5-2: COCOM and WMD Regimes Compared

Regime CcoCcOoM NSG, AG, MTCR COCOM successor?
Purpose Maintain Western military-tech- Prevent or slow the spread to Prevent or slow the spread to
nological advantage over tar- target programs of capabilities target programs of capabili-
get states to develop or produce nuclear, ties to develop or produce
chemical, or biological weap- advanced conventional
ons, or missiles weapons
Targets States under the control of Activities and facilities to devel- Rogue nations falling short of
Communist regimes, buyers op, produce, or otherwise ac- some standards of interna-
who might divert items to quire weapons of mass de- tional behavior
such states struction or missiles, buyers
who might divert items to such
activities
Scope of Wide range of dual-use com- Narrower range of dual-use Similar to COCOM items
controls modities, technology, and items applicable to developing

Rationale for
international
consensus

Principle of
operation

software, including those rele-
vant to modern industrial de-
velopment as well as those
specifically applicable to de-
veloping or producing ad-
vanced conventional weap-
ons in addition to weapons of
mass destruction

Deterrence of Communist ag-
gression by maintain techno-
logical superiority of allied
over Communist military
forces

Consensus all members must
agree to sale of controlled
items

or producing banned weapons

Prevention of threats to interna-
tional peace and security from
possession of weapons of
mass destruction by those not
already having them

National discretion guidance
and control lists mutually nego-
tiated, but licensing decisions
remain at national level

Containment of threats to re-
gional or global security
posed by “rogue” or “back-
lash” nations

Probably national discretion

SOURCE Office of Technology Assessment, 1994

clear or missile technologies, they should be cov-

ered under the latter regimes anyway.

Enhancing Nuclear Suppliers’ Group

Coordination

In March 1992, the NSG agreed to adopt common
export controls on a list of nuclear-related dual-
use materials, eguipment, and technologies. They
agreed to the “Basic Principle’ that suppliers

should not authorize transfers of the listed items:

= for usein anon-nuclear-weapon statein a
nuclear explosive activity or an unsafe-
guarded nuclear fuel cycle activity, or

= in general, when there is an unacceptable

risk of diversion to such an activity, or
when the transfers are contrary to the ob-
jective of averting the proliferation of nu-
clear weapons .26

26International Atomic Energy Agency, INFCIRC/254/Rev.1/Part 1, July 1992, *Communications Received From Certain Member States
Regarding Guidelines for the Export of Nuclear Material, Equipment and Technology:Nuclear-Related Dual-Use Transfers,” Annex Attach-

ment, p. 2.
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The NSG agreed that decisions to approve ex-
ports of the items on this list would take into ac-
count severa relevant factors in deciding whether
transfers were acceptable (see box 5-1 ). One of
those factors was to be whether a transfer has been
refused by someone else (i.e., a “*no-undercut”
guideline).

One observer has expressed concern about the
actual results of this agreement:

The NSG members have agreed to exchange

information on non-NSG states nuclear pro-
grams and dual-technology purchasing activi-

tics, and to meet for consultations at least once a
year. Solong as these arrangements remain
loosely specified and relatively uncoordinated,
they may not substantially improve the overall
quality of the intelligence available to NSG
mcmbers.”

This author proposes that the United States

... should systematically communicate in-
formation and share intelligence assessments
with other NSG members in order to ensure that
multilateral restrictions on sensitive dual-
technologies arc effectively implemented and
lists of restricted technologies are properly kept
up to date.”

Modern telecommunications and comput-
ing technology make it possible to convey much
of this information almost instantaneously.
The Department of Energy Office of Arms Con-
trol is sponsoring a project on International Export
Information Sharing, centering on computeriza-
tion of information sharing for the NSG agree-
ment on controlling exports of dual-use technolo-
gies. The types of information to be included in
this database are:
= export license denids,

- reference data useful to Nuclear Suppliers

Group members:

» documents and information related to NSG
guide I ines  on specifically nuclear-related
equipment, materials. and technologies. and

27Owen Greene, “US Export Control Policy and Stren, e
81bid.

.documents and information related to NSG
guidelines on nuclear-related dual-use equip-
ment, materials, and technologies.

The database would reside on an international
computer network, with each member state hav-
ing an inexpensive terminal linking it to the sys-
tem. Besides giving the members access to a com-
mon database, the system would also allow them
to exchange electronic mail on NSG export con-
trol matters. Thus far, 20 NSG members have
agreed to instal test terminals for this system, and
8 have been emplaced.

Such a network would offer a variety of op-
portunities for increased coordination among
the Nuclear Suppliers. In agreeing to multilater-
a controls on dual-use technologies, the NSG
members also agreed to inform one another when
they deny export license applications for the listed
items. Timely dissemination of this information
would allow each supplier to consider its own ex-
port decisions in the light of those made by any of
the others. Once refused an export license in one
country, a potential buyer would not have a chance
to find another supplier in another country even if
that country did not have independent reason for
suspicion about him. License denial informa-
tion, as well as some of the other kinds of in-
formation described below, could be especially
useful to governments without the extensive ex-
port control infrastructure and intelligence re-
sour ces of some of the larger members of the
NSG.

The reference data, documents, and other in-
formation in the database would include:

.official documents. key officials and contact
persons, and various types of supporting in-
formation including International Atomic En-
ergy Agency (IAEA) information circulars and
data on related international agreements,

the Nonproliferation Regime,™ Eyve on Supply, winter 1993, p. 80.
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= copies of other nuclear-proliferation-relevant
agreements (e.g., the Nuclear Non-Prolifera-
tion Treaty [NPT]) and membership lists;

= guides to the nuclear fuel cycle, to help ascer-
tain the significance of specific equipment or
technologies; and

= the latest information on the control of “Trigger
List” items—those directly nuclear-related
items whose export requires that the buyer sub-
mit his facilities that either use, or could use,
theitemsto IAEA safeguards.

Not only would the database provide immedi-
ate posting of al denials of licenses for transfers of
dual-use materials, equipment, and technology,
but it would also constitute a cumulative record of
the items, suppliers, and proposed buyers in the
denied transactions. Such an organized record
could help the member governments better identi-
fy and act on particular proliferation risks.

In addition to license denial information, the
database would include other information on po-
tentially risky end-users, such as those with un-
safeguarded nuclear activities, or those on various
members lists of suspected proliferants. It could
also serve as a funnel for some of the contribu-
tions of national intelligence services to the
multilateral group. On some occasions, it may
be possible to enter information into such arela
tively open forum by developing unclassified
sources to cite for facts first detected by classified
means. (See section below on the utility of sup-
porting open-source proliferation analyses. ) A
possible drawback to permitting such contribu-
tions to a database would be the risk that inaccu-
rate information (intentionally or unintentionaly
placed) would accumulate and be difficult to re-
move.

The NSG sharing schemein principle could
be expanded by including export license ap-
provals as well as denials. With this wider range
of data about exports with nuclear-weapon pro-

gram potential, all members would have a better
chance of discerning trade patterns that might help
identify suspicious end-users or possible diver-
sion paths. For the reasons cited above with re-
spect to the option of the U.S. Commerce Depart-
ment publicly reporting license approvals, other
members of the NSG may resist revelation of
theirs.” Should the United States decide to seek
such reporting, it may need to test that resistance
through the leadership both of exhortation and of
its own example. Even the expenditure of consid-
erable diplomatic capital with other regime mem-
bers may not be enough to bring about this degree
of cooperation.

On a separate track, the IAEA has had discus-
sions about maintaining a register of al nuclear-
related transfers. The most recent agreement was
for the purely voluntary reporting only of fissile
material transfers and specially designed nuclear
equipment—not dual-use technologies. IAEA of-
ficials reported to OTA that compliance even with
that limited agreement has been uneven.

Expanding the NSG Database Idea
The reference information in the proposed Nu-
clear Suppliers Group database would also in-
clude the export guidelines of the MTCR and the
control list of the Australia Group. Other than fur-
nishing up-to-date details about those regimes, the
database as now proposed would play no further
role in coordinating the suppliers. Nevertheless,
the basic mechanisms of the proposed NSG da-
tabase could be extended to the Australia
Group and the MTCR. This step would be most
useful in combination with agreements in those
regimes to report export denias, as the NSG mem-
bers do. Such agreements, however, will not be
easy to obtain. Nevertheless, if the political diffi-
culties could be overcome, a single proliferation
export-control database seems technically feasi-
ble, since there is a high degree of overlapping

29 A5 noted above, some firms might be fearful that confidential (but still legitimate) market information might be revealed to competitors if
all sales were reported. Even if the supplier-group data were not in the pub] ic domain, there would be the possibility that participating govem-

ments would leak information to their own country’s firms.
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FIGURE 5-1: Overlapping Membership Among Nonproliferation Export Control Regimes
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There isa considerable overlap among the memberships of the three major nonproliferation export

control groups.
SOURCE Office of Technology Assessment, 1994

membership among these groups (see figure
5-1 ).*Even if perfect overlap were not achieved
among the three suppliers groups, levels of access
to the system could be differentiated by group
membership. Alternatively, separate databases
could be set up for each group.

Aside from the supplier groups, there are two
other international groupings whose export con-
trol systems would benefit from shared data net-
works: the European Union (EU) and the newly
independent states of the former Soviet Union. In
1992 the European Community (EC) Commis-

sion reported to the EC Council on areview of the
export control systems of the member states. It
found important discrepancies among the states.
At the end of August 1992, the Commission
drafted an export-control guideline for adoption
by the Council. This draft included a proposal for:

... a system of information transmission and
exchange, to include all orders and transactions
of dual-use items, before actual transfers take
place. An electronic data network is envisioned
to build on the insights and information of na-
tional agencies and to inform all licensing agen-

30gee Leonard S. Spector and Virginia Foran, «preventing Weapons Proliferation: Should the Regimes be Combined'?"* (Muscatine, 1A: The

Stanley Foundation,1992).
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to build on the insights and information of na-
tional agencies and to inform al licensing agen-
cies immediately about the refusa of license ap-
plications. Thus, a binding exclusion of refused
licenses, in effect in all EC member states,
would be in force.

It now appears that the EU will not adopt such
measures in the near future. Should it ever under-
take to do so, U.S. experience in developing its
own networks could position it to cooperate in the
establishment of a European Union network. That
network might, in turn, become a basis for assis-
tance to other states or groups of states in estab-
lishing their own systems. For example, in the
summer of 1993, Russia, Ukraine, and Belarus
discussed creation of an economic union; one pro-
posal discussed was a common customs and ex-
port control system for the group. (See below for
further discussion of the export control situation
in the former Soviet republics. )

Increase Intelligence Sharing

Whether by means of a networked database or
through other means of communication, sharing
intelligence data about unscrupulous suppli-
ers, buying and financing operations, ques-
tionable agents, and suspicious end-users is an
important means by which supplier groups
can coordinate their export controls. Shared in-
telligence could, for example, help members of
the NSG make better informed licensing judg-
ments by giving them more information about
how prospective buyers measure up against the
criteria that they have agreed to take into account
in licensing decisions (see above, box 5-1).

The greatest obstacle to sharing intelligence
datais the risk that revealing what an intelligence
agency knows might also reveal howit found out:
that sources and methods will be compromised.
Recognizing this problem, the CIA’s Non-Prolif-

eration Center is placing increased emphasis on
“actionable” intelligence—information that can
be safely revealed when necessary to move
against proliferation activities. Enforcement offi-
cials at Commerce's BXA have begun a prolifera-
tion database based on open sources, but purely
for internal use. In principle, such data could be
used to help explain to exporters why licenses are
being denied, to inform companies about what po-
tential customersto avoid, or to alert other coun-
tries to possible proliferation risks.

In some situations, national intelligence agen-
cies having trusted relationships with one another
may be able to share secret information. Amongst
the large and diverse sets of nations making up the
nonproliferation supplier groups, continuous, di-
rect sharing of classified information seems un-
likely.*What seems more feasible is the produc-
tion and dissemination of analyses based on open
sources. It may also be possible to develop open-
source evidence for facts that might originally
have been indicated or discovered by secret
means.

All information sharing need not take the form
of current intelligence. When the supplier groups
(NSG, Australia, MTCR) meet, their gover-
nments could take the opportunity to send experi-
enced export control officials, not just temporarily
assigned diplomats. These officials could be en-
couraged to examine comparable problems, ex-
change ideas about methods, and discuss actual
case examples that might hold lessons for their
counterparts.

To increase opportunities for multilateral
information sharing, one option to consider is
to provide government support for non-gov-
ernmental, open-sour ce database and analytic
projects. Examples of such projects are the Moni-
toring Proliferation Threats Project at the Monte-
rey Ingtitute of International Studies and the data-

J'Harald Miiller, “The Export Controls Debate In the ‘New’ European Community,” Arms Control Today, March 1993, p. 12.

32The United States Teportedly did find ways of sharing intell igence information about [rag with the United Nations Special Commissionon

Irag, but this could be made a more routine practice. For a discussion of possible national intelligence contributions to United Nations activities,
see Garret Jones, “Intelligence Support to United Nations Activities, ” U.S. Army War College Study Project, Apr. 15, 1993.
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base of the Wisconsin Project on Nuclear Arms
Control, in Washington. One means of support for
such efforts is to contribute grants or award re-
search contracts to the private institutions carry-
ing on such projects. Another would be to share
information with them informally: perhaps giving
opinions as to which open sources are more or less
reliable, which analyses are more or less conso-
nant with government analyses. One anayst sug-
gests:

More “’cross-cultural” communication be-
tween the governmental and non-governmental
non-pro] iteration communities would be bene-
ficial. With no access to classified information
but a suspicious attitude toward bureaucratic as-
sessments, non-governmental analysts have the
potential to reach fundamentally incorrect con-
clusions. Perhaps the non-governmental com-
munity should become more tentative in its con-
clusions as it demonstrates greater skepticism
about the reliability of sources. On the other
hand, the governmental community may also be
too quick to dismiss public sources. Assigning
an individual in the higher echelons of govcrn-
ment to sanitize classified information for
public release without revealing sources and
methods would facilitate cross-cultural commu-
nication between these two communities.”

Whether the information shared multilaterally
comes directly from the U.S. government, or
whether it comes from private U.S. ingtitutions,
there is some risk that it will be perceived as a U.S.
too] for manipulating international opinion and
decisions to serve unilateral U.S. interests. This
risk imposes a need for considerable tact and di-
plomacy in the ways in which the United States at-
tempts to persuade other nations to act on thein-
formation provided. Another way to reduce the
risk might be to help create and sponsor interna-
tional nongovernmental organizations to monitor
and analyze proliferation problems. The god
would be to minimize the perceived control or in-

fluence of any one national government, with the
hope that many governments would both contrib-
ute help to and utilize the products of such orga-
nizations.

The immediate goal of increased intelligence
and other information sharing among gover-
nments would be to enhance their export controls.
At the same time, greater public information
about proliferation activities could help mobilize
international support for the whole range of non-
proliferation policies surveyed in the first report
of this OTA assessment: not only coercive actions
against violators of nonproliferation norms, but
internal and external pressures on governments to
renounce weapons of mass destruction and adhere
to the nonproliferation regimes.

I Support Development of FSU
Administration of Export Controls

The effectiveness of global export controls will be
great] y weakened unless Russia and the other for-
mer Soviet states join the full set of western non-
proliferation control regimes. NSG, Austraia
Group, and MTCR. Some progress has been made
in this direction with Russia already in the NSG,
vowing to become a de facto member of the
MTCR, and promising to adhere to Austraia
Group guidelines. The other newly independent
states should also be brought into the nonprolifer-
ation regimes. These nations also need to develop
effective export control systems. The United
States has offered several million in Nunn-Lugar
funds for this purpose to each of the four republics
retaining Soviet nuclear weapons, but has reached
agreement on spending the money only with Bela-
rus. Other republics could probably also make use
of financial assistance. In addition to funding,
U.S. agencies have also been offering technical
assistance in export controls to the former Soviet
states.

¥Mark G, McDonoug "‘Nuclcar Non-Proliferation Project, Conference on Strengthening the Non-Proliferation Regime: Selected Analy-

ses. Fred] ngs, and Recommendations.” manuscript. Camnegie Endow ment for International Peace. Mar. 18-19, 1992, P. 12. For adiscussion of

theissues raised by the prospect of sharing intelligence information with an international organization see Garret Jones, op. cit., footnote 32.
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A report containing views of both U.S. and
Russian experts observed that Russia has yet to
develop an effective export control system. Over-
al, the need is for:

... the establishment of sovereignty in the new
states of the former USSR is unfortunately being
accompanied by the weakening of legislative,
executive, and judicial powers, arise in crime,

... acompetent civil authority with the will and
capabilities to enforce the laws, decrees, opera-
tion regulation, licensing procedures, and en-
forcement practices recently adopted by the
Government of the Russian Federation.”

Specifically, the problems include:

... 1) creating an adequate legislative and
executive basis for the structure as a whole and
each of its institutional bodies; 2) overcoming
the lack of transparency and openness in the ad-
ministrative and other non-classified activities
of enterprises and scientific ingtitutes; 3) instal-
ling an effective licensing system in the Russian
Federation regarding its rights in both the inter-
nal and international arenas, including protec-
tion for intellectual property rights, 4) overcom-
ing the present ability of Russian enterprises and
ingtitutions to conclude contracts with foreign
buyers, including contracts for dua use technol-
ogies and armaments, which circumvent nation-
a authorities in respect to export authorization,
registration, and licensing; 5) instituting cus-
toms controls and bringing them up to a suffi-
cient level of effectiveness, particularly at bor-
ders with the neighboring states of the former
republics of the USSR.*

Moreover, not only in Russia, but elsewhere as
well:

and the formation of organized crime syndicates
which include civil servants. The problem of
non-proliferation is also exacerbated by the uni-
fication of organized crime structures on an in-
ternational level .36

Members of the NAS-RAS group argued that
the United States and Russia should work to har-
monize and refine their export control lists. They
proposed that Russian and American scientists
and engineers work together to identify choke-
points for the unwanted export or internal transfer
of technologies.37They suggested that the two
countries could establish a bilateral laboratory
group that would work to identify and agree upon
dangerous dual-use technologies.” The two
countries might also:

... establish a joint data bank group which
would establish joint lists of restricted technolo-
gies and enterprises or “’ projects of concern” to
which certain technologies should not be inter-
nally transferred or exported.®

At the Moscow summit in January 1994, Presi-
dents Clinton and Y eltsin signed a joint “Memo-
randum of Intent” on “Cooperation in the Area of
Export Control,” saying their governments in-
tended to cooperate in “any or al” of six areas in-
tended to improve nonproliferation export con-

34y.s. National Academy of Sciences and Russian Academy of Sciences, - pya Use Technologies and Export Administration in the Post

31bid., p. 14.
*1 bid., p. 10.
"1 bid., p. 17.
*1 bid., p. 17.
*1 bid., p. 20.

Cold War Era” (Washington, DC: National Academy of Sciences, Apr. 1, 1993), p. 9.
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trols and that they ‘*may” establish expert working
groups to carry out their intent.” At this writing, it
is too soon to tell whether these actions will be tak-
en or whether they will result in concrete improve-
ments in the Russian control system.

| Seek Greater Cooperation From
Developing Countries

The newly independent states of the former Soviet
Union are not the only emerging source of com-
modities that could contribute to the spread of
weapons of mass destruction. Newly industrializ-
ing countries that are not members of the estab-
lished export control groups are also becoming
possible suppliers to proliferant weapon pro-
grams. “involving such nations 1N multilateral
export control arrangements could have two bene-
fits. First, should they establish reasonably effec-
tive export control systems, the new suppliers
would be less likely to contribute to proliferation.
Second, their very membership in the internation-
al groups could undermine assertions that the non-
proliferation regimes are discriminatory and in-
tended to preserve the economic and military
advantages of the more prosperous nations. On the
other hand, if the emerging supplier is itself a pro-
liferation threat, it might acquire easier access to
items it needed for its own weapon programs,
even as it helped control supplies to others.

*0The s1x areas were:

India in particular—but other nations as well—
has long argued that the Nuclear Non-Prolifera-
tion Treat y discriminates unfairly against non-nu-
clear states. Part of its argument is that until al
states give up nuclear weapons, the other states
should not be forced to give up the nuclear option.
But another part of its argument can be summa-
rized as follows:

... technology export barriers erected on the
grounds of national security are also aimed at
retention of Western industrial supremacy and
control of the global technology markets.”

When the United States persuaded Russia to
stop the transfer of cryogenic rocket motor
technology to Indiain 1993, a frequent themein
the Indian press was that the “real” reason for the
U.S. action was to prevent commercial competi-
tion from the Indian space program.

The Clinton  Administration's  proposed
changes in the Missile Technology Control Re-
gime are designed in part to respond to such argu-
ments. The President announced in his United Na-
tions speech on September 27, 1993:

Now, we will seek to strengthen the prin-
ciples of the Missile Technology Control Re-
gime by transforming it from an agreement on
technology transfer among just 23 nations to a
set of rules that can command universal adher-
ence.”

A. Conducting bilateral and multilateral discussions at the political and technical level on matters relating to the enhancement of export

control sy stems;

B, Conducting bilateral consultations at the expert and government levels on obligations relating to mm-use of export controlled items for

unapproved purposes;

C. Conducting bilateral consultations on specific multilateral export control regimes and their implementation and on the technical parame-

ters of the items and technologies covered by them;

D. Participating in seminars, conferences, and other multilateral meetings devoted to considering export control issues,
E. Discussing opportunities to train personnel involved with export control. the work of licensing and customs agencies, and

F. Jointefforts to expand cooperation in the area of export control.

Y Text’ of Memorandum on Export Controls,” FBIS-SOV-94-010, Jan. 141994, p. 20.
41See William €. Potter, ca [nternational Nuclear Trade and Nonproliferation: The Challenge ol'the Emerging Suppliers (Lexington, MA:
Lexington Books, 1990) and The International Missile Bazaar:The New Suppliers Nenvork (Boulder, CO Westview Press, 1994).

“Brahma Chellaneyin The Global Diffusion of Military Technology: The Proce eding s (\ aWorkshop held at (e Universiry of Wisconsin,
Madison. December 6-8, 199/ (Madison, WI: Center for International Cooperation and Security Studies, University of Wisconsin), p. 19.

43President Bili Clinton, “A& ddress to the 48th Session of the United Nations General Assembly,.” New York, NY.Sept. 27.1993.
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A White House fact sheet explained the pro-
posed bargain with developing nations seeking to
import space launch vehicle technology:

We will support prudent expansion of the
MTCR'S membership to include additiona
countries that subscribe to international NONPro-
liferation standards, enforce effective export
controls and abandon offensive ballistic missile
programs . . . We will continue to retain a strong
presumption of denial against exports to any
country of complete space launch vehicles or
major components . . . For MTCR member
countries, we will not encourage new space
launch vehicle programs, which raise questions
on both nonproliferation and economic viability
grounds.

The United States will, however, consider
exports of MTCR-controlled items to MTCR
member countries for peaceful space launch
programs on a case-by-case basis. We will re-
view whether additional constraints or safe-
guards could reduce the risk of misuse of space
launch technology .44
Critics of this new policy stress the risks, argu-

ing (as the Administration’s statement acknowl-
edged) that space launch technology is in some
ways analogous to plutonium reprocessing
technology: it is economically unsound and car-
ries inherent proliferation risks. First, the nations
that do manufacture and launch space launch ve-
hicles all lose money doing so." Second, space
launch rocket technology is eminently transfer-
able to ballistic missile programs. A nation that is
complying with nonproliferation norms today
could change its mind tomorrow, and still be in
possession of missile technology; no plausible
safeguards are likely to change that potential.

Therefore (from this point of view), in the inter-
ests both of fostering the economic welfare of de-
veloping nations and of limiting missile prolifera-
tion, the transfer of rocket technology should not
be used as an incentive to adhere to nonprolifera-
tion regimes (for a supporting example, see box
5-2).

A contrasting view is that the Administration’s
changes on missile export policy do not go far
enough. As one anayst has pointed out, NASA is
not “economically viable,” but the United States
still supports its own space launch program for
other motives. Countries with fledgling space pro-
grams are unlikely to be persuaded that these mo-
tives are legitimate for the United States (or Rus-
sia, China, France, and Japan) but not for
themselves. Nor will they all accept the concept
that they must forswear missile programs for
themselves while the existing members of the
MTCR are entitled to keep theirs.”Given the
modest benefits proposed (“case-by-case” consid-
eration) and the major concessions asked for (full
adherence to nonproliferation norms), it is not
clear that in practice there will be many takers for
the new Administration Policy on the MTCR.

In its draft for the EAA of 1994, the Clinton Ad-
ministration proposed providing for (individual
validated) license-free exports of controlled items
to and among members of a multilateral regime. In
addition, under this draft law, nonmembers could
be granted adjustments in access to controlled
items depending on their adherence to U.S. export
control policies. This more convenient access (un-
der either provision) to dual-use technology items
might serve as an incentive for some developing

#0ffice of the Press Secretary, The White House, “Fact Sheet: Nonproliferation and Export Control Policy,” Sept. 27, 1993,
SHowever, selling launch services to foreign or domestic commercial firms may help defray the costs of fulfilling other governmental

purposes, such as national autonomy in space-launch capabilities. In the case of Russia, it could be that space launch services could profit be-
cause of the sunk costs in space launch infrastructure and vehicles already produced primarily for military purposes.
46See statement by Lora Lumpe in“The Administration’s Non-Proliferation and Export Control Policy, *’ Arms Control Today,vol. 23 No. 9,

November 1993, pp. 12-13.
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BOX 5-2: Indian Satellite Launch Vehicles: Business or Boondoggle?

The September 20, 1993, launch failure of the Indian Polar Satellite Launch Vehicle (PSLV) can be Interpreted
to support the arguments for using export controls to deny launch vehicle technology to new entrants Although
this rocket was to place an Earth remote sensing satellite into a sun-synchronous polar orbit, It could also be
used as an Intercontinental ballistic missile The Indian Space Research Organization (ISRO) obtained key
technology for the second stage, liquid-fueled rocket motor from the French Societe Europeene de Propulsion
In the face of export controls, India developed other key technologies Indigenously—e.g., maraging steel and
solild propellant (HTPB) for the first stage motor An Indian journalist concluded before the launch failure that

It 1s these and other Instances of organization foresight which saved the launch vehicle program when the U S

embargoed all sales to the ISRO These very same qualities Will have to be revived in the ISRO if the launch vehicle
program s to survive the trials ahead *

These efforts to work around missile technology export controls apparently have not yet been fully success-
ful On its maiden launch, the PSLV suffered a mishap after separation of the second stage (of four) that resulted
in the rest of the vehicle reaching too low an altitude to reach orbit ISRO officials reportedly concluded that the
next PSLV launch would have to be put back 2 years

ISRO officials had reportedly hoped to sell as many as 9 satellite launches on the vehicle between 1996 and
2000, thus bringing$100 milllon in business However since the PSLV development program had already cost
$144 milllon over 12 years, and since ISRO had said that it could produce the launchersatacostof$15 milllon
each, it is not clear when if ever, the project would have produced profits *Now that the program has been set
back another 2 years arguments that the space launch business Isan economic loser for developing countries
seem even stronger

' Gopa! RajThe Hindu (Madras) Sept 11 1993 p 8 JPRS-TND-9035 Nov 10 1993 p 32
2 For reports on the {aunch failure and on cost estimates see K S Jayaraman, Launch Failure Dents Indias Space Plans Nature.
vo!l .365 (Sept 30 1963) p 382 and T'mFurniss  PSLV Failure Delays Indian Space Plans Flight international, Sept 29 1993 p 23

nations to adhere to supplier-regime guide] ines.
On the other hand, were these nations so well-be-
haved in the first place, license approvals prob-
ably would have been fort hcoming an yway.” The
removal of IVL requirements would probably be
welcomed by U.S. exporters who feel that current
regulations are too burdensome. The disadvan-
tage to removing validated license requirements is
that the United States would lose the opportunity
to judge on a case-by-case basis whether the recip-
ient country’s own export controls were strong

enough to prevent retransfer of some items.
Instead, it would have to arrive at a genera judg-
ment to that effect.

Bringing new suppliers or transshippers into
the established groups controlling exports is a
goal that could contribute to nonproliferation,
even if it may be difficult to accomplish in some
cases. One anayst has suggested that at the 1995
NPT renewal conference, the parties to the treaty
could formally acknowledge the obligation of all
of them, not just the nuclear weapon states, to re-

#7Rocket technology is a somewhat different story, as discussed above: the question there is not whether the exported items will be diverted

from one application to another, but whether the application (rocketry) will be diverted from space launch to missile purposes.
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frain from assisting other states to manufacture or
acquire nuclear weapons. The Conference could
then endorse specific guidelines for national ex-
port control laws and procedures.”

One analyst has proposed additional measures
for fostering increased cooperation from the de-
veloping world:

1. the members of the supplier groups could pro-
vide statistics on license approvals and denials
to counter perceptions that export controls are
designed or function to impede economic de-
velopment;

2. supplier groups could meet regularly with de-
veloping countries that adhere to nonprolifera-
tion norms to explain the reasons for nonprolif-
eration export control policies and answer
complaints;

3. more ambitiously, the supplier groups could es-
tablish a global forum on international technol-
ogy transfers and export restraints, seeking a
“North-South” consensus on how proliferation
could be constrained while civil development
is fostered; and

4. supplier nations could bias their development
aid in favor of nations that comply with non-
proliferation and export control regimes.”

In attempting to better inform developing na-
tions about the purposes and effects of export con-
trols, the industrialized countries would have to
take care to avoid the appearance of simply dictat-
ing their own views of the proliferation problem
and how to deal with it. As noted earlier in this
chapter, some nations perceive economic discrim-
ination even when the facts suggest otherwise.
Considerable diplomacy may be required to gain
an open-minded hearing for factual presentations.

Formally conditioning development aid on
nonproliferation compliance could also offend de-
veloping nations' sensitivities. International de-
velopment assistance programs might have a dif-
ficult time politically in deciding what degrees
and kinds of proliferation or nonproliferation be-
havior by what nations should lead to larger or
smaller aid allocations.”

The United States, for its part, might have diffi-
culty reconciling its other foreign aid objectives
with the nonproliferation objective. It is one thing
to reduce assistance as a sanction for certain pro-
liferation behavior; it would be another to reallo-
cate aid given to some nation for one purpose (say,
supporting Israel and Egypt to bolster Middle East
stability) to some other nation as a reward for
cooperation on nonproliferation.

“Lewis DunninHarald Miiller and Lew is A, Dunn, Nuclear Export Controls and Supply Sde Restraints: Options for Reform (Southamp-
ton, UK: Programme for Promoting Nuclear Nonproliferation, Study Number Four, October 1993), p. 28.

“YHarald Miiller. ibid., pp. 15-16.

30For a discussion f attaching policy conditions to foreign assistance, see Nicole Ball, “Levers for Plowshares: Using Aid To Encourage
Military Reform,” Arms Control Today, vol. 22, No. 9, November 1992, pp. 11-17.



the Burdens
on Industry

he current U.S. export control system has come under
strong criticism from some U.S. industrial associations
and companies. As noted in chapter 4, in the section on
estimating the costs of the system, they complain that
many U.S. export controls both fail to produce any meaningful
results and place unfair burdens on U.S. exporters. From the
point of view of the effectiveness of export contrals, it is desir-
able to have exporting companies see the system as fair and
just, so that they will have every incentive to help make the
controls effective-for example, by reporting possible illicit
buying attempts. From the point of view of U.S. compstitive-
ness in international markets, it is desirable to place the least
constraints consistent with national security on exporting firms.
Some measures for reducing the burdens of the system on ex-
porters could be carried out without impairing the effectiveness of
controls, and it can be argued that some of those measures would
even enhance effectiveness. There is inevitable controversy, how-
ever, over whether some burden-reducing measures would help
or hinder the effectiveness of controls in slowing proliferation.

REDUCE THE NUMBERS AND
PURPOSES OF CONTROLS

Exporting industries have been the strongest advocates of severe-
ly reducing the numbers of commodities on the Commerce Con-
trol List (CCL). The companies in these industries are under-
standably concerned about the burdens the export control system
places on them compared to companies from other countries.
Thereisa case to be made that limiting controlsto a relatively
few key technologies could enhance their effectiveness. The

Reducing

There is inevitable
controversy. over
whether some
burden-reducing
measures would help or
hinder the effectiveness
of controls in slowing

proliferation.
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benefits of a much smaller export control list
might include the following:

- feeling less burdened by the system, exporting
companies might be more enthusiastically
cooperative in helping to see that the remaining
controlled items do not fal into the wrong
hands;

- with the United States arguing for a much
smaller range of controlled items and a smaller
range of reasons for controlling them, coopera-
tion of other nations in export controls might be
easier to obtain;

- the range of U.S. controls is broad enough that
other countries sometimes suspect commercial
motives to be behind U.S. attempts to enforce
controls; that reason for resistance could be re-
duced with a smaller list; and

= government administrative and enforcement
efforts might be released from nonproductive
attempts to block exports that the buyers will
still find elsewhere.

These arguments are most persuasive when ap-
plied to the items controlled by the Coordinating
Committee on Multilateral Export Controls
(COCOM) industrial list, which is being phased
out (but which may be replaced in some form by a
successor agreement). Most U.S. nonprolifera-
tion controls coincide with those already win-
nowed by negotiation in the multilateral non-
proliferation export control regimes. Thus,
controls over items related to weapons of mass de-
struction and missiles are the strongest candidates
for continuation if controls overall are reduced.

| Foreign Availability

Exporters have argued that if a commodity is
available from foreign sources that do not have
comparable export controls, U.S. export controls

are useless, since objectionable users can obtain
the items elsewhere and continue unhindered with
their weapon programs. ’ Proponents of unilateral
export controls argue that this argument is tanta-
mount to condoning selling a gun to a criminal
just because he may have been able to buy it from
someone else. Some exporters may feel that they
should not be denied licenses to sell to such users,
on the ground that someone else will anyway.
Most, however, would not wish to do business
with users trying to build weapons of mass de-
struction. It is not the loss of these relatively rare
sales that exporters fear, but rather that the export
licensing process itself causes them to lose legiti-
mate business to foreign competitors at the same
time that it fails to keep the proscribed items out
of the hands of proliferants. Industry representa-
tives cited as an example of this problem the case
of high-performance computers, which have been
controlled both because of conventional military-
related applications and because of their potentia
use in nuclear weapon and missile programs. The
Clinton administration announced in September,
1993, that it agreed computers no longer could or
should be controlled at previous levels (see be-
low).

In the case of such @ 'national security” controls
(as opposed to the “foreign policy” controls,
which include items of proliferation concern), the
Export Administration Act (EAA) requires the
government to remove items from the list when
investigation shows that they are readily available
from foreign sources. In this context, “availabil-
ity” means that it is possible to buy the item in
quantities and of quality comparable to that avail-
able in the United States.

One proposal for export control reform,
then, isto make timely employment of the test

| For example, see Frederick p Waiteand M. Roy Goldberg, “Responsible Export Controls or ‘Nets to Catch the wind'?: The Commerce

Department’s New U.S. Controls on Exports of Chemical Precursors, Equipment and Technical Data Intended to Prevent Devel opment of
Chemical and Biological Weapons,” California Western International Law Journal, vol. 22, 1991 -1992: 193-208.



of foreign availability to all items retained on
the CCL.* The Department of Commerce (DOC)
would be required to conduct frequent reviews of
foreign availability, without exporters having to
request such reviews formally. The United States
would remove unilaterally controlled items from
the CCL. It might propose removal of items from
multilaterally agreed export control listsif itsre-
view finds them available from outside the muilti-
lateral regime. An item might be found to be un-
available abroad for one of two reasons. First, the
U.S. producer might be the only source of supply,
and items that could substitute for the controlled
item could not be purchased elsewhere. Second,
al, or nearly all, of the principal suppliers might
have agreed to control their exports of the item in
the same way. A policy of attempting to control
only items that were not available from other
sources would lead to a shorter list and to fewer
losses of business from U.S. companies to foreign
competitors.

A policy of decontrolling goods or technology
that are available from other countries without
controls could lead to a vicious circle. Achieving
multilateral controls has usually required leader-
ship by one nation, most often the United States.
Other countries may be more willing to control
new items (or exports of currently controlled
items to newly identified end-users) if the United
States demonstrates its own will to do so first.
Thus, proposals to limit U.S. export controls to
multilaterally controlled items have included pro-
visions for at least temporary impositions of uni-
lateral controls to allow attempts to reach multilat-
eral consensuse’Putting alegislative limit on the
term of unilateral controls does carry a risk: other
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nations whom the United States is trying to per-
suade to follow suit can just stall negotiations un-
til the statutory limit on the U.S. controls runs out.
Negotiating multilateral controls might then be-
come more difficult in the absence of U.S. leader-
ship by example.

Another objection to the strict foreign avail-
ability requirement is that in some situations the
United States, for moral reasons, does not want its
citizens to contribute to another nation’s program
to acquire weapons of mass destruction, whether
that prohibition would significantly delay the
weapon program or not. Requiring effective
multilateral export controls as a condition of
U.S. export controlsremoves the option of set-
ting a unilateral standard for U.S. nationals.

Eliminating, or even putting a short time limit
on, unilateral controls could also inhibit the use of
export controls as an indirect form of sanctions
aimed at controlling weapon proliferation. In the
currently most publicized example, the United
States is denying high-technology exports to Iran
as away of punishing Iran for its apparent pursuit
of weapons of mass destruction and its support of
international terrorism. Some of the denied ex-
portssmost notably jet transport aircraft that
Boeing wanted to sell the Iranian airline—are
nominaly controlled as a sanction in punishment
of Iran’s support for international terrorism. But
U.S. Secretary of State Warren Christopher has
explained the actual intent of the U.S. controlsis
to make Iran

.. . understand that it cannot have normal com-
mercia relations and acquire dual-use technolo-
gies on the one hand, while trying to develop
weapons of mass destruction on the other.*

¥ Congressional testimony and a draft revision of the Export Administration Act by the National Association of Manufacturers stress this
idea. See Export Control Reform: AKey to U.S. Export Success; Policy Recommendations (Washington, DC: National Association of Manufac-

turers, June 1993).
3bid.

4Warren Christopher, ata press conference in Luxembourg, June 9. 1993, quoted by Elaine Sciolino, “U.S. Asks Europe to Ban Arms-

Linked Sales to Iran,” New York Times, June 10, 1993, p. A-5.
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Other countries have shown little inclination to
go aong with this policy, and the aircraft sale
seems likely to go eventually to the European Air-
bus Industrie consortium.’

Even when the focus is on control of items that
could be used for weapons of mass destruction,
there is a further disadvantage to a strict require-
ment that the items be under rigorous multilateral
control. There is an inherent fuzziness in the
workings of export controls; as noted above, their
effectiveness is subject to a wide range of vari-
ables. Even when it is not possible to achieve
100% agreement and compliance on multilateral
controls among all possible suppliers, partially
effective controls may still be better than none
at all, depending on the financial and technical
resour ces of the buyer and the state of progress
of hisweapon program. Therefore, athough it is
reasonable to have a strong presumption against
unilateral controls, there may be instances where
controls that do not have universal support can
still be useful. Decisions for complete decontrol
should be informed by the best possible analysis
and intelligence data about current countries of
proliferation concern.

It maybe possible to persuade key suppliersto
withhold particular exports in specia instances.
But it will be harder for the U.S. government to
persuade foreign governments to go aong in those
instances unless it has a legal and regulatory basis
for imposing the same restraints on its own ex-
porters, as well as a consistent policy of denying
exports in comparable situations. How long any
given control is worth pursuing before being giv-
en up as alost cause is hard to specify in advance.
An dternative to a fixed (say, 6 month) term for all
unilateral, or less than unanimously multilateral,
controls would be to establish an explicit process
of accountability by officials entrusted with judg-
ing just how long an effort makes sense. Such a
process might, for example, include a periodic as-

sessment of foreign availability for al controlled
items, coupled with an explicit justification to
Congress of the rationale behind continued con-
trols for goods found to be available outside the
United States in comparable quantity and quality.

| Alternatives

Besides applying a strict foreign availability
criterion, another way to reduce the size of the
export control list isto narrow the scope of its
purposes. After the initial reforms of COCOM
controls with the end of the Cold War, the DOC
Office of Export Licensing went from handling
over 100,000-125,000 export license applications
ayear to about 24,000 in 1992 and 25,000 in 1993.
With the end of COCOM and the further relax-
ation of controls on computers and telecommu-
nications technologies in March 1994, the DOC
estimated that license applications would decline
by nearly half again."Many of the remaining li-
cense applications concern items controlled for
other purposes than the nonproliferation of weap-
ons of mass destruction. Most of the remaining
COCOM or “national security” items relate to
possible conventional military applications. The
COCOM lists were designed primarily to slow
Soviet progress in a broad range of military
technologies. The fact that they might also slow
the development of the Soviet civilian economy
was seen as, if anything, an additional national se-
curity benefit of the regime. COCOM’S origina
purposes became largely (though perhaps not en-
tirely) obsolete with the breakup of the Soviet
Union.

But a new set of goals for controls over dual-
use technologies related to conventional weapons
has not yet emerged. Late in 1993, COCOM mem-
bers agreed to abolish the organization in the
spring of 1994, but to replace it with a successor
regime. At this writing, the goals and procedures

SU S reexport controls on certain U.S.-supplied components of Airbus planes may prevent such salesin the shortrun, but substitution of

European components seems likely in the longer run.

$Thomas L. Friedman, “U.S. Ending Curbs on High-Tech Gear to Cold War Foes,” New York Times, Mar. 31, 1994, p. D5.



of that successor regime remain unclear. Some
have proposed that the United States initiate an
explicit new nonproliferation regime aimed at
limiting the spread of advanced conventiona
weapon technologies. Such a policy, aimed at
keeping particular types of weapons out of reach
of many nations, would require a different export
control strategy than one directed at restraining
the technical development of a single large mili-
tary-industrial complex. In the absence of clear-
cut opposing blocks of alies, there is bound to be
less consensus about who should be the targets of
such a strategy. It is therefore likely to be more dif-
ficult to sell the strategy multilaterally than it was
to persuade states to participate in the original
COCOM regime.

A third way to reduce the size of export con-
trol lists would be to partially substitute re-
porting requirements for licensing require-
ments as a nonproliferation tool. That is, the
government could require firms to report, but not
seek alicense for, the export of any items from a
published list of goods and technologies. This list
would be compiled from technical analyses of the
overall needs of programs for weapons of mass
destruction, not just the most critical items. The
objective would be to discover constellations of
imports that might serve as indicators of weapon
programs or clandestine acquisition networks. Al-
though goods that might contribute to prolifera-
tion would still be shipped under this approach,
national intelligence organizations or multilateral
nonproliferation organizations could then utilize
this information to take action against specific
proliferant programs.

Such an export reporting regime would clearly
be most productive if it were multilateral: prolif-
erants seeking to conceal their buying patterns
would have less opportunity to find alternative
sources. The current multilateral export control
regimes (Nuclear Suppliers Group [NSG], Aus-
tralia Group, Missile Technology Control Regime

Chapter 6 Reducing the Burdens Industry | 59

[MTCR], and the COCOM successor) would pro-
vide logical frameworks in which to place export
reporting agreements. However, even if the
United States, one of the world’s larger exporters,
were to establish a reporting list unilaterally, that
would probably significantly assist proliferation
analysts.

An export reporting list would probably be
larger than the current export control lists: an item
would be subject to reporting not just if it could
make a significant contribution to a weapon pro-
gram, but also if it could serve as an indication OF a
weapon program. Although the numbers of
manufacturers and transactions would be larger
than those now affected by export controls alone,
the burdens would be lessened: fewer exports
would be subject to complex regulations and li-
censing delays. On the other hand, as noted earlier,
exporters may resist revelation of their approved
licenses because of fears of revealing proprietary
data of use to competitors.

ELIMINATE THE “KNOWS, IS INFORMED,
OR HAS REASON TO KNOW” TESTS

The Bush administration’s Enhanced Prolifera-
tion Control Initiative and certain legidation led
to Export Administration Regulations requiring
Individual Validated Licenses (IVLS) for amost
any items that the exporter “knows “ might be
used in any way in a chemical, biological, or mis-
sile weapon program.’Late in 1993, the Com-
merce Department issued further guidance speci-
fying that a license is required if the exporter
knows or is informed that an item will be directly
employed in such a program, 1O nuclear weapon
programs, the rule is stronger: alicense is required
for any item that the exporter “knows or has rea-
son to know'” will be used in such a program. In-
dustry representatives, at least before the Decem-
ber 1993 clarifications, argued that the effect of
this policy isto require virtually all exportersto

TThe onlyother countries Witha"knowledgetest "regardiess of the nature of the commodity are Germany and Japan.

858 Fpderal Register 68029-6803 1(Dec.23,1993).
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establish costly programs to find out whether their
customers are involved in a proscribed activity. In
this way, they say, companies are forced to per-
form intelligence services for the government.
Moreover, the items exported, if available anyway
from uncontrolled suppliers, will not actually af-
fect the outcome of proliferant programs. Mean-
while, government licensing and enforcement ef-
forts go to monitoring exports to impose unilateral
controls that do not really make a difference.

Exporting firms opposing this policy have aso
raised three other objections. First, although hon-
est exporters will be exposed to liability, criminal
firms will simply not apply for licenses. Second,
many honest exporters are, nevertheless, not
aware of the sweeping nature of the “know” rule,
and therefore simply do not apply for licenses.
This fact puts those firms who do apply for li-
censes at a competitive disadvantage compared to
those who do not. Third, with respect to the *“is in-
formed” part of the rule, firms have also com-
plained that the government has informed only
some exporters about bad customers, foreclosing
that business for them while leaving other export-
ers free to trade and profit in ignorance with the
same customers. Commerce Department officials
have acknowledged that sometimes firms have
been informed only selectively about risky cus-
tomers; they say they are going to improve that sit-
uation.

| Advantages of an All-Inclusive List

In its draft revision of the EAA, the National
Association of Manufacturers (NAM) proposed
barring the “knows or is informed” rule through a
requirement that the United States consolidate its
dual-use or “commercia” export controls into a
single list which full y enumerates all the products
for which an export license is required and al the
countries and specific end-users as well. This
would greatly simplify the exporting companies

job in deciding whether alicense application was
necessary and whether it was likely to be ap-
proved.

Such a published list might also help improve
international export control coordination. Many
countries lack the information and intelligence re-
sources of the United States. One way of sharing
information about potential suppliers and pro-
liferants would be to publish the U.S. lists of
target programs. Even in the absence of formal
export control coordination mechanisms, the U.S.
proscription list could have useful influence. For-
eign governments and companies would be in-
formed that the United States considered certain
firms, countries, and end-users to be proliferation
risks. The NAM draft bill, however, carries the
coordination a step further: the United States
would not maintain commodities or users on its
own list unless it could gain multilateral agree-
ment among all the significant suppliers to impose
equivalent controls, and to do so as effectively as
the United States. Under the requirement that all
lists be multilateral, publishing the list would be
not only beneficial, but essential.’

Elements of this proposal exist in the current re-
gimes. The NSG, the Australia Group, and the
MTCR all center on agreed, published lists of
commodities. On the other hand, the regimes do
not require the members to agree in advance on
who all the controlled countries and end-users
may be. Instead, they provide agreed criteria for
deciding whether an export should go forward.

| Drawbacks of an All-Inclusive List

The United States export regulations concerning
missile-related technologies do identify some
end-user programs to which exports are not per-
mitted. The United States also publishes a Table
of Denial Orders listing entities barred from re-
ceiving licenses to export controlled items. Nev-
ertheless, publishing the names of all suspect end-

9Inaddition,theNAMDbillproposesthatnoiicensesbe required for trade anong adherents to the multilateral agreements, while a license

would always be required for export to a non-member. The Administration draft EAA proposes the option for license-free zones, but does not

require them.



users could have drawbacks. Using information
based on clandestine sources or methods of data
collection risks tipping off the observed parties so
that they can reduce or eliminate their vulnerabili-
ties to those methods. Moreover, merely identify-
ing front companies or illicit transshippers as sus-
pect may lead them to change names and locations
or go out of business and reestablish themselves
in another form. Such actions could interfere with
ongoing investigations, or prevent break-up or
prosecution of illegitimate supply networks.
Sharing suspicions about prospective buyers also
risks the embarrassment, and possibly the injus-
tice, of dissemination of information that turns out
to be incorrect. These risks (of compromising in-
telligence and of releasing unprovable suspi-
cions), then, must be weighed against the benefits
of giving exporters better information about pro-
spective customers. Since these risks are likely to
vary with each case, it can be argued that the gov-
ernment should have some discretion in publish-
ing its concerns about buyers.

Another drawback to publishing complete lists
of proscribed firms and countries is that at least
some are likely to consider their names to have
been placed there unfairly. Firms or governments
may demand either that proof (which might have
been based on classified intelligence sources) be
revealed or that they be removed from the list. An
unsatisfactory response by the U.S. Government
might lead to unnecessarily y strained relations with
the objecting foreign governments. Questions
might also be raised domestically y or internationa
[ly about why some target countries are hamed
while others that should be are not.

On the other hand, when alicense is denied, the
nominal consignee or end-user implicitly receives
information that he is “on the list,” whether the list
is published or not. (However, if the end-user isin
a country with proscribed programs, and the de-
nial isjustified on that ground, possibly the partic-
ular consignee or end-user may not infer that it is
suspect and on the proscribed list.)
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Transshipper and end-use data available to ex-
port control officials may change rapidly, putting
a premium on flexibility and last-minute changes
in licensing decisions. The NAM draft bill permits
‘“emergency” unilateral U.S. controls, provided
that the list is published. It does not, however, ap-
pear to alow for any discretion by licensing offi-
cials based on last-minute or classified informa-
tion.

| Arguments for the “Know” Rule

Defenders of the “knows or has reason to know"’
rules argue that exporters who may be trading with
aproliferant end-user find it too easy to look the
other way, or to fail to report what they know, as
long as their own particular export is not on a spe-
cific control list. Suppose, for example, that
another nuclear proliferant chose to follow the ex-
ample of Iragq and build calutrons to enrich ura-
nium. When a military research establishment
bought parts suitable for use in calutrons, that
might be an indicator of a nuclear weapon pro-
gram; the supplier might realize that, but not feel
obligated to inform its own government. The gov-
ernment might feel, however, that a) the supplier
should not be aiding a nuclear weapon program
(whatever his competitors might do) and b) that it
should report its knowledge of the existence of
such a program and of the possibility that calu-
trons might be under construction.

Supporters of the “know” rule or (in the case of
nuclear-related items) the “reason to know” rule
also argue that in reality U.S. exporting firms do
not have to worry that they will be subjected to ex-
traordinary demands to probe deeply into the char-
acter of end-users of relatively innocuous prod-
ucts. They point out that the stronger form of the
rule (“has reason to know”) has existed for some
time for nuclear exports and in other legal areas.
The judicia system has not generally permitted
unreasonable interpretations of what constitutes a
“*reason to know. " * In practice, no firms appear to

10G¢e Sen. John Glenn, “omnibus Nuclear Proliferation Control Act of 1993: A Section-by-Section Description,” Congressional Record

May 27, 1993). Daily ed.. S6773.
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BOX 6-1: Department of Commerce “Know Your Customer” Guidance

In December 1993, the Department of Commerce provided further guidance to exporters on their responsi -
bilities under the “know” and “reason to know” rules governing applications for exports items not on the Com-
merce Control List that might be going to activities involving design, development, production, stockpiling, or
use of missiles or weapons of mass destruction. Here are excerpts from this” ‘Know Your Customer’ Guidance”

(A.) Decide whether there are “red flags. " Take into account any abonormal circumstances in a transaction that
indicate that the export may be destined for an Inappropriate end-user or destination =~ Commerce has developed
lists of such red flags that are not all-inclusive but are intended to illustrate the types of circumstances that should
cause reasonable suspicion that a transaction Will violate the EAR [Export Administration Regulations].

(B.) /ithere are "red/flags, “require. absent “redflags"... there is no affirmative duty upon exporters to Inquire,
verify or otherwise “go behind” the customer’s representations. However, when “red flags” are raised information
that comes to your firm, you have a duty to check out the suspicious circumstances and inquire

(C.) Do not sel/-b/red. Do not cut off the flow of information that comes to your firm in the normal course of busi-
ness An affirmative policy of steps to avoid “bad reformation” would not insulate a company from liabilty
Employees need to know how to handle “red flags “ Knowledge possessed by an employee of a company can be
inmputed to a firm so as to make it liable for a violation This makes it Important for firms to establish clear policies and
effective compliance procedures to ensure that such knowledge about transactions can be evaluated by responsible

senior officials

(D.) Reevaluate all the informaftion after the inquiry... If [the “redflags” can be explained or justifled] you may
proceed with the transaction [Otherwise]... you run the risk of having had “knowledge” that would make your action
a violation of the EAR

(E.) Refrain from the transaction disclose the information to BXA[Bureau of Export Administration] and wait...
Industry has an important role to play in preventing exports and reexports contrary to the national security and foreign
policy interests of the United States BXA Will continue to work in partnership with industry to make this front line of
defense effective, while minimizing the regulatory burden on exporters

As can be seen, the regulations as explained by Commerce do not require firms to initate intelligence opera-
tions. At the same time, they do seem to require a thorough understanding of what “red flags” to look for and a
systematic program of company compliance policies and procedures. Although companies exporting toilet
paper or light bulbs would not have to be concerned about their products being directly employed” in prolifera-
tion activites, other companies might have to make intelligent guesses about what combinations of their prod-

SOURCE 58 Federal Register 68029-68031 (Dee 23, 1993)

ucts and customer red flags should be reported to Commerce.

have been penalized for having failed to apply for
a license for something that they are alleged to
have known would be used in a banned project. In
its December 1993 guidance to exporters, the
DOC spelled out in greater detail what is expected
of exporters under the “know” rules. See box 6-1
for excerpts from that guidance.

There are arguments in favor of maintaining a
“know” rule. Firgt, it gives the government a safe-
ty net by allowing the application of export con-
trols when it learns about a pending transaction

which risks helping a weapon program, but which
is not explicitly covered by the current Commerce
Control List. Second, it improves the gover-
nment’ s ability to obtain information about pos-
sible weapons proliferation programs by requir-
ing firms who come into such information, or who
encounter a “red flag” (the term in Commerce De-
partment guidance) that should arouse suspicion,
to pass the information along to the government.
Third, many companies would themselves prefer
not to deal with end-users developing weapons of



mass destruction, whether their products are criti-
cal to those programs or not. Procedures for the
government to inform them of the character of
their buyers may well save them from public em-
barrassment later on.

A weakened alternative to the “knows or is in-
formed” rule would be a simpler ‘*is informed”
rule. Today Germany has a “knows or is in-
formed” rule applying to al its dual-use technolo-
gy exports, not just those for weapons of mass de-
struction. In negotiation with other European
Union (EU) partners, however, Germany has ap-
parently indicated a willingness to settle for the “is
informed” part of the rule for EU regulations, and
for that to apply only to goods destined for pro-
grams to produce weapons of mass destruction
and missiles (i.e., to hold exporters responsible for
applying for licenses for unlisted goods only when
the government informs them that they may be
utilized in such aprogram). ’ If the United States
were to establish this rule, then at least the gover-
nment would retain the legal ability to stop risky
transactions about which it had obtained intelli-
gence, even if it could not expect companies to re-
port the “red flags.”

Another aternative to subjecting the export of
all commaodities to the “knows or is informed”
rule would be for the government to generate a
separate control list of products or technologies
that, although not listed as requiring export li-
censes, could be significantly useful in proliferant
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programs. (A variation on this idea is presented
above: there, an expanded list would be subject
only to reporting requirements, not to licensing.)
The exporting companies would then be responsi-
ble only for knowing or having reason to know
whether recipients of those particular items were
engaged in illicit activities. The firms, if in doubt,
could ask the government for advisory opinions
on prospective buyers. The government could
also make the companies' job easier by publishing
those advisory opinions about particular end users
so that other firms could be forewarned. The gov-
ernment could further supplement its published
lists by indirectly assisting private organizations
in developing lists of suspect end users from pub-
lic sources.

END UNILATERAL REEXPORT
CONTROLS ON EXPORTS TO
COOPERATING COUNTRIES

The United States may require, as a condition of
granting an export license, that the receiving party
guarantee that it will not reexport the controlled
item to a third country. In the past, some Euro-
peans have resented U.S. imposition of reexport
controls as attempts at extraterritorial enforce-
ment of U.S. laws. *U.S. exporters have argued
that when foreign competitors do not require such
reexport assurances, they have a better chance of
making sales. If the country of the first user is en-

11See H.Miiller et. al., FromBlack Sheep 1o White Angel? The New German Export Control Policy, PRIF Reports No. 32 (Frankfurt am

Main, Germany: Peace Research Institute Frankfurt, January 1994), p. 54.
12101990 a National Academy of Sciences study panel delegation reported after a European fact-finding mission:

Throughout Europe there was a strong adverse reaction to U.S. export control policy, in particular its extraterritonal aspects. The
Europeans have major problems with U.S. controls on the reexport by any country of U.S.-origin items. Nearly all the Europeans with
whom the delegation met thought their country was doing an adeguate job of maintaining of adomestic export control regime. They
argued, therefore, that U.S. reexport controls on COCOM items were both unnecessary and an unneeded intrusion. In a sense, such
controls were seen as athreat to national sovereignty and as driving a wedge between the United States and Europe.

Panel on the Future Design and Implementation of U.S. National Security Export Controls, Finding Common Ground: U.S. Export Controls

inaChanged Global Environment (Wash ington, DC: National Academy Press, 199 1), p. 268. See also Jan Hoekema, “The European Perspec-
tive on Proliferation Export Controls,” in Kathleen Bailey and Robert Rudney, eds., Proliferation and Export Controls (Lanharn, MD: Universi-
ty Press of America, 1993).

On the other hand, J. David Richardson, Sizing Up U.S. Export Disincentives (Washington: Institute for International Economics, 1993),
found no statistical evidence that U.S. exports to COCOM partners fell below what one would have expected withoutreexport controls. [naddi -
tion, DOC officials argued to OTA in late 1993 that, although U.S. reexport controls may have led to tensions with COCOM partners in the past,
more permissive reexport provisionsin the Export Administration Regulations had since largely addressed the partners’ concerns.
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forcing export controls equivalent to those of the
United States, then it should not be necessary for
the United States to demand that it be given the
right to judge further exports. The problem is
greatest when other countries have not agreed to
the same rules as the United States (for example,
in banning the sales of commercia aircraft to
Iran); or when they have agreed to the same con-
trols but are unable or unwilling to enforce them
effectively.

For nonproliferation controls, the problem
does not appear to beasgreat. The NSG mem-
bers, for example, have agreed that they will al re-
quire reexport licenses for the nuclear-related
dual-use items that they export. This could be
another issue, therefore, that is best separated
from negotiations over how to revamp COCOM
controls.

STREAMLINE THE APPLICATION
PROCESS

Industry representatives have complained that the
sometimes lengthy decision process for U.S. ex-
port controls has placed them at an unfair competi-
tive disadvantage with respect to foreign suppli-
ers. Although average license processing times
are short, some license decisions are delayed by
the interagency reviews conducted to assure that
some applications receive the most thorough scru-
tiny from al the relevant experts and agency
standpoints. Commerce officials point out that al-
though the changes in COCOM requirements
have reduced the annual number of license ap-
plications from around 125,000 to around 25,000,
the remaining 25,000 are the most difficult to ana-
lyze. Defense Department officials argue that con-
siderable progress has already been made in short-
ening license review times. °

The Administration EAA draft proposes assur-
ing that nearly all license applications would be
either resolved or referred to the President within
90 days of filing with the DOC. If no referral to
other agencies were required, the license would be
approved, or the applicant notified of DOC' S in-
tent to deny it, within 9 days. If the application
were referred to other agencies, they would have
to recommend approval or denial within 30 days;
if they should fail to act, they would be deemed to
have no objection to the export. If the agenciesin-
volved disagreed, an interagency committee
would review the case and its chairman would
make a recommendation to the Secretary of Com-
merce. If one or more agencies objected to that
recommendation, they could appedl it to a higher
level interagency process which would either re-
solve the dispute or refer it to the President—
again, al within the 90-day period that began with
DOC'S receipt of the application.

There seems to be no reason why, with suffi-
cient resources, current license decision deadlines
could not be shortened to the times proposed in the
Administration hill, or even less, without dimin-
ishing the quality of analysis and review that the
license applications receive. This might be ac-
complished by:

.increasing the personnel needed to process li-
censes;

.streamlining interagency review processes,
perhaps by detailing expert personnel to a cen-
tral review office where their full-time work
would be license review; or

.developing the kinds of computer network re-
sources described earlier in this report.

These measures would, however, cost addi-
tional funds that the executive branch has not re-

I 3In calendar year 1993 the average processing time for licenses not referred to other agencies was 10 days; theaverage for referred licenses
was 49 days; the average for all licenses was 3 | days. The DOC Inspector General reported in 1993 that from Jan. 1 to Sep. 30, 1992, 9,004
licenses not referred to other agencies took an average of 9 days to process; 8,695 others, referred to other agencies, took an average of 50 days.
See Offices of Inspector General at the U.S. Departments of Commerce, Defense, Energy, and State, “The Federal Government’s Export Licens-
ing Processes for Munitions and Dual-Use Commodities: Specia Interagency Review,” September 1993, p. A-5.



cently been willing to alocate to export control
management.

ANALYZE AND PUBLISH THE
ECONOMIC COSTS

Some U.S. exporters have argued that the gover-
nment imposes export controls without adequate
consideration of the costs they will impose on
U.S. industries. They have proposed, therefore,
that assessment of the costs of controls should be
made an integral part of the export control proc-
ess. One analyst suggests that the new Export Ad-
ministration Act:

....should require timely annual reports on the
quantitative effects of US export controls on US
export competitiveness . . . Such reports should
include sectoral and product detail, and should
also attempt to size up effects of export controls
on US direct investment and alliances abroad
and on foreign direct investment and alliances in
the United States. *

This analyst suggested that the statistical tech-
niques he used to study the question of national se-
curity controls on exports to Communist countries
could be applied in such reports. They probably
can be used, but assessing the economic effects of
particular export control measures would require
more specific and detailed data than the current
export control data management system vyields.
First, analysts would need to be able to break
down license applications into their individual
product components and assess the values of each
type of component affected. (Under the current
system, the values of exports affected can only be
reported by the total value of the items falling un-
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der various Export Control Classification Num-
bers, not by the exact descriptions of the items or
by the reasons for which they are each controlled).

It would also be desirable to develop a means of
comparing the types of products controlled with
the categories of products for which the Bureau of
the Census collects export data. Second, analysts
would need some means of assessing the amounts
of business forgone because exporters were de-
terred by the licensing process from even attempt-
ing to make some sales, because the licensing
process deterred buyers from carrying through or-
ders, or because buyers went first to suppliersin
other countries with less burdensome controls.
Estimates on forgone sales would depend heavily
on exporting firms perceptions and judgments;
some means would have to be found of compen-
sating for possible biases in their perspectives. | °

Analysts making economic impact assess-
ments of national security (COCOM) export con-
trols would also have to conduct surveys of busi-
nesses that maintain internal control mechanisms
to qualify for distribution licenses (which permit
them to avoid applying for IVLS). The report writ-
ers would need information on the costs of main-
taining such internal mechanisms and estimates of
the competitive disadvantages or advantages they
may produce. For nonproliferation controls,
though, the costs of qualifying for distribution li-
censes do not apply, since such licenses are rarely
granted for those items.

Insofar as export controls help stem prolifera-
tion (or achieve other objectives), the costs of go-
ing without certain export controls should also be
given weight in assessing the net benefits and

l4g¢e J, David Richardson. "Economic Costs of USExport Controls,”  Statement before the Subcommittee on Economic Policy, Trade, and
En\ ironment, Committee on Foreign Affairs, U.S. House of Representatives, Nov. 18, 1993 p. 12. A similar proposal for formal evaluation of
the costs of controls s found in Benjamin H. Flowe, Jr., “Testimony before the Subcommittee on Economic Policy, Trade, and Environment of

the House Committee on Foreign Affairs,” June 9, 1993, pp. 8-9.

15 Analternatiy ¢ to this direct empirical approach would be to use the method applied by Richardson, Sizing Up U.S. Export Disincentives,
op. cit. That methodimvolved @) estimating the levelof overallexports (or, at best, exports categorized by the broad Standard International Trade
Classification system) that the United States should expect to send to other countries depending on their income, population, and geographical

distance: and b) estimating the shortfall fromthose levels of exportsto countries subject to controls. Whatever else the advantages or disadvan-
tag.s of this method. it will be difficult to apply specifically to nonproliferation controls until global trade statistics become available for the

specific goods controlled.
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costs of those controls. That is, the potential costs
of proliferation taking place should be weighed in.
This kind of assessment, though, as noted in the
first section of this report, is an even more difficult
task. Theissue is not merely what the costs of
proliferation would be, but what the probabili-
ty of hypothesized proliferation events would
be with and without the controlsin question.
Some argue further that, at least in the case of
nuclear nonproliferation controls, the national ob-
ligation under the Nuclear Non-Proliferation
Treaty (NPT) to refrain from helping other nations
acquire nuclear weapons outweighs any likely
economic costs of nuclear-related dual-use export
controls; therefore, those costs should not be an
important consideration in whether the controls
are maintained or not. This interpretation, how-

ever, has not been subscribed to either by U.S. ad-
ministrations or by other NPT members.

On the other hand, a benefit for nonprolifera-
tion efforts may result from better U.S. and in-
ternational data collection on the economic effects
of some kinds of export controls. Better informa-
tion about the actual patterns of trade in prolifera-
tion-relevant commaodities could lead to a better
understanding of the consumption patterns and
supply networks of potential proliferants.

The Clinton administration’s draft EAA states
as U.S. policy:

... to ensure that U.S. economic interests play a

key role in decisions on export controls and to

take immediate action to increase the rigor of

economic analysis and data available in the de-
cision-making process.
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Export Controls A

iscussing Clinton Administration changes in export con-

trol policy for computers, then-Deputy Secretary of De-

fense William Perry said that the economic burden to ex-

porters imposed by controls on computers was ". . . a
significant factor, but | do not know how to quantify it.” *This ap-
pendix illustrates the difficulties in trying to assign economic
costs of nonproliferation export controls in the U.S. machine tool
industry. First, however, is a discussion of the general difficulties
of finding meaningful data

DATA

The Department of Commerce (DOC) computer system for man-
aging export control application reviews began as a means of sim-
ply tracking the status of applications. A weakness of the system
is that it is not designed to yield certain kinds of aggregate data
that would help assess the economic impact of controls. The basic
unit of record keeping is the license application. After determin- Defense William Perry
ing whether a given product requires an export license, a company
may need to apply for an Individual Validated License (IVL) to
export the good to a specific buyer. However, a single license ap-
plication may cover multiples of the same article, or it may cover exporters by controls on
several types of article, each with its own Export Control Classifi-

Then-Deputy Secretary of

said that the economic

burden imposed to

. . . . computers was “. . a
cation Number. It may also include items that, if they were not to o
be shipped with a controlled product, would not require a license. significant factor but /
(The Department maintains a “Commerce Control List” that do not know how to
quantify it. ”
1 William J_ Perry, transcript of Breakfast with Reporters, Oct. 15,1993 (venue not | 67

state()).
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specifies the kinds of goods and technology that
are subject to export controls. Although some
control numbers may be assigned each to a single,
narrowly defined product, others may cover a
broad range, and may contain either very genera
descriptions or large sublists of commodities.)

The result of this system is that the Commerce
database can be searched either for numbers of li-
cense applications or for aggregate values of pro-
posed shipments in licenses containing specific
control numbers. But. short of individually ex-
amining each license application, it is not possible
to determine the values of specific kinds of ex-
ports when several kinds are included in single li-
censes. In addition, licenses frequently are
granted on the basis of 2-year forecasts by the ap-
plicants. The DOC has no way of knowing wheth-
er the licensed transactions actually take place.
Given the shrinking development periods and life-
cycles of high-technology goods, 2-year licenses
may never be fully utilized.

Complicating matters is the fact that the Export
Control Classification Numbers bear no relation
to the ways in which other trade statistics are kept
(e.g., the Bureau of the Census' export and import
record system’). Thus, it becomes difficult to de-
termine the actual portion of a particular industrial
sector that is affected by the requirement to apply
for an export license.

Even if such numbers could be determined,
however, they do not tell the story of sales not
made either because the buyers chose to shop in
nations with less cumbersome export restrictions
or because potential sellers chose not to bear the
costs they perceive to be imposed by the system.

CASE STUDY: MACHINE TOOLS

Machine tools cut and form metals or other hard
materials with varying degrees of precision.
Sometimes they are used directly in manufactur-
ing, and sometimes they are used to make the ma-
chines that produce other articles. They are essen-
tial to civilian industry, but they have a range of
military industrial applications as well. They are
useful for manufacturing many types of conven-
tional weapons and vehicles. They are also useful
for building nuclear weapons, for manufacturing
high-speed centrifuges that can enrich uranium to
go into nuclear weapons, and for making precision
missile parts. Numerically controlled (usualy
meaning computer-controlled) machine tools
meeting certain performance specifications are on
the Commerce Control List (CCL) for both nu-
clear and missile nonproliferation reasons. Re-
lated computer hardware and software are al'so on
the list. In addition, some tools not on the list for
nonproliferation reasons are there for national se-
curity, i.e., Coordinating Committee on Multilat-
eral Export Controls (COCOM), reasons.

The U.S. machine tool industry declined dra-
matically between the 1970’s and the 1980's: in
constant 1982 dollars, shipments declined from a
high of $5.6 hillion in 1980 to $2.2 hillion in 1992.
Thus, if the entire industry were considered to be
one corporation, its sales in 1992 would have
ranked only 159th in the Fortune 500 list.’In ex-
ports:

.Total U.S. machine tool exports in 1992 were
slightly over $1 billion. The industry thus de-
pended on exports for about 34 percent of its

2The Census Bureau (since 1989) gathers trade statistics using the Harmonized System (HS), which many countries use to facilitate compar-
isonof international trade by commodity for various countries. The classifications of products in the HS bear no relationship either to the Export
Control Classification Numbers or to the product descriptions on the Commerce Control List.

3The Fortune 500 Largest U.S. Industrial Corporations,” Fortune, Apr. 19,1993, p. 190; with shipments estimated at $3.02 billion in 1992
dollars, if the industry were a single corporation it would have ranked between the Berkshire Hathaway company of Omaha and the Jefferson
Smurfit company of St. Louis. The number one corporation, General Motors, had sales about 44 times larger.
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revenues. (The machine tool industries of other
major producing countries are even more de-
pendent on exports. See figure A- 1 for distribu-
tion of the world machine tool export market.)

n Machinetools accounted for about 3.4 percent
of U.S. durable goods exported in 1992.

= Import penetration is high—in 1982 imports
accounted for 26.4 percent of machine tools
consumed in the United States, but by 1992
they were 46.3 percent of consumption (even
though, for several years beginning in 1987,
"voluntary restraint agreements’ between the
United States and several other machine tool
producing countries helped restrict exports to
this country).
In the 1980s the United States consistently im-
ported a billion or more dollars per year more
machine tools than it exported. The difference
went down to about $700 million in 1992, but
consumption also declined.

All types of machine tools are not subject to ex-
port controls. Those subject to nonproliferation
export controls are primarily computer-control led
tools of relatively high precision. Numerically
controlled machine tools of all types accounted
for about $304 million, or 36 percent, of the U.S.
machine tools exported in 1992, meaning that
they accounted for about 12 percent of machine
tool industry revenues. Table A-1 shows that in
1992, the Commerce Department approved 572
applications containing over $454 million worth
of machine tools controlled for national security
(COCOM) or foreign policy reasons. In the same
categories of control, over $7 million in license
applications were denied. Recall that IVLS are for
2-year periods and that the figures represent pro-
posed sales, not actual shipments (nor shipments
that would have taken place had a license not been
denied). Moreover, machine tool shipments gen-
erdly occur 9t o 18 months after orders are placed.
Nevertheless, the table suggests that a substantial
portion of U.S. machine too] exports require

FIGURE A-1: 1992 Shares of Global Machine
Tool Exports (All Types)

All others. 17°/0
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United Kingdom 3.40/.

Tawan 3.99%" %

United States 6.1% ' ;

Switzerland 8.7%
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Germany 27 .80/0

Japan 20.9%

SOURCE Association for Manufacturing Technology 1993 and Office
of Technology Assessment 1994

IVLS. Note, on the other hand, that in the same
year ( 1992), only two approved applications, val-
ued at $1.8 million, were for machine tools con-
trolled only for nuclear nonproliferation reasons,
and only one application for such an export, val-
ued at about $400,000, was denied. As COCOM
controls are further altered, the impact of export
controls on the industry should decline.

In terms of dollar value relative to the Gross
National Product (GNP) or the overall export pic-
ture, machine tools are not of great significance; in
terms of the dollar value of business subjected to
individual export licensing requirements, ma-
chine tools constituted about 2.5 percent.

Nevertheless, individual machine tool firms
may be at risk. They depend on exports to stay in
business and to supply revenues for research, de-
velopment, and modernization. Since 1985, the
United States has imported 40 to 50 percent of its
machine tools. Machine tool industry advocates
argue that theirs is a strategic industry. building
machines

... essentia to our military readiness and our
ability to respond quickly and effectively in the
event of a national emergency ...4

4Thomas T» Connelly .. Statementon Behalf of AMT—The Association for Manufacturing Technology—before the Subcommittee on Eco-

nomic Policy. Trade, and Environment of the House Committee on Foreign Affairs, ” Nov.18, 1993, p. 2.
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TABLE A-1: 1992 Machine Tool Individual Licenses

Licenses approved

Licenses denied

Reasons for (Value $ (Value$ -
control Number millions) Number millions)
National security 312 309,4 6 6.3
(COCOM) only
National security 260 144,6 5 11
and foreign policy
Foreign policy only 006 0 0
Nuclear proliferation 2 1 0.4
only
Totals 575 455.8 12 7,8

SOURCE Department of Commerce, 1993

If the United States wants to maintain some ele-
ments of the U.S. machine tool industry for na
tional security reasons, it may find that export
controls that put the industry at a competitive dis-
advantage can interfere with that goal. The indus-
try is highly dependent on exports for its liveli-
hood and its research and devel opment resource
base; sinceit is arelatively small industry, busi-
ness failure of afew key firms could have a major
effect on the indigenous supply of advanced ma-
chine tools. In addition, industry advocates point
out that U.S. companies are most competitive in
the technological “high-end” products—the ones
most likely to be subject to export controls.

| Costs to U.S. Economy

On the other hand, of the eight countries that
bought nearly 70 percent of U.S. machine tool ex-

ports in 1992, only two, China and Taiwan (to-
gether accounting for about 9 of those 70 percent-
age points) were likely to cause any proliferation
concerns and possibly evoke licensing delays. At
present, there is no concrete evidence to show that
export controls in general, let alone the small frac-
tion represented by nonproliferation controls,
have in fact significantly harmed the industry.
Better data, however, might show otherwise and
give policy makers a better notion of whether one
type of control or another places either the indus-
try or particular firms at risk.



Appendix B:
Complexities of
Setting Export
Control Thresholds:
Computers

1993 COMPUTER EXPORT CONTROL CHANGES

In September, 1993, the Clinton Administration announced that it
would:

.increase the threshold of computer capability above which U.S.
licenses to most destinations would be required from 12.5
MTOPS (Million Theoretical Operations Per Second)'to the
maximum that current Coordinating Committee on Multilat-
eral Export Controls (COCOM) agreements would alow, 194
MTOPS;

. propose to COCOM partners to raise the multilateral threshold
further to 500 MTOPS,

. propose to raise the definition of a supercomputer (in the bilat-
eral control agreement with Japan) from 195 MTOPS to 2,000
MTOPS and review and update the requirements for safe-
guards on exported supercomputers,

.expand the availability of distribution licenses for computer
exports, “‘and

.eliminate the control threshold for shipments to COCOM and
COCOM-cooperating countries and increase the threshold for

'MTOPS isthe unit of measurement in the Department of Commerce's standard of
“Composite Theoretical Performance’™ by which computers are compared for export con-
trol purposes.

2A distributionlicense alows a company to monitor its own exports for certain items,
provided it maintains an internal control mechanism and submits to periodic government
audits of 1ts export records. See Export Administration Regulations, 15 CFR § 773.3 (Jan.
1,1993).

It is questionable how
significant a role
advanced computation
may play in improving the
designs of a nuclear
proliferant such as Iraq,
Pakistan, or North Korea,
especially in the absence

of nuclear testing.

| 71
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shipments to many other destinations up to the
supercomputer level .’

The Department of Commerce (DOC) esti-
mated that the first step would free about $30 hil-
lion worth of computer exports annualy from the
requirement to obtain licensing authorization (see
figure B-1). That $30 billion constitutes nearly 52
percent of the $58 billion worth of computer ex-
ports roughly estimated by the DOC to require ei-
ther distribution licenses or individual validated
licenses in fiscal year 1993 (note, however, that
distribution licenses generally do not cover items
controlled for nonproliferation reasons). The
higher threshold for defining supercomputers
would also freeup about $5 billion worth of com-
puter exports annually from requirements for
placing safeguards on their end uses.

FIGURE B-1: Value of Computer Export Licenses,
FY 1993
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SOURCE Department of Commerce, 1993

In ensuing negotiations, COCOM partners
agreed only to decontrolling computers below
260, not 500 MTOPS, athough U.S. officials con-
sidered this only an interim step. At the end of
March 1994, the DOC announced that individual
licenses would no longer be required for ship-
ments of computers up to 1,000 MTOPS to former
COCOM target countries. (The threshold would
remain at 500 MTOPS for sales to nations listed in
the Export Administration Regulations as being
of nuclear proliferation concern.”) For the super-
computer control agreement, Japan would only
agree to raising the threshold defining supercom-
putersto 1,500, not 2,000 MTOPS.

UTILITY OF COMPUTERS FOR
DESIGNING WEAPONS OF MASS
DESTRUCTION

Computers at the level of today’s high-perfor-
mance machines are not now—and never were—
an essential technology for designing fairly so-
phisticated nuclear weapons.’Computers can
contribute to weapon design by simulating the
complex, high-speed physical processes occur-
ring in a nuclear weapon. However, they are far
from being critical tools that will make a differ-
ence in whether a country acquires nuclear weap-
ons or not. Moreover, they are of most use to states
with nuclear testing experience, since the calcula-
tions performed in weapon simulations are vali-
dated with test data.

Advanced weapon designers rely heavily on
computers, and designers at any level of experi-
ence may also wish to use—although do not re-
guire—advanced computational capability. Nev-
ertheless, the United States, drawing on its
extensive body of nuclear test data, developed
highly advanced nuclear weapons with computers

3Trade Promotion and Coordinating Committee, U.S, Department of Commerce, A Message for Grow thin a Global Economy: US Exports

= USJobs (Washington, DC: U.S. Department of Commerce, 1993).

4In addition, computers above 6 MTOPS would continue to be denied to Iran and Syria, while Cuba, Irag, and Libya continued to be general-

ly embargoed by the United States.

SFor a discussion f theutility of high-performance computers to anuclear proliferant, see U.S. Congress, Office 0f Technology Assess
ment, Technologies Underlying Weapons of Mass Destruction. OTA-BP-1SC-115 (Washington, DC: U.S. Government Printing Office, Decem-

ber 1993), pp. 125, 150-152.
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vastly less capable than today’s high performance
machines. The Soviet Union and China developed
their nuclear weapons with even less computing
power.*

High-performance computers are relatively
more important for advanced weapons, including
thermonuclear ones, than for first-generation fis-
sion weapons. They can also be useful in the de-
sign of ballistic missiles' and other conventional
military systems. According to a 1986 Depart-
ment of Energy Report,

With large-scale computers, we have been
able to improve our designs by optimizing de-
sign parameters, while reducing the number of
costly experiments in the design process. (Tests
involving high explosives have been reduced
from 180 tests for a 1 955-vintage weapon to
fewer than 5 for today’s weapons because of
computation.) ®

Moreover, although non-nuclear tests can pro-
vide information on the processes by which a nu-
clear explosion is triggered, no laboratory tests
(other than computation) can simulate the proc-
esses of release of energy from nuclear materials.
Therefore, the ability to carry out computer simu-
lations can help weapon designers optimize the
designs they want to test. Lacking adequate com-
putational capahilities, the designers of the first
U.S. nuclear weapons had to build in large mar-
gins of error, making the weapons much bulkier
and heavier than they are today.

A U.S. supercomputer available in the early
1980s (the period immediately preceding the
DOE report on supercomputer utility) was the
Cray X-MP, whose peak performance was about
235 MFLOPS (Million Floating Point Operations
Per Second—in this case roughly eguivalent to the

Commerce Department’'s MTOPS). This was
about half the threshold that the Clinton Adminis-
tration proposed in September 1993 to decontrol
to most destinations and one-quarter of the March
1994 threshold.

LIMITS OF EXPORT CONTROLS

It is questionable how significant a role advanced
computation may play in improving the designs of
a nuclear proliferant such as lrag, Pakistan, or
North Korea, especiadly in the absence of nuclear
testing. A judgment on this question would de-
pend on:

= whether and to what extent the proliferant were
able to obtain design information from one of
the nuclear powers,

n how far both simulations and weapon designs
can be refined in the total absence of actual nu-
clear tests,

n how capable the proliferant is of acquiring and
using the necessary software, and

= the minimum practical thresholds of computa-
tional capability for carrying out the necessary
S emulations.

THE QUESTION OF FOREIGN
AVAILABILITY

Critics of the Clinton Administration’s relaxation
of computer export controls have pointed out that
the Nuclear Non-Proliferation Treaty (NFT) is a
legally binding undertaking”. . . not in any way to
assist, encourage, or induce any non-nuclear-
weapon State to manufacture . . .“ nuclear weap-
ons; in this view, the phrase “in any way” is not
conditioned by whether other nations are provid-
ing assistance, by whether U.S. firms are losing

6Sce Jack Worlton, *Some Myths About High-Performance Computers and Their Role in the Design of Nuclear Weapons,”™ Worlton &
Associates Technical Report No.32. June 22, 1990, and “Export Controls for High-Performance Computers in the 1990s; A Reassessment,”’
Worlton & Associates Technical Report No. 43, Nov. 1, 1993, See also the testimony of John Han ey before the U.S. House of Representatives

Committee on Science. Space. and Technology, Aug. 13, 1993.

See Gary M ilhollin, *’ Designing the Third World Bomb,” Wisconsin Academy Review, winter 1990-1991, pp. 15-18.
8See WilliamD. Wilson etal..The Need for Supercomputers in Nuclear Weapons Design, « manuscript, U.S. Department of Energy, Office

of Military Application, January 1986.p.9.
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FIGURE B-2: Composite Theoretical Performance

(CTP) of Selected U.S. Computers
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legitimate exports because of NPT compliance, or
by the degree of importance of the assistance.’
The U.S. Nuclear Non-Proliferation Act of 1978
(Section 309) does specify that the Department of
Commerce should control ‘*. . . al export items
[other than those licensed by the Nuclear Regula-
tory Commission] which could be, if used for pur-
poses other than those for which the export isin-
tended, of significance for nuclear explosive
purposes.” The definition of “significance” is not
given, but clearly nuclear weapon designers
would rather have computers than not, and would
rather have more computing power than less.
Proponents of the computer decontrols argue
that the potential effectiveness of controls should
be taken into account. Although computers above
the thresholds previously controlled by the United
States may be useful to proliferant nations, they

are increasingly available from non-U.S. sources.
Despite continuing to control supercomputersin
part because of apparent nuclear proliferation
risks, the United States was unable to persuade the
other members of the international Nuclear Sup-
pliers Group to place them on the Group’s list of
multilaterally controlled dual-use technologies.

Although COCOM did control computers
above the 195 MTOPS level, Administration offi-
cials judged that agreement on this threshold
could not be sustained as COCOM underwent fur-
ther post-Cold-War revision. Figure B-2 shows
the Composite Theoretical Performance (CTP) of
several U.S.-made computers, for which the cen-
tral processing units have become or soon will be-
come widely available throughout the world. A
1992 Commerce Department study of foreign
availability of computers showed that machines
exceeding the 12.5 MTOPS threshold were avail-
able from Brazil, China, Hong Kong, India, South
Korea, Singapore, and Taiwan—none of which
was a member of COCOM. Machines exceeding
60 MTOPS were available from Hong Kong, In-
dia, and Taiwan. The report predicted that widely
available first-generation workstations based on
the newest microprocessors would have CTP val-
ues ranging from 50 to 194 MTOPS. In general,
advanced microprocessor chips are not con-
trolled, and would be very difficult to control be-
cause of their small size, low cost, and vast con-
sumer distribution.

Not only are higher performance central proc-
essing units becoming more widely available, but
personal computers and work stations can be net-
worked to process data in parallel, allowing them
to exceed the performance of any element in the
network. The hardware and software for doing so
iswidely available and not difficult to use. “On
the other hand, some kinds of simulations may not
be amenable to parallel processing, but instead re-
quire direct access by a single central processing
unit to a large amount of random access memory.

9 Applying this stricture to dual-use exports, however, has not been subscribed to either by U.S. administrations or by other NPT members.

10Worlton, " Export Controls for High-Performance Computers . . - ibid.
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Depending on the job the weapon designer is try-
ing to do, parallel processing may or may not be
useful.

Since high-performance computers are avail-
able from foreign sources and are not essentia to
whether any nation acquires nuclear weapons,
U.S. companies argued that requiring licensing

and end-user controls on American computers
penalized them while serving no useful purpose.”
Moreover, with the coming widespread availabil-
ity of new high-power commercial processors
such as the Pentium, Alpha, and Power PC, U.S.
computer makers could lose much of the new mar-
ket likely to center on those chips.

I Testimony of Tim Dwyer of SunMicrosystems, speaking for the American Electronics Association at a hearing of the Subcommittee on
Economic Policy, Trade, and Environment of the House Foreign Affairs Committee, June 9, 1993.
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BWC Biologica Weapons Convention ISRO Indian Space Research Orga-
BXA Bureau of Export Administration nization

(Department of Commerce) IVL Individual Validated License
CCL Commerce Control List MFLOPS  Million Floating Point Operations
COCOM Coordinating Committee on Per Second

Multilateral Export Controls MTCR Missile Technology Control
CTP Composite Theoretical Per- Regime

formance MTOPS Million Theoretical Operations Per
Cwc Chemical Weapons Convention Second
DOC Department of Commerce NAM National Association of
DOE Department of Energy Manufacturers
EAA Export Administration Act NPT Nuclear Non-Proliferation Treat y
EAR Export Administration Regula- NSG Nuclear Suppliers Group

tions OEL Office of Export Licensing,
EC European Community Bureau of Export Administration,
ECCN Export Control Classification Department of Commerce

Number PINS Proliferation Information Net-
EPCI Enhanced Proliferation Control worked System

Initiative PSLV Polar Satellite Launch Vehicle
EU European Union RWA Returned Without Action
IAEA International Atomic Energy SNEC Subgroup on Nuclear Export

Agency

Coordination
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