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I n f o r m a t i o n l e a k s a n d f a u l t y 
programming1 revealed to the world 
that the United States developed and 
deployed offensive cyber attacks. 
Although it wasn’t discovered until late 
2010, Stuxnet was deployed at least in 
2009 and was probably developed as 
e a r l y a s th e e n d o f th e Bu s h 
administration.2 As details emerged, 
the way the U.S. weaponized cyber 
technology was eerily reminiscent of 
the way it weaponize d nuclear 
technology some 70 years ago. In both 
cases, the United States weaponized 
n e w t e c h n o l o g y w i t h l i t t l e 
understanding of the consequences for 
the broader international community. 
And yet, the United States disregarded 
legitimate concerns over their offensive 
use in favor of its perceived vital 
national security:3 war with Japan and 
Iranian nuclear proliferation.4

Stuxnet is a highly sophisticated 
U. S . - Is r a e l i c o m p ut e r 
wo rm that c o rr up t e d 
centrifuges at Iran’s nuclear 
facility in Natanz. It is a 
complex piece of malware 
designed to inject code 
into SCADA (industrial 
control systems), all the 
while hiding its presence 
f r o m t h e o p e r a t o r . 
Stuxnet’s ultimate goal was 
t o r e p r o g r a m t h e s e 
industrial control systems 
a n d s a b o t a g e t h e 
centrifuges.

W h e n t h e U . S . 
dropped the bomb on       
Hiroshima in 1945, it 
signaled to the world that 
nuclear weaponization was 
possible and acceptable. 
States soon scrambled to 
a s s e m b l e t h e i r o w n 
o f f e n s i v e n u c l e a r 
programs.  

It is a complex piece of malware 
designed to inject code into SCADA 
(industrial control systems), all the 
while hiding its presence from the 
operator.  American cyber attacks send 
a similar message that the offensive use 
of cyber technology could become a 

norm. Russia and China are sure to 
ramp up their cyber programs in 
response to American aggression5 
leading all three to cite the other’s 
programs as justification for their own, 
just as American and Soviet nuclear 
regimes did less than a decade ago. 
Without immediate action, another 
arms race- driven by short-term 
paranoia, will occur at the expense of 
long-term national security.

In the years that followed World 
War II, there was a window of 
opportunit y when international 
controls were sti l l theoretica l ly 
possible, but neither the U.S. nor the 
USSR made sufficient efforts to 
establish them. A nuclear arms race 
ensued, and today no less than nine 
countries possess nuclear weapons.6 

It is impossible to know if a greater 
effort to instill international control 
through efforts like the Baruch Plan 

would have succeeded in avoiding, or at 
least containing, the Cold War conflict. 
The establishment of norms is a far 
easier task than to outlaw existing 
capabilities.

Fortunately, this is the preliminary 
stage of cyber warfare and there is still 
time to formulate domestic policies and 

establish international regulations. 
The more accessible, under-regulated, 
and poorly understood features of the 
cyber 
domain hasten the need for a comprehensive 
strategy and international cooperation. The 
United States must act to safeguard its 
virtual networks. 

While there are some parallels, the 
weaponization of nuclear and cyber 
technology is very different in regards to 
their peaceful and military functions. Unlike 
nuclear material, for example, the Internet is 
a universal and fundamental service relied 
on by many institutions and integral to the 
daily lives of billions of people worldwide, 
not to mention hundreds of millions in the 
United States. In addition, the Internet is 
vital to the world economy, including 
essential industries such as electricity 
providers and financial institutions. 

The average American will never 
handle radioactive material like uranium             
(U-235) or plutonium (Pu-239), let alone a 
nuclear weapon, but most will use the 
Internet. Public education of safe computer 
practices must be emphasized and marketed 
as a first line of defense against cyber 
attacks.

Despite habitual use, most people — 
from teenagers to Fortune 500 corporations
—do not practice safe online behavior and 
sometimes fall victim to the most basic 
Internet scams.7 For example, phishing 
emails bait the recipient to provide 
confidential information and often include 
malicious links to websites infected with 
malware. While victims could avoid this 
scam by displaying the true hyperlink or 
researching the purported sender, these 
attacks are prevalent and costly. 

The pervasiveness of phishing attacks 
demonstrates the vulnerability of cyber 
technology. In 2007, a multitude of cyber 
attacks were attributed to non-state actors 
like criminal organizations, terrorists, and 
hacktivists, including the April 2007 denial 
of service attack on Estonia and major 
intrusions of the Departments of Defense, 
Homeland Security, State, and Commerce.8 
These groups and individuals benefitted 
from the accessibility of cyber technology, 
the low operational cost, and the abundant 
technical expertise available to launch a 
sophisticated cyber attack, in comparison 
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aspect, which is completely unattainable 
in the nuclear arena. While nuclear 
technology is confined to state-level 
policy, the increased opportunity for 
abuse by diverse actors in cyber 
necessitates the adaptation of a defensive 
polic y. Conventional reta l iator y 
measures effective in the deterrence of a 
nuclear attack would not work against 
targets that cannot be identified, or 
punished with the tools used to address 
state aggression. This dynamic threat 
requires a revised national security 
policy.

Non-state actors invade cyber space 
instead of a nuclear weapons depot 
because states have monopolized nuclear 
te chnolo g y s ince i ts inception, 
safeguarding it from abuse through 
efforts such as the Nunn-Lugar program 
and Global Threat Reduction Initiative. 
Apart from a few regulatory committees, 
such as the Internet Engineering Task 
Force (IETF) which sets technical 
standards for internet protocol and the 
Internet Corporation for Assigned 
Names and Numbers (ICANN) which 

assigns domain names, cyber space has 
remained largely independent of government 
control.9 Because of their limited role in the 
regulation of cyber technology, governments 
must make every effort to avoid backroom 
deliberations and open up policy decisions to 
think tanks, private technology firms, and 
industries that specialize in cyber security. 
Discussion of cyber regulations and policy 
should include input from the public. 
Policymakers need to ensure that regulations 
do not trample on civil liberties or violate a 
right to privacy on the Internet.

While the destructive power of a cyber 
attack pales in comparison to the physical 
devastation of a nuclear weapon attack, the 
insidious nature of virtual attacks can have 
numerous lasting effects, which include the 
economic toll of intellectual property theft, 
infiltration of military databases, and the 
disruption of financial systems. The possibility 
of infiltrating a cyber network to facilitate a 
remote physical attack on the command and 
control centers of a power grid or worse, a 
nuclear site, is very much alive. 

Corporations lose time and money spent 
on innovation when designs are stolen and 

counterfeited, which includes the 
violation of intellectual property rights 
and can ultimately result in the loss of 
jobs. According to the FBI, intellectual 
property theft costs American businesses 
billions of dollars every year. 10 In 2010 
Yu Qin and Shanshan Du stole GM 
hybrid vehicle trade secrets in order to 
s e l l th e i n f o rmati o n t o Ch er y 
Automobile, a Chinese automotive 
manufacturer and foreign competitor of 
GM. GM estimated that the value of the 
stolen documents was more than $40 
million.11 And in 2009, Chinese hackers 
infiltrated military databases to access 
the design of the Joint Strike Fighter 
(F-35) by Lockheed Martin. 12

Cyber security norms and best 
practices need to be established before 
non-state actors carry out a lethal attack 
and before states develop large-scale 
offensive cyber programs. On the global 
stage, the U.S. should collaborate with 
the international community to call for 
the categorical prohibition of cyber 
attacks directed at power grids. An 
effective treaty will include monitoring 
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The potential for disaster is very real. 
The greater accessibility of cyber weapons to 
non-state actors, advantage of anonymity for 
states, and absence of stigma against an 
attack increases its likelihood and 
compounds the importance of the cyber 
pol ic y debate. National dia log ue, 
international cooperation, and regulations 
on cyber activity that mirror the policy 
response to nuclear weapons must be 
emphasized. However, the need to learn 
from nuclear security strategy should not 
be misconstrued as advocacy of the same 
policy constructs used to address previous 
forms of warfare. e Cold War doctrine 

should not be applied to cyber warfare, just 
as pre-industrial age war-gaming strategies 
would not be applied to post-industrial 
military operations.   
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