


















CUI Dissemination 

The marking of "Standard Disseminatiori' means: (1) dissemination is authorized to the extent that it is 
reasonably believed that it would further the execution of a lawful or official mission or purpose, provided 
that the individual disseminating this information does so within the scope of his/her assigned duties; and 
(2) the originating department or agency retains control of this information with regard to authorized 
release to the public or media and is providing this information with a clear expectation that confidentiality 
will be preserved. Any release of CUI to the public should be determined by relevant departments and 
agencies as part of their existing procedures. 

Material marked "Specified Disseminatiorf must contain additional instructions on what dissemination is 
permitted. Departments and agencies ttiat originated the information will determine whether such 
information shall be marked as "Specified Dissemination." These instructions will appear at the beginning 
of the document, and all electronic documents contain ing metadata tags shall include a tag instruction. 
Any Specified Dissemination instructions: 

I. Shall state objective rather than subjective criteria, and be based on the subject matter contained in 
the controlled material. 

2. Shall be defined by department and agency heads, with CUI Executive Agent approval, and listed in 
the CUI Registry maintained by the CUI Executive Agent. This approach will achieve standardization 
and avoid inconsistencies in definitions among departments and agencies and will allow recipients to 
readily look up the definitions. A registered instruction may contain a blank to be filled in. Examples of 
possible registered instructions could include: 

a. "Private Sector dissemination limited to persons responsible for the security of the [blank} facility'; 

b. "dissemination only to law enforcement personnel'; 

c. "dissemination only to persons assigned to the [blank} case'; or 

d. "dissemination only to persons with a background check in accordance with [blank), (In examples 
a, c, and d, a single dissemina!ion instruction, registered in the CUI Registry, would cover r1JuHiple 
documents, each of which might have the blank filled in differently). 

3. Shall be in compliance with department and agency policies that specify, by position, which officials 
are authorized to restrict dissemination only to named individuals. These policies will be registered 
with the CUI Executive Agent by the department or agency head. 

4. May provide contact information for the person or office that would approve access beyond the scope 
of the dissemination instruction. In cases where dissemination is limited to named individuals, such 
contact information is mandatory. (For example, instructions limiting dissemination of proprietary data 
to individuals who have signed a non-disclosure agreement (NOA) would identify the contact person 
or office for requesting additional NDAs.) 

The CUI Executive Agent will define and establish standards for Specified Dissemination instructions. 

IV. CUI Governance Structure 

The success of the new CUI Framework depends upon an empowered govemance structure with clearly 
defined and well understood business processes. The govemance structure will be composed of a central 
management and oversight authority and participating Federal departmen·ts and agencies. Within the 
limits of the law. State, local, tribal, and private sector representatives shall also participate in an advisory 
capacity. The CUI Executive Agent may provide advisory guidelines to assist State, local , tribal, and 
private sector entities with implementation of the CUI Framework. 

The President has designated NARA as the CUI Executive Agent. In this role, NARA will develop and 
issue standards for the CUI Framework and will conduct a periodic review of the CUI Framework and 
adjust. as required, based on input from heads of Federal departments and agencies, the CUI Council 
and the Legislative Branch. And NARA will serve as a spokesperson to Congress, the media, special 
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interest groups, professional organizations, and the public for matters related to the management and 
governance of CUI. 

In addition, NARA will establish and maintain the CUI Registry for CUI markings, and safeguarding and 
dissemination instructions. In coordination with the heads of departments and agencies, NARA will 
establish the standards for and approve uSpecified Dissemination" instructions, as defined by the heads 
of departments and agencies, and list them in the CUI Registry. The CUI Registry will be publicly 
available unless information in the registry (e .g., specific instructions relating to the permitted 
dissemination of information) is itself designated and marked as 'CUI '. 

NARA will receive advisory support from a CUI Council, which shall act as a subcommittee of the ISC, 
created by IRTPA. The CUI Council members shall be drawn from the ISC's membership.s Representing 
the needs and equities of ISE participants , the CUI Council will provide advice and recommendations to 
the CUI Executive Agent on ISE-wide CUI policies, procedures, guidelines, and standards. As 
appropriate, the CUI Council will consult with the ISC's State, local, Tribal, and Private Sector 
Subcommittee. NARA will work with the CUI Council to identify properly qualified personnel from 
participating departments and agencies who will contribute, for a limited amount of time, to the 
operational capabilities of the CUI Executive Agent. The department and agency detail to the host agency 
will last for a period of time necessary for the stand-up of the Executive Agent, as determined by the CUI 
Council and Executive Agent. 

Heads of all Federal departments and agencies will be responsible for implementing the CUI Framework 
standards for ISE-wide CUI policy and ensuring that their departments or agencies comply with the CUI 
Framework. 

Detailed descriptions of the roles and responsibilities of the CUI Governance Structure are found in the 
President's Memorandum on the Designation and Sharing of Controlled Unclassified Information. 

V. CU I Exceptions 

The Presidential Memorandum requires that all CUI originate..d by Federal departments and agencies and 
shared within the ISE shall conform to the policies and standards for the designating, marking, 
safeguarding, and disseminating established herein. However. certain important infrastructure protection 
agreements between the Federal government and the private sector are not fully accommodated under 
the current CUI Framework. As a result. the following existing Federal Regulations with their associated 
markings, safeguarding requirements, and dissemination limitations will be excluded from the CUI 
Framework: 

• 6 CFR Pt. 29 - PCII (Protected Criticallnfrastructur8 Information) 

·49 CFR Pts. 15 (DOn & 1520 (DHSlTransportation Security Administration) - SSI (Sensitive 
Security Information) 

·6 CFR Pt. 27 - CVI (Chemical Vulnerability Information) 

• 10 CFR Pt . 73 - SGI (Safeguards Information) 

CUI Marking 

The aHected department or agency will have the flexibility to choose the most applicable CUI 
safeguarding marking (~Controned" or ~Controned Enhanced") for the regulation. Any additional 
requirements for the safeguarding beyond that specified under the CUI Framework will be registered 
in the CUI Registry, maintained by the CUI Executive Agent. When marking a document. the 
regulatory marking will follow the CUI marking and a Specified Dissemination instruction will articulate 
any additional regulatory requirements. 

For example: 

~AS necessary. the CUI Executive Agent may from time to time invite additional departments or agencies to 
participate on the CUI Council 
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Controlled Enhanced\Safeguards Information (Listed in the CUI Registry: SGI must be processed on 
a stand-alone computer or computer system with appropriate Federal Information Processing 
Standards encryption.) 

Specified Dissemination: Dissemination only to authorized nuclear sector personnel. (Listed in the 
CUI Registry: UAuthorized nuclear sector personner is defined as follows ... ) 

CUI Safeguarding and Dissemination 

All specific safeguarding and dissemination requirements for the excepted markings will be listed in 
the CUI Registry. An individual who receives PCI! , SSI, CVI, or SGI will be expected to refer to the 
CUI Registry for details on handling this information. 

CUI Governance Stru cture 

The excepted markings (and their associated safeguarding requirements and dissemination 
limitations) will be subject to the CUI governance processes. Departments and agencies with these 
excepted markings will participate in the CUI Council. Any proposed revisions to the PCII, SSI, CVI, 
and SGI will be done in coordination with the CUI Governance Structure. 
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