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United States or to the advantage of any foreign nation. Section 793 (b) 
required "the purpose aforesaid, and ... like intent or reason to believe." As 
we have shown, the Service was correct in regarding this culpability language 
as rendering these subsections inapplicable to conduct related to participation 
in public debate. But the Service's memorandum dealt with matters more 
problematic when it moved to subsections (d) and (e). The memorandum 
asserts that they are comparable to subsections (a) and (b), apparently read­
ing the culpability phrase in (d) and (e), which, as a matter of syntax and 
congressional intent modified only "information," as if it were applicable to 
all the offenses. Indeed, the memorandum points out that the word willfully is 
used "in addition." Thus, the Service considered the culpability 
ments of (d) and (e) to be, if anything, more stringent than those spelled out 
in (a) and (b). This reading of the statutory language is remarkable and 
indubitably wrong. Nevertheless, the conclusion was announced that news­
papers would not have to worry about 793 as long as they did not act with 

intent or reason to believe, or knowledge as required under the 
statute.''252 

The second of Senator McCarran's respondents, Attorney General Clark, 
avoided, by general assertions, the pitfalls of trying to reason closely about the 
793 provisions: 

and application of the existing espionage statutes which 
btll would amend only in. part, and the language, history, hear­
and :eport of the committee relative to this bill, together with 

the mtegnty of the three branches of the Government which enact 
enforce, and apply the law, would indicate that nobody other than 
spy, saboteur, or other person who would weaken the internal se­
cu:it:y of the Nation need have any fear of prosecution under either 
extstmg law or the provisions of this bill.21}3 

Since publication of defense information can be considered to "weaken 
the internal security of the Nation," the Attorney General said nothing that 
would alleviate Senator Kilgore's concern that newspapers would be covered 
by the new 793 provisions. Nevertheless, the overall tone of the Attorney 
General's response suggests that he understood the scope of the statute to be 
in some way limited. 

The third correspondent, Elisha Hanson, an attorney, did not analyze 
Senator Kilgore's charges directly. Instead, he urged that Senator McCarran 
reinsert into S. 595 a provision to clarify that no censorship or infringement 
of first amendment rights was contemplated.254 Such a provision had been part 
of McCarran's original S. 595, included at the suggestion of counsel for the 

252. ld. 
253. ld. at 9749. 
254. I d. at 9748-49. 
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American Newspaper Publishers Association,255 but had been deleted by the 
committee as superfluous.256 This provision, as finally enacted, stated: 

Nothing in this Act shall be construed to authorize, require, or estab­
lish military or civilian censorship or in any way to limit or infringe 
upon freedom of the press or of speech as guaranteed by the 
stitution of the United States and no regulation shall be promulgated 
hereunder having that effect.257 

Disagreeing with the decision to delete the provision, Mr. Hanson urged that 
its inclusion would "serve to limit overzealous administration."258 Moreover, 
after noting that the United States had survived World War II without cen­
sorship, he wrote, prophetically, "there should be no occasion in time of peace 
for Congress to enact legislation which might be construed by an overzealous 
official as authority to restrict the free flow of information of vital importance 
to the American people.".259 

Senator McCarran sent this correspondence to Senator Kilgore, indicat­
ing his belief that with the anti-censorship provision reinserted, "the bill will 
be wholly acceptable."200 He also published the underlying correspondence in 
the Congressional Record and urged his colleagues to "study the issues in­
volved."261 On July 20, 1949, he submitted an amendment explaining that, 
"regardless of whether such a provision is necessary, its inclusion in the bill 
would be a salutary thing."262 With this genesis, the anti-censorship provision 
became a part of the Internal Security Act. 

Justice Douglas used this provision to bolster his conclusion in New York 
Times Co. v. United States that the espionage statutes did not prohibit the 
publication of the Pentagon Papers. He quoted provision as elucidating 
the meaning of section 793, and concluded " [ t] hus, Congress has been faithful 
to the command of the First Amendment in this area."263 On its face, the 
proviso does nothing more than state that the 1950 Act ought not to be 
construed to impose censorship or violate the first amendment. This might 
mean only that no system of prior restraint was authorized, or that, in general, 
the prohibitions on communication of defense information should not be ap­
plied to particular revelations of great public importance and little defense 

255. 96 CoNG, REc. 15185 (1950). 
256. S. REP. No. 427, 80th Cong., 1st Sess. 6 (1949) (referring to section 8 of the 

bill as introduced). 
257. This provision began as section 8 of S. 595, id. at 441, and eventually became 

the opening substantive provision of the Internal Security Act of 1950, 64 Stat. 987 
(1950). The slight difference in language in the provision as adopted reflected one of 
Mr. Hanson's suggestions. 

258. 95 CoNG. REC. 9749 (1949). 
259. ld. 
260. I d. at 9750. 
261. ld. at 9747. 
262. I d. at 9746. 
263. 403 u.s. 713, 7Z2 . 
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significance. Whether the Senate perceived the proviso to be linked to a 
restricted meaning of 793 (d) and (e) is open to question. 

There was no explanation of the anti-censorship provision in any of the 
subsequent committee reports on the many bills that ultimately were coalesced 
into the Internal Security Act. 264 Furthermore, none of the floor debates 
mentions the anti-censorship provision in connection with section 793. Indeed, 
none of the first amendment concerns expressed in the floor debates were 
directed to section 793. Rather, criticisms concerned the controversial provi­
sions of the 1950 Act, such as those that made it unlawful to conspire to estab­
lish a totalitarian dictatorship in the United States, the broad registration 
requirements, and the powers of the Subversive Activities Control Board. 

Senator McCarran, however, plainly viewed the anti-censorship proviso 
as a corrective for what he saw as erroneous readings of 793(d) and (e). 
Moreover, the very fact that nothing further was said about the threat that 
793( d) and (e) might pose to a free press may reflect belief that the proviso 
eliminated such a danger. Interestingly, for example, Senator Kilgore, joined 
by Senators Graham and Langer, dissented from the Judiciary Committee's 
favorable report of the final Internal Security Act to the floor. 265 Their 
minority views carefully reviewed the various provisions of the Act to which 
they objected. They expressly approved, however, of the amendments to 
793.266 Given Kilgore's earlier concern for the rights of newspapers, it seems 
a fair assumption that his approval of 793 (d) and (e) reflected the belief that 
those sections did not threaten publication of defense information, and the free 
press proviso may well have been the basis for his change of heart. . 

The floor debates on the revision of subsection 793 (d) and (e) were 
perfunctory, largely submerged by the more controversial provisions of the 
Internal Security Act. A few informative statements were offered, however. 
In the debate on S. 595, Whitaker Chambers' activities were described as the 
stimulus for 793 (e). Senator McCarran, the floor manager of the bill, cited 
the pumpkin papers episode as proof of the need to make unauthorized reten­
tion a crime in the absence of demand. 267 Since Whitaker Chambers was not 

264. The Internal Security Act of 1950 was the product of numerous successive bills 
and committee reports, all finally coalesced in H.R. 9490 in the 81st Congress. None of the 
subsequent committee reports contain as much discussion as the first reports on S. 595 
and H.R. 4703. See, e.g., S. REP. No. 2369, 8Ist Cong., 2d Sess. 8-9 (1950); CONF. REP. 
No. 3112, 81st Cong., 2d Sess. 52-53 (1950). 

265. S. REP. No. 2369, 8lst Cong. 2d Sess., part 2 (1950). See also Senator Kilgore's 
letter to Sen. McCarran, 96 CONG. REc. 12068·69. 

266. S. RF..P, No. 2369, part 2, at 3-4. 
267. McCarran's statement about Chambers was as follows: 

The next case for remedial attention was the discovery that under ex1stmg 
law, the unauthorized possession of enumerated restricted items relating to 
national defense is not a penal offense unless a demand has been made against the 
possessor, by the authorities entitled to receive the items in question, and the 
said demand has been refused. The inadequacy of this provision is self-evident, 
since by the very nature of things an unauthorized possession would most likely 
not be known to those entitled to receive the restricted enumerated items. The 
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a government employee at any time relevant to the pumpkin papers episode, 
McCarran's remark demonstrates that 793(e) covers everyone, not just gov­
ernment employees. 268 Thus, it is impossible to construe 793 (e) to reach only 
government servants. Such a construction would obviously strain the statute's 
language, but it might nonetheless have been tempting in light of the absence 
of a culpability requirement and the narrow intent of the 1917 legislation. 
Virtually the only other mention of 793 in the Senate legislative history was 
contained in a letter from the Attorney General to the Senate urging enact­
ment of S. 595: 

Enactment of this legislation is urgently needed. The necessity 
for immediate action on this matter was forcibly demonstrated during 
the recent trial of Alger Hiss. Although Henry Julian Wadleigh 
testified under oath that he had illegally abstracted State Department 
documents for eventual delivery to a foreign government, existing 
laws appear to make his prosecution impossible. Such an incident, 
which is only one of several, clearly illustrates the very pressing 
need for corrective legislation.26 ~"~ 

The House floor debates suffered from the confused reasoning of the House 
Judiciary Committee report, which provided the model for the attempts by 
Chairman Celler and Congressman Bryson to explain the coverage of 793 (d) 
and (e). At the outset of debate on H.R. 4703, Ce11er stated: 

rwJe cannot allow people, citizens and aliens alike, opportunities to 
get valuable classified and other information, data, and records vital 
to our security and have that information, data, and records used and 
disseminated to our grave discomfort and with danger to our secu­
rity. Our laws presently are weak and must be' strengthened in that 
regard, and that is exactly what this bill purports to do.27° 

most famous example of this situation is, of course, the Chambers pumpkin papers. 
Chambers had in his possession-that is in his unauthorized possession--certain 
restricted or classified items which related to national defense. Yet, his possession 
of such items was not a crime. He could not be charged with a crime in respect 
of his possession of the pumpkin papers until a person entitled to receive those 
items made a demand upon him for their delivery, and then only if he refused 
the demand. 

96 CoNG. REc. 14178 (1950). 
268. Chambers' account of his activities was that he obtained typewritten copies of 

State Department documents from Alger Hiss, among others, which Chambers photo­
stated and then passed along to the couriers of the Communist Party, U.S.A., with 
the understanding that the microfilms were destined for Moscow. W. CHAMBERS, 
WITNEss, 27-33, 421-27 (1952). According to Chambers' story, when he decided to break 
with the Party in 1937, he retained some of the documents and films as a "life-preserver" 
and hid some of them at his brother·in-law's, and the rest in a hollow pumpkin in his own 
garden. !d. at 38·42, 445. 

One of the perplexing aspects of the 1950 legislation is that Chambers' own account 
of his activities surely brought him within the offense encompassed by section 2(a) of 
the Espionage Act of 1917, now subsection 794(a). There could have been no question 
that Chambers met the culpability standard characteristic of all the 1917 offenses ap­
plicable to non-employees. It is thus not at all clear why the notorious pumkin papers 
episode led Congress to enact in 793(e) a broadly applicable offense not conditioned on 
the characteristic 1917 Act culpability standard. 

269. 96 CoNG. REc. 12069 (1950). 
270. !d. at 3404-05. 
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This is the only statement in the 1950 legislative record that supports the 

inference that subsections 793(d) and (e) are designed to put criminal sanc­

tions behind the classification program. Apart from this interesting remark, 

the remainder of the House debates touched on only two aspects of the 793 
revision. First, the speakers seem clearly to have understood that the cul­

pability requirement of subsections (d) and (e) were different from the re­

quirements of the preceding subsections. Confusion existed, however, as to 

what exactly the culpability standard of (d) and (e) was.271 Second, subsec­
tions (d) and (e) in tandem were thought to cover everyone. Virtually noth­

ing was said in the House about whether this meant that its coverage extended 

to newspapers, although Congressman Bryson called attention to "unfounded" 
fears that the bill would make newspaper and reporters "criminals" without 

their doing any wrongful act, and referred the House to Senator McCarran's 
published exchange of correspondence which "answered objections of this 

nature.''272 

VVhat does the legislative history of the 1950 amendments amount to? 

Through all the confusion and inattention to basic questions, two general 

themes emerge. First, fears that the new subsections 793(d) and (e) might 
make criminal actions taken by newspapers in "the normal course of their 

operations" were rebutted by statements by the Attorney General and by the 

Legislative Reference Service, neither of which was supported by plausible 
interpretation of the statutory language. More important, these fears led to 
the re-introduction of the anti-censorship provision, which apparently was 

designed to meet concerns about the breadth of the 793 provisions of S. 595. 

\Vhile a literal interpretation of this proviso may construe it as only a caveat 

against prior restraints, its role in the legislative history reflects a broader 

purpose. The anti-censorship provision and the interpretations solicited by 

Senator McCarran left Congress with an amorphous belief that 793 (d) and 
(e) were not sweeping prohibitions against newspaper publication of informa­

tion relating to the national defense. No analytical basis for a narrower reading 

was suggested, however, and the legislative history thus leaves open the 
question of how the statute is to be accommodated to the legislative intention. 

The second current running through the 1950 deliberations was the no­

torious activities of Whitaker Chambers, Alger Hiss, and Henry Julian Wad­
leigh. Their revelation and retention of sensitive information were repeatedly 

cited as evidence of the necessity of "closing the loopholes" in the espionage 
statutes. Thus, the retention offense was extended to non-government em­

ployees, such as Whitaker Chambers, without necessity for an official demand. 

Furthermore, the statute of limitations for all 793 and 794 offenses was ex-

271. See, e.g., the comments of Cong. Tackett, id. at 3408. 
272. I d. at 5494. 
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tended from three to ten years.273 But beyond these two extensions of section 

793, it is not at all clear what Congress intended to accomplish through the 
communication offenses of subsections (d) and (e). The Attorney General 

wrote of the need to reach a State Department employee who abstracted 
documents for delivery to a foreign government. Chairman Celler mentioned 

that it must be made illegal to obtain and disseminate classified data "to our 

grave discomfort and with danger to our security." 

No one spoke of the government employee or ordinary citizen who gives 
defense information to a newspaper in the belief that the benefits of public 

debate on the matter outweigh any danger to national security. The focus, 

rather, was on employees who deliver government documents to communist 

study groups or Russian agents, and on others who are part of an espionage 

apparatus. These activities, however, fit easily into the established culpability 
framework of the espionage statutes, in that a purpose to injure the United 
States or advantage a foreign country could be inferred. Why, then, do the 

communication and retention offenses adopted in 1950 call for a lesser cul­
pability standard that would presumably be met by general publication of 

defense information? Furthermore, 793 (d) and (e) would appear to reach 
retention of defense information by publishers and communication of such 

information in the first instance from a source to a newspaper. 
The 1950 legislation thus follows the frustrating pattern of so many of 

the espionage statutes: Congress said it, but seems not to have meant it. What 
are the courts and others concerned with the interpretation of these statutes 
to do? 

E. Subsections 793(d) and (e): Conclusion 

Cynics have claimed that if courts enforced only those criminal laws which 

legislatures understood, Title 18 of the United States Code would be a dead 
letter. Although courts should not condition the enforceability of statutes on 

legislative prescience about all their possible applications, the problems with 

subsections 793 (d) and (e), go well beyond tolerable limits. At least five 
serious problems of statutory construction must be resolved before these laws 
can be applied: 

(1) Is publication a "communication" within the meaning of the subsec­

tions, and are communications or retentions incident to publication criminal? 
(2) What degree of culpability is required by the term "willfully?" Can 

the word be given a meaning narrow enough to sustain the constitutionality of 
the prohibitions on communication or retention in light of the vagueness of the 

phrase" related to the national defense?" 

273. 64 Stat. 1005 (1950). 
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(3) What constitutes protected "information" under the subsections, 
and what culpability is required before its transfer is criminal? 

( 4) What makes a piece of paper containing defense information a 
"document" or other enumerated item for purposes of the subsections? 

( 5) What does "not entitled to receive it" mean for purposes of the 
communication and retention offenses? 

The uninformative language employed by the draftsmen has never been 
discussed by Congress in terms precise enough to give adequate guidance for 
the resolution of these issues. Perhaps a concrete example will illustrate the 
difficulties. Justice VVhite's discussion of the retention offense in his Pentagon 

Papers opinion assumes, without discussion, that copies of government papers 
are ~'documents," and not "information," for purposes of the section. 274 This 
conclusion, however, is not compelled. The originals were not purloined and 
the Government's proprietary interest in the documents was maintained; all 
that was lost was the secrecy of information contained in them. Even if an 
exact copy is a "document'' as Justice White suggests, how close to the full origi­
nal must the copy be? Does a letter from a friend in the executive branch that 
quotes a single paragraph from a government report constitute a document ( 
What if the letter only paraphrases the original but reveals the information? 
By what principle can a line be drawn between document and information, 
especially when significant differences in the culpability requisite to violation 
of 793(d) and (e) may turn on the distinction? 

Courts typically undertake to resolve issues at the margin of statutory 
coverage by looking to a statute's purposes. On their face, however, the pur­
poses of subsections 793 (d) and (e) are mysterious ~ecause the statutes are 
so sweeping as to be absurd. If courts turn to evidences of legislative iutent, 
the mystery deepens because Congess never understood these laws. It did not 
realize that their literal terms might apply to speech leading to public debate, 
or preliminary activities undertaken with that aim. When concerns were 
voiced that these provisions might have some effect on the press, Congress 
did not respond by analysis or amendment of the bills before it, but rather 
said it was not so-through the clumsy and problematic anti-censorship pro­
vision-and approved the statute's broad language. 

In this concluding discussion of 793(d) and (e), we shall attempt to tie 
the materials together and show how forbidding are the problems of im­
plementing these subsections in the context of public speech about defense 
matters. 

1. Publication and Conduct Incidental Thereto. In the 1917 legislative 
record, the question of controls on publication of sensitive information received 
at least as much attention as the problem of spying, and the most significant 
action was the rejection of a prohibition on publication not conditioned on 

274. 403 u.s. 713, 739, 
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any specific intent requirement.275 The 1950 legislative record was too con­
fused to have had any particular focus, but the notion that somehow news­
papers were not covered-except for "wrongful acts"-was never challenged. 
Subsections 793 (d) and (e) therefore cannot be held applicable to publication 
of defense information that is motivated by the routine desires to initiate 
public debate or sell newspapers, unless this congressional purpose, confirmed 
by repeated subsequent refusals to enact broad prohibitions on disclosures, is 
ignored.276 Failure to give effect to this legislative intention would be wrong 
with respect to a statute so inartfully drawn and legislative intention other­
wise so opaque. 

The critical question, in our view, is not whether publishing may prop­
erly be held a crime under subsections (d) and (e), for almost surely it should 
not. The problem instead concerns the manner in which the statutory language 
is to be read to exclude it. The choice is between distinguishing some concept 
of '~publishing" immune from regulation, or by more general construction of 
the statute's culpability standards. Regardless of which approach is taken, 
is it only the act of publishing that is protected, or does the law also protect 
conduct incidental to publication? Is the newsman guilty of "retaining" items 
he plans to publish? Are his communications to others in the course of writing 
a story criminal? Is his source in Government an offender, and, if so, is the 
newsman a conspirator in that offense or an accomplice to it if he simply 
Hstens, or if he instigates the disclosure? These questions, of course, go to 
the heart of whether, as Justice White suggested in New York Times, news­
papers may be criminally punished under subsection (e) for obtaining and 
printing national defense secrets. 

In that litigation, the claim was strongly pressed by the Times that the 
statutory terms "communicate, deliver, or transmit" as used in sections 1 (d) 
and 1(e) do not comprehend "publishing." Judge Gurfein so held in his dis­
trict court opinion277 and Justice Douglas later indicated his support for that 
position. 278 The argument is that the draftsmen perceived a difference between 
communication and publication and that they intended to make newspaper 
revelations criminal only when the statutes say "publish." Support for the 
proposition rests primarily on the structure of section 2 of the 1917 Act, cur­
rently subsections 794(a) and (b). It will be recalled that 794(a) bars 

275. As earlier indicated, we reject as untenable the view tentatively suggested by 
Justice White in New York Times v. United States, 403 U.S. 713, 733-40 (1971), that 
Congress in 1917 intended to bar prior restraints but allow post-publication prosecutions 
for publication. Many in Congress thought that their constitutional power was restricted 
to making publication criminal after-the-fact. As the debates became more focussed, 
however, the legislative choice was seen to be whether or not to punish. 

To be sure, section 1(d) covered tangible items and their contents only, whereas 
the rejected censorship provision pertained to information no matter what its source. But 
there is nothing indicating that the 1917 Congress saw this as a key distinction. 

276. Sa text following note 354 infra. 
277. United States v. New York Times, 328 F. Supp. 324, 328-29 (S.D.N.Y. 1971). 
278. 403 u.s. 713, 721. 
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communication, transmittal or delivery of defense information to foreigners, 
while 794(b) prohibits both communication and publishing in time of 
war with intent to reach the enemy. Moreover, the rejected subsection 2(c) 
as initially drafted prohibited both communication and publishing and was 
subsequently narrowed, prior to the ultimate defeat, to prohibit only publish­
ing. Two later enacted statutes in the espionage chapter, sections 797 and 798, 
also mention publishing.27 fl 

The argument that the draftsmen intentionally wrote "publishes" into 
the statutes \Vhen they wished to prohibit it does not, despite the statutory 
structure, convince us. \i\l e have not found a single clear statement in the 
lengthy legislative history of these bills that the word "communicates" does 
not embrace publishing. For example, that was not the ground on which 
Senator Kilgore's concern for newspapers was met in 1950 ;280 nor was it the 
apparent understanding of those who framed the crytographic bill, section 798. 
If that understanding were clear, one would expect to find unequivocal evi­
dence of it to appear in the massive debates on the 1917 Espionage Act. 
Such evidence is lacking. Speakers frequently used the words "communicate 
or publish" in sequence ;281 they also consistently used the words upublishes," 
"publications" and "publishing" when they were referring to newspapers. 
Neither usage, however, given that the statute said "publishes," demonstrates 
that the speaker regarded the terms "communicate, deliver, or transmit" as 
necessarily excluding publishing. Moreover, the few interchanges during the 
debates concerning the meaning of "communicates" came primarily from 
speakers who questioned the wisdom, whatever was done to newspapers, 
of making private communications crimina1.282 Most importantly, at no point 

279. See text accompanying notes 370, 388 infra. 
280. Had any of the respondents to Senator KilgQte's letter believed that publishing 

was not c_overe<;J by sections 1 (d) and (e) becaus~ not mentioned, they would surely 
have mentioned 1t. 

281. See, e.g., 55 CONG. REc. 78f"" (1917) (R-einarks of Senator Cummins). 
282. The principal comments in the Senate !lte at 55 CoNG. REc. 873 (Remarks of 

Sen~tor Overman)_ ('fhe word publishing is" broad enough to cover the word com­
mumcate. Commumcatlon of plans to a person, is a publication to that person) ; 55 CowG. 
REc. at 877 (1917) (Remarks of Senator Cummins): 

the ~·ord "publish" is not confined to the publication by a newspaper. I suppose 
that If I stand upon the street and make a statement I publish the statement in 
th~ se~se of the law. If this were confined to the newspapers, it would still be 
objectionable, but not so objectionable as it is in its present form. 

In the House, similar points were made. See, e.g., the following interchange: 
MR. SHERLli:Y. Now I submit to the gentleman the inquiry as to whether it is 
necessary to embrace in your prohibition any sort of communication which would 
embrace a conversation that might not in any way have or be intended to have 
anything to do with publication, which is what you are really aiming at. 
MR. WEBB. It would be very little profit to prohibit the publication of a thing 
and then let a man verbally go upon the stump and proclaim it to the public by 
word of mouth. 
MR. SHERLEY. That would be more than a communication. The gentleman is 
assuming that "communicate" is the only word whereby you can define the of· 
fense. I suggest that it is broader than we need. 

55 CONG. REC. 1716 (1917). Cf. id. at 1698 (Remarks of Rep. McCormick) ("when 
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did anyone defend the idea that a newspaper might lawfully <~publish" what 
an ordinary citizen was prohibited from "communicating."283 

That no one confirmed an understanding of "communicate" that ex­
cluded publishing does not, however, explain why section 2 was drafted as it 
was. We can only speculate, but in our opinion, confusion and inadvertence, 
old friends of this legislation, are the likely causes. As initially drafted, sections 1 
and 2(a) of S. 8148 were directly patterned upon the 1911 Act284 Subsection 
2(a), like section 2 of the 1911law, proposed severe sentences for those who 
breached section 1 of S. 8148 and then "communicated'' the information to 

foreignets. 285 Nothing in the 1911 law suggests that Congress thought about 
the scope of the word "communicates," or if it comprehended publishing, and 
nothing indicates that the subsequent Congress thought about it in enacting 
subsection 2(a) in 1917. By contrast, subsections 2(b) and 2(c) were drafted 
on a fresh slate, and the drafters were concerned to prohibit disclosures of 
citizens and press regardless of whether they had had any contact with govern­
ment places, documents, things, or personnel-necessary elements of a viola­
tion of section 1. Thus, use of the word "publish" makes clear the draftsmen's 
intent that it be covered in those newly drafted sections, but the failure to use 
the term in the carried-over subsections I (d) and 2 (a) does not prove the 
converse.2 S6 

Doubts that the legislative history justifies the conclusion that Congress 
saw a general distinction between communication and publication are rein­
forced because the distinction is not theoretically sound in the context of the 
espionage statutes and cannot be applied in any sensible fashion. If one has 
possession of information that is subject to statutory restrictions and tells it 
to a friend, such personal talk must clearly be characterized as a communica­
tion, or else the publishing exception would swallow the statute whole. At 
what point, however, does communication become publication: when one calls 
over six friends, or only when one hires a hall? Whatever the turning point, 
the anomaly is obvious: if the statute protects the right to read defense docu­
ments to a throng in Madison Square Garden, it cannot sensibly be construed 

say 'published'. I mean by word of mouth or by print"), !d. at 1712 (Remarks of Rep. 
Igoe) ("anythmg that affects the newspaper will affect the individual"). 

283. The newspapers were, of course, loudly condemning subsection 2(c). Some who 
supported the. pr:ovision urged that their colleagues were cowering under newspaper 
pressure, a cnt1C1sm that may have produced statements in response that citizens were 
to be protected more than the press. 

284. The l911law is set out at note 25 supra. 
285. See 54 CONG. REc. 2064 (1917). 
286. Moreover, there was no need to add "publish" to l(d) because the censorship 

regulations issued under section 2(c) would surely have covered, and subjected to 
greater sanctions, publication of defense secrets gleaned from wrongly divulged documents. 
Adding "publishes" to section 794(a), after it had been changed to prohibit communica­
tion to foreigners with intent or reason to believe that information is to be used to injure 
the United States or advantage a foreign nation, would have had little effect if our 
"primary" use distinction, text supra at note 178, is accepted. 
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to prohibit reading them to a friend at home. The person who publishes 
widely may of course be more likely to influence public decision-making, but 
the person who communicates to a friend may well be working out his own 

policy positions or trying to convince his friend. The greater enhancement of 
public debate achieved by widespread publication is inversely proportional to 

the extent to which secrecy is compromised. In the intersections of the values 
of public debate and secrecy, the private conversation and the public lecture 
are balanced at the same point. With respect to publication, the values on 
each side of the equation are augmented, but the same tension is maintained. If 
general publication is protected, it is ludicrous not to protect private conver­
sation with similar intent. Thus, a line between publishing and communicating 

cannot be even generally located by reference to the purpose of the statutes. 
One answer to this difficulty might be that publication, to be immunized 

from the subsections by virtue of congressional intent, requires involvement 
of the media. It might be argued that communications by someone other than 
a newsman, no matter how obviously geared to public debate on defense 
matters, is not publishing for purposes of differentiating publications from 
the statutory coverage of communications. Leaving aside first amendment and 
equal protection objections, as well as congressional concern for ordinary 
citizens, this interpretation would necessitate guidelines as to who is a pub­
lisher and who are newsmen. The statute contains no such standards and 
posing them by judicial construction is, in our opinion, virtually impossible.287 

Finally, any effort to distinguish publication by the media from communi­
cation would be vastly complicated by the fact that such publishing inevitably 
involves many preliminary communications and retentions. It, too, is not an 

event but a process.288 Assuming that publication is protected, if a person has 
possession of copies of classified documents, does he publish them if he hands 
them to a reporter who will have them published, or is that a prohibited com­
munication, transmittal or delivery? \Vhen the reporter hands them to a 

typesetter, is that a publication or a prohibited communication? If publishing 
is not covered by the statute, can preliminary and incidental communications 
and retentions--conduct by persons necessary to accomplish the sort of pub­
lication Congress wished to protect~be held a violation of the statutes? 

It was with reference to this problem that Justice \Vhite's dicta in New 
York Times v. United States went astray, in our opinion. Without intimating 
his views on the correctness of Judge Gurfein's view that publication was not 
comprehended within "communication," White noted that neither publication 
nor communication was required to violate the statute; mere retention would 
suffice. 289 That approach, in our opinion, can rest on no sound interpretation 

287. Cf. Branzburg v. Hayes, 408 U.S. 665, 682 (1972). 
288. Cf. Roe v. Wade, 93 S. Ct. 705, 731 (1973); FREUND ct al., REPORT oF THE 

STUDY GRouP oN THE CAsE LoAn oF THE SuPREME CouRT 1 (1972). 
289. 4()3 U.S. 713, 738 n.9. 
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of the statutes. To protect publishing but crirninalize the transfer of the story 

to the typesetter is silly. Likewise, it would be wrong to link the reporter to 
an offense of initial disclosure by a government employee~if such an offense 

existed~by saying the reporter caused it, or by characterizing him as an 
accessory to the employee's disclosure. If it is conceded that Congress meant 
to exclude publication from criminal prohibitions pertaining to communica­
tions, it is inconceivable that they would contemplate making criminal reten­
tions incident to that act, unless interests other than disclosure of secrets are 

at stake.290 

Of course, it would not be inconceivable to treat as a crime initial dis­

closure of a defense secret by a government employee to a reporter, even if 
publication and incidental communications and retentions by non-employees 
within the publication process were protected.291 We might well adopt a system 
which protects all acts in the publication process but makes criminal the initial 
revelation by the government employee. Such a system would be a rational. 
if a bit uneasy, compromise of the competing values of secrecy and executive 
branch loyalty, on one side, and freedom of speech on the other. The espionage 
statutes do not, however, enact such a system. The language of 793(d) govern­
ing the legality of communications and transfer by lawful possessors is exactly 
the same as that of 793 (e) governing communications by unauthorized per­
sons. If communications by non-government employees leading up to publica­
tion are outside the scope of 793 (e), there is no statutory basis for different 
treatment of the government employee's disclosure of secrets to the press 
under 793(d). 

On balance, we do not think it is feasible to give effect to the legislative 
intention by simply excluding 1'publishing" from the scope of "communica­
tion." Despite some evidence resting on the drafting of 794(a) and (b), the 
legislative history of the espionage statutes does not suggest that interpersonal 
discussions about defense policy were valued differently than newspaper pub-

290. It might be an appropriate policy to protect the form of expression in govern­
moot documents even if the revelation of their contents is privileged. Two considerations 
might support such a position which would justify treating taking or retention of docu­
ments more strictly than revelation of secret information. First, there are differences. 
particularly in diplomatic matters where national prestige is at stake, between widespread 
knowledge and official proof, as is indicated by the intense embarrassment occasioned by 
official acknowledgement of wiretaps on foreign embassies. Cf. Giordano v. United States, 
394 u.s. 310 (1969). 

Second, there may be a considerable "chilling effect" on government employees if 
they know that their prose-written under time pressure for superiors who are generally 
aware of the complexities of the situation, and need not be reminded of qualifications dis­
cussed orally-is likely to be printed in the newspapers as representing the entirety of 
their advice. 

On the other hand, nothing persuades like the actual document. For example, the 
Pentagon Papers reveal little that was not already publicly known; they had impact 
because they confirmed widely held beliefs with official prose. Prohibiting revelation of 
the actual documents in circumstances where revelation of the information contained 
therein would not warrant penalties may serve primarily to protect inappropriate Govern­
ment deception. Thus, here again the same tension is maintained. 

291. See text accompanying note 447 infra. 
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Iications. Congress was quite concerned to protect the individual citizen 

curious about defense-related matters who wanted to discuss such matters 

with family or friends; publication and communication motivated by concern 

about official policy should consequently be treated as equally legitimate. 
If publication and communication or retention cannot be satisfactorily 

distinguished as modes of conduct in the context of these provisions, how can 
subsections 793 (d) and (e) be read to give effect to Congress' intention not to 
make participation in debate about defense matters criminal? A reading of 
the statutes must be found which can operate generally; in other words, 
publication must be excluded from coverage on an analysis of the statutes that 
applies equally to acts of communication and retention. \Ve must turn, there­
fore, to other elements of 793(d) and (e) in the effort to discover such a 
reading. 

2. Culpability. (a) Willfully. If our conclusions concerning "publish­
ing" are accepted-that Congress had no sp~cial understanding of "communi­
cate, deliver or transmit" that automatically excluded it-then application of 
sections 793( d) and (e) to public revelation of defense secrets, and conduct 
preliminary thereto, hinges primarily on the meaning of the term "willfully." 
Can some sense of the term be found which accords reasonable respect to both 
the language and structure of the statutes, the legislative history of the par­
ticular term, and the evidence that Congress did not contemplate making 
criminal revelations in thf". co!lrse of public debate except in the most limited 
circumstances? \Ve think so, although it is admittedly a struggle, and requires 
adopting a meaning of willfully that almost surely no single Congressman or 
Senator would have recognized as stating his own understanding. 

. "\iVillful" is one of the law's chameleons, taking on different meanings in 
different contexts.292 It may be construed to require merely awareness of the 
physical facts of one's behavior ;293 under other circumstances, it may mean 
awareness that conduct is illegal,294 or, more generally, that it be undertaken 
with bad motive. 295 In statutes where criminality turns upon the causing of a 
particular type of harm, willfully may require specific intent to cause that 
hart_TI.296 The different nuances that courts have read into the term are largely 
attnbutable to judicial desire to restrict particular criminal statutes. Narrow 

292. TSee generally Weinreb, Extended Note B, "Willfullncss," in I WoRKING PAPERS 
OF THE :t:fATIONAL CoMMISSION o!" REFOR!>f ?F FE~ER~I:- CRIMINAL LAWS 148 (1970). See 
aLro We~n~eb, Comment on Basts ~~ Crumnal L1abt!1tj}; Culpability; Ca1tsation: id. at 
105, 128. T_here may he no word m the Federal cnmmal lexicon which has caused as 
much confuswn as the .v.:ord 'will_fully' (or 'willful')." The Model Penal Code limits 
use of the term to descnbmg how 1t should be construed if employed by other draftsmen 
MonEL PENAL ConE§ 2.02(8) (Proposed Official Draft 1962). · 

293. See, e.g., Ellis v. United States, 206 U.S. 246 (1907). 
294. See, e.g., United States v. Murdock, 290 U.S. 389 (1933). 
295. See, e.g., Felton v. United States, 96 U.S. 699 (1877). 
296. Sec. e.g., Screws v. United ?tates, ~25 U.S. 91 ( 1945); Hartzel v. United 

!States, 322 U.S. 680 (1944), con.strumg sectwn 3 of the Espionage Act of 1917 as 
amended, 18 U.S.C. § 2388 (1970}. ' 
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interpretations of "willfully" are especially common where legislation is at the 
boundaries of constitutional power-as where statutes bear upon free ex­
pression.297 Insofar as sections 793(d) and (e) bear upon speech, the natural 
tendency of courts should be to accept a narrow construction of "willfully," in 
order to avoid first amendment problems of vagueness and overbreadth. The 
problem in so doing cannot be discounted, however. Neither the language nor 
the legislative intent of the espionage statute indicates that "willfully" should 
be given any particular narrow meaning. Moreover, the reported cases under 
793( d) and (e) all treat "willful" as a term of broad signification, quite 
different from the culpability standards of 793( a) and (b). 

The structure of the statutes makes apparent that whatever "willfully" 
means in subsections 793(d) and (e), it does not restate the culpability stan­
dards of 793(a) and (b) which require "intent or reason to believe." The 
distinction in statutory language surely points to a different, and broader, 
meaning for "willfully." The legislative history of the 19!7 Act is replete 
with concern that these criminal statutes make use of appropriate standards 
of culpability to distinguish th~ morally innocent from the guilty. Insistence 
on the importance of culpability led to reformation of three provisions and 
played an important part in defeating a fourth. In the face of that careful 
inclusion of specific intent standards, the claim that Congress in 1917 intended 
willfully in 793 (d) and (e) to be synonymous with the culpability provisions 
of 793 (a) and (b) is untenable. Furthermore, the legislative history makes 
clear that the Congress understood a difference. On several occasions during 
the floor debates, the Senators and Representatives discussing the bills defined 
"willfully" in a broad fashion. 298 Congress' problem was that it did not under­
stand the breadth of conduct reached by a literal reading of section I (d), not 
that it regarded 0 willfully" as equivalent to "intent or reason to believe." 

The 1950 revision did introduce some confusion on this point into the 
legislative history. The Executive draftsmen of 793 (d) and (e) clearly 
intended "willful" to require a minimum of culpable intent. Their concern was 
to close loopholes in the law, not to impose stricter standards on the Govern­
ment by requiring proof of illicit ulterior purpose. Consistent with this, the 
House Report, 29u which is in large measUre taken from the Justice Depart-

297. See, e.g., Dennis v. United States, 341 U.S. 494 (1951). 
298. Sec 54 CoNG. REc .. 3604-0~ _(1917) (remarks of Senato~ Cummins) (proposed 

amendment of the censorship prov1ston, § 2(c), to require "willful" violation. Effect 
conceived to be preservation of ignorance of law defense); 55 CONG. REC. 1717-18 (1917) 
(ren;arks of Representative Graham) (Sections 1 and 2 of H.R. REP. No. 291 protect 
the. mnocent because G~>Vernment must prove "a guilty purpose, to wit, to injure the 
.LJmte~ States ... Sectwn 3 [House version of 793(d) and (e)] has not the intent in 
!t") i ~d. at 1763 (_Remarks '?f Representative Mann) ("A man who delivers a thing does 
1t willfully. That 1~ what thts [§ 31] says"); id. at 2064 (remarks of Senator Sterling) 
("The ele~ent of mtent or knowledge that the information [is] to be used to the injury 
of the Umted States or advantage of any foreign nation is omitted from these two 
subdivisions."). 

299. H.R. REP. No. 647, 81st Cong., 1st Sess. (1949). 
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ment's letter accompanying the proposed legislation,300 referred to the absence 
of an intent requirement in section 793 (d), expressly contrasting it with the 

stricter culpability requirements imposed by sections 793 (a) (b) and (c). 
To be sure, the Committee's justification for such general culpability in 
793( d)-that the persons covered are those who are in close relation to the 
Government-argues for a higher standard of culpability in section 793 (e) 
where coverage i:s general.301 "Willful," however, cannot mean one thing as 
to government employees and something stricter for non-employees, par­

ticularly as sections 793 (d) and (e) do not in terms refer to government 
employment.302 The House Committee's statements favor the broad meaning. 

In the Senate, however, the matter is in doubt. The Senate's willingness 
to enact the proposals without a whimper of protest probably resulted from 
assurances that they were of narrow scope. The legislation's sponsor, Senator 
McCarran, indicated that he would not support legislation that made news­
papers liable without a "wrongful" act. The response McCarran's inquiries 
elicited from Attorney General Clark is fairly read as implying a narrow 
scope to the bill, and most directly on point, the Legislative Reference Service 
memorandum stated that sections (d) and (e) were, insofar as culpability is 
concerned, like sections (a) and (b). Do these strands afford a basis, despite 
the statutory language and the countervailing evidence of legislative intent, 
for construing "willfullness'' to require conduct animated by anti-United 
States or pro-foreign interests? 

On balance, we think not. From our reading of the legislative history, 
Congress in 1950 failed to appreciate the extent of the problem just as it had in 
1917. The House clearly thought that "willfully" implied no special culpability 

requirements. There is, furthermore, no evidence that the Senate acted upon 
the Legislative Reference Service's misapprehension of the clear difference in 

culpability requirements that are evidenced by the structure of the Act and the 
statements of the drafters. Neither chamber, however, realized the impact the 
statute might have upon activities that it would not consciously have chosen 
to make criminal. In part, that failure resulted from soothing statements by the 

300. 95 CoNG. REc. 441-42 (1949). 
301. See text at note 247 supra. 
302. The extent to which courts may revise inartfully drawn legislation to effectuate 

policies which might have been chosen but were not chosen clearly is a difficult issue. See, 
e.g. Scales v. United States, 367 U.S. 203, 211 (1961) (strain but not pervert). Compare 
Dennis v. United States, 341 U.S. 494, 499-500 (1951) ("intent to overthrow ... the 
government of the United States by force and violence as speedily as circumstances would 
permit" interpolated into statute to save it) with United States v. Reese, 92 U.S. 214, 
221 ( 1875). "It would certainly be dangerous if the legislature could set a net large 
enough to catch all possible offenders and leave it to the courts to step inside and say 
who could be rightfuily detained and who should be set at large." 

The problem with section 793(d) is that it is not limited to government employment 
but rather speaks to "lawful" possession, a term which catches much more than current 
government employees. Cf. Aptheker v. Secretary of State, 378 U.S. 500. 515-17 (1964) 
(prohibition on applying for or using passports may not be limited to high ranking mem­
bers of registered Communist organization to save a broadly drawn statute). 
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sponsors that newspapers would have nothing to fear, and from the anti­
censorship provision that alleviated concerns about prohibitions aimed at pub­
lication-matters to which we will return in a moment. More important, in our 

view, was the preoccupation with other more clearly drawn and controversial 
provisions of the 1950 Act. To cure these errors by interpolating the culpabil­
ity requirements of 793 (a) and (b) into "willfully," when the legislative 
history makes clear that Congress never entertained such a notion, seems 
inappropriate.303 

A narrow understanding of "willfully" in subsections 793 (d) and (e) has 
no support in the case law, which recognizes a difference between willfully as 
there used, and intent as used in 793(b) and 794(a). Most importantly, in 
United States v. Coplon,304 the court construed section 793(d) to require "no 
such intent ;s05 it merely required that defendant Coplon obtained possession 
of the documents and attempted to transmit them to the co-defendant, who 
was not entit!ed to receive them."306 Similarly, in a civil case, Dubin v. United 

303. To be sure, in Dennis v. United States, 341 U.S. 494 (1951) the Court construed 
the advocacy provisions of the Smith Act, 18 TJ.S.C. § 2385 (1970) to require specific 
intent to overthrow the Government, even though other provisions expressly required 
such intent. But we do not think this precedent is compelling in the context of § 793(d) 
and (e). First, in Dennis, there was no direct evidence of contrary congressional intent. 
Second, as Judge Learned Hand noted in the Court of Appeals, the "specific intent" 
may be thought to inhere in the concepts of "teaching" and "advocating" use of force. 
183 F.2d 201, 214-215 (2d Gc. 1950). 

304. 88 F. Supp. 910 (S.D.N.Y. 1949). The issue was presented in the context of 
claimed double jeopardy. Defendant Coplon had been convicted in the District of Colum­
bia for violating 18 U.S.C. § 793(b), In the Southern District of New York she was 
indicted for conspiracy, attempt to communicate in violation of 18 U.S.C. § 793(d) (section 
1(d) of the 1917 Espionage Act), and attempt to communicate in violation of 18 U.S.C. 
§ 794(a). Applying the additional material fact test of Blockburger v. United States, 284 
U.S. 299 (1932), the court held the offenses to be distinct. Although the court said that 
lesser intent distinguished 793(d) from 793(b), it did not state why proof of violation of 
793(b) did not necessarily establish attempt to communicate in violation of 793(d) as 
well, insofar as "intent or reason to believe injury or advantage" requires that the actor 
contemplate unauthorized revelation. 

Interestingly, the jury convicted Coplon of conspiracy, and attempt to communicate 
in violation of 18 U.S.C. § 794(a). She was acquitted of the charges under 18 U.S.C. 
§ 793(d), indicating that the jury misapprehended the law, as well they might, given the 
sloppiness with which it is drafted. The Court of Appeals rejected the claim of error 
based on inconsistent verdicts, invoking the law's detts ex machina for such matters­
presumed jury leniency or compromise. See United States v, Coplon, 185 F.2d 629 (2d Cir. 
1950) citing Dunn v. United States, 284 U.S. 390,393 (1932). 

Perhaps the most ominous aspect of Coplon is its assumption that a recipient of 
wrongly disclosed defense information can be prosecuted as a conspirator with the person 
who disc:loses. Note that even if the current 18 U.S.C. § 793(d) and (e) are construed 
to apply only to government employees, application of conspiracy doctrines to recipient 
newsmen would make criminal receipt of defense information where the reporter 
cannot claim a good faith belief that the employee was privileged to disclose the particular 
matter. That result might properly be barred by regarding 18 U.S.C. § 793(c), construed 
to require "intent or reason to believe," as preemptive of conspiratorial or accessorial 
liability, at least absent aggravating factors. See text accompanying note 354 infra. 
Compare the Administration's recent espionage proposal S. 1400, 93d Cong., 1st Sess., 
§ 1124 (1973), which precludes prosecuting unauthorized recipients of classified informa­
tion disclosed by government employees or former employees as accomplices or con­
spirators. The proposals are discussed at text following note 425 infra. 

305. "[S]pecific intent that the information be used to the injury of the United 
States and to the advantage of a foreign nation." 88 F. Supp. at 911. 

306. ld. 
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States, 301 the court assumed that private retention of radar devices that 
"related to the national defense," erroneously sold by the Government as 
surplus property, would violate section 793 (e) even though the retention was 
clearly not animated by anti-United States motives. 

This legislative action, and the judicial rulings on the scope of sections 
793 (d) and (e), provide no support for a narrow conception of "willfully" 
that looks to motivation. It should be noted, however, that even if the phrase 
is construed to disregard the actor's ulterior purpose in communicating or 
disclosing, substantial narrowing of coverage may be achieved depending upon 
how issues of mistake of fact and law are resolved. These issues are not dealt 
with in any articulate way in the legislative history, but the manner of their 
resolution has considerable bearing upon constitutional issues of vagueness. 

First, does the law make criminal transfer of a defense-related document 
where the transferor has no basis whatever for knowing that it is "related to 
the national defense?" If one happens upon a paper bearing chemical hiero­
glyphics and transfers it to a chemist friend, is an offense committed if the 
document "relates to the national defense?" Suppose it explains, if one knows 
the meaning of the symbols, how a top-secret explosive compound is syn­
thesized. Surely it was not the intent, either in 1917 or in 1950, to make 
criminal the transfer of a defense-related document by a person not knowing 
or having reason to know of its significance. Subsections 793(d) and (e) are 
not offenses of absolute liability. That point was the focus of the Legislative 
Reference Service's response to Senator Kilgore's question concerning "wrong­
ful" acts.308 Such a transfer should not be termed "willfuL" 

Second, suppose a chemist has the document and understands the 
formulae, but believes that the document nonetheless does not "relate to the 
national defense" because the existence of a comparable series of compounds is 
well-known, and, to his knowledge there is no military reason to prefer the 
documented compound over others. Is transfer of the document by him an 
offense, other elements of the crime being assumed, if the Government estab­
lishes that it does indeed relate to the national defense because this particular 
compound is stable at the extreme temperatures caused by some military 
usages, whereas all other comparable compounds break down? Suppose the 
paper had a stamp on it saying "this document relates to the national defense," 
but the chemist believes strongly that it has no such relationship because, 
despite the Government's best efforts to maintain secrecy, the formula has 
been printed publicly, albeit in an obscure juornal? At what point is the 
mistake of "fact" better characterized as a misapprehension of the legal 

307. 289 F.Zd 651 (1961). See also United States v. Sawyer, 213 F. Supp. 38 (1963). 
308. The Service understood Senator Kilgore to be asking whether the offenses 

created absolute liability and responded that they did not. 
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standard governing defense-relatedness, and what ought to be the consequence 

of such misapprehension? 
Although Senator Cummins believed that conduct was not "willful" 

when done under mistake of law,309 such issues received no real consideration 
in either the 1917 or the 1950 legislative history, However, the insistence 
that subsections 793 (d) and (e) cover only wrongful acts suggests that 
criminality should turn on whether the actor's misapprehension of defense­
relatedness for whatever reason is culpable. Certainly, the term willful may be 

read to accomplish this result.a10 
If willfully is read in this fashion, it may substantially affect the constitu­

tional issues of vagueness. Although space limitations preclude lengthy treat­
ment of complex Constitutional law problems herein, they must be briefly 
considered. In Gorin the Supreme Court set out a broad understanding of 
"related to the national defense," holding the term precise enough to meet 
clue process vagueness objections because violation of 793 (b) and 794( a) 
required demonstration that the defendant had acted with the culpable pur­
pose of injuring the United States or advantaging a foreign nation.311 A 
person who acted with such purpose could be left to speculate at his peril 
concerning the outer parameters of information related to the national defense. 
The vagueness issue raised by sections 793 (d) and (e) is whether the term 
"national defense" is sufficiently definite when the law threatens those whose 
revelations are animated by desire to inform the public. 

The question is an exceptionally difficult one because so much turns on 
how other issues of coverage are treated. For exa~ple, if transfer of "national 
defense information" were held not "willful" unless the actor was cognizant 
that the materials he communicated did "relate to the national defense,"·'H2 

there could be no issue of vagueness. The Constitutional problem is simply 
whether Congress may enact proscriptions that broad. On the other hand, any 
statute that made simple communication of national defense information an 
offense without regard to the actor's appreciation of its defense-related status 
would in our view be unconstitutionally vague. 313 Even granting that current 

309, See 54 CoNG. REc. 3604-05 (1917), 
310. See, e.g. United States v. Murdock, 290 U.S. 389, 396 (1933) (conduct not will­

ful when bona fide misunderstanding of law). 
311. See text accompanying note 122 supra. 
312. Reading willfully to require intent to transfer defense related material, cf. 

Screws v. United States, 325 U.S. 91 (1945). 
313. Sec Coates v. City of Cincinnati, 402 U.S. 611 (1971) for a recent statement of 

vagueness standards. It seems to us that vagueness is inevitable insofar as the same 
standard "related to the national defense," purports to govern espionage and public dis­
closure. Courts in the espionage context have properly construed that standard broadly 
and imprecisely, counting on culpability to make it fair. It is better to remit the issue of 
the criminality of the disclosure to Congress, cj. Kent v. Dulles, 357 U.S. 116 (1958), 
than attempt precision in formulating defense-relatedness that will undercut prosecutions 
for espionage proper. 
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law requires that information be "secret," in the sense that the matter must 

be one the Government has sought to keep secret,314 and intimates that it must 
be information susceptible to injurious or advantageous use,8115 there are still 
no constitutionally definite standards for what information is covered. That 
is particularly the case insofar as the law is so imprecise on when and whether 
widespread unauthorized disclosures preclude defense-related status despite 
Government assertions that information is still restricted. 

These vagueness objections are lessened if, as we shall shortly argue, 
subsections 793 (d) and (e) are not statutes which penalize unauthorized 
transfer of any defense information regardless of its source, but are instead 
intended to control dissemination of documents and information originating 
in the Government. Consider, for example, the government employee officially 
entrusted with documents that his employer indicates are defense-related. Is 
it unconstitutional to force him to speculate whether his superior's assessment 
is right.316 We think not, giving weight to the employee's general obligation 
to heed his superior's instruction. If a newspaper acquires the same document, 
is it proper to hold official notice against them, and does it matter by what 
means they gain possession of the document? Suppose the newspaper does not 
receive documents but learns information from government employees, or 
friends of employees. At some point, the fact that information traces back to 
a distant government source ought to have no bearing on the question whether 
the standards governing further dlssemination are drafted with appropriate 
precision. 

Of course, vagueness is not the only issue. Even if prohibitions on 
communications are perfectly precise, there are questions of whether they 
unconstitutionally abridge freedom of speech or press by sweeping too 
broadly.817 In our opinion, subsections 793(d) and (e) are overbroad if con­
strued to apply to documents and information without regard to source unless 
"willfully" is also construed to permit evaluation of the actors' motives in dis­
closing. Suppose an actor knows that information relates to the national de­
fense but believes that its military significance is far outweighed by its 
importance for public debate. In that belief, he communicates it widely. A 
construction of willfullness that required awareness that the contemplated con­
duct was defined as illegal would not provide a defense, for there would have 
been no mistake of any kind and the statute says nothing about public debate 
as a justification. Nor can "relating to the national defense" be given a limited 
reading to exclude matters of public importance. Such material should and 

314. See'text accompanying note 141 supra. 
315. See text accompanying note 124 supra. 

. 316. An in_teresting problem is whether classification, purportedly done in the 
mterests of national defense, serves as adequate notice insofar as overclassification is so 
admittedly widespread. 

317. See United States v. Robel, 389 U.S. 258 (1967); Baggett v. Bullitt, 377 U.S. 
360 (1964): NAACP v. Button, 371 U.S. 415 (1%3). 
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would be covered if sent abroad by a spy, and one can hardly construe "na­
tional defense" differently in two sections of this Act. In our opinion, the 
publication of much information of advantage to a foreign nation would be 
constitutionally protected. 818 If this simple proposition is granted, the statutes 
are overbroad because they do not provide a statutory basis for weighing the 
advantage to a foreign nation against the benefits of revelation to the United 
States. 

The overbreadth problem is more complex, however, if courts construe 
subsections 793 (d) and (e) to apply only to revelations of documents and in­
formation originating directly in the Government. We believe that current and 
former employees may constitutionally be subjected to penalties for revealing 
defense information entrusted to them, in circumstances where citizen com­
munication of the same information discovered independently could not be 
prohibited. But does the citizen stand on the same first amendment footing as 
the employee if his information is attained as a direct consequence of the 
employee's breach of duty? Does it matter whether the "information" is orally 
received or is in documentary form? It may well be that the first amendment 
provides greater protection to reporting of information derived from observa­
tion not in itself unlawful than it does to publication of secret information 
directly derived from an employee's unlawful disclosure.319 The statute is not, 
however, drafted to take account of these differences. 

We set forth these Constitutional dilemmas not with the thought that 
they can be adequately treated herein, but rather to emphasize that their 
presence argues for constructions of "willfully" that make their resolution· 
unnecessary. But avoidance of constitutional issues is not the only reason 
for construing "willfully" to take account of the purposes which animate 
revelation or retention. 

Whatever the evidence that awillfully" was meant broadly, the fact remains 
that the Congress did not understand the consequences of what was done. In 
the 1917 legislative history there is nowhere to be found, once the debate on 
subsection 2(c) inS. 2 was joined, express statements that citizen revelation 
of secret government documents in the course of public or private debate was 
an offense. With respect to the 1950 legislation, not only the legislative 
sponsors but also the Attorney General assured Congress that the provisions 
were of narrow scope. In light of the recurrent conflict between the Executive 
and Congress over the extent to which defense policy should be kept secret, 
those assurances should be heavily weighted. Furthermore, there is substantial 

318. Again, this follows unless information protected against culpable espionage is 
restricted by tighter formulation of what constitutes an "advantage." We think it wrong 
to do so. 

319. See gcncra.Uy Henkin, The Right fo Know and the Duty to Withhold: The 
Case of the Pentagon Papers 120 U. PA. L. REv. 271 (1971) pointing out the Supreme 
Court's failure to face these issues in New York Times Co. v. United States, 403 U.S. 713 
(1971). But cf. Liberty Lobby v. Pearson 390 F.2d 489 (D.C. Cic. 1968). 
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evidence that neither Congress, nor for that matter the Executive, has con­

strued subsections 793 (d) and (e) to bear upon conduct done to participate 
in public debate. We shall set forth the Congressional understanding in the 

course of discussing other legislative treatments of the issue of secrecy, and 

Executive understanding in the course of discussing the classification system. 
What then should "willfully" mean, if the statute is to be saved by 

narrowing construction, rather than struck as vague or overbroad so that the 

problem can be returned to Congress for clarification. Impressed by the 
absence of evidence that the statutes were meant to bear upon matters of 
first amendment concern, we think the term should be read in pari materia 
with the proviso to the 1950 Internal Security Act. The proviso, although 
applicable to the Act in general, had its roots in newspaper concern for the 
reach of the proposed amendments to subsection 1(d) of the 1917 Espionage 
Act. Its statement that nothing in the Act shall be construed "to limit or in­
fringe upon freedom of the press or speech" supports an understanding that 
conduct is not willful for purposes of the section, when undertaken for any of 
the variety of reasons,~stimulating public debate, satisfaction of individual 
curiosity, or conducting private policy discussions-that reflect interests pro­
tected by the first amendment. As a practical matter, such a construction leaves 
"willfully" meaning almost what it does in sections 793 (a) and (b) -requiring 
purpose or knowledge that the primary use to which information will be put 
is the injury of the United States or the advantage of a foreign nation. It would 
also allow, however, for prosecution of employees who wrongly sell defense 
information to commercial organizations for private gain. 

(b) Transfer or Retention of Information. The 1950 amendments added 
statutory prohibitions on the transfer or retention of "information" to the list 
of tangible items previously covered by 793 (d) and (e), purported! y to estab­
lish different culpability standards for transfer or retention depending on 
whether "information" or a "document" was at stake. Transfer or retention of 
"information" is criminal only if the actor has "reason to believe that the 
information could be used to the injury of the United States or to the advan­
tage of any foreign nation." Does this phrase describe the "quality" of "infor­
mation" that is transferred or retained, or does it instead speak to the conse­
quences the actor expects to flow from his conduct? 

The language of the statute implies that '~reason to believe" must exist 
only with respect to the information's susceptibility to wrongful use. So con­
strued, it is doubtful that the phrase adds anything. Information or documents 
should be held to "relate to the national defense" only if susceptible to advan­
tageous or injurious use in the hands of an implacable foe. "Related to national 
defense'' cannot be read to include the completely insignificant, as we have 
previously argued in our analysis of that term.320 If we are correct, adding 

320. See text accompanying note 125 supra. 
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"reason to believe" to modify information does not limit the amount of in­
formation that would otherwise be covered by sections 793 (d) and (e) 321 

A second meaning, if the phrase describes only the "quality" of informa­
tion, is that it provides a defense of mistake of fact. Whether that adds anything 
depends upon how broadly "willfully" is read. We have argued that "willfully" 
requires even as to documents, at least culpable negligence with respect to 
defense-relatedness.322 Only adamant insistence by Congress should require 
courts to adjudicate the constitutionality of strict liability in this area, and no 
such direct instructions have been given.323 If this position is rejected, how­
ever, the "reason to believe" phrase adds a defense of non-culpable mistake for 
information that is lacking for documents. 

These are the pOssibilities if what must be "reasonably believed" pertains 
only to the quality of information. What effect does the culpability standard 
have if it is read to require the actor's awareness of consequence that might 
flow from his communication or retention? For purposes of our concern­
newspaper publication and conduct incident thereto-it would seem to have 
no effect whatever. A reporter or publisher inevitably would have reason 
to believe that national defense information "could" be used to injure or 
advantage. The primary-secondary use distinction we suggested as a limit on 
the culpability formulations of sections 793(a) and (b), which employ the 
phrase "is to be used," is linguistically untenable in this context. 

3. Documents and Information. Subsections 793(~) and (e) prohibit 
communication, transmittal or delivery of a series of tangible items such as 
documents, blueprints, photographs and notes that relate to the national 
defense. They also prohibit transfer of "information*' relating to the national 
defense, subject to an additional culpability requirement of dubious significance. 
Consequently, numerous issues of characterization must be considered. What 
makes a piece of paper a "document" within the meaning of the section? 
\Vhat is the line between "documents" and "information"? What does "in­
formation" encompass? Is it only information derived from tangible govern­
ment papers, or does it include knowledge acquired through personal observa­
tion? 

For example, assume that the Government has deemed secret all docu­
ments pertaining ,to a complex dialing procedure that must be followed in order 
to telephone a military installation directly. If a civilian accidently discovers 
the procedure while dialing his telephone and writes down the information, 
does he possess a "document" or a "note" to which either subsection applies? 
It is remarkable that the statutes are silent on so basic a point. Our reading 

321. If we are wrong, then "reason to believe" precludes penalizing disclosure of 
trivial information, but not trivial documents. 

322. See text accompanying note 310 supra. 
323. The Senate Report quoted supra note 245, may be read as indicating a belief by 

its authors that no such defense is present as to documents. 
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of the legislative record, from 1950 back to 1911, shows that the people who 
discussed these subsections almost without exception regarded them as cover­

ing only disclosure of defense-related information that originated within the 

Government.324 Thus, although section 794(a) would punish the transfer of 
independently discovered defense information to foreigners if done with a 

culpable motive, sections 793 (d) and (e) do not apply. 
While this reading of the statute narrows its coverage considerably, it 

still leaves a baffling series of questions about when a writing containing in­

formation originating in Government is a "document" or a "note." \¥hich of 
the following are covered by the statute, assuming in each case that the in­
formation written on the paper "relates to the national defense": a) a piece of 
paper owned by the Government ; b) a word-for-word copy on personal 
stationery of a document owned by the Government ; c) a paraphrase on 
personal stationery of a government-owned document ; d) a writing prepared 
by a non-employee after conversations with a government employee whom he 
realizes has had access to government-owned documents (following an 
interview with a military officer, a reporter writes: "After full review of the 
evidence, the Air Force has secretly determined that the new plane does not 
meet its velocity specifications") ; e) the private writings of a government 
employee incorporating information he has been told (uDear Mother: Next 
month we invade Normandy"); f) the private writings of an ex-government 
employee ("When I was in the Intelligence Service, we had a highly successful 
system for eavesdropping on the East German Ambassador"); or g) a writing 
prepared by a non-employee on the basis of personal observation at military 
installations ("Twenty-two B-52's are now stationed at the air-base") ? 

These questions cannot be answered by reference to the legislative record 
because so far as we can ascertain no one expressed opinions on them. We 
must therefore deal with them without guidance. On the one hand, the test 
of what constitutes a "document" or a "note" could be simply a matter of 
whether information happens to be written down, thus treating all the items 
listed above as "documents" subject to the prohibition on merely "willful" 
retention or transfer. This produces odd results, however, particularly if, 
contrary to our belief, the "reason to believe" culpability phrase has sig­
nificance. In such cases, an oral revelation by a government employee might 
be innocent while the retention of notes of what he said would be criminal. 
Moreover, under this reading one's own transcribed recollection could be 
characterized as a government document-a most doubtful construction. 

On the other hand, to limit "documents'' and "notes" to physical items 
in which the Government has a proprietary interest makes only slightly better 

324. Section 3 of H.R. 291 was expressly limited to matters ''belonging to" the 
Government. See text at note 226 supra. For the Senate discussion, see text following 
note 207 supra. 
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sense. In terms of protecting secrecy interests, whether what is taken is the 

original document or a verbatim copy is of essentially no significance; in fact, 
the loss of an original may be preferable, at least where the Government has 
other copies, because it enhances the likelihood of discovery that secrecy has 
been compromised. Nevertheless, three considerations might be advanced in 
favor of such a limited construction. First, if the "reason to believe" phrase 
modifying information does require additional culpability, a construction which 
augments the "information" category at the expense of "documents" is 
preferable for first amendment reasons. Second, the legislative record reveals 
the Justice Department's general belief that Julian Wadleigh's transfer of the 
abstracts of documents to a communist cell-group was not criminal under sub­
section I (d) of the 1917 law,"' a judgment suggesting perhaps that abstracts 
are not "documents," and should be deemed "information" covered by the 
1950 amendment. Third, subsection 793(b) makes express reference to 
"copies," while 793(d) and (e) are silent. On balance, however, we think a 
mid-point should be found if these laws are found constitutional and effective; 
the udocument" concept should include only verbatim copies. 

The problem of finding dividing lines between "documents'' and "informa­
tion" is, of course, especially acute if the "reason to believe" phrase modifying 
information requires additional scienter. The revelation offenses are defined 
in terms of an actor who "communicates, transmits or delivers." Consider a 
United States government employee in possession of a classifieU defense docu­
ment. Does he communicate, transmit, or deliver a document or only informa­
tion, if he a) lets someone read it; b) tells another the substance of the 
information which it contains ; c) reads it over a phone; d) gives another per­
son a writing which reveals information in it; e) gives another person a copy 
of it? Similarly, does the person who listens acquire possession of a "docu­
ment," the subsequent transfer or retention of which is criminal under the 
same standards? What if he takes notes? If he takes it down word for word? 

Drawing a line between "document" and "information" may also be sig­
nificant for purposes of the retention offense. The law proscribes "retention" 
of both, but surely this command is meaningless as to information not in 
tangible form. If one has been told that a new airplane does not work, one 
cannot possibly purge oneself of that information. One could, however, turn 
over all notes on the subject, substantial problems of self-incrimination aside. 
The legislative history is mute on the point, but it seems far-fetched to conclude 
that Congress intended to prohibit one's writing down things he has observed 
or has been told ; custody of government papers seems the more likely concern. 
Thus, the retention provision may well be overbroad and beyond reformation 
insofar as it applies to information. 

The breadth of the "information" category raises a series of issues similar 

325. See text at note 269 supra. 
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to those associated with "documents." While the legislative history makes 
clear, we think, that information originating in the Government is the intended 
meaning, troublesome questions nonetheless arise. Must the information come 
from some document as to which the Government has a proprietary interest, or 
can an official's knowledge be the source? The arguments in support of a 
limitation to documentary sources rest on evidence earlier noted. The drafts­
men were quite clearly concerned with whether an oral revelation of a protected 
document was an offense under subsection l(d). Although in 1917 Congress­
men talked as though it were,326 the deletion of "information" from 1 (d) made 
the issue less than certain. Nothing we have found indicates an intention on the 
part of the 1950 draftsmen to do more than plug this loophole in the protection 
of secret documents or an understanding that any and all defense "informa­
tion" originating within the Government is covered regardless of its source in 
listed tangible items. Moreover, as we will discuss presently, such an expansive 
treatment of information, while sensible from the security perspective, would 
increase the strain on the concept of "entitlement." Insofar as "information" is 
not classified unless it is in documentary form, by what process may it be 
shown that a recipient was a not entitled to receive it?" Again, there is nothing 
substantial enough in the legislative record to make any particular answer 
defensible. 

4. Entitled to Receive It. Construction of the entitlement language of 
793 (d) and (e) follows the frustrating pattern of these statutes. The common 
sense meaning of the term seems to have been rejected by Congress in 1917, 
and furthermore would give the statutes a sweep that was certainly not accept­

able to the 1917 or 1950 Congresses. Each of the four offenses defined by these 
two statutes hinges upon the characterization of recipients as either entitled, 
or not entitled, to receive information. The two retention offenses assume the 
former situation ; the communication offenses, the latter. Yet in a prosecution 
under these acts, how can either term be given effect? "Entitled to receive" is 
not defined in the espionage statutes or in any other provision of the United 
States Code. If a person is entitled to information only when authorized by 
statute, then very few people-including Government officials with security 
clearance-are entitled to anything.327 Conversely, if one is entitled to receive 
information in the absence of a statute barring its acquisition, the ordinary 
citizen again stands on a par with a general. Accordingly, if the entitlement 
concept of subsections 793(d) and (e) requires statutory implementation, the 
communication and retention offenses are unenforceable. 

Congress, however, did not intend that the entitlement concept could 

326. See notes 214-15 supra. 
327. Statutes which authorize specific officials to have particular information are 

very rare. See, e.g., 42 U.S.C. §§ 2161-2163, 2277 which empower the Atomic Energy 
Commission to decide who may lawfully have access to "restricted data," as defined in 
42 u.s.c. 2014(y). 

I 

I 
1 
I 
I 
i 

I 
( 

I 
I 
( 

I 
I . , 

1973] ESPIONAGE STATUTES 1051 

be given effect only by statute. When the "not entitled to receive it" phrase 

came into the law in the 1911 Act, Congress was concerned in the first three 
clauses with the protection of military installations and other physical places. 

Although no legislative history illuminates the point, Congress probably 
thought that the official in charge of a protected place would be the source of 
rules defining who was "not entitled to receive" information concerning or 
stored within the place. Clauses four and five of the 1911 Act, which covered 
government employees and others who had control over defense "information" 
by reason of some special relation to the Government, also failed to elucidate 
"not entitled."328 Presumably, the phrase was understood to refer to orders 
from government superiors about the propriety of disclosing defense infor­
mation. So long as the espionage offenses concerned protected places and 
information in the hands of government employees, it seems only common 
sense that effectuation of the entitlement concept should come through orders 
of executive branch officials in charge of the given place or document. 

The Espionage Act of 1917 introduced substantial ambiguities. Subsection 
1 (d), read literally, prevented disclosures by persons outside government 
employment, and thus not generally subject to executive rules ;329 consequently 
the issue of what determines entitlement became more perplexing. One possible 
meaning was that a citizen should not transfer government defense secrets to 
another unless the recipient was expressly authorized to have it. It was, 
however, precisely the spectre of such a construction that led Senator Cummins 
to protest so vigorously against the entitlement language, and his apprehen­
sions were repeatedly met by assurances that no such construction was feasible. 
A person could become "not entitled to receive" information, the sponsors of 

the 1917 Act indicated, only if a statute or order so specified.330 

Assuming that statutes or orders are necessary to negate entitlement, 

one's expectation would be that the legislation would spell out the authority 
by which the statutory proscription might be given effect. The usual pattern 
would be a statutory prohibition against communication of a secret to one 
"not entitled to receive it"; an express grant of the authority to define "not 
entitled"; and finally, implementation through orders and regulations issued by 
the person so authorized. The espionage laws, however, do not deal with 
entitlement in such a clearcut fashion. It will be recalled that the 1917 Act, 
as originally conceived by the Wilson Administration, would have defined 
entitlement explicitly. Section 6 of S. 8148 would have granted the Executive 
the power to designate information as secret, after which only officials duly 
authorized by Presidential order would be "entitled to receive it." Thus, the 
traditional pattern was initially contemplated and in fact survived all the 

328. See text following note 184 supra. 
329. Subsection l(d) applied to person "lawfully or unlawfully having possession of" 

any tangible item relating to the national defense . 
330. See text following note 196 supra. 
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debates, only to be cut, without explanation, in conference. The consequence 

of its elimination was that nothing in the 1917 Act delegated authority to the 
President, or anyone else, to formulate rules about entitlement for any 
purposes. 

The 1950 amendments brought no clarification. Congress might easily 
have indicated, for example, that the executive classification program was to 
be used in connection with subsections 793(d) and (e). The same Internal 
Security Act contained the provision, now codified at 50 U.S.C. § 783(b), 
that makes criminal the transmission by a government employee of classified 
information to a foreign agent:'m Section 798 of the espionage chapter, enacted 
a few months earlier, made criminal communication or publication of classified 
information concerning communications intelligence operations.ss2 Thus, 
Congress knew about the classification system, and was willing to have 
prohibitions of narrow scope turn on it. Nevertheless, the only hint in all the 
1950 legislative record that "not entitled" might be given content by the 
classification system was the comment of Chairman Celler that "we cannot 
allow . . valuable classified and other information, data, and records vital 
to our security ... used and disseminated to our grave discomfort." None of 
the statements of the Executive proponents of the 1950 legislation, none of the 
committee reports, and nothing else in the 1950 debates on the 793 revision, so 
far as we are aware, suggests that the effect of 793 (d) and (e) would be to 
put criminal sanctions behind the classification system. 

Although Congress did not expressly refer to the classification system, 
there is nonetheless a strong temptation to turn to it as a source of meaning 
for "not entitled," largely because no alternative source of meaning seems 
available. It would, however, be strange to imply Presidential authority to 
determine those not entitled to receive information when an express grant 
of that power, section 6, was eliminated from the 1917 Act and no similar 
provision has ever been adopted. Furthermore, the proposition that the 
President, without statutory authority, can regulate the exchange of defense 
information by private citizens runs directly counter to the dominant concerns 
expressed in the 1917 debates, the only time the entitlement concept has 
received the explicit attention of Congress. 

A second objection to the use of classification as a guide is that even 
if Presidential power to define entitlement could be implied, no President has 
ever exercised it with any clarity or confidence. The classification system as 
we know it was established in 1951,333 after the revision of 793(d) and (e) 

331. See text accompanying note 403 infra. 
332. See text following note 370 infra. 

. 333. General d_iscussions of the histor}.' of the system of Executive classification appear 
m Developments tn the Law-The Natwnal Sect1rit~y lntcrr.st and Civil Libcrtic.r 85 
HARV. L. RF.v. 1130,_ 1189-1243. (197?) [hereinafter cited as De~Jelopments]; P~rks, 
Secrecy and the Pubhc Interest m Mtlttary Affairs, 26 GEO. WASH. L. REv. 23, 46-77 
(1957); REPORT OF THE CoMMISSION ON GovERNMENT SECURITY [hereinafter cited as 
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into their present form, by Executive Order 10290.334 This Order con­
taineci nothing aimed at implementing the statute's "not entitled" concept. 
Nothing suggests that the Order presumed to regulate transfers of information 
from citizen to citizen; quite the contrary, in purely hortatory language, the 
Order merely "requested" all citizens to "observe the standards ... and join 
with the Federal Government ... to prevent disclosure."335 

Moreover, while it is clear that the Order was intended to instruct 
government employees not to transfer classified information to citizens, the 
only possible indirect implementation of the entitlement concept, whereby 
793 (d) and (e) might place criminal sanctions behind such disclosures, was 
a circuitous reference to sections 793 ancl794 in a required classification stamp: 

When classified security information affecting the national defense 
is furnished authorized persons, in or out of Federal service, other 
than those in the Executive Branch, the following notation, in addi­
tion to the assigned classification marking, shall whenever practicable 
be placed on the material, on its container, or on the written notifica­
tion of its assigned classification: 
This material contains information affecting the national defense of 
the United States within the meaning of the espionage laws, Title 
18, U.S.C. Sees. 793 and 794, the transmission or revelation of which 
in any manner to an unauthorized person is prohibited by law.336 

Notice the deviation from the statutory language: whereas 793 (d) and 
(e) make criminal transmission of defense information to persons "not 
entitled to receive it," the classification notice states that revelation to 
"an unauthorized person is prohibited by law." Was the intention to shift 
the meaning of entitlement from "not prohibited" .to not "positively au­
thorized"? Nothing else in the Order referred even obliquely to the espionage 
statutes, or to the meaning of "ef.Ititlement" in the context of 793(d) and (e). 
One provision did note that "no person shall be entitled to knowledge or 
possession of, or access to, classified security information solely by virtue of 

REPORT] pp. 151-172 (1957). There have been numerous Congressional hearings devoted 
to the classification system. See, e.g., Commission on Government Sewrity, H carings on 
S. f. Res. 21 Before the Subcomm. on Reorganization of the Senate Comm. on Govern­
ment Operations, 84th Cong., 1st Sess. (1955); U.S. Government Information Policies 
and Practices-The Pentagon Papers, Hearings before a Subcomm. of the Honse Comm. 
on Government Operations, 92nd Cong., 1st Sess. (1971). It is remarkable that all these 
discussions skirt the basic question of whether revelation of properly classified material 
is a crime. 

334. 16 Fed. Reg. 9795 (1951). Indeed, section l(b) of the Order's Regulations 
states: "Nothing in these regulations shall be construed to replace, change, or otherwise 
be applicable with respect to any material or information protected against disclosure by 
any statute." !d. at 9795. 

Prior to 1951, the classification program existed within the Departments of the 
Army and Navy, having been created in 1917. Developments at 1193. The military 
classification program was first extended to civilian departments by President Truman 
in 1951 by Exec. Order No. 10290. 

335. Preamble to Exec. Order No. 10290, id. 
336. Exec. Order No. 10290, section 32(4) (c), id. at 9800. A similar stamp was 

used in the Army classification system, having first been utilized in 1935. Developments 
at 1194-95. 



1054 COLUMBIA LAW REVIEW [Vol. 73:929 

his office or position,"337 but it was clearly designed simply to refute any 
implied entitlement throughout the Executive Branch and to ensure that only 

officials having a "need to know" classified information in order to perform 
their official duties would have access to it.338 The next subsection of the 

Order stated that " [ c] lassified security information shall not be discussed with 

or in the presence of unauthorized persons, and the latter shall not be permitted 
to inspect or have access to such information." 

Superceding executive orders provide no clarification of the classification 

system's effect on the entitlement language of 793(d) and (e). Executive 
Order 10501, issued in 1953, included a virtually identical classification stamp 
for material furnished to persons outside the Executive Branch,330 but con­
tained no other provisions looking to the possibility of criminal sanctions for 
disclosure of classified "information" to unauthorized persons.340 The text of 
Executive Order 11,652, the current Order governing classification, contains 
no reference to the classification stamp, although the preamble does state: 
"fw]rongful disclosure of [classified] information or material is recognized in 
the Federal Criminal Code as providing a basis for prosecution.":141 With 
respect to unauthorized disclosures by federal employees, the Order states: 

The head of each Department is directed to take prompt and 
stringent administrative action against any officer or employee of 
the United States, at any level of employment, determined to have 
been responsible for any release or disclosure of national security 
information or material in a manner not authorized by or under this 
order or a directive of the President issued through the National 
Security Council. \Vhere a violation of criminal statutes may be 
involved, Departments \vill refer any such case promptly to the 
Department of J ustice.342 

The Order is searched in vain for any explicit implementation of the "entitle­

ment'' language of 793 (d) and (e), or any assumption that criminal sanctions 
are applicable to any and all unauthorized disclosures of properly classified 
defense information. 

The Order did authorize the National Security Council to issue directives 
governing the marking of classified material. The NSC implementing directive 
requires classified information (other than "restricted data" under the Atomic 
Energy Act of 1954) to display the following warning: 

337. Exec. Order No. 10290, section 29(a), id. at 9799. 
338. The Order limits dissemination of classified information within the Executive 

Branch "to persons whose official duties require knowledge of such information." Section 
30(a), id. at 9799. Section 29(b), id. at 9799. 

339. 18 Fed, Reg. 7049 (1953). The classification stamp appears in section 5(i), 
1'd. at 7052. 

340. Similar to the earlier Order, Exec. Order No. 10501 states that "[k]nowledge or 
possession of classified defense information shall be permitted only to persons whose 
official duties require such access in the interest of promoting national defense and only 
if they have been determined to be trustworthy." Section 7, id. at 7053. 

341. Exec. Order No. 11652, 37 Fed. Reg. 5209 (1972). 
342. Section 13(B), id. at 5218. 
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"NATIONAL SECURITY INFORMATION" 

Unauthorized Disclosure Subject 
to Criminal Sanctions.343 

1055 

These Executive Orders establishing the modern classification system are not 
easily construed as giving meaning to the entitlement language of 793 (d) and 

(e) since no provision expressly defines the term. The obfuscation. in ~he 
Orders as to the relevance of the criminal sanctions for breach of classtficatmn 
can only be purposeful; the latest Order, for example, is even less straight­
forward than its precursors in that it omits explicit reference to the espionage 

statutes. 
Statutory authority for the classification program is not express. The 

Executive Branch, however, rightly claims that authority is implicit in a 
number of statutes. The Commission on Government Security, established by 
Congress in 1955 to review the federal loyalty and security program, found 
authority for the classification system in several statutes.344 Significantly, the 
Commission did not mention sections 793 or 794, even though by citing 
sections 795 and 798 it demonstrated awareness of the espionage statuteS.345 

Furthermore numerous Executive summaries of classification problems mani­
fest a belief,' generally regretted, that violation of the classification system is 
not a criminal offense. 346 The Government Security Commission "found to its 
dismay" that unauthorized disclosure of classified information without sub­
versive intent is "not amenable to applicable criminal statutes or other civil 

d f G S . "347 penalties" for persons "remove rom overnment ervtce. 
A number of legislative proposals have been introduced since 1950 that 

can only reflect the assumption that the espionage statutes do not prohibit 

non-culpable disclosure of properly classified information. Whether the lack 
of coverage was seen as stemming from the problems of giving meaning to the 

343. 37 Fed. Reg. 10053, 10059 (1972). 
344. REPORT at 158. See also, Developments at 1198. 
345. REPORT at 158·59. . 
346. Sec, e.g., statement of William Florence, Pentagon Papers Heanngs at 195; 

Morrison, The Protection of Intelligence Data: . . . 
An individual who simply reveals to the pubhc at large clasSified data tS for all 
practical purposes immune fr?m prose~ution sine~ his defense, of course, would 
be that he thought the Amencan pubhc had a nght to know and the Govern­
ment ·would not be able to prove intent to aid a foreign government or to harm 
the United States. The fact that any reasonable man would knov.: t~at reve,ta­
tion to the general public ipso facto r~veals to foreign governments IS tmma!ertal. 
Even if the one making the exposure ts a government employee well,versed ~n the 
rules governing classified information, there can be n.o presumptiOn of mtent 
which would bring him within the terms of present espionage la":'s· . 

(unpublished paper on file in the C~lumbia Law L~brary) (~ornson was As~tstant 
General Counsel of the C.I.A. when thts paper wa.s wntten); M!skovsky, !he Esp1ona!1e 
La·ws, pp. 15 et seq. (unpublished paper on file m the Col~mbta Law ~1bra~y) detatls 
the numerous proposals by Executive Departments to deal w1th the perce1yed m~dequacy 
of the espionage statutes to protect ~lassified _information from unauthonzed dtsc~osu.re. 
Rut see statement of William Tompkms, H earmgs before a Subcomm. on Reorgamzatton 
of the Senate Committee on Govt. Operation, 84th Cong., 1st Sess. 63 (1955). 

347. REPORT at 619-620. 
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entitlement concept is not clear. Other reasons for the proposals may have 
been the notion that all the espionage statutes, including 793 (d) and (e), 
require a showing of purpose to injure the United States or advantage a 

foreign nation, or that proof of defense-relatedness would compromise the 
security interests of the classification program. Yet, if the only problem with 

current statutes were proof of defense-relatedness, one would expect the 
subsequent proposals to have been justified in terms of that legislative purpose. 
They have not been so justified. 

Perhaps the most significant of these proposals, that of the Govern­
ment Security Commission, would have made unauthorized disclosure of 
classified information a crime. 348 The measure made no progress at all in 
Congress,349 and was abandoned by the Executive as politically untenable.s5o 
A similar proposal had been advanced in I 946 by the Joint Congressional 
Committee on the Investigation of the Pearl Harbor Attack.35t It was severely 
cut back by the Judiciary Committees and wound up as the current section 798 
of Title 18 which prohibits disclosure of the narrow category of classified 
communications intelligence information.352 In 1962, Senator Stennis intro­
duced a bill to amend section 793 to make disclosures of classified information 
a crime, without any narrow intent requirement.358 The proposal was not 
enacted. If the classification system were thought to be protected by criminal 
sanctions against "willful" disclosure of defense-related information, it is 
remarkable that two Commissions and a Senator knowledgeable about the laws 
relating to national security would have seen a need for these proposals. 

The relationship of the classification system to sections 793(d) and (e)'s 
'~~ot entitled to receive it" formulation is thus unclear in three basic resper:ts. 
F1rst, Congress has not expressly authorized the President to define who is 
"entitled to receive" defense information. Furthermore, neither the statutes, 
the legislative history, nor the acts of the President support or point to the 
exercise of any such implicit authority. Second, even if "entitled to receive it" 

may b~ given meaning by Executive Order despite the deletion of express 
authonty to define the phrase, its construction must be guided by the under­
standing of Congress. During the debates on S. 8148 Congress manifested an 
understanding that a person was "not entitled" only if a statute or valid order 
precluded his acquisition of particular information. Therefore, we cannot 
equate "not entitled" to receive with "not affirmatively authorized" to receive. 
Even assuming that the President has implicitly been granted authority to 

348. REPORT at 619-zq. The Commis.sion's proposed statute is set out £d. at 737. 
349. Senator Cotto~ t~troduced a btll, S. 2417, in the 85th Congress, to implement this 

prorc:sal of the. Commtsswn, but the bill was never reported favorably by the Senate 
}udtctary Commtttee. 

350. See Miskovsky at 23, 
351. See note 381 infra. 
352. The legislative history of section 798 is discussed at text following note 373 

infra. 
353, 108 CONG. REc. 23140-41 (1962). 
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define the terms-and assuming such delegation of power to control the speech 

of ordinary citizens could survive attacks on the grounds of vagueness and 
overbreadth-serious questions would remain whether the authority has been 

effectively exercised. The Executive has nowhere asserted that communication 
of classified information to a person not authorized by Executive regulations 
to receive it is a crime. The "classification stamps" are at most circuitous 
references to penal sanction that hardly bespeak Executive confidence that 
its rules and regulations give meaning to the entitlement concept. Finally, 
legislation has been offered from authoritative sources that proceeds on the 
assumption that 793 (d) and (e) do not make simple disclosure of defense 
information a crime. Congress has always refused to enact such proposals to 
put criminal sanctions of general scope behind the classification system. 

These confusions, in our opinion, vitiate whatever force there may be to 
the argument that because reference to the classification system is the only way 
to give meaning to the entitlement concept, subsections 793 (d) and (e) should 
he interpreted to make criminal any communication of defense documents or 
information to persons unauthorized to receive it pursuant to the classification 
system. Reading the classification program into the "not entitled to receive it" 
phrase of subsections 793(d) and (e) would accomplish precisely what Con­

gress has refused to do. 
5. Summary. Subsections 793( d) and (e) remain mysterious even 

after patient efforts to analyze the legislative record that has produced them. 
To accord with the dominant theme of legislative intention, the culpability 
standard "willfully" must be imbued with a meaning which reflects the general 
substance of Senator McCarran's anti-censorship provision of the 1950 Act. 
Only by this straining of the statutory language can the legislative purpose of 
not enacting sweeping prohibitions on publication of defense information be 
respected. Moreover, a more conventional reading of "willfully" almost 

certainly leaves these statutes overbroad in the first amendment sense. 
We doubt that reading "willfully" to save these statutes is worth the 

strain. The evidence is compelling that Congress ceased to have any real 
understanding of these statutes after 1) the provisions were broadened beyond 
the 1911 Act's prohibitions applicable to military places and government 
employees, 2) the provision which would have implemented the entitlement 
language was struck from the bill without explanation, and 3) Congress 
demonstrated by the narrowing and ultimate rejection of the Wilson Admin­
istration's broad proposed prohibition on publication of defense information 
that it did not intend to enact prohibitions on publication or communication 
motivated by the desire to engage in public debate or private discussion. The 
only time these provisions drew sustained legislative attention was during 
consideration of S. 8148, when the Senate of the 64th Congress proved itself 
overwhelmingly acquiescent to the Wilson Administration's interlocking 
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proposals for broad information controls. As the more clearcut of these pro­
posals went down to defeat in the 65th Congress, the vague and baffling 
provisions now codified in 793 (d) and (e) survived intact, due to a combina­

tion of inadvertence in the Senate and understood narrow scope in the House. 
The 1950 revision exacerbated the confusion, at once making clear the 

applicability of the provisions to ordinary citizens as well as government 

employees, and reaffirming the inapplicability of the statute to publication of 

defense information. On top of this evidence of legislative confusion there 
is the absence of any forthright executive action to implement the pro~isions' 
entitlement language, and the refusal of later Congresses to adopt broader 
prohibitions on disclosure of classified information. The only reading of these 
provisions which is faithful to the legislative history would leave them 
accomplishing almost nothing not already covered by subsection 794(a) or the 
other subsections of 793. In these circumstances, courts should hold these 
provisions not applicable to communication or retention activities incidental to 
non-culpable revelation of defense information. Whether the courts should go 
further, and hold these statutes unconstitutionally vague across the board for 
the confusion surrounding the entitlement concept is a difficult question, but 
on balance we see little worth preserving in these two remarkably confusing 
provisions. 

VI. SUBSECTION 793 (c) 

Su~section 793(c) is yet another instance of Congress's enacting espio­
nage legtslation which if read literally may make criminal a considerable range 
of conduct pertaining to public debate. The statute provides: 

(c) Whoever, for the ~urpose af<?resaid, receives or obtains or 
agrees or attempts to recetve or obtau?- ~rom any person, or from any 
source whatever, any document, wntmg, code book, signal book, 
sketch,. photograph, pl~otographic negative, blueprint, plan, map, 
mo?el, mstrument, appl~ance, or n<;>te, of anything connected with the 
natwna! defense, k!lowmg or havmg reason to believe, at the time 
he r~cetves or obtams,. or agree? or attempts to receive or obtain it, 
that It has been or will be obtamed, taken, made, or disposed of by 
any person contrary to the provisions of this chapter .... asaa 

As with subsections 793(d) and (e), the principal determinant of the 
statute's scope is the culpability required to violate it. That issue in turn 
depends on construction of "for the purpose aforesaid," a reference to the 
culpability standard of 793(a). Subsection 793(a) commences: 

W~oever, for the .Pu':pose of obtaining information respecting the 
~atwnal defense With mtent or reason to believe that the information 
IS to be us~d to t~1e injury of the United States, or to the advantage 
of any foretgn natton, goes upon .... 

353a. Sec 18 U.S. C.§ 793(c) (1970). 
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Subsection 793(b) begins: 

Whoever for the purpose aforesaid, and with like intent and reason 
to believe, copies .... 

1059 

In subsection 793 (b) the words "purpose aforesaid" clearly mean only the 
purpose of obtaining information "respecting the national defense." Insofar as 
the same words "purpose aforesaid" are used in subsection (c), the argument 
is strong that they have the same meaning as in subsection 793(b). Such a 
construction permits conviction regardless of whether the actor intended or 
expected any harm to United States interests to result from his conduct. 

Although this reading of subsection (c) is strongly supported by the 
statute's structure and drafting history,354 apparently no one understood it that 
way. The assumption has been that the same culpability was required to violate 
subsection (c) as subsections (a) and (b). Thus, the single clear reference to 
subsection (c) in the 1917 Senate debates is Senator Sterling's comment in 
passing that "intent or reason to believe" is an element of the crime.355 

Similarly, the 1950 House report on the proposed amendments to section 793 
states expressly that subsection (c) requires the prosecutor to prove wrongful 
intent ;356 and the same position was taken by the Legislative Reference Service 
in their response to Senator Kilgore.857 In the absence of indication that 
subsection (c) has ever been thought by Congress to be of greater reach 
than subsections (a) and (b), we think it appropriate that the statute be given 
that gloss, even though such an interpretation is imaginative in view of the 
statutory language. 

If this position is rejected, however, then the sweep of subsection 793 (c) 
depends upon numerous other issues. First, it clearly prohibits receipt of 
tangible items only ; regardless of whether oral revelation of the contents of a 
document is a communication, transmittal or delivery of it, certainly the person 
who simply listens does not thereby receive a document. Second, subsection 
(c) prohibits the receipt of documents or notes only when the actor knows of 

354. Section 1 of S. 8148 as first introduced contained these provisions: 
(a) whoever, for the purpose of obtaining information respecting the 

national defense, to which he is not lawfully entitled, . , . 
(b) whoever, for the purpose aforesaid, and without lawful authority, . , 
(c) whoever, for the purpose aforesaid, ... 

The placing of the commas indicates that a purpose to obtain was a common element 
of the three proposed offenses, with non-entitlement, absence of lawful authority, and 
knowledge or belief that the Espionage Act had been or would be violated as three 
distinct requirements. See 54 Cong. Rec. 2820 (1917). When S. 2 was introduced, "intent 
or reason to believe" was substituted for entitlement in § 1 (a), and "without lawful 
authority" in § 1 (b). 55 CoN G. REc. 778 ( 1917). Nothing was done to § 1 (c). 

In the House, on the other hand, all the gathering offenses required the same intent 
to injure the United States. Insofar as the House believed that § 1 as adopted effected no 
"material change" in H.R. 291's scope,§ 1(c)'s language ought not to be pressed in the 
face of legislative confusion. 

355. 55 CoNG. REc. 2064 (1917). 
356. See text at note 247, supra. 
357. See text at note 251, supra. 
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past or intended breaches of the espionage laws, bringing into question the 
reach of the other statutes. If subsections 793 (d) and (e) are construed not 
to apply to participants in public debate, then subsection (c) has little 
impact on publications of defense secrets. If, however, subsections (d) and 
(e) are read to make any such disclosures criminal then subsection (c) makes 
the receipt of any tangible item that may be characterized as a "document" or 
"note" a criminal offense, even though no conspiratorial relationship of any 
sort exists between the recipient and the person who first disclosed.358 

VII. OTHER STATUTES BEARING ON PuBLICATION oF 

DEFENSE INFORMATION 

In addition to sections 793 and 794, several other provisions, aimed either 
at narrow categories of especially sensitive information or at particular classes 
of actors, govern dissemination of information relating to national security. 
Indeed, if our understanding of the interpretation to be given sections 793 and 
794 is correct, the narrower statutes constitute the only effective statutory 
controls on publication of defense information and preliminary retentions and 
communications leading up to publication. Furthermore, given the confusions 
of language and history in sections 793 and 794, later statutes that reflect 
Congress' understanding of the two general sections are valuable aids in 
interpreting them. 

A. 18 u.s. c.§ 952 

Section 952 of Title 18 prohibits revelation by federal employees of any 
matter that has been transmitted in the diplomatic code of a foreign country. 
Although it is far narrower than the Espionage Act of 1917, the section 
evidences a characteristic congressional balancing of the need for secrecy and 
the interest in dissemination of news. Section 952 provides: 

Whoever, by virtue of his employment by the United States, 
obtains from another or has had custody of or access to, any official 
diplomatic code or any matter prepared in any such code, or which 
purports to have been prepared in any such code, and without 
authorization or competent authority, willfully publishes or furnishes 
to another any such code or matter, or any matter which was ob­
tained while in the process of transmission between any foreign 
government and its diplomatic mission in the United States, shall 
be fined not more than $10,000 or imprisoned not more than ten 
years, or both.359 

The statute was passed in response to the publishing activities of Herbert 

358. For example, if the Pentagon Papers were national defense documents, and if 
Heine is read narrowly so that information the Government has sought to suppress does 
not lose its defense-related character despite its disclosure, and if verbatim copies are 
"documents," then every person who bought the New York Times to read them violated 
18 U.S.C. § 793(c). 

359. 18 u.s. c.§ 952 (1970). 
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0. Yardley, a former director of the division of the State Department charged 
with breaking the diplomatic codes of other nations.360 The division was dis­
banded in 1929, apparently on the quaint notion that code-breaking was un­
ethical during peacetime. In the same year, after leaving the Government, 
Yardley wrote a book entitled "The American Black Chamber," which de­
scribed the Department's code-breaking procedures and included translations 
of coded dispatches sent by the Japanese Government to its representatives at 
the 1921 Disarmament Conference. Publication of these dispatches apparently 
embarrassed relations between the United States and Japan, and, perhaps 
more significantly, allegedly caused the Japanese Government to adopt a new 
code system and to tighten security with respect to cryptographic procedures. 
In late 1932, the State Department learned that Yardley had completed a 
second manuscript. Fearing that the second book might contain more decoded 
dispatches and might further disrupt relations with Japan on the eve of the 
1933 International Economic Conference, the Department quickly submitted 
a bill to prevent the publication of decoded messages sent by a foreign govern­
ment. 

The Department's proposed legislation, H.R. 4220a61 went considerably 

360. Yardley is probably better known to students of the laws of chance than students 
of the law of espionage. Subsequent to the The American Black Chamber, Yardley 
wrote The Educatio" of a Poker Player which has become a classic in the literature 
concerning speculation on the turn of a card. Yardley's central role in the adoption of 
section 952 is reflected in Cong. Cellcr's statement. 77 CONG. REc. 5333 (1933). 

361. H.R. 4220 provided: 
That whoever, by virtue of his employment by the United States, having 

custody of, or access to, any record, proceeding, map, book, document, paper, or 
other thing shall, for any purpose prejudicial to the safety or interest of the 
United States, willfully and unlawfully conceal, remove, mutilate, obliterate, 
falsify, destroy, sell, furnish to another, publish, or offer for sale, any such record, 
proceeding, map, book, document, paper, or thing, or any information contained 
therein, or a copy or copies thereof, shal! be fined not more than $2,000 or im­
prisoned not more than three years, or both, and moreover shall forfeit his 
office and be forever afterwards disqualified from holding any office under the 
Government of the United States. 

SF..c. 2. Whoever shall willfully, without authorization of competent 
authority, publish or furnish to another any matter prepared in any official code; 
or whoever shall, for any purpose prejudicial to the safety or· interest of the 
United States, willfully publish or furnish to another any matter obtained with­
out authorization of competent authority, from the custody of any officer or 
employee of the United States or any matter which was obtained while in process 
of transmission from one public office, executive department, or independent 
establishment of the United States or branch thereof to any other such public 
office, executive department, or independent establishment of the United States 
or branch thereof or any matter which was in process of transmission between 
any foreign government and its diplomatic mission in the United States; or 
whoever shall for any purpose prejudicial to the safety or interest of the United 
States, willfully, without authorization of competent authority, publish, or furnish 
to another, any such matter or anything purporting to be any such matter, shall 
be fined not more than $10,000 or imprisoned not more than ten years, or both. 

SEC. 3. In any prosecution hereunder, proof of the commission of any 
of the acts described herein shall be prima facie evidence of a purpose prejudicial 
to the safety or interest of the United States. 
The proposal is set out in the Report of the House Judiciary Committee, which 

recommended passage without any effort to analyze the scope of the proposal. H.R. REP. 
No. 18, 73rd Cong., 1st Sess. (1933). 
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beyond the needs of the Yardley case and reached more than the de-coded mes­

sages of foreign governments. The first section prohibited publication "for 

any purpose prejudicial to the safety or interest of the United States" of any 
"record, proceeding, map, book, document, paper or other thing" by anyone 

who had access to the material by virtue of his employment by the Govern­

ment. Moreover, section two covered anyone, not just present or former 

government employees, who published "without authorization" any matter 
prepared in code or published anything obtained from the custody of a gov­
ernm~nt employee "without authorization of competent authority," if the 

ptthlication was "for any purpose prejudicial to the safety or interest of the 
United States." The House Judiciary Committee approved this proposal and 

the House passed this extraordinarily sweeping bill under suspension of rules 
and virtually without debate.362 The Senate Judiciary Committee, however, 

balked at the vague prohibition applicable to publication of any and all gov­
ernment documents, 363 and once the bill was subjected to scrutiny, even the 

Secretary of State disavowed it.364 

The Senate Judiciary Committee reported an amended version of H.R. 

4220 that was narrowed to the scope of the current section 952. The basis for 
the Committee's action, it is clear, was concern that the House bill would have 

an unwarranted impact on freedom of the press. The sweeping ban on publica­
tion of anything obtained from the Government without authority was rejected 

out-of-hand, and publication of decoded diplomatic communiques was removed 

from the scope of the statute. The final statute regulated only the revelations 

of present or former government employees about diplomatic codes or matters 

obtained in the process of transmission. 

362. Narrow concern was voiced that the bill would interfere with members of 
Congress who sought information about foreign policy. Mr. Hooper, the Chairman of 
the House Judiciary Committee, assured the critics that "[aJ Member of Congress is not 
an employee of the [United States] within the ... meaning of the bill. ... The bill does 
not apply to them." 77 CoNG. REc. 1152 (1933). 

Two members, Mr. Black and Mr. McFadden, pointed out that the bill might prevent 
a newspaper reporter from obtaining information about corruption within a government 
department, and that there would be a broad prohibition on newspaper publication was 
acknowledged by a member of the Judiciary Committee. !d. at 1153. 

Nevertheless, H.R. 4220 was overwhelmingly passed in the House by a vote of 10.1 
ayes to 27 noes. 

363. S. REP. No. 21, 73d Cong., 1st Sess. (1933). The Senate Report was even more 
cursory than its House counterpart. 

364. In the Senate debates, Senator Pittman noted: 
The bill as it came from the House provided that certain acts committed by the 
press should be considered as criminal acts. All of that portion of the measure 
has been eliminated. The only act made a crime by the measure as it now stands 
is that of a person who, by virtue of his employment, acquires certain Govern­
ment records, or correspondence between governments, and publishes it, or gives 
it to another to publish. 77 CoNG. REc. 3125 (1933). 

Pittman quoted a letter from Secretary of State Cordell Hull which urged that the final 
bill should not be applicable to newspaper publication because "[s]uch effects as to the 
press, of course, were not remotely contemplated by myself .... [M]y individual view 
is that the American public should suffer incalculable injuries in other respects before 
the freedom of the press should be injuriously affected .... " !d. at 3126. 
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In the Senate, a question was raised concerning the application of 952 

when a present or former federal employee communicates and a newspaper 

publishes decoded foreign government messages. The debate made it quite 

clear that newspapers or reporters would not be guilty under the statute unless 

their activities met the tests of the general conspiracy statute, and that a non­
government employee would not be covered by the bill if he happened to find 
some decoded messages and published them.361i The statute was aimed solely 
at federal employees who breached their trust,366 and any outsiders who "will­

fully contributed to that act, advised, aided, and abetted it."367 The House 
accepted the Senate's much narrowed version of section 952, virtually without 
debate.368 

The relevance of section 952 to the provisions of the 1917 Act is sug­
gestive but inconclusive. It is clear that neither the Executive Branch nor 

Congress believed that Yardley's publication was barred by the 1917 Act. 
However, the precise basis for this assumption is not clear; indeed, the 
Espionage Act was hardly mentioned. There may have been doubt that ma­

terial transmitted in a foreign diplomatic code was "information respecting 

the national defense. If the Espionage Act was thought inapplicable for this 

reason, the enactment of section 952 would shed no light on whether the Espio­

nage Act was considered a bar on publication of defense information. Alterna­
tively, it may have been assumed that Yardley's publishing activities did not 

constitute a "communication" barred by the precursors to subsections 793(d) 
and 794(a) 369 

Since it cannot be known which of these reasons might have led the 

Executive and Congress to conclude that the Espioriage Act did not prevent 

Yardley's publications, and since the earlier Act was not expressly considered, 

we believe the adoption of section 952 is not a significant aid in interpreting 

the earlier statutes. However, the provision is a characteristic response by 

Congress: when faced with a clear conflict between secrecy and freedom of the 
press, it made a conscious judgment not to penalize publication but to protect 

the secrecy interest by regulation of the government employee. This pattern 
of reconciliation, reflected in section 952, may be instructive insofar as it 

supports our hypothesis that subsection l(d) of the 1917 Act was intended 
at most to apply to government employees. Yet caution should be exercised 

about even this analogical use of 952. Congress may well have believed that the 
revelation of diplomatic codes would present less of a threat to national secu­
rity than tlte disclosure of information respecting the national defense. Less 

365. Remarks of Senator Connolly. I d. at 3134. 
366. Remarks of Senator Pittman. !d. at 3126. 
367. Remarks of Senator Robinson. !d. at 3135. 
368. The Conference Report urging acceptance of the Senate version is printed and 

briefly debated at id. at 5333-34. 
369. See text following notes 275 and 34 supra. Subsection 794{b) was not applicable 

to Yardley's publishing because the activities took place in peacetime. 
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sweeping restraints on revelation may therefore have been regarded as ap­

propriate. 

B. 18 u.s.c. § 798 

Ambiguities do not cloud the relevance of section 798 to the coverage of 
the Espionage Act of 1917.370 This provision was enacted in 1950, virtually 
contemporaneously with 793 (d) and (e), to cover cryptographic information, 
material surely at the heart of the "related to the national defense" concep­
tion.<~11 Explicit assumptions were made as to the coverage of 793 and 794. 

Section 798 makes criminal knowingly and willfully communicating, trans­
mitting, furnishing or publishing classified information concerning: 1) the 
'
1nature, preparation, or use of any" code, cipher or cryptographic system "of 
the United States or any foreign government"; 2) the construction, use, 
maintenance or repair of any device used, or planned to be used for crypto­
graphic intelligence purposes ; 3) the communication intelligence activities 
of the United States or any foreign government; and, 4) information obtained 
by processes of communications intelligence from any foreign government, 
knowing the same to have been obtained by such processes.872 

370. Congress inadvertently enacted two provisions codified as 18 U.S.C. § 798. 
371. Section 798 was enacted about four months prior to the enactment of 793(d) 

and (e) in the Internal Security Act of 1950. However, the bill was introduced, reported, 
and debated in the same period as 793 (d) and (e) were making their way through the 
legislative process. 

372. The full statute provides: 
§ 798. Disclosure of Classified Information 

(a) Whoever knowingly and willfully communicates, furnishes, transmits, 
or otherwise makes available to an unauthorized person, or publishes, or uses in 
any manner prejudicial to the safety or interest of the United States or for th~ 
benefit of any foreign government to the detriment of the United States any 
classified information-

(!) concerning the nature, preparation, or use of any code, cipher, or 
cryptographic system of the United States or any foreign government; 
oc 

(2) concerning the design, construction, use, maintenance, or repair of 
any device, apparatus, or appliance used or prepared or planned for use by the 
United States or any foreign government for cryptographic or communication 
intelligence purposes ; or 

(3) concerning the communication intelligence activities of the United 
States or any foreign government; or 

( 4) obtained by the processes of communication intelligence from the 
communications of any foreign government, knowing the same to have been 
obtained by such processes-
Shall be fined not more than $10,000 or imprisoned not more than ten years, 

or both. 
(b) As used in subsection (a) of this section-
The term "classified information" means information which, at the time of a 

violation of this section, is, for reasons of national security, specifically desig· 
nated by a United States Government Agency for limited or restricted dis· 
semination or distribution; 

The terms "code," "cipher," and "cryptographic system" include in their 
meanings, in addition to their usual meanings, any method of secret writing and 
any mechanical or electrical device or method used for the purpose of dis­
guising or concealing the contents, significance, or meanings of communications; 
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Although a few questions arise under this statute that has yet to receive 
judicial gloss, compared to sections 793 and 794 it is a model of precise 
draftsmanship. 373 First, the statute and its history make evident that violation 

occurs on knowing engagement in the proscribed conduct, without any addi­
tional requirement that the violator be animated by anti-American or pro­

foreign motives. Second, the use of the term "publishes" makes clear that the 
prohibition is intended to bar public speech. Third, the inevitable vagueness 
in defining what cryptographic information is subject to restriction is sub­
stantially mitigated, although perhaps at the cost of overbreadth, by making 
classification an element of the offense. 

One significant question left open under 798 is whether there is a defense 
of improper classification. Classified information is statutorily defined as that 
"which . is, for reasons of national security, specifically designated by a 
United States Government Agency for limited or restricted dissemination or 
distribution." If ''for reasons of national security" referred simply to the motive 
for classification, then no defense would be appropriate on the grounds that 
the discretion to classify was improperly_ exercised. The only effect of the 
phrase would be to make clear that information classified for reasons other 
than national security, and thus improperly classified under the Executive 
Orders authorizing the classification program, was not within the scope of 
798. On the other hand, both the Senate and House Judiciary Committee 
Reports state: [ t] he bill specifies that the classification must be in fact in the 
interests of national security."374 This suggests that the appropriateness of the 

classification is a question of fact for the jury. Presumably, the courts would 
weigh heavily this indication of legislative intent, particularly since the result-

The t~rm "foreign ~overnment" includes in its meaning any person or 
persons actmg or purportm~.to act for or on be~a~f of any faction, party, depart· 
ment, agency, bureau, or m!lttary force of or wtthm a foreign country, or for or 
on behalf of ~ny. governtl_lent or any person or persons purporting to act as a 
government Wtthm a foretgn country, whether or not such government is recog· 
nized by the United States; 

The term "communication intelligence" means all procedures and methods 
used in the interception of communications and the obtaining of information 
from such com~unicatio~s by other,than the intended recipients; 
. The tern~ unauthor!zed. person . means any person who, or agency which, 
IS not authonzed to recetve mformatton of the categories set forth in subsection 
(a) of th~s section, by the President, or by the head of a department or agency 
of the Umted States Government which is expressly designated by the President 
to engage in communication intelligence activities for the United States. 

(c) No.thing in. this section shall prohibit the furnishing, upon lawful 
demand, of mformatton to any regularly constituted committee of the Senate or 
House of Representatives of the United States of America, or joint committee 
thereof. 

18 u.s.c. § 798 (1970). 
. 373. There has been at least one 11rosecution which ended in a guilty plea, As is true 

wtth .other espionage cases, covert transmission to an agent of a foreign government 
was mvolved. See Hearings on Resolution to Establish Commission 011 Government Sc· 
curif~, at 141 (1955). · 

374. S. REP. No. 111, 81st Cong., 1st Sess., at 3 (1949), H.R. REP. No. 1895, 81st 
Cong., 2d Sess., at 3 (1950) (emphasis added). 
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ing interpretation of 798 would accord with the position of 793 and 794 on 
this question.:m; 

\Vhether, as a matter of so-und policy, improper classification should be a 

defense is a difficult judgment to make. The principal argument against it is 

the familiar one, rejected in 793 and 794. that the Government may have to 

reveal too much in refuting the claim of improper dassification.376 It may be 
that cryptographic techniques would be rendered especially vulnerable if the 

Government was required to demonstrate why particular information must be 
classified. The countervailing consideration is, of course, the fact routinely 

accepted in all quarters that the Executive branch abuses the power of classifi­
cation. To give the Executive unreviewable power to invoke a prohibition 
on the communications of everyone, even as to a relatively narrow category 
of information, seems to be of doubtful wisdom. 

The conclusion that the legislative history would support a. defense of 
improper classification is an important one in assessing the reasons why Con­

gress, despite the 1917 Act, thought section 798 was necessary. Under the 
1917 Act, the Government must prove defense-relatedness as an element of 

its case, and such a demonstration may itself significantly compromise Govern­

ment secrecy. Prohibitions on disclosure of classified information as such, 

with no defense of improper classification, do not put the Government to 

this counterproductive burden of proof. Apparently, however, the committees 

did not intend to relieve the Government of this burden in prosecutions under 
section 798, and thus elimination of this problem for the Government under 

the 1917 Act cannot have been what moved Congress to adopt section 798. 
Instead, the passage of section 798 reflects other significant congressional 

assumptions about the limited scope of the Espionage Act of 1917. In addition, 

section 798 also evidences strong concern for freedom of the press at virtually 

the same time Congress was revising subsection 1 (d) of the 1917 Act into the 

present subsections 793(d) and (e). 
Information about cryptographic processes would clearly meet the test 

of "information relating to the national defense" within the meaning of the 

1917 Act. Thus, the failure of the earlier Act to cover publication of code 

information must have been regarded as resulting from other limits in its 
scope. The legislative history of the cryptography provision strongly suggests 

that Congress and the Executive believed general publication of communica­
tions intelligence information would fail to meet the "intent or reason to be­

lieve that the information 1 communicated, obtained, copied, etc.] is to be used 

375. Compare Scarbeck v. United States, 317 F.2d 546 (D.C. Cir. 1962), refusing to 
hear a defense of improper classification under 50 U.S.C. § 783{b) which bars govern­
ment employees from knowingly giving "information of a kind which shall have been 
classified by the President ... as affecting the security of the United States" to agents 
of foreign governments or Communist party members or organizations. 

376. See text accompanying note 124 supra. 
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to the injury of the United States, or to the advantage of any foreign nation" 

required by the 1917 Act. Both committees noted that the Espionage Act of 
1917 "protect[ed] this information, but only in a limited way."377 They went 

on to state that under the Act "unauthorized revelation of information of this 

kind can be penalized only if it can be proved that the person making the 
revelation did so with an intent to injure the United States."117s The House 
Report concluded: 

The present bill is designed to protect against knowing and 
willful publication or any other revelation of all important informa­
tion affe.cting_ Unit eel. States communication intelligence operations 
and all dtrect mformatton about all United States codes and ciphers.379 

The committees clearly assumed that cryptographic information was covered 
by 793 and that "revelation" of it was proscribed, if done with intent to injure 

the United States. Thus, the committees must have interpreted the 1917 Act's 
culpability standard as tantamount to a purpose requirement, since communi­
cation to the enemy is implicit in general publication, and therefore knowledge 

of injury to the United States can be assumed although the purpose of publica­
tion may be different. 

The enactment of section 798 accordingly supports our understanding of 
the culpability standards of section 794 and subsections 793(a) and (b). 
Passage of a special statute to protect communications intelligence information 

from "knowing and willful publication" also reflects a reasonably narrow un­
derstanding of subsection 1 (d) of the 1917 Act. The committees' understand­
ing of section 1 (d) is entirely speculative. About all that can be said is that 

the passage of 798 is consistent with a narrow reading of subsection 1 (d), 

either as applicable only to current government employees,aso or as embodying 

the restrictive Espionage Act culpability standard through the word "will­

fully," or as reaching communications but not publication, or because the "not 

entitled to receive it" phrase had never been implemented, leaving 1 (d) with­

out force. Thus, section 798 is consistent with our conclusion that Congress 

377. H.R. REP. No. 1895, 81st Cong., 2d Sess., at 2 (1950); S. REP. No. 111, 81st 
Cong., 1st Sess., at 2 {1949). 

378. ld. 
379. H.R. REP. No. 1895, 81st Cong., 2d Sess., at 2 (1950). 
~89. Both Comm1ttees assumed that nothing in the Espionage Act of 1917 would 

Prt?hlbtt f~nncr g?vernrryent employees from disclosing cryptographic information ac­
QUired durmg pubhc servtce: 

As the matter now stands, prevention of the disclosure of information of 
our .cryptog_raphi_c systems_, .e~clusive cif State Department codes, and of com­
~umcatlon mte\hgence activitieS rests solely on the discretion loyalty and good 
JUdgment of num~rous individuals. During the recent war,' there ~ere many 
per~ons who acqutred some information covered by this bill in the course of 
the1r duties. Most of these individuals are no longer connected with the services 
and are not ~ow prohibited .from making disclosures which can be most damaging 
to the secu;1ty of the U~u!ed _States .. They ar7 subject to the temptations of 
personal gam and of pubhctty m makmg sensattonal disclosures of the personal 
information within the purview of this act. 

H.R REP. No. 1895 at 2; S. REP. No. 111 at 2. 
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did not understand subsection !(d) to accomplish broad prohibitions on any 
and all communications of defense information to persons out of the line of 

Executive authority. 
Section 798 is also an interesting example of Congress' approach to pub­

lication controls at the time of the revision of subsection 1 (d). It represents a 
conscious narrowing by Congress of sweeping proposals to criminalize dis­
closure of defense information. What Congress refused to do in 798 is as 
important as what it did do. The Joint Congressional Committee for the 
Investigation of the Attack on Pearl Harbor had urged Congress to prohibit 

revelation of any classified information ;381 however, the House Judiciary 
Committee rejected such an extensive prohibition on publication. Section 798, 
the committee said, "is an attempt to provide just such legislation for only a 
small category of classified matter, a category which is both vital and vulnerable 
to an almost unique degree. "382 Even with respect to the narrow category of 
cryptographic information, section 798 represents a conscious narrowing of 
suggested coverage. The initial proposal, according to the committee, would 
have penalized the "revelation or publication, not only of direct information 
about United States codes and ciphers themselves but of information trans­
mitted in United States codes and ciphers."883 Such a measure would have 
prohibited the publication of a great number of military and diplomatic dis­
patches sent by the Government to its overseas posts. The committee, however, 
reported out a bill that covered only information from foreign governments 
intercepted by cryptographic techniques. In the words of the Committee: 

Under the bill as now drafted there is no penalty for publishing 
the contents of United States Government communications (except. 
of course, those which reveal information in the categories directly 
protected by the bill itself). Even the texts of coded. Go.ve~nment 
messages can be published without penalty as far as thts btll ts con­
cerned, whether released for such publication by due authority of a 
Government department or passed out without authority or against 
orders by personnel of a department. In the latter case, of course, the 
Government personnel involved might be subject to punishment by 
administrative action but not, it is noted, under the provisions of 
this bil1.384 

381. The Report of the Joint Committee urged: 
Based on the evidence in the Committee's record, the following recommendations 
are respectfully submitted: . . . That effective steps be taken to insure that 
statutory or other restrictions do not operate to the benefit of an enemy or other 
forces inimical to the Nation's security and to the handicap of our own intel­
ligence agencies. With this in mind, the Congress should give serious study. to, 
among other things, ... to legislation designed to prevent unauthorized sketchmg, 
photographing, and mapping of military and naval reservations in peacetime; and 
to legislation fully protecting the security of classified matter. 

REPORT OF THE }OINT COMMITTEE ON THE INVESTIGATION OF THE PEARL HARBOR ATTACK, 

S. Doc. No. 244, 79th Cong., 2d Sess. 252-531 (1946). 
382. H.R. REP. No. 1895, 81st Cong., 2d Sess., at 2 (1950). 
383. !d. The proposals referred to were S. 805, 79th Cong.; S. 1019, 80th Cong.; 

S. 2680, 80th Cong. 
384. Id. 
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\Vith the bill limited to a narrow category of highly sensitive information, 
and with concern for public speech having been thus respected by the com­
mittee, it is no wonder that section 798 was supported by the American So­
ciety of Newspaper Editors.385 The House passed the bill without debate,386 

and the Senate with virtually none.387 

Is it likely that Congress could have contemporaneously evidenced such 
concern for the values of public debate in the context of communications in­
telligence information-surely among the most sensitive categories of defense 
information-and at the same time intended subsections 793(d) and (e) 
to accomplish sweeping controls on all communications of any information 
related to the national defense? It is possible, of course, that Congress was 
operating on entirely inconsistent premises in adopting section 798 and, four 
months later, subsections 793(d) and (e). We believe, however, that Con­
gress' evident concern in narrowing section 798 supports the statements in 
the legislative history of subsections 793 (d) and (e) that indicate sweeping 
controls on public speech about defense matters were not intended. 

C. The Photographic Statutes: 18 U.S.C. §§ 795, 797 and 50 U.S.C. App. 
§ 781 

Section 797 of Title 18 expressly proscribes publication of a category of 
material whether or not undertaken with intent to injure the United States. 
Section 797's prohibition is derived from section 795 which prohibits the 
making of any "photograph, sketch, picture, drawing, map, or geographical 
representation" of "vital military installations or equipment," following their 
designation by the President "as requiring protection against the general dis­
semination of information relative thereto," unless the duplication is autho­
rized by appropriate authority and submitted for censorship.888 The offense is 
punishable by one year's imprisonment. Section 797 implements section 795 

385. Sec remarks of Senator Hunt, 95 CoNG. REC. 2774 (1949). 
386. % CoNG. REc. 6082 (1950). 
387. The Senate debates on 798 add little. Senator Hunt explained the bill was 

proposed out of fear that persons no longer in the government might reveal communica­
tions intelligence information "for personal gain," and because ''the present laws are not 
adequate in this particular respect." He emphasized that the bill "would not control in any 
way the free dissemination of information which might be transmitted in code or cipher." 
95 CoNG. REc. 2774-75 (1949). 

388. 18 U.S.C. § 795 (1970). Section 795 provides: 
(a) Whenever, in the interests of national defense, the President defines 

certain vital military and naval installations or equipment as requiring protection 
against the general dissemination of information relative thereto, it shall be 
unlawful to make any photograph, sketch, picture, drawing, map, or graphical 
representation of such vital military and naval installations or equipment without 
first obtaining permission of the commanding officer of the military or naval 
post, camp, or station, or naval vessels, military and naval aircraft, and any 
separate military or naval command concerned, or higher authority, and promptly 
submitting the product obtained to such commanding officer or higher authority 
for censorship or such other action as he may deem necessary. 

(b) Whoever violates this section shall be fined not more than $1,000 or 
imprisoned not more than one year, or both. 
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by making it an offense, also punishable by one year's imprisonment, to "re­
produce, publish, sell or give away" any "photograph, sketch, picture, drawing, 
map, or graphical representation" of any vital military or naval installation, 

as defined by the President under section 795, unless the picture has been 
marked as censored by appropriate military authority.389 No ulterior intent 
is required by either statute. Although sections 795 and 797 appear to be 
narrow provisions, since their enactment in 1938, Presidents have consistently 
defined the key language, "installations and equipment," very broadly.3 ~"10 The 
current Executive Order defines "vital military and naval installations or 
equipment requiring protection against the general dissemination of informa­
tion relative thereto'' as comprehending, in addition to expected places and 
hardware, 

fa]ll official military, naval, or airforce books, pamphlets, documents, 
reports, maps, charts, plans, designs, models, drawings, photographs, 
contracts, or specifications which are now marked under the authority 
or at the direction of the President, the Secretary of Defense, the 
Secretary of the Army, the Secretary of the Navy, or the Secretary 
of the Airforce as "top secret", "secret", "confidential" or "restricted" 
and all such articles or equipment which may hereafter be so m<~.rkerl 
with the approval or at the direction of the President:'l!ll 

This broad definition of equipment has never been subject to judicial scrutiny, 
and there are no reported prosecutions under these interlocking statutes and 
the implementing Executive Order. If the Order is valid, section 797 would 
appear to bar any publication of a classified military document, as opposed to 
information contained therein, assuming that copies constitute a "photograph, 
sketch, picture, drawing, map, or graphical representation" of the original. 
Would a Xerox copy qualify? 'Ne believe the provisions dealing with manner 
of copying should be construed broadly. The limits on the statute's scope 
should be found in objects that are subject to restraint, not artificial constric­
tion of the manner of copying. 

The Justice Department chose not to rely on section 797 in the Pen tag on 
Papers case, despite the New York Times' challenge that there was no statute 

389. 18 U.S.C. § 797 (1970). Section 797 provides: 
On and after thirty days from the date upon which the President defines any 

vital military or naval installation or equipment as being within the category 
contemplated under section 795 of this title, whoever reproduces, publishes, sells, 
or gives away any photograph, sketch, picture, drawing, map, or graphical 
representation of the vital military or naval installations or equipment so defined, 
without first obtaining permission of the commanding officer of the military or 
naval post, camp, or station concerned, or higher authority, unless such photo­
graph, sketch, picture, drawing, map, or graphical representation has clearly 
indicated thereon that it has been censored by the proper military or naval 
authority, shall be fined not more than $1,000 or imprisoned not more than one 
year, or both_ 

Section 796, unimportant for our purposes, prohibits the use of an aircraft as an aid in 
violating section 795. 18 U.S.C. § 796 (1970). 

390. Exec. Order No. 8381, 5 Fed. Reg. 1147 (1940). 
391. Exec. Order No.10104, 15 Fed. Reg. 597 (1950). 
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on the books barring publication of the documents. Whether that decision re­

flected doubt that the Papers were "official military" documents or that the 
Executive Order would survive judicial scrutiny, or simply resulted from 
oversight in the press of that litigation, we cannot know. 

Judging whether the statutory phrase uvital military installations or 
equipment" may be defined to include documents presents the problem, famil­
iar under the espionage statutes, of drawing inferences from skimpy legislative 
materials. A letter from the War and Navy Departments to the Senate Com­
mittee on Military Affairs proclaimed that the purpose of the proposal that 
became sections 795 and 797 was to: 

permit more effective control of the activities of free-lance motion­
picture and still-picture operators in vital military and naval instal­
lations, where the intent of the photographer is not necessarily so 
flagrant as that contemplated under [section 793] _:H12 

The House committee report accompanying the same proposal, however, spoke 
in broader terms: 

The Committee is of the opm10n that this measure is necessary to 
prevent important facts regarding our national-defense installations 
from falling into the possession of persons who, through ignorance 
of their significance, or hostile intent, would permit them to be used 
to the detriment of the United States.393 

In both reports, however, the focus is on installations rather than on informa­
tion not connected directly to secret places and hardware. 

The fact that sections 795 and 797 occasioned very little debate and no 
references to the wisdom of controls on publication suggests that Congress 
did not understand that those bills would operate to bar publication of all 
classified military docurnents.394 Indeed, the establishment, without discussion, 
of precisely the sort of prior review system that so worried Congress in 1917 
seems inexplicable except on the assumption that the only matters governed 
by the bill were photographs, not then clearly a matter of first amendment 
concern.395 Moreover, since the enactment of sections 795 and 797, proposals 
to broaden government control of information have been advanced, and sec­
tions 795 and 797 have never been asserted to take care of the matter.396 

392. The letter is set out inS. REP. No. 108, 75th Cong., 2d Sess. 2 (1938). 
393. H.R. REP. No. 1650, 75th Cong., 2d Sess.l (1938). 
394. The cursory House debates are found at 83 CoNG. REc. 70-72; the Senate passed 

the statute without debate. 81 CoNG. REc. 1534. 
395. Responding to questions exactly on this issue, Rep. Edmiston stated that the 

(then) pr7sent !aw prohibited. ~ketches of ~ur coastal defenses, but without a penalty, the 
only sanctton bemg the admomtton of a soldter: "Mister, move on." The purpose of S. 1485 
was to provide penalties for the taking of pictures of our national defenses both in this 
country and in our possessions. There was no hint of any First Amendm'ent concerns. 
83 CoNG. REC. 71-72. 

396. On this point, it is interesting to note that in describing the authority for the 
government document classification program the REPORT OF THE U.S. COMMISSION oN 
GovERNMF.NT SECURITY (1957) noted that Exec. Order No. 10104 "covers information 
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Indeed, Congress was willing to enact the cryptography bill only after it was 
amended to remove criminal sanctions for publishing government documents 
that had been transmitted in code.397 Thus, the language of sections 795 and 
797, and their legislative history, cast strong doubt on the validity of the 
Executive Order. 

On the other hand, arguments in favor of a broad construction of equip­
ment can be made. First, the applicable executive definition was given early 
and has survived subsequent congressional tinkering with the law. These are 
factors that traditionally argue for upholding a regulation, 308 although here 
they are perhaps of less weight in light of the traditional tension between 

Congress and the Executive over government information policy and the lack 
of publicized litigation over the scope of the Act. Second, a classified document 
describing how to repair a complex radar unit can easily be considered part 
of a soldier's "equipment," and if that is granted, why draw the line to ex­
clude classified instructions or reports on the best manner of carrying out 
aerial bombing or counterinsurgency campaigns? Third, publication of a docu­
ment, as opposed to merely the information contained therein, may compromise 
certain types of codes and allow a good team of cryptographers to unravel all 
other messages sent during a given period, although that consideration may 
we11 be thought foreclosed by Congress' express refusal to extend section 798 
to cover such publication. 

The preceding arguments, however, go primarily to the question whether the 
broad Executive Order makes sense, and not to whether Congress has in fact 
enacted a statute which authorizes it. On balance, we are unable to find in the 
legislative record any evidence that Congress so intended. On the assumption 
that Congress intended sections 795 and 797 to apply narrowly to graphical 
representations of military installations and equipment in the usual sense, pas­
sage of these sections in 1938 adds further force to the conclusion that Congress 
did not understand the Espionage Act of 1917 to prohibit publication of de­
fense information. Photographs of "vital" military installations surely con­
stitute information respecting the national defense. Indeed, the perceived need 
for sections 795 and 797 supports a narrow reading of section 1 (d) and the 
interpretation of the culpability requirements of the other provisions that we 
have adopted. 

In 1942, Congress passed 50 U.S.C. App. § 781, a second prohibition on 

photographing military property, because of perceived gaps in the general 

classified by the agencies of the military establishments" at 159. In contrast, the report's 
discussion of criminal sanctions assumes 79S's limitation to photographing and sketching. 
I d. at 618. 

397. See text accompanying note 384 supra. 
398. See, e.g., Norwegian Nitrogen Products Co. v. United States, 288 U.S. 294, 315 

(1933); Zemel v. Rusk. 381 U.S. 1 (1%5), Cammarano v. United States, 358 U.S. 498 
(1959). 
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espionage statutes and in sections 795 and 797.399 Applicable during the time 
of national emergency we have enjoyed since 1950,400 section 781 prohibits 
knowingly photographing or sketching any military property or place whatso­
ever, unless authorization has been received. Although the statute does not 
prohibit disclosure of any sort, the legislative history indicates that the provi­
sion was enacted to prohibit the taking of photographs which were later pub­
lished. 401 The espionage statutes were considered inadequate because they 
required "the actual proof of intent to injure the United States" and photog­
raphers seeking publication have no such intent.402 Sections 795 and 797 were 
seen as inadequate because they did not authorize the President to define "an 
entire military or naval reservation as requiring protection against the general 
dissemination of information relative thereto.'' 

D. 50 U.S.C. § 783(b) 

Brief mention should be made of the prohibition on disclosure by Govern­
ment employees of classified information to foreign agents and members of 
Communist organizations. This provision was passed as section 4(b) of the 

399. 50 U.S.C. App. § 781 (1964) provides: 
Whoever, except in performance of duty or employment in connection with the 
national defense, shall knowingly and willfully make any sketch, photograph, 
photographic negative, blueprint, plan, map, model, copy, or other representation 
of any navy yard, naval station, or of any military post, fort, camp, station, 
arsenal, air-field, or other military or naval reservation, or place used for 
national-defense purposes by the Departments of the Army or the Navy, or of 
any vessel, aircraft, installation, equipment, or other property whatsoever, located 
within any such post, fort, camp, arsenal, airfield, yard, station, reservation or 
place, or in the waters adjacent thereto, or in any defensive sea area established 
in accordance with law; or whoever, except in performance of duty or employ­
ment in connection with the national defense, shall knowingly and willfully make 
any sketch, photograph, photographic negative, blueprint, plan, map, model, 
copy, or other representation of any vessel, aircraft, installation, equipment, or 
other property relating to the national defense being manufactured or under 
construction or repair for or awaiting delivery to the Departments of the Army 
or the Navy or the government of any country whose defense the President 
deems vital to the defense of the United States under any contract or agreement 
with the United States or such country or otherwise on behalf of the United 
States or such country, located at the factory, plant, yard, storehouse, or other 
place of business of any contractor, subcontractor, or other person, or in the 
waters adjacent to any such place, shall be punished as provided herein. 
400. 50 U.S.C. App. § 785 ( 1969). 
401. H.R. Rep. No. 2189, 77th Cong., 2d Sess. 1 (1942). 
402. !d. The Senate Report on the bill quotes a letter from Secretary of War 

Stimson which stated that the Espionage Act of 1917: 
prohibits the making of photographs, sketches, etc., of military and naval prop­
erty where there exists intent to use the information obtained to the injury of 
the United States or to the advantage of a foreign nation. Frequently, however 
photographs of military and naval property are made by persons who have n~ 
intention of injuring the United States or of aiding a foreign nation, yet such 
photographs if published or if they otherwise become available to the public 
generally may result in prejudice to the national defense. The proposed bill 
differs from the Espionage Act in that proof of intent to injure the United 
States or to aid a foreign nation will not be necessary to support a conviction. 

S. Rep. No. 606, 77th Cong., 1st Sess. 2 (1941). 



1074 COLUMBIA LAW REVIEW [Vol. 73:929 

Internal Security Act of 1950, which also brought subsections 793(d) and (e) 

into their present form 403 As codified in 50 U.S.C. 783(b), it provides: 

It shall be unlawful for any officer or employee of the Uni~ed 
States or of any department .or agency t~ereof,_ or of any corpo:a~10n 
the stock of which is owned m whole or m maJor part by the Umted 
States or any department or agency thereof, to communicate in any 
manner or by any means, to any other person whom such officer or 
employee knows or has reason to believe to be an agent or representa­
tive of any foreign government or an officer or member of. any Com­
munist organization as defined in paragraph (5) of section _782 of 
this title anv information of a kind which shall have been classtfied by 
the Pre~ide~t (or bv the head of any such department, agency, or 
corporation with the' approval of the President) as affecting the secu­
rity of the United States, knowing or having reason to know that 
such information has been so classified, unless such officer or em­
ployee shall have been specifically authorized by the President, or by 
the head of the department, agency, or corpor~tion by which t~is 
officer or employee is employed, to make such dtsclosure of such tO­

formation. 
Subsection 783 (b) is an important strand in the web of statutes governing 

revelation of defense secrets, although it has little bearing on proper construc­
tion of the espionage statutes. In the important Scarbeck case, the provision 
was construed to cover employee communications of classified material whether 
or not classification was proper in substance, so long as the manner of classifi­
cation follows the procedural guidelines established by applicable Executive 
Orders.404 It is clear from both the legislative history and this authoritative 
judicial construction that the sweep of the information subject to the statutory 

prohibition was thought justified by its narrow applicability with respect to 
actors and recipients. 405 No particular reading of the espionage statutes is_ im­

plicit in the passage of 783(b), however, because 783(b) covers any classified 
information while the espionage statutes cover only material which a jury finds 
"related to the national defense." But it is notable that even with respect to a 
provision aimed solely at Government employees, Congress in 783 (b) only 
prohibited communication to a very narrow category of recipients. The legisla­
tive history nowhere suggests that such communication would be deemed to 
have taken place through disclosure of classified information to the press, fol­

lowed by widespread publication. 

E. The "Restricted Data" Statutes: 42 U.S.C. §§ 2271-81 

The interesting provisions which protect "restricted data"406 concerning 
atomic weapons or energy from communication or disclosure to unauthorized 

403. 64 Stat. 991 ( 1950). . . 
404. Scarbeck v. United States, 317 F.2d 546, 558 (D.C. Ctr,), cert. dented, 374 U.S. 

856 (1963). c c· . · d 
405. ld. at 559; Judge Washington's opinion for the D. . trcmt con tams an. a -

mirable treatment of the legislative history of 783 (b), and we see no need to dup!tcate 
his efforts here. 

406. "Restricted data" is defined in 42 U.S.C. 2014(y) as: 
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persons are of little assistance in construing the general espionage statutes, 

although they are of intrinsic significance in assessing controls on publication 
of defense information. Section 2274 sets out two differently graded offenses, 
the more severe being communication or disclosure of "restricted data" to 
anyone "with intent to secure an advantage to any foreign nation," and the 
second covering the same communication "with reason to believe such data 
will be utilized to injure the United States or to secure an advantage to any 
foreign nation." 407 The split of the culpability standards in these two subsec­
tions, and the different grading-in contrast to the culpability standards of 
the espionage statutes-indicate that recklessness, and perhaps negligence, with 
respect to injury or advantage is sufficient to violate these provisions. No 
purpose to injure or advantage presumably need be shown to establish a 
violation of the lesser offense. Section 2277 makes criminal knowing disclosure 
of restricted data to any person not authorized by the Atomic Energy Com­
mission, but applies only to present and former Government employees or 
contractors.408 Other sections make criminal receipt of restricted data with 
intent to injure the United States or to secure an advantage to any foreign 
nation,409 and tampering with restricted data with like intent:uo 

One provision of possible relevance to the injunction proceeding against 
the New York Times is section 2280,411 which authorizes injunctions against 
threatened violations of any of the criminal provisions governing restricted 
data. Presumably, section 2280 authorizes an injunction against a present or 
former Government employee planning on publishing himself, or revealing to 
a newspaper, restricted· data. Such disclosure would violate section 2277. It is 
not clear, however, whether a newspaper could be enjoined from publication. 
Newspapers are not subject to section 2277, unless they are in conspiracy with 
the disclosing employee, and therefore are not subject to injunction by virtue 

of that substantive offense. Moreover, nothing in the legislative history bears 
on the question whether publication should be considered a communication 
"to any .. person .. with reason to believe such data will be utilized to 
injure the United States etc," in violation of subsection 2274(b). The argu­
ments for and against such a construction generally follow our consideration 
of the meaning of communication in 793(d) and (e).412 

These provisions and the legislative history which gave rise to them 
provide no insights into the meaning of the basic espionage statutes. We 

all data concerning ( 1) design, manufacture, or utilization of atomic weapons; 
(2) the production of special nuclear material; or (3) the use of special nuclear 
material in the production of energy, but shall not include data declassified or 
removed from the Restricted Data category pursuant to section 2162 of this title. 
407. 42 u.s.c. §2274 (1970). 
408. 42 u.s.c. § 2277 (1970). 
409. 42 u.s.c. § 2275 (1970). 
410. 42 u.s.c. § 2276 (1970). 
411. 42 u.s.c. § 2280 (1970). 
412. See text following note 277, supra. 
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mention them briefly here to complete our overview of other statutes governing 

particular areas of information relating to the national security. 

VIII. CoNCLUSION: RooM FOR IMPROVEMENT 

The basic espionage statutes are totally inadequate. Even in their treat­

ment of outright spying they are poorly conceived and clumsily drafted. The 
gathering and obtaining offenses of subsections 793(a) and 793(b) have no 

underlying purpose that could not be served by more precise definition of at­
tempts to violate the transmission offenses of subsection 794(a). No subsection 

of the general provisions of sections 793 or 794 has an easily understood culpa­
bility standard. Subsections 794 (a), 793 (a) and 793 (b) employ "intent or 
reason to believe information is to be used to the injury of the United States 

or to the advantage of any foreign nation." Surely, however, Congress did not 
wish to subject negligent conduct to the death penalty by using the words 
''reason to believe"; nor is it clear what is meant by "is to be used" or 11ad­

vantage" and "injury." 
Subsection 793(c) is another puzzle. The culpability required turns on 

the meaning of the phrase "for the purpose aforesaid." The two sections im­

mediately preceding it, subsections 793(a) and (b), state that conduct done 
"for the purpose of" obtaining information respecting the national defense, 
and with intent or reason to believe, is criminal. In light of the prior use of 
"purpose" and <~intent" as separate requirements, the common-sense reading 
of subsection 793 (c) is that "for the purpose aforesaid" means only "for the 
purpose of obtaining national defense information" and not ''intent and reason 
to believe." Yet all the evidence we have found indicates agreement by both 

Congress and the Executive Branch that subsection 793 (c) requires the same 
culpability as subsections 793 (a) and (b). 

Then, there are the mysteries of the term "willfully" in subsections 793 
(d) and (e) and the added twist that a special "reason to believe" culpability re­
quirement that allegedly protects in special fashion those who disclose "in­
formation," but not documents, is itself a problematic distinction. The phrase 
adds content to the law, however, only if the rest of the statute is read so 
broadly as to be clearly unconstitutional. Finally, there is 794 (b)'s intent 
standard, which can be given a clear interpretation-intent means conscious 
purpose-only by making the statute paradoxical. Why did Congress choose 
to subject publications to controls pursuant to a standard that so rarely will 
be met? Why should actions taken by publications with the purpose of further­
ing foreign interests by disclosing national defense secrets not be criminal ex­
cept in time of war? In light of this confusion about the culpability standards, 
it is somewhat ironic to recall the confident assertions in Gorin that the vague 
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parameters of "national defense information" may be ignored because scienter 

is required. 
The difficulty in finding the proper application of the laws to clandestine 

espionage is minor compared to the incredible confusion surrounding the issue 

of criminal responsibility for collection, retention, and public disclosure of de­
fense secrets. In essence, a choice must be made between giving effect either to 
broad statutory language designed in the Executive Branch or to the consid­
erable evidence spread over a half-century that Congress wanted much more 
limited prohibitions. The choice is particularly difficult since the evidence of 
congressional intent is not absolutely clear. Issues were not precisely under­
stood by lawmakers who were often unenlightened and at cross-purposes with 
one another over the meaning of basic terms. Nevertheless, on the issue of the 
criminality of public debate, one proposition is, in our view, unquestionable: 
neither the Congresses that wrote the laws nor the Executives who enforced 
them have behaved in a manner consistent with the belief that the general es­
pionage statutes forbid acts of publication or conduct leading up to them, in 
the absence of additional and rarely present bad motives. 

Regardless of the proper construction of the current statutes, it is time 
for clarification by legislation that treats the problem anew. The ambiguity of 
the current law is tolerable only because the limits of the right to disclose 
and publish have been so rarely tested. This pressing to the limits is, in a sense, 
the deeper significance of the publication of the Pentagon Papers. It symbolizes 
the passing of an era in which newsmen could be counted upon to work within 

reasonably well understood boundaries in disclosing information that politicians 
deemed sensitive. As remarkable as the constant flow of leaked information from 
the Executive Branch since the classification programs were implemented413 is 
the general discretion with which secret information has been used414 (attesting 
to the naturally symbiotic relationship between politicians and the press). The 
New York Times, by publishing the Papers, did not merely reveal a policy de­
bate within the Executive Branch ; it demonstrated that much of the press was 
no longer willing to be merely an occasionally critical associate devoted to 
common aims, but intended to become an adversary threatening to discredit 
not only political dogma but also the motives of the nation's leaders. And if the 
Times should be discreet, some underground newspaper stands ready to pub­
lish anything that the Times deems too sensitive to reveal.415 

413. Sec THE NEw YoRK TIMES CoMPANY v. UNITED STATES: A DocUMENTARY 
HISTORY 397 (Camp. by J. Goodale, 1971) (affidavit of Max Frankel) (1971). 

414. The most famous recent case is the New York Times' decision not to report 
the upcoming Bay of Pigs venture. S. UNGAR. THE PAPERS AND THE PAPERS 101-02 
(1972). More significant perhaps, the United States fought World War II without any 
official censorship of the press. 

415. Thus, Ramparts printed claims that the United States has had remarkable 
success in breaking the codes of the U.S.S.R., a matter of great importance if true. See 
U.S. Electrmtic Espionage: A Memoir, RAMPARTS, August, 1972, at 35. 
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This changing role of the press is a necessary counterweight to the 

increasing concentration of the power of government in the hands of the 
Executive Branch. There are, however, aspects to the development that are 

troublesome in the context of national defense secrets. \Ve reject the utopian 
notion that there are no defense secrets worth keeping and that every aspect 

of national security should be disclosed to facilitate adequate public comprehen­

sion of the policy choices to be made. Yet technology makes document copy­
ing ever more simple. As the lower levels of the executive bureaucracy, shut 

off from real participation in decision-making, are racked by the same conflicts 
about the ends and means of foreign policy that characterize the wider com­
munity, criminal sanctions assume greater significance m the protection of the 
Government's legitimate secrecy interests. Paradoxically, the likely conse­
quence of the law's failure to give weight to security considerations would be to 
augment the strong tendency to centralize power into fewer hands, because 
only a small group can be trusted to be discreet. 

If regulation of publication is necessary, it is far better for Congress to 
do the job than to permit the Executive Branch to enforce secrecy by seeking 
injunctive relief premised upon employee breach of adhesion contracts. In the 
recent Marchetti case, 416 a former C.I.A. agent was enjoined from publishing, 
without prior agency approval, accounts of his experience as an intelligence 
agent. 417 He had signed an agreement as a condition of employment saying 
that he would never reveal "information related to the national defense."418 

Although the policy of requiring government officials, past and present, to 
remain silent may be wise, it is not a question that ought to be relegated to 
judicial enforcement of executive contracts, thereby excluding from policy 
formation the one branch most entitled to decide. Only the fact that the 

416. United States v. Marchetti, 466 F.2d 1309 (4th Cir.), cert. denied, 93 S. Ct. 
553 ( 1972). 

417. The Court held that the C.I.A. might disapprove publication only of matters 
that were both classified and had not been publicly disclosed. But "rumor and speculation 
are not the equivalent of prior disclosure .... " 466 F.2d at 1318. Opportunity for judicial 
review of the propriety of classification was denied. /d. 

418. 466 F.2d at 1312. The agreement stated, in part: 
1. I, Victor L. Marchetti, understand that by virtue of my duties in the Central 
Intelligence Agency, I may be or have been the recipient of information and 
intelligence which concerns the present and future security of the United States. 
This information and intelligence, together with the methods of collecting ?nd 
handling it, are classified according to security standards set by the Umted 
States Government. I have read and understand the provisions of the espionage 
laws, Act of June 25, 1948, as amended, concerning the disclosure of information 
relating to the National Defense and I am familiar with the penalties provided 
for violation thereof. 
2. I acknowledge, that I do not now, nor shall I ever possess any right, interest, 
title or claim, in or to any of the information or intelligence or any method of 
collecting or handling it, which has come or shall come to my attention by virtue 
of my connection with the Central Intelligence Agency, but shalt always recog· 
nize the property right of the United States of America, in and to such matters. 
The agreement does not reflect current law on either our, or apparently the C.I.A.'s, 

reading of it. Sec Memorandum of the Central Intelligence Agency entitled "The 
Espionage Laws" by M. G. Miskovsky, Assistant General Counsel. 1961. (Copy on file 
at Columbia Law Library). 
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Government will so rarely have advance notice of intent to publish keeps the 
Marchetti precedent for injunctive relief from becoming a dangerous alterna­
tive to the necessity of legislative clarification. 

The opportunity for careful reevaluation of the espionage problem is at 
hand, since Congress is now considering the recodification and reformulation 
of the federal criminal law. Few undertakings deserve greater support. The 
present federal criminal law suffers generally from the confusion and defects 
that inevitably occur when major problems in the law of crimes requiring con­
ceptual clarity and overall design are left to the ad hoc responses of successive 
Congresses.411l But revision is a task of awesome complexity, particularly as 
to matters like espionage where the underlying problems have not been ex­
plored in the course of recent efforts to revise state criminal codes. Unfortu­
nately, the espionage proposals currently before Congress as part of S. 1420 

and S. 1400,421 the Nixon Administration's latest proposal, are inadequate to 
reconcile the conflicting interests at stake. Insofar as there have been five dif­
ferent espionage proposals422 in the last two years, and there are surely more 
to come, general discussion of the approach of the two most recent revision 
proposals seems more appropriate than detailed analysis. 

The basic problem with S. 1 is that too much of the sloppy drafting of the 
old law is perpetuated and the new formulations do not resolve the problems 
that perplexed former Congresses. S. 1 treats the matters now covered by 
sections 793-98 with the following provisions: 

§ 2-SB7. Espionage 

(a) 0FFENSE.-A person is guilty of espionage if: 
( 1) with knowledge that the informaiion is to be used to 

the injury of the United States or to the advantage of a foreign 
power, he gathers, obtains, or reveals national defense informa­
tion for or to a foreign power or an agent of such power ; or 

(2) with intent that it be communicated to the enemy and 
in time of war, he elicits, collects, records, publishes, or other­
wise communicates national defense information, 
(b) ATTEMPT.--Without otherwise limiting the applicability of 

section 1-2A4 (criminal attempt), any of the following is sufficient 
to constitute a substantial step under such section toward commis­
sion of espionage under subsection (a) ( 1) : obtaining, collecting, or 

419. Cj. Wechsler, The Challenge of a Model Penal Code, 65 HARV. L. REV. 1097 
(1952). 

420. S. 1, 93d Cong., 1st Sess. §§ 2-SAl, 2-SB7-8 (1973), The bill, reputedly the 
lengthiest ever introduced, is derived, with substantial changes, from the FINAL REPORT OF 
THE NATIONAL COMMISSION ON REFORM OF FEDERAL CRIMINAL LAWS, PROPOSED NEW 
FEDERAL CRIMINAL ConE (1971). 

421. S. 1400, 93d Cong., 1st Sess. §§ 1121-26 (1973). 
422. In addition to the current S. 1 and S. 1400, see §§ 2-SB7-8 in the Committee 

Print leading to 5. 1, the FINAL REPORT OF THE NATIONAL COMMISSION ON REFORM 
OF FEDERAL CRIMINAL LAWS, PROPOSED NEW FEDERAL CRIMINAL CODE, §§ 1112-1116 
(1971) and the CoMMISSION's STUDY DRAFT OF A NEW FEDERAL CRIMINAL ConE§§ 1113-6 
(1970). 
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eliciting national defense information, or entering a restricted area to 
obtain such information. 

(c) GRADING.-The offense is a Class A felony if committed in 
time of war or if the information directly concerns military missiles, 
space vessels, satellites, nuclear weaponry, early warning systems or 
other means of defense or retaliation against attack by a foreign 
power, war plans, or defense strategy. Otherwise it is a Class B 
felony. 

§ 2-SB8. Misuse of National Defense Information 

(a) 0FFENSE.-A person is guilty of an offense if in a manner 
harmful to the safety of the United States he: 

( 1) knowingly reveals national defense information to a 
person who is not authorized to receive it ; 

(2) is a public servant and with criminal negligence vio­
lates a known duty as to custody, care, or disposition of national 
defense information, or as to reporting an unauthorized removal, 
delivery, loss, destruction, or compromise of such information ; 

( 3) knowingly having unauthorized possession of a docu­
ment or thing containing national defense information, fails to 
deliver it on demand to a Federal public servant entitled to re­
ceive it; 

( 4) knowingly communicates, uses, or otherwise makes 
available to an unauthorized person communications informa­
tion; 

( 5) knowingly uses communications information; or 
( 6) knowingly communicates national defense information 

to an agent or representative of a foreign power or to an officer 
or member of an organization which is, in fact, defined in section 
782(5), title SO, United States Code. 

(b) GRADING.-The offense is a Class C felony if it is committed 
in time of war. Otherwise it is a Class D felony. 

The key term "national defense information'' is explicitly defined: 
"[NJational defense information" means information regarding: 

(i) the military capability of the United States or of a 
nation at war with a nation with which the United States is at 
war· 

' ( ii) military or defense planning or operations of the 
United States ; 

(iii) military communications, research, or development of 
the United States; 

( iv) restricted data as defined in section 2014, title 42, 
United States Code ; 

( v) communications information ; 
(vi) in time of war, any other information which if re­

vealed could be harmful to national defense and which might 
be useful to the enemy ; 

(vii) defense intelligence of the United States, including 
information relating to intelligence operations, activities, plans, 
estimates, analyses, sources, and methods. 

In our opinion, enactment of this proposal would do no more than 
perpetuate the current confused state of the law. Consider the espionage 
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offenses of section 2-SB7, which for the most part restates the current section 
794. Like subsections 794(a) and (b), the two offenses created are nearly 
identical. Section (a) ( 1) makes knowledge that national defense information 
"is to be used" to the injury of the United States or to the advantage of a 
foreign nation the test of whether a crime is committed. Does one who 
publishes "reveal . . for or to a foreign power" within the meaning of the 
law? If not, it is only because 2-SB7(a)(2) says "publishes" while (a)(l) 
does not. Whatever the proper resolution, it is a mistake for recodification to 
treat such an important issue so opaquely. Similarly, publishing is explicitly 
made criminal only in time of war and only where there is ''intent that [the in­
formation] be communicated to the enemy." The proposed code defines "in­
tentionally" to require a conscious objective to cause the particular result.423 

Consequently, as in 794(b), the purported coverage of publication is largely 
illusory because very few newspapers intend to inform the enemy. 

The new offense of 41 Misuse of National Defense Information" in section 
2-SB8 is also perplexing, although we can be thankful that it departs from the 
models set out by section 793, particularly in its dispatching with the entitle­
ment concept. Is publishing or conduct incident thereto meant to be covered? 
What is the meaning of "in a manner harmful to the safety of the United 
States?" Aside from issues of vagueness, is this phrase intended to require 
that the prosecutor prove that because of the actor's conduct consequences 
harmful to United States' safety actually resulted, were likely to result or 
might conceivably have come about ?424 To ignore clear resolution of these 
issues is to be satisfied with a statute whose basic design defies interpretation. 

The Administration's proposals in S. 1400 do not suffer from these 
ambiguities. Their problem is that they are so excessively restrictive of public 
debate that their unconstitutionality, let alone their misconceptions of appro­
priate public policy, is, in our view, patent. Five offenses, too lengthy to be 
fully set out, are defined: espionage,425 disclosing national defense informa­
tion,426 mishandling national defense information,427 disclosing classified in­
formation,428 and unlawfully obtaining classified information.429 The proposed 
espionage offense is drafted with remarkable breadth: 

(a) 0FFENSE.-A person is guilty of an offense, if, with intent that 
information relating to the national defense be used, or with knowl­
edge that it may be used, to the prejudice of the safety or interest 

423. 5.1, 93d Cong., 1st Sess. I 1-2A1(a) (2) (1973). 
424. Whether the statute is intended to achieve the results it does is problematic. 

Note for. example, that it would repeal section 793(e)'s retention offense. In addition, 
the treatment of communications information, earlier defined as "national defense in­
formation" is either redundant or hopelessly opaque. 

425. S. 1400, 93d Cong., 1st Sess. I 1121 (1971). 
426. I d. at I 1122. 
427. !d. at I 1123. 
428. !d. at I 1124. 
429. !d. at §1125. 
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of the United States, or to the advantage of a foreign power, he 
knowingly: 

( 1) communicates such information to a foreign power; 
(2) obtains or collects such information for a foreign power 
or with knowledge that it may be communicated to a foreign 
power; or 
( 3) enters a restricted area with intent to obtain or collect 
such information for a foreign power or with knowledge that 
it may be communicated to a foreign power. 

Insofar as "communicate" means "to make information available by any 
means, to a person or to the general public,"4:1° the statute makes it an offense 

to collect national defense information knowing that it may be published. 431 

"National defense information'' is defined slightly more narrowly than inS. 1, 

but does include: 
[I] nformation, regardless of its origin, relating to: 

( 1) the military capability of the United States. 
* * * * 

( 5) military weaponry, weapons development, or weapons research 
of the United States. 
**** 

(9) the conduct of foreign relations affecting the national de­
fense. . . 432 

Given the scope of "national defense information," the result would be to 
paralyze newspaper reporting on national defense affairs. We strongly doubt 
that the nation needs a far reaching official military secrets act. Surely it does 
not need one that makes the offense a capital crime when committed <~during 
a national defense emergency" or when information concerns a "major weap­
ons system or faJ major element of defense strategy."4a3 and a class B felony 

otherwise.434 

Similarly, the rest of the offenses, with the exception of obtaining classified 
information, 4·% are defined in terms so broad that they mark an abrupt 
departure from statutory precedents. Any knowing communication of defense 
information to an unauthorized person would be made a class C or D felony, 

430. !d. at§ 1126(c). 
431. It is difficult for us to believe that this was intended. It nonetheless is the 

technical result of the statute in that he who "obtains or collects" information '\vith 
knowledge" that it "may" be used to the advantage of a foreign power, and knowing that 
it "may be communicated to a foreign power" commits the highest offense. 

432. S. 1400, 93d Cong., 1st Sess. § 1121, § 1126(g) (1971). 
433. Sec§ 240l(a) (1) (B). The death penalty is mandatory if the defendant "know­

ingly created a grave risk of substantial danger to the national security" and mitigating 
factors not likely to be present in publication are absent. 

434. Id. at § 1121 (b). Class B felonies are punishable by a maximum of 30 years 
imprisonment.§ 2301 (b) (2). 

435. I d. at § 1125. It applies only to agents of foreign powers. Classified information is 
defined, § 1126 (b), as "information, regardless of its origin," which is marked by statute, 
or pursuant to executive order or implementing rules or regulations as "information requir­
ing a specific degree of protection against unauthorized disclosure for reasons of national 
security." 
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and unauthorized retaining of defense information would be a class D felony, 

both without regard to any intention or knowledge respecting injury to the 
United States.436 Disclosure of classified information by a present or former 
federal employee, except to a "regularly constituted" Congressional committee 
pursuant to "lawful demand," would be a Class E felony437 and no defense 
that information was improperly classified would be permitted.438 

The consequence of S. 1400's enactment would be to prohibit virtually 
all public and private speech about national defense secrets, leaving to prosecu­
tors and juries to choose victims among those who engage in reporting and 
criticism of our defense and foreign policies. Like Senator Cummins in 1917, 
we can only marvel that legislation at once so sweeping and so stringent could 
be seriously proposed. We trust that it will not be enacted. 

What should be done? In our reasonably open society, Congress and the 
newspapers reveal large amounts of defense information that would be difficult 
and exceedingly expensive for interested foreign governments to collect on their 
own. That form of foreign aid to adversaries is, however, a necessary conse­
quence of the nation's deepest values.439 \A/e do not accord much significance to 
protests that as a general matter we make it easy for others to assess our 
strength440 because our strength is so awesome. The more difficult questions 
concern the protection of secrecy in narrower premises where specific objec­
tives, opportunities, and advantages are lost if particular types of secrets are 
publicized.441 Unfortunately, to distinguish these matters-indeed to know 
whether they can effectively be distinguished-requires more knowledge than 
we have about intelligence affairs and ·the extent to which truly important 
security interests have been compromised by well-meant disclosures. We have 
nonetheless come to certain conclusions that, while general, may assist legis­
lators and others in their consideration of the problems. 

No legislation can be adequate unless it recognizes that at least three 
problems must be treated independently: spies, government employees and 

ex-employees, and newspapers and the rest of us. 442 Both the present espionage 

436. !d. at§§ 1122(b), 1123(b). Class C felonies are punishable by a maximum of 15 
years imprisonment § 230l(b) (3); class D felonies are punishable by a maximum of 7 
years imprisonment,§ 230l(b) (4). 

437.Jd. at§ 1124(a)(c)(e). Class E felonies are punishable by a maximum of 3 
years imprisonment § 2301 (b) ( 5). How Congress can "demand" what it is ignorant of 
is left unexplained. 

438. !d. at§ 1124(d). 
439. Cf. United States v. Robel, 389 U.S. 258, 264 (1967): "lmpliclt in the term 

'national defense' is the notion of defending those values and ideals which set this 
Nation apart." 

440. See, e.g., A. DULLES, THE CRAFT OF INTELLIGENCE 241-247 (1963). 
441. The archtypical case is revelation that a foreign code has been broken. Appar­

ently, developments in codes make that prospect increasingly unlikely where sophisticated 
equipment may be used. For a fascinating discussion of code-breaking, see D. KAHN, 
THE CooEBREAKERS ( 1967). 

442. Additionally, it may be wise to differentiate employees from ex-employees, and 
public revelations from private ones. 
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statutes and the proposals of S. 1 and S. 1400443 are fatally defective in that 

they ignore the necessity of separate considerations of the distinct interests in 

each of these contexts. 

The essence of classical espionage is the individual's readiness to put his 

access to information of defense significance at the disposal of agents of 

foreign political organizations. Granted that the harm that results from his 
conduct is a function of the importance of the information transferred, there 

should be no hesitation, regardless of the banal quality of defense information in­
volved, to punish the citizen whose priorities are so ordered or foreigners whose 

job it is to risk apprehension. We believe, therefore, that the information pro­
tected against clandestine transfer to foreign agents should be defined broadly. 

probably more broadly than in current law. In this context, we see no dis­

positive objection to making knowing and unauthorized transfer of classified 
information to foreign agents an offense, without regard to whether informa­

tion is properly classified.444 That a spy might earn complete immunity by 

stealing secrets so serious that their significance cannot be disclosed in court­

a clear possibility under current law,445 and also under S. 1 and S. 1400-is an 

outcome that should be avoided, if possible. 

Two objections may be made to this broadened approach. First, it puts 

considerable reliance on the capacity to adjudicate accurately whether persons 
are in fact acting as agents of foreigners. If the prosecutor need not demon­

strate the significance of the transferred information, there is an enhanced risk 
that casual disclosures of improperly classified information to foreign friends 
may be wrongly deemed espionage. Nothing in the literature, however, 

suggests to us that this is a serious problem, and it may be further minimized 

by insistence upon the actor's awareness that his disclosures are intended for 

primary use by foreign political organizations.446 Second, and more troublesome 

to us, is the fact that for deterrence purposes the penalties for espionage are 

and should be exceptionally steep. Denying improper classification as a defense 

may expose an offender whose conduct has produced no real harm to the most 
serious penalties the law permits. To avoid this result the law might expressly 

authorize in camera sentencing proceedings, or, preferably to us, make the 

offense substantially less serious if the Government is unprepared to disclose 
the ttnrl.erlying significance of the material transferred. 

Quite different issues are posed by revelations of defense secrets by 
government employees or ex-employees. Prohibiting employees from telling 

443. In structure, S. 1400 is preferable to S. 1 in that it does differentiate government 
~mployment as a probl.em to be treated separately from espionage proper. Its failure is that 
tt treats newspapers ~vtth a severity appropriate for spies. 

444. We thus dtsagree with the analysis in I WORKING PAPERS OF THE NATIONAL 
COMMISSION ON REFORM .oF FEDERAL CRIMINAL LAWS, 454-55 (1970), 

445. Sec text followmg note 124 supra. 
446. If necessary, special protection for government servants authorized to negotiate 

with foreign goverrunents might be created. 
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what they know at pain of criminal punishment obviously restricts the flow 

of information to the public and impairs the quality of public debate. Nonethe­

less, to say that any government employee or former employee is privileged to 

reveal anything he chooses at risk of sanctions no greater than dismissal 
accords too little weight to the need for security. 

In our opinion some middle ground should be sought. Although statutes 

are no doubt exceptionally difficult to formulate, we think that the following 
principles provide appropriate guides to future legislative efforts. First, em­

ployee disclosures to Congress should be protected more rigorously than in 

S. 1400.447 Second, no matter what information is protected against revelation, 
legislation should explicitly provide a justification defense, permitting the 

jury either to balance the information's defense significance against its impor­

tance for public understanding and debate, or to consider possible dereliction 

of duty by the employee's superiors. 448 To do otherwise would not recognize 
that the employee serves both the Government and the public. 

Third, the ipformatirnllhaLis_p_mtJ!cted_agaiost_ernp_lpyee revelation should 

be ~arLthat-pr-Otected_~g~~~t est:i_~_nag~:__9n th~ p~;;t:;e· strong!), 
disagree with S. 1400's drafting of simple dis~losure proposals more broadly 

than espionage provisions, apparently on the misguided notion that since the 

penalties are less severe the conduct covered may be broader. 4411 Our approach 

is the reverse: espionage has no claim to the law's sympathy and excessive 
severity is better cured by flexible grading of the offense than by narrow re­

striction of the information protected against transfer, which necessitate Gov­
ernment proof of defense significance. By contrast, informing the public of 

what the Government is doing is presumptively de!'?irable. The hard problem 
is to find standards to define what limited information cannot be revealed to 

the public. Certainly the fact of classification should not be determinative since 

substantial overclassification is inevitable given the variety of inducements to 

official secrecy.4 w Improper classification must be a defense, and, if possible, 

. 447. There ar.e obviously e?<ceedingly difficult issues to be resolved here, particularly 
msofar ~s revelat.wn ~o a p~rttcular Senator or Congressman may be merely a conduit 
~o publtc revelatton 1mmumzed by congressional privilege, rather than a prelude to 
tndepcndent congressional investigation. 

448. Any such defenses may result in lengthening trials and compromising security 
further. N(:metheless, there are clearly instances where broader duties to the public war­
rant the .d~sclosure of defense information and where the issue would be confused by 
charactcrtzmg the problem as one of improper classification. 

449. T.o be s.ure, the employee has obligations of loyalty, but so does the citizen 
contemplatmg espiOnage. 

450. _For re~e!l-t reports o~ overclassification, see Hearings on U.S. Government 
lnformafwn Pohnes and Prachccs-The Pentagon Papers-Before a Subcomm. of the 
House Cm.mn. on Government Operations, 92d Cong., 1st Sess. pts. 1-3, 7 (1971) (Moor­
head Hearmgs). 
. There are n1_1merous J?OSsi~le treatments of the problem of overclassification, par­

ticularly automatic declassJficatwn of nearly everything after an arbitrary time period. 
For proposals, see McHUGH, PROPOSED ALTERNATIVES TO THE PRESENT SYSTEM OF 
CLA~SIFYING GoVERNMENT DocUMENTS. !d. at 2293, Nonetheless, given that there are 
m~lttple reasons, some good and some bad, why Government officials want secrecy we 
thmk substantial overclassification is inevitable. ' 
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protected information should be defined even more narrowly and without 
direct reference to classification. Thus, even if the Constitution permits 
penalizing employee or ex-employee disclosure of any information that the 
Government is not legally obligated to reveal,451 we think such a secretive 
position should be rejected as a matter of policy. Fourth, the offense of re­
vealing protected information should be graded to respect the differences 
between loose talk and intentional efforts to compromise security. 

Finally, there are the problems of the press and those who disclose defense 
information in the course of public and private discussion. The claim may be 
made that lines should be drawn in the same place as for government em­
ployees.452 It may seem paradoxical to provirle the press with the privilege of 
publishing the fruits of a crime, a result that inevitably occurs if more informa­
tion is protected against employee disclosure than against publication. Never­
theless, it seems to ns that an asymmetry of obligations between public servants 
and the rest of us should be preserved, at least until such time as far-reaching 
institutional changes are made in congressional access to defense information. 
Congress has no assured access to security information and no sense of entitle­
ment to it, as the inability of the Foreign Relations Committee to secure the 
Pentagon Papers clemonstrates.453 

Consequently, one cannot at the present time have confidence that more 
than a single elected official, if that, has given consent to whatever policy may 
be compromised by newspaper disclosure of defense information. Given that 
situation, doubts whether to protect the political efficacy of disclosure rather 
than stress its adverse security consequences should be resolved on the side 
of public debate. Peacetime prohibition of newspaper disclosure and citizen 
communication should be left to the most narrowly drawn categories of defense 
information such as the technical design of secret weapons systems or informa­
tion about cryptographic techniques. Even as to such narrow categories of 
defense-related information, however, it is as true today as it was in 1917 that 
any item of information could, in some circumstances, have significance for 
public debate which outweighs any adverse effect on national security. Thus, 
prohibitions against newspaper and citizen disclosure applicable only to very 

451. Cf. Environmental Protection Agency v. Mink, 93 S. Ct. 827 (1973). 
452. Cj. Henkin, The Right to K1ww and the Duty to Withhold: The Case of the 

Pentagon Papers 120 U. PA. L. REv. 271, 278-79 (1971). 
453. Sa S. U :-rGAR, supra note 3 at 69-71. Two intriguing aspects. of the New York 

Times litigation were first, the Government's prompt concession in court that much of the 
material could be immediately declassified, and second, the claim that considerable time 
should be granted to winnow out the truly important information among that which was 
potentially sensitive. Both propositions provide insight on the seriousness with which 
Senator Fulbright's repeated requests were treated. 

This is a central difference between the secrecy situation in Great Britain and our 
own. The British Official Secrets Act provides far greater protection for Government 
secrecy than do our espionage laws. But in Great Britain, the persons with principal 
executive authority and access to secrets sit as elected officials, and their comments in 
Parliament are privileged, providing greater assurance against policies gone wild. 
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narrow categories of information should also provide for a justification defense 

turning on superceding importance for public debate. 
The dangers endemic to the administration of such a justification defense 

should not be minimized. Juries may be inclined to accord weight to the 
respectability and influence of a media defendant in assessing the justification 
for publication of the particular defense information. Selective enforcement is 
a real danger. Moreover, predictability will largely be sacrificed with a result­
ing chill on publication that should be justifiable in the legal sense. But 
uncertainty in the application of legal standards to publication of defense 
information is the price of rejecting simplistic solutions to the problem. Neither 
prohibiting nor privileging the publication of categories of defense informa­
tion across the board does justice to the vital and competing social interests in 
secrecy and public revelation. 

VVe have lived throughout the present century with extraordinary con­
fusion about the legal standards governing publication of defense information. 
Clarification of the standards is now called for. However, uncertainties in the 
administration of theoretically sound legislative solutions should not force us 
to choose between extreme and simplistic policies. If the choice is narrowed to 
extremes, we hope that our current lawmakers exhibit the fortitude of their 
predecessors in 1917 who resisted the sweeping proposals of the Wilson 

Administration. 


