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10.1.1 The generating equipment shall be located within the protected perimeter of the 
organization supporting the T-SCIF. The generator shall not require location within the 
SCIF compound perimeter. 

10.1.2 Generator operator and maintenance people shall be US citizens. 

10.2 lin general, RF filters or isolators are not required for TEMPEST protection of commercial 
AC (alternating current) power lines used for SCI processing equipment in a T-SCIF. 

10.3 Filtering and isolation generators (an electrical motor coupled to a generator by non­
conductive means) may be used to provide isolated electrical power to the SCIF. The motor 
generator location shall be within the SCIF compound perimeter. 

11.0 TEMPEST REQUIREMENTS: 

Authority for TEMPEST accreditation of all compartments of SCI processed in a Tactical SCIF is 
delegated to the CSA based on review by the Certified TEMPEST Technical Authority (CTT A). 

12.0 TELEPHONE EQUIPMENT: 

Telephone instruments used within a T -SCIF shall meet requirements outlined in the Telephone 
Security ANNEX. Restrictions contained within the Telephone Security ANNEX pertaining to 
SCIF telephone services do not apply to T -SCIF operations during war. 

PART II AIRCRAFT/AIRBORNE OPERATION: 

1.0 PURPOSE: 

This annex prescribes the physical security procedures for the operation of a Sensitive 
Compartmented Information Facility (SCIF) for aircraft, including airborne missions. 

2.0 APPLICABILITY: 

This annex is applicable to all aircraft to be utilized as a SCIF. Existing or previously accredited 
facilities do not require modification to conform with these standards. 

3.0 RESPONSIBILITIES: 

The CSA is responsible for ensuring compliance with these standards and providing SCI 
accreditation. The CSA may delegate aircraft/airborne SCIF accreditation authority to the major 
command level. 

The major command/organization Senior Intelligence Officer (SIO) is responsible when an aircraft 
is used as a temporary SCIF in support of field training exercises. During a period of declared 
hostilities or general war, an aircraft/airborne SCIF may be established at any level of accreditation 
upon the verbal order of a General or Flag Officer Commander. The major command/organization 
is responsible for ensuring compliance with this annex. 
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4.0 ACCREDITATION OF AIRCRAFT/AIRBORNE FACILITIES: 

4.1 An accreditation checklist will not be required for the establishment of an aircraft! airborne 
SCIF. Approval authorities may require use of a local deployment checklist, if necessary. 

4.2 The element requesting establishment of an aircraft/airborne SCIF will notify the CSA prior to 
commencement of SCIF operations. The letter or message will indicate the following information: 

• Name of aircraft/airborne SCIF 

• Major command/organization 

• ID number of parent SCIF, if applicable 

• Deployed from (location) and dates 

• Deployed to (location) and dates 

• SCI level of operations 

• Name of exercise or operation 

• Points of Contact 

• Type of Aircraft and area to be accredited as a SCIF 

• Description ·of security measures for entire operational period of SCIF (SOP) 

4.3 The SCIF will be staffed with sufficient personnel as determined by the on-site security 
authority based on the local threat environment. 

4.4 SCI material will be removed from the aircraft on mission completion or at any landings, if 
feasible. When removal is not possible, or when suitable storage space/ locations are not available, 
two armed (with ammunition) SCI-indoctrinated personnel must remain with the aircraft to control 
entry to the SCIF. Waivers to the requirement for weapons and ammunition may be approved on a 
case-by-case basis by the Commander. 

4.5 The SSG or senior SCI-cleared person will conduct an inspection of the vacated SCIF to 
ensure SCI materials are not left behind. 

4.6 Aircraft that transport SCI material incidental to travel between airfields do not require 
accreditation. However, compliance with directives pertaining to security of SCI material and 
communications is mandatory. 

5.0 POST AND PATROL REQUIREMENTS: 

Accredited aircraft require perimeter access controls, a guard force, and a reserve security team. 

5.1 Unless protected by an approved IDS, hourly inspections will be made of all hatches and seals 
(including seal numbers). 
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5.2 A guard force and response team must be provided, capable of responding within five minutes 
if open storage is authorized. or 15 minutes for closed storage. 

5.3 When aircraft are parked outside an established controlled area, a temporary controlled area 
must be established. 

6.0 ENTRY HATCHES: 

6.1 The aircraft commander or crew members will provide guard force personnel who have been 
subjected to a trustworthiness determination (e.g., NAC with no clearance to he issued) prior to 
departing from the immediate area of the aircraft. 

6.2 All hatches will be locked to prevent unauthorized access. Hatches that cannot be secured 
from the outside will be sealed using serially numbered seals. 

7.0 TEMPEST REQUIREMENTS: 

Authority for TEMPEST accreditation of all compartments of SCI processed in an aircraft/airborne 
SCIF is delegated to the CSA, based on review by the Cognizant Certified TEMPEST Technical 
Authority (CTT A). 

8.0 UNSCHEDULED AIRCRAFT LANDINGS: 

8.1 US Military Bases: The local SSO or base security officer will be notified of the estimated 
arrival time and security protection required. 

8.2 Other Airfields: 

8.2.1 Within the United States, the local Federal Aviation Administration (FAA) Security 
Officer will be notified of the estimated arrival time and security protection required. 

8.2.2 On arrival, the senior SCI-indoctrinated person is responsible for controlling entry 
and maintaining surveillance over the aircraft until all SCI material is secured in an 
accredited SCIF or the aircraft departs. 

8.2.3 Any properly accredited US Government SCIF may be used for temporary storage of 
materials from the aircraft. If the facility is not accredited for the level of information to be 
stored, the material must be double wrapped with initialed seals and stored in a GSA­
approved security container. 

8.3 Unfriendly Territory: 

If an aircraft landing in unfriendly territory is anticipated, all SCI material will be immediately 
destroyed, with the destruction process preferably taking place prior to landing. 

8.3.1 When flights are planned over unfriendly territory, SCI to be carried on board will be 
selected by the intelligence mission personnel and consist of the absolute minimum required 
for mission accomplishment. 

8.3.2 All personnel will rehearse emergency destruction before each mission. Such 
emergency preparation rehearsals will be made a matter of record. 
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9.0 VOICE TRANSMISSIONS: 

SCI discussions will only be conducted via appropriately encrypted aircraft radio. 

10.0 DESTRUCTION REQUIREMENTS: 

10.1 An Emergency Action Plan (EAP) will be written that provides for the evacuation and/or 
destruction of classified material. Evacuation plans and destruction equipment must be approved 
by the CSA and tested by mission personnel 10.2 Emergency destruction and evacuation plans will 
be kept current. 

PART III SHIPBOARD OPERATION: 

1.0 PURPOSE: 

This annex specifies the requirements for construction and security protection of SCIFs located on 
ships. The SCI accreditation checklist for ships may be obtained from the Director, Office of Naval 
Intelligence,4301 Suitland Road, Washington, D.C. 20395. 

2.0 APPLICABILITY AND SCOPE: 

2.1 This annex is applicable to all new construction surface combatant ships. The application of 
this annex to surface non-combatants or sub-surface vessels will be referred to the CSA. 

2.2 There may be instances in which circumstances constitute a threat of such proportion that they 
can only be offset by stringent security arrangements over and above those prescribed in this 
annex. Conversely, there may be instances in which time, location, mission, and/or condition of 
use of materials would make full compliance with these standards unreasonable or impossible. 
Such situations will be referred to the CSA for resolution on a case-by-case basis. 

2.3 Existing or previously approved facilities do not require modification to conform with these 
standards 

3.0 TYPES OF SHIPBOARD SCIFs (S/SCIFs): 

3.1 Permanent S/SCIFs: An area aboard ship where SCI operations, processing, discussion, 
storage, or destruction takes place. The area will have a clearly defined physical perimeter barrier 
and continuous physical security safeguards. The area may contain one or more contiguous spaces 
requiring SCIF accreditation. This type S/ SCIF is routinely used during deployment and import 
operations. 

3.2 Temporary S/SCIFs: An area aboard ship where temporary SCI operations, processing, 
discussion, storage, or discussion takes place. The area will have a clearly defined physical 
perimeter barrier and continuous physical security safeguards. The area may contain one or more 
contiguous spaces requiring SCIF accreditation. It will be continuously manned with sufficient 
SCI-cleared and -indoctrinated personnel, as determined by the on-site security authority based on 
the local threat environment, when SCI is present within the area. Temporary shipboard SCI 
operations will he limited to: 
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3.2.2 A single mission requiring SCI operations that cannot be defined in length of 
operational time. 

3.2.3 During the period immediately preceding relocation of the ship to a refitting facility 
where the Temporary S/SCIF is scheduled for renovation and compliance with this annex. 
There will be a schedule established for renovation of the S/SCIF with confirmatory 
reporting of such to the CSA. 

3.2.4 Temporary Platforms: A mobile or portable SCIF may be temporarily placed aboard a 
ship. Such platforms will be accredited on a temporary basis for a single deployment 
mission. The platform will be manned 24 hours a day by sufficient SCI-cleared and­
indoctrinated personnel as determined by the on-site security authority. At the completion 
of the mission, the accreditation period will end and the CSA notified that the platform is 
certified clear and free of all SCI materials. 

4.0 PERMANENT ACCREDITATION: 

Ships requesting permanent accreditation status will provide to the CSA a complete inspection 
report and the Shipboard Inspection Checklist, certifying compliance with this Annex. 

5.0 STANDARDS: 

The physical security criteria for permanent S/SCIFs is as follows: 

5.1 Physical Perimeter: The physical perimeter of an SCI space will be fabricated of structural 
bulkheads (aluminum or steel) with a thickness not less than 0.125 inch. Elements of the physical 
perimeter will be fully braced and welded in place. 

5.2 Continuous SCI Spaces: Where several SCI spaces are contiguous to each other in any or all 
dimensions, the entire complex may be enclosed by a single physical perimeter barrier conforming 
to this annex. 

5.2.1 Access to the SCI complex will be controlled by a single access door conforming to 
this annex. Each compartment within the complex may have a separate access door from 
within the common physical perimeter barrier. Such interior access control doors do not 
need to conform with this annex. 

5.2.2 Access procedures will be established to ensure against cross-traffic of personnel not 
holding appropriate SCI access. 

5.3 Normal Access Door: The normal access door will be a shipboard metal joiner door with 
honeycomb-core and fitted as specified below: 

5.3.1 Where the normal access door is in a bulkhead that is part of an airtight perimeter, the 
airtight integrity may be maintained by colocating the airtight door with the metal joiner 
door, or by adding a vestibule. 

5.3.2 The metal joiner door will be equipped with a combination lock that meets all 
requirements of Federal Specification FF-L-2740 or other CSA approved lock. 

5.3.3 In addition to the lock, the door will be equipped with an access control device 
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5.3.4 The door will be constructed in a manner that will preclude unauthorized 
removal of hinge pins and anchor bolts, as well as to obstruct access to lock-in bolts 
between door and frame. 

5.4 Emergency Exit: The emergency exit will be fabricated of aluminum plate or steel in 
accordance with this annex. The exit will be mounted in a frame braced and welded in place in a 
manner commensurate with the structural characteristics of the bulkhead, deck, or overhead in 
which it is situated. 

5.5 Restriction on Damage Control Fittings and Cables: Because of the security restrictions 
imposed in gaining access to these spaces, no essential damage control fittings or cables will be 
located within or pass through an SCI space. This requirement is not applicable to damage control 
fittings, such as smoke dampers, that may be operated by personnel within the space during normal 
mannmg. 

5.6 Removable Hatches and Deck Plates: Hatches and deck plates less than 10 square feet that are 
secured by exposed nuts and bolts (external to the SCI space) will be secured with externally 
attached, high security padlocks (unless their weight makes removal unreasonable). The padlock 
keys will be stored in a security container located within a space under appropriate security control. 

5.7 Vent and Duct Barriers: Vents, ducts, or other physical perimeter barrier openings with a cross­
sectional dimension greater than 96 square inches will be protected at the perimeter with a fixed 
barrier or security grill. 

5.7.1 The grill will be fabricated of steel or aluminum grating or bars with a thickness equal 
to the thickness of the physical perimeter barrier. If a grating is used, bridge center-to­
center measurements will not exceed 1.5 inches by 4 inches. Bars will be mounted on 6 
inch centers. The grating or bars will be welded into place. 

5.7.2 This requirement is not applicable to through ducts that have no opening into the 
space. 

5.8 Acoustical Isolation: The physical perimeter barrier of all SCI spaces will be sealed or 
insulated with nonhardening caulking material to prevent inadvertent disclosure of SCI discussions 
or briefings from within the space, taking into account the normal ambient noise level, to persons 
located in adjacent passageways and/or compartments. 

5.8.1 In cases where the perimeter material installation does not sufficiently attenuate 
voices or sounds of activities originating SCI information, the ambient noise level will be 
raised by the use of sound countermeasure devices, controlled sound generating source. or 
additional perimeter material installation. 

5.8.2 Air handling units and ducts will be equipped with silencers or sound countermeasure 
devices unless continuous duty blowers provide a practical, effective level of masking 
(blower noise) in each air path. The effective level of security may be determined by 
stationing personnel in adjacent spaces or passageways to determine if SCI can be 
overheard outside the space. 

5.9 Visual Isolation: Door or other openings in the physical perimeter barrier through which the 
interior may be viewed will be screened or curtained. 

6.0 INTRUSION DETECTION SYSTEM (IDS): 
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The S/SCIF access door and emergency exit will be protected by a visual and audible alarm 
system. The installation will consist of sensors connected at each door and alerting indicators 
located at the facility supervisor's position. The normal access door alarm may have a disconnect 
feature. . 

6.1 Emergency exits will be connected to the alarm system at all times and will not have a 
disconnect feature installed. 

6.2 The IDS will be connected to a remote alarm monitor station, which may be colocated with 
other IDS, and located within a space which is continuously manned by personnel capable of 
responding to or directing a response to an alarm violation at the protected space when it is 
unmanned. 

6.3 Primary power for the IDS will be connected to an emergency lighting panel within the space. 
SCI spaces that are under continuous manning will be staffed with sufficient personnel, as 
determined by the on-site security authority based on the local threat environment, who have the 
continuous capability of detecting forced or surruptitious entry without the aide of an IDS. 

7.0 PASSING SCUTTLES AND WINDOWS; 

Passing scuttles and windows will not be installed between SCI spaces and any other space on the 
ship. 

8.0 LOCATION OF CRYPTOGRAPHIC EQUIPMENT: 

On-line and off-line cryptographic equipment and terminal equipment processing SCI will be 
located only within the S/SCIF. 

9.0 SECURE STORAGE CONTAINERS: 

SCI material will be stored only in GSA approved Class 5, 6, or 7 security containers. Containers 
will be welded in place, or otherwise secured to a foundation for safety. 

10.0 TELEPHONES: 

Telephone instruments used within a S/SCIF will meet the Telephone Security Annex standards. 

11.0 SECURE TELEPHONE UNIT-III (STU-III): 

The STU-III Type I terminals may be installed within a S/SCIF. 

12.0 SOUND POWERED TELEPHONES: 

Where possible, sound powered telephones will be eliminated from S/SCIFs. Sound powered 
telephones located within the S/SCIF connecting to locations outside the S/SCIF will comply with 
the following 

12.1 The telephone cable will not break out to jackboxes, switchboards, or telephone sets other 
than at the designated stations. The telephone cable will not be shared with any circuit other than 
call or signal systems associated with the S/SCIF circuit. 

12.2 The telephone cable will be equipped with a selector switch, located at the controlling station, 
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12.2.1 Disconnecting all stations; 

12.2.2 Selecting anyone station and disconnecting the remaining stations; and 

12.2.3 Parallel connection to all stations. 

12.3 Other S/SCIFs located aboard the same ship, which have sound powered telephones not 
equipped with the required selector switch, will have a positive disconnect device attached to the 
telephone circuit. 

12.4 Sound powered telephones within a S/SCIF that are not used for passing SCI infonnation will 
have a sign prominently affixed to them indicating that they are not to be used for passing SCI. 

12.5 A call or signal system will be provided. Call signal station, type IDID, when used for circuit 
EM will be modified to provide a disconnect in the line to prevent a loudspeaker from functioning 
as a microphone. 

13.0 SCI INTERCOM ANNOUNCING SYSTEM: 

An intercommunication type announcing system processing SI that connects to or passes through 
areas outside the S/SCIF must be approved by the CSA. 

14.0 SUPPORTING INTERCOMMUNICATION ANNOUNCING SYSTEMS: 

Intercommunication-type announcing systems installed within an S/SCIF that do not process SCI 
information will be designated or modified to provide the following physical or electrical security 
safeguards: 

14.1 Operational mode of the unit installed within the S/SCIF will limit operation to push-to-talk 
mode only. 

14.2 Receive elements will be equipped with a local amplifier as a buffer to prevent loud-speakers 
or earphones from functioning as microphones. 

14.3 Except as specified, radio transmission capability for plain radio telephone (excluding secure 
voice) will not be connected. Cable conductors assigned to the transmission of plain language 
radio telephones will be connected to ground at each end of the cable. 

14.4 Equipment modified will have an appropriate field change label affixed to the unit that 
indicates the restriction. Additionally, the front panel will have a sign warning the user that the 
system is not passing classified infonnation. 

15.0 COMMERCIAL INTERCOMMUNICATION EQUIPMENT: 

Commercial intercommunication equipment will not be installed within a S/SCIF without prior 
CSA approval. 

16.0 GENERAL ANNOUNCING SYSTEMS: 

General announcing system loudspeakers will have an audio amplifier, and the output signal lines 
will be installed within the S/SCIF. 
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17.0 PNEUMATIC TUBE SYSTEMS: 

Pneumatic tube systems will not be installed. Existing systems will be equipped with the following 
security features: 

17.1 Locked cover at both ends. 

17.2 Capability to maintain the pressure or vacuum and capability to lock in the secure position at 
the initiating end. 

17.3 Direct voice communications link between both ends to confirm the transportation and receipt 
of passing cartridges. 

17.4 Special, distinctive color for SCI material passing cartridges. 

17.5 Pneumatic tubes will run through passageways and will be capable of being visually 
inspected along their entire length. 

18.0 DESTRUCTION EQUIPMENT: 

A CSA -approved means of destruction of SCI material will be provided for each S/SCIF. N on­
combatant surface ships that transit hostile waters without combatant escort will have appropriate 
Anti-compromise Emergency Destruction (ACED) equipment on board and such equipment will be 
prepared for use. The ACED will be dedicated to SCI destruction. SCI material will not be 
destroyed by jettisoning overboard under any circumstances. 

19.0 EMERGENCY POWER: 

A S/SCIF will have emergency power available that will operate destruction equipment, alarm 
systems, access control devices, and emergency lighting equipment for a minimum of six hours. 

20.0 SCI PROCESSING SYSTEMS: 

A S/SCIF that processes SCI electronically or electrically should be provided a TEMPEST 
evaluation prior to activation. All computer and network systems that process SCI must be 
accredited or certified for operation by the cognizant SCI AIS Accreditation Authority. 

21.0 TEMPORARY ACCREDITATION: 

Ships requiring temporary accreditation status will be processed for accreditation upon completion 
of a physical security inspection and certification of compliance with the following security 
requirements: 

21.1 If the space is used to electrically process SCI information, the CSA will make a TEMPEST 
evaluation based on threat. 

21.2 The physical perimeter barrier will consist of standard structural, nonsupport, or metal joiner 
bulkheads welded or riveted into place and meet the acoustical isolation requirements of a S/SCIF. 

21.3 Doors will be at least metal joiner doors equipped with door closures and capable of being 
secured from the inside. Dutch doors are not acceptable. If cryptographic equipment is installed or 
stored within the space and the space will be temporarily unmanned while cryptographic key 
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material and/or SCI material are stored else-where, the door will be equipped with a tamper-proof 
hasp and combination pad-lock. 

21.4 Doors and other openings in the perimeter that permit aural or visual penetration of the 
internal space will be screened, curtained, or blocked. 

21.5 An effective, approved secure means of destruction of SCI material will be readily available 
in the space or nearby in general service spaces. 

21.6 Cryptographic equipment used to process SCI information will be located in the SCI space or, 
if located in a secure processing center other than that accredited for SCI, will be electrically 
configured so as not to be compatible with the secure processing system of that secure processor. 

21.7 All telephones (to include STU-III instruments and sound powered telephones) will be as 
specified for S/SCIFs. 

21.8 Processing of SCI via AIS will be as specified for S/SCIFs. 

22.0 TEMPORARY SECURE WORKING AREAS (TSW As): 

Ships requiring TSWA accreditation for "contingency" or "part-time" usage will be processed for 
accreditation upon completion of a physical security inspection and certification of compliance 
with the following security requirements: 

22.1 The physical perimeter barrier requires no special construction, provided it can prevent visual 
and aural access during all periods of SCI operation. 

22.2 Doors will be capable of being secured from the inside. 

22.3 Provisions will be made for posting a temporary sign that reads "RESTRICTED AREA -
KEEP OUT - AUTHORIZED PERSONNEL ONLY". 

22.4 When SCI material is to be stored in the space, a secure storage container will be provided. 
Security storage containers will be welded in place, or otherwise secured to the foundation for 
safety and to prevent rapid removal. 

22.5 The electrical security requirements for a shipboard TSW A will be specified by the CSA. 

23.0 EMBARKED PORTABLE SHIPBOARD COLLECTION VANS WSCVs): 

PSCV s are vans that are temporarily placed aboard ship and not part of the permanent structure of 
the ship. Ships requiring accreditation of embarked PSCV s must be annually accredited by the 
CSA and may be activated upon certification to the CSA of compliance with the following security 
requirements: 

23.1 The exterior surface of the van will be solid construction and capable of showing evidence of 
physical penetration (except for intended passages for antenna cables, power lines, etc.) 

23.2 The access door will fit securely and be equipped with a substantial locking device to secure 
the door from the inside in order to prevent forcible entry without tools. 

23.3 Adequate security measures will be established to preclude viewing of classified material by 
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uncleared personnel. 

23.4 Adequate provisions will be established to control the approach of uncleared personnel within 
the vicinity of the van. These measures will consist of instructions promulgated by the station 
(ashore and afloat) in which the van is embarked, prohibiting loitering in the immediate vicinity of 
the van, and will include periodic visual security cheeks by appropriately SCI-indoctrinated 
personnel. 

23.5 Adequate destruction equipment will be available and effective procedures established to 
ensure rapid and complete destruction of classified material in emergency situations. 

23.6 All SCI material will be stored within the van and continuously manned by sufficient SCI­
indoctrinated personnel as determined by the on-site security authority based on the local threat 
environment, when activated for SCI support. If SCI material is to be stored outside the van, the 
space must be accredited by the CSA and be in compliance with the above S/SCIF criteria. 

23.7 The electrical security requirements for a PSCV will be as specified by the CSA. 

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 6/9 

ANNEXD 

PART I - Electronic Equipment in Sensitive Compartmented Facilities (SCIFs) 

(Effective 30 January 1994) 

1.0 INTRODUCTION 

It is the policy of the Director of Central Intelligence and the Senior Officials of the Intelligence 
Community (SOICs) that personally owned electronic equipment that has been approved for 
introduction into a SClF should not be routinely carried into or out of the SCIF due to the 
possibility of technical compromise. It is also their policy that electronic equipment that is 
introduced into a SCIF is subject to technical and/or physical inspection at any time. 

2.0 GUIDANCE 

The following guidance is provided concerning the control of electronic equipment. SOICs retain 
the authority to apply more stringent requirements as deemed appropriate. 

2.1 DOMESTIC UNITED STATES 
The following personally owned electronic equipment may be introduced into a SCIF: 

2.1.1 Electronic calculators, electronic spell-checkers, wrist watches, and data diaries. 
NOTE: If equipped with data-ports, SOICs will ensure that procedures are established to 
prevent unauthorized connector to automated information systems that are processing 
classified information. 
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2.1.2 Receive only pagers and beepers. 

2.1.3 Audio and video equipment with only a "playback" feature (no recording capability), 
or with the "record" feature disabled/removed. 

2.1.4 Radios 

2.1.5 PROHIBITED EXCEPT FOR OFFICIAL DUTY 
The following items are prohibited unless approved by the SOle for conduct of official 
duties: 

2.1.5.1 . Two-way transmitting equipment. 

2.1.5.2 Recording equipment (audio, video, optical). Associated media will he 
controlled. 

2.1.5.3 Test, measurement, and diagnostic equipment. 

2.1.6 PROHIBITED IN SCIFs 
The following items are prohibited in SeIFs: 

2.1.6.1 Personally owned photographic, video, and audio recording equipment. 

2.1.6.2 Personally owned computers and associated media. 

2.2 OVERSEAS 

The provisions in paragraphs 2.1.5 and 2.1.6 above apply in the overseas environment with the 
exception that all personally owned electronic equipment may be introduced in the SCIF ONLY 
with the prior approval of the SOle and on-site security representative, based on local threat 
conditions. 

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 6/9 

ANNEXD 

Part II - Disposal of Laser Toner Cartridges 

(Revised 05 June 1998) 

1.0 INTRODUCTION 

The Director of Central Intelligence and the Senior Officials of the Intelligence Community 
(SOICs) hereby establish the policy and procedures for the disposal of used laser toner cartridge 
drums (cartridges). The policy established herein is based on technical research that has confirmed 
that the laser printer toner cartridges, removed from properly functioning printers, do not retain any 
residual static charge that could be associated with previously printed information. Thus, 
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countermeasures to "declassify" a cartridge before releasing it, such as printing multiple pages of 
unclassified information or physically destroying the cartridge drum, are unnecessary and the 
expense of destroying toner cartridges is not deemed to be justified. SOICs are responsible for 
implementation of this policy within their respective department/agency. When deemed necessary 
and appropriate, SOICs may establish additional security measures. 

2.0 POLICY 

This policy applies to all equipment that uses similar technology (a laser printer with removable 
toner cartridge) as part of its production process (i.e. Laser Faxes, Printers, Copiers, etc.). 

2.1 Used toner cartridges may be treated, handled, stored and disposed of as UNCLASSIFIED, 
when removed from equipment that has successfully completed its last print cycle. However, 
should a print cycle not be completed, there is the potential that residual toner may be left on the 
drum that could cause an information compromise. The following procedures should be followed 
for those situations where the print cycle was not successfully completed. 

2.1.1 When a laser printer has not completed the printing cycle (e.g., a paper jam or power 
failure occurs), completing a subsequent print cycle before removal of cartridge is sufficient 
to wipe residual toner from the cartridge drum. 

2.1.2 When the print cycle is interrupted by a jam or other action, and the toner cartridge is 
removed from service at the same time, the toner cartridge drum will be inspected for 
residual toner by lifting the protective flap and viewing the exposed portion of the drum. If 
residual toner is present, manually rotating the drum is sufficient to wipe off residual toner 
material present. 

2.2 After completing 2.1.1 or 2.1.2, the used toner cartridge may be treated, handled, stored 
and disposed of as UNCLASSIFIED and be returned for recycling or other agency 
approved method of disposal. In keeping with Environmental Protection Agency policy, 
agencies/departments are encouraged to establish procedures for recycling properly 
sanitized toner cartridges. 

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 6/9 

ANNEX E - Acoustical Control and Sound Masking Techniques 

(Effective 30 January 1994) 

1.0 Basic Design: 

Acoustical protection measures and sound masking systems are designed to protect SCI against 
being inadvertently overheard by the casual passerby, not to protect against deliberate interception 
of audio. The ability of a SCIF structure to retain sound within the perimeter is rated using a 
descriptive value, the Sound Transmission Class (STC). 
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1.2 Use of Sound Groups: The current edition of Architectural Graphics Standards (AGS) 
describes various types of sound control, isolation requirements and office planning. The AGS 
established Sound Groups I through 4, of which Groups 3 and 4 are considered adequate for 
specific acoustical security requirements for SCIF construction. 

1.2.1 Sound Group I - STC of 30 or better. Loud speech can be understood fairly well. 
Normal speech cannot be easily understood. 

1.2.2 Sound Group 2 - STC of 40 or better. Loud speech can be heard, but is hardly 
intelligible. Normal speech can be heard only faintly if at all. 

1.2.3 Sound Group 3 - STC of 45 or better. Loud speech can be faintly heard but not 
understood. Normal speech is unintelligible. 

1.2.4, Sound Group 4 - STC of 50 or better. Very loud sounds, such as loud singing, brass 
musical instruments or a radio at full volume, can be heard only faintly or not at all. 

2.0 Sound Reduction for SeIFs: 

The amount of sound energy reduction may vary according to individual facility requirements. 
However, Sound Group ratings shall be used to describe the effectiveness of SCIF acoustical 
security measures afforded by various wall materials and other building components. 

2.1 All SCIF perimeter walls shall meet Sound Group 3, unless additional protection is required 
for amplified sound. 

2.2 If compartmentation is required within the SCIF, the dividing office walls must meet Sound 
Group 3. 

3.0 Sound Masking and Stand-Off Distance: 

3.1 When normal construction and baffling measures have been determined to be inadequate for 
meeting Sound Group 3 or 4, as appropriate, sound masking shall be employed. Protection against 
interception of SCI discussions may include use of sound masking devices, structural 
enhancements, or SCIF perimeter placement. 

3.1.1 Sound masking devices may include vibration and noise generating systems located 
on the perimeter of the SCIF. 

3.1.2 Structural enhancements may include the use of high density building materials (i.e. 
sound deadening materials) to increase the resistance of the perimeter to vibration at audio 
frequencies. 

3.1.3 SCIF perimeter placement may include construction design of a stand-off distance 
between the closest point a non-SCI indoctrinated person could be positioned and the point 
when SCI discussions become available for interception. Use of a perimeter fence or 
protective zone between the SCIF perimeter walls and the closest "listening place" is 
permitted as an alternative to other sound protection measures. 

3.2 Masking of sound which emanates from an SCI discussion area is commonly done by a sound 

http://www.fas.org/irp/offdocs/dcid6-9.htm 111312006 



DCID 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities Page 57 of 68 

masking system. A sound masking system may utilize a noise generator, tape, disc or record player 
as a noise source and an amplifier and speakers or transducers for distribution. 

4.0 Placement of Speakers and Transducers: 

To be effective, the masking device must produce sound at a higher volume on the exterior ofthe 
SCIF than the voice conversations within the SCIF. Speakers/transducers should be placed close to 
or mounted on any paths which would allow audio to leave the area. These paths may include 
doors, windows, common perimeter walls, vents/ducts, and any other means by which voice can 
leave the area. 

4.1 For common walls, the speakers/transducers should be placed so the sound optimizes 
acoustical protection. 

4.2 For doors and windows, the speakers/transducers should be close to the aperture of the window 
or door and the sound projected in a direction facing away from conversations. 

4.3 Once the speakers or transducers are optimally placed, the system volume must be set and 
fixed. The level for each speaker should be determined by listening to conversations occurring 
within the SCIF and the masking sound and adjusting the level until conversations are 
unintelligible from outside the SCIF. 

5.0 Installation of Equipment: 

5.1 The sound masking system and all wires and transducers shall be located within the perimeter 
of the SCIF. 

5.2 The sound masking system shall be subject to review during TSCM evaluations to ensure that 
the system does not create a technical security hazard. 

6.0 Sound Sources: 

The sound source must be obtained from a player unit located within the SCIF. Any device 
equipped with a capability to record ambient sound within the SCIF must have that capability 
disabled. Acceptable methods include: 

6.1 Audio amplifier with a record turntable. 

6.2 Audio amplifier with a cassette, reel-to-reel, Compact Disc (CD), or Digital Audio Tape 
(DAT) playback unit. 

6.3 Integrated amplifier and playback unit incorporating any of the above music sources. 

7.0 Emergency Notification Systems: 

The introduction of electronic systems that have components outside the SCIF should be avoided. 
Speakers or other transducers, which are part of a system that is not wholly contained in the SCIF, 
are sometimes required to be in the SCIF by safety or fire regulations. In such instances, the 
system can be introduced if protected as follows: 

7.1 All incoming wiring shall breach the SCIF perimeter at one point. TEMPEST or TSCM 
concerns may require electronic isolation. 
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7.2 In systems that require notification only, the system shall have a high gain buffer amplifier. In 
systems that require two-way communication, the system shall have electronic isolation. SCIF 
occupants should be alerted when the system is activated. All electronic isolation components shall 
be installed within the SCIF as near to the point of SCIF egress as possible. 

--- --------------------------------------------------------------------

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE (DCID) 6/9 [5][5] 

ANNEX F - Personnel Access Controls 

(Effective 18 November 2002) 

1.0 General Requirements 

All SCIFs shall have personnel access control systems to control access at all perimeter entrances. 
Placards, signs, notices, and similar items are not acceptable as personnel access control systems. 
Unless otherwise stated herein, SCIF entrances shall be under visual control to deny unauthorized 
access unless the SCIF is unoccupied and secured. Such visual control may be'accomplished by 
employees, guards using closed circuit television (CCTV), or other similar and approved methods. 
If CCTV is used for providing visual control, the CCTV equipment shall be continuously 
monitored by appropriately SCI-indoctrinated personnel. Personnel access control systems as 
specified herein do not replace or modify any requirement to properly secure SCIF doors as 
specified in DCID 6/9. 

2.0 Automated Access Control Systems 

Automated personnel access control systems meeting the following criteria may be used to control 
admittance to SCIFs during working hours in lieu of visual control. 

2.1 Identification Requirement. The automated personnel access control system shall verify 
the identity of an individual by one of the following methods. 

2.1.1 Identification (ID) Badges or Cards. The ID badge or card must identify to the 
access control system the individual to whom the card is issued. A personal identification 
number (PIN) is required. The PIN must be separately entered into the system by each 
individual using a keypad device and shall consist of four or more digits, randomly 
selected, with no known or logical association with the individual. 

2.1.2 Personal Identity Verification. Personal identity verification (biometrics device) 
identifies the individual requesting access by some unique personal characteristic. 

2.2 Authentication Requirement. The automated personnel access control system shall 
authenticate an individual's authorization to enter the SCIF by matching the applicable 
information specified in the previous paragraph with personnel data contained in an 
automated database to authenticate the individual's authorization prior to giving the 
individual access to the SCIF. 
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2.3 Accept/Reject Threshold Criteria. Automated personnel access control equipment or 
devices shall meet the following criteria during normal equipment operation: The probability 
of an unauthorized individual gaining access is no more than one in ten thousand while the 
probability of an authorized individual being rejected access is no more than one in one 
thousand. Prior to using such equipment, manufacturers must certify in writing that their 
equipment conforms to this criterion. 

2.4 System Protection. Physical security protection must be established and continuously 
maintained for all devices/equipment that comprise the personnel access control system. The 
level of protection may vary depending upon the type of devices/equipment being protected. 
Existing security controls within the facility shall be used to the extent practical in meeting 
this requirement. 

2.5 Transmission Line Protection. System data that is carried on transmission lines (e.g., 
access authorizations, personal identification, or verification data) to and from 
devices/equipment located outside the SCIF shall be encrypted with an approved 128 bit, or 
greater, encryption algorithm. The algorithm must be certified by NIST or another US 
government authorized independent testing laboratory. If the communication technology 
described above is not feasible, the transmission line will be installed within a protective 
covering to preclude surreptitious manipulation, or be adequately supervised to protect 
against modification and/or substitution of the transmitted signal. 

2.6 Door Strikes. Electric door strikes installed for use in personnel access control systems 
shall be heavy-duty industrial grade. 

2.7 Personnel and System Data Protection. Locations where authorization data, card encoded 
data, and personal identification or verification data is input, stored, or recorded must be 
protected within a SelF or an alarmed area controlled at the SECRET level. Records and 
information concerning encoded ID data, PINs, authentication data, operating system 
software, or any identifying data associated with the personnel access control system shall be 
kept secured when unattended. Access to the data shall be restricted. (See paragraph 4.3.) 

2.8 External Devices. Card readers, keypads, communication, or interface devices located 
outside the entrance to a SCIF, shall have tamper resistant enclosures and be securely fastened 
to a wall or other structure. 

2.9 Electrical components, associated wiring, or mechanical links (cables, rods, and so on) 
should be accessible only from inside the SCIF, or if they transverse an uncontrolled area they 
shall be secured within a protective covering to preclude surreptitious manipulation of 
components. 

2.10 Records shall be maintained to reflect the current active assignment ofID badge/card, 
PIN, level of access, entries, and similar system-related elements. Records concerning 
personnel removed from the system shall be retained for a minimum of two years. Records of 
entries to SCIFs shall be retained for a minimum of two years or until investigations of 
system violations and incidents have been successfully resolved and recorded. 

3.0 Non-Automated Access Control 

Non-automated access control (electric, mechanical, or electromechanical) that meet the criteria 
stated below may be used to control admittance to SCIF areas during working hours if the entrance 
is under visual control (see paragraph 1.0). These systems are also acceptable to control access to 
compartmented areas within the SCIF. Non-automated access system devices must be installed in 

http://www.fas.org/irp/offdocs/dcid6-9.htm 111312006 



DCID 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities 

the following manner: 

Page 60 of68 

3.1 Control Panel Location and Shielding. The control panel in which the combination and 
all associated cabling and wiring is set shall be located inside the SCIF and will require 
minimal physical security designed to deny unauthorized access to its mechanism. The 
control panel shall be installed, or have a shielding device mounted, such that an unauthorized 
person in the immediate vicinity cannot observe the setting or changing of the combination. 
(See paragraph 4.4.) 

3.2 Access Code Protection. Keypad devices shall be designed or installed in such a manner 
that unauthorized individuals in the immediate vicinity cannot observe the entry of the access 
code. 

4.0 Personnel Requirements and Restrictions 

Operating personnel access control systems in accordance with this annex requires that the below 
personnel requirements and restrictions be followed: 

4.1 Entering and Leaving a SCIF. Personnel entering or leaving an area are required to 
ensure the entrance or exit point is properly closed. Authorized personnel who permit another 
individual to enter the area are responsible for confirming the individual's access and need-to­
know. 

4.2 Escorting. An SCI-indoctrinated person who is knowledgeable of the security procedures 
of the SCIF shall continuously escort persons within the SCIF who are not SCI-indoctrinated. 

4.3 Access to Personnel and System Data. Access to records and information concerning 
encoded ID data and PINs shall be restricted to SCI-indoctrinated personnel. Access to 
identification or authentication data, operating system software, or any identifying data 
associated with the personnel access control system shall be limited to the least number of 
personnel possible. 

4.4 Setting Combinations (applies to non-automated access control only). The selection and 
setting of the combination shall be accomplished by SCI-indoctrinated individuals. The 
combination shall be changed when compromised or an individual knowledgeable of the 
combination no longer requires access. 

4.5 System Records Maintenance. A procedure shall be established for removing an 
individual's authorization to enter an area when the individual is transferred, terminated, or 
the individual's access is suspended, revoked, or downgraded to a level below that required 
for entry. Compromised access cards and/or PINs will be immediately reported and removed 
from the system. 

D"IRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE (DCID) 6/9 [6][6] 

ANNEX G - Telecommunications Systems and Equipment 

(Effective 18 November 2002) 
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This annex establishes a baseline requirement for the protection of sensitive information 
within Sensitive Compartmented Information Facilities (SCIFs) from intrusion and exploitation via 
unclassified telecommunications systems, devices, equipment, software, and features. Compliance 
with these standards is mandatory for all SCIFs and/or systems established after the effective date 
of this annex. 

1.0 Applicability and Scope 

The telecommunications security measures of this Annex apply to the planning, installation, 
maintenance, and management of telecommunication systems and equipment within SCIFs, in both 
foreign and domestic locations. The security measures of this Annex apply to any 
telecommunication system that provides service to a SCIF. The requirements contained in this 
annex are designed to prevent inadvertent disclosure or loss of sensitive, intelligence bearing 
information through telecommunication systems and to protect against the clandestine exploitation 
and/or disruption of SCIF operations through these systems. This Annex is compatible with but 
may not satisfy requirements of other security disciplines such as COMSEC, OPSEC, or 
TEMPEST. 

2.0 Requirements 

At a minimum, the following requirements must be met to ensure proper safeguards for the 
protection of information: configuration of telecommunications systems, devices, features, and 
software; access control; and control of the cable infrastructure. The audio protection requirements 
of this Annex do not apply if the SCIF is declared a "No Classified Discussion Area" and warning 
notices are posted prominently within the SCIF. 

2.1 Baseline Configuration. 

2.1.1 A baseline configuration of all telecommunications systems, devices, features, 
and software must be established, documented, and included in the Fixed Facility 
Checklist (DCID 6/9 Annex A) or as an attachment. 

2.1.2 The Cognizant Security Authority (CSA) will review the telecommunications 
system baseline configuration and supporting/supplementing information to determine if 
the risk of information loss or exploitation has been suitably mitigated. When the 
following requirements are unachievable, the associated telecommunications equipment 
must be installed and maintained in non-discussion areas or a written waiver must be 
issued by the CSA. 

2.2 Unclassified Telecommunications Systems. Unclassified telecommunications systems in 
SeIFs shall not pass/transmit sensitive audio discussions when they are idle and not in use. 
Additionally, these telecommunications systems shall be configured to prevent external 

control or activation. The concepts of "on-hook" and "off-hook" audio protection [7][7] 

outlined in telephone security group (TSG) standards 2 and 6 must be incorporated into SCIF 
telecommunications systems. 

2.2.1 Unclassified telephone systems and services shall be configured to prevent 
technical exploitation or penetration. In addition, these systems shall incorporate 
physical and software access controls to prevent disclosure or manipulation of system 
programming and stored data. 
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2.2.1.1 Provide on-hook audio protection by the use ofTSG 6 instrument(s), TSG 
6 approved disconnect devices, or equivalent TSG 2 system configuration. 

2.2.1.2 Provide off-hook audio protection by use of a hold feature, modified 
handset (push-to-talk), or equivalent. 

2.2.1.3 Provide isolation by use of a computerized telephone system (CTS) with 
software and hardware configuration control and control of audit reports (such as 
station message detail reporting, call detail reporting, etc.). System programming 
will not include the ability to place, or keep, a handset off-hook. Configuration of 
the system must ensure that all on-hook and off-hook vulnerabilities are identified 
and mitigated. 

2.2.1.4 Ensure that equipment used for administration of telephone systems is 
installed inside an area where access is limited to authorized personnel. When 
local or remote administration terminals (for a CTS) are not or cannot be contained 
within the controlled area, and safeguarded against unauthorized manipulation, 
then the use of TSG 6 approved telephone instruments shall be required, regardless 
of the CTS configuration. 

2.2.1.5 Ensure that remote maintenance, if used, is protected against 
manipulation/activation by means of a dial-back modem, network boundary 
security device (firewall), or other appropriate device. 

2.2.1.6 Ensure that speakerphones and audio conferencing systems are not used 
on unclassified telecommunications systems in SCIFs. Exceptions to this 
requirement may be approved by the CSA, when these systems have sufficient 
audio isolation from other classified discussion areas in the SCIF, and procedures 
are established to prevent inadvertent transmission of classified information. 

2.2.1.7 Ensure that features used for voice mail or unified messaging services, are 
configured to prevent unauthorized access to remote diagnostic ports or internal 
dial tone. 

2.2.1.8 Ensure that telephone answering devices (TAD) and facsimile machines 
do not contain features that introduce security vulnerabilities, e.g., remote room 
monitoring, remote programming, or other similar features that may permit off­
premise access to room audio. Prior CSA approval is required before installation 
or use. 

2.2.2 All unclassified telecommunications systems and associated infrastructure must 
be electrically and physically isolated from any classified 
information/telecommunications systems in accordance with National Security 
Telecommunications and Information Systems Security Committee requirements or any 
other separation standards applied to the classified information system on site. 

2.3 Unclassified Information Systems. Unclassified information systems must be 
safeguarded to prevent manipulation of features and software that could result in the 
loss/compromise of sensitive audio information or protected data. 
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2.3.1 Ensure that all computer/telecommunications equipment with telephonic or audio 
features are protected against remote activation and/or exfiltration of audio information 
over any connections (i.e., disconnecting the microphone, inserting a blank plug in the 
microphone jack, etc.). 

2.3.2 Ensure that all video cameras used for unclassified video teleconferencing and/or 
video recording equipment are deactivated and disconnected when not in use. In 
addition, video devices used in SCIFs must feature a clearly visible indicator to alert 
SCIF personnel when recording or transmitting. 

2.4 Environmental Infrastructure Systems. Environmental infrastructure systems are the 
basic human comfort, security, and life safety systems that support SCIF operations. 
Advancements in technology have created conditions whereby many of these amenities are 
computer-automated with public switched telephone network or other connections for remote 
monitoring, access, and external control/manipulation of features and services. Fixed facility 
checklists (FFC) will identify any such connection to environmental systems within SCIFs, 
and document measures taken to provide protection against malicious activity, intrusion, and 
exploitation. Protection mechanisms and current configurations for infrastructure systems, 
such as premise management systems, environmental control systems, lighting and power 
control units, uninterrupted power sources, and such, which provide services to the SCIF, 
shall be included in the SCIF baseline evaluation (whether or not they reside in the SCIF). 

2.5 Wireless Technology. The use of any device, or system utilizing wireless technology 
must be approved by the CSA prior to purchase and introduction into the SCIF. All 
TEMPEST/Technical Security concerns shall be weighed against the facilities overall security 
posture (i.e., facility location, threat, as well as any compensatory countermeasures that create 
a "security in-depth" concept) when evaluating these wireless systems. All separation and 
isolation standards provided in NSTISSC standards are applicable to unclassified wireless 
systems installed or used in SCIFs. 

2.6 Access Control. Installation and maintenance of unclassified telecommunications 
systems and devices supporting SCIF operations may require physical and/or electronic 
access. Remote maintenance may be performed as described in paragraph 2.6.2. Under other 
circumstances, physical access may be required to perform computer-based diagnostics to 
make necessary repairs. Therefore, the following paragraphs identify the minimum 
requirements for providing access to unclassified telecommunications systems and devices 
supporting SCIF operations. These requirements are applicable regardless of whether or not 
the telecommunications device resides within the SCIF or is contained in a protected area 
outside the SCIF, so long as it is deemed as a critical infrastructure item by the CSA. 

2.6.1 Physical Access Control. Installation and maintenance personnel will possess an 
appropriate clearance and access or will be escorted and monitored by technically 
knowledgeable cleared personnel at all times within the SCIF. Furthermore, physical 
access to telecommunications equipment shall be limited to prevent unauthorized 
modifications or reconfiguration. 

2.6.2 Remote Maintenance and Diagnostic Access. All capabilities for remote 
maintenance and diagnostic services must be clearly specified in the FFC. The FFC will 
include all procedures and countermeasures preventing unauthorized system access, 
unauthorized system modification, or introduction of unauthorized software as specified 
in TSG 2 paragraph 4d. 

2.6.2.1 Remote maintenance and diagnosis may be performed from a secure 
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2.6.2.2 Failing the steps outlined in paragraph 2.6.2.1, remote maintenance and 
diagnosis may be performed over an unclassified telephone line as specified in 
TSG 2 paragraph 4c. 

2.7 Memory and Storage Media. Any telecommunication system, component and/or like 
devices with memory or digital storage capabilities, to include multi-function devices, (i.e., 
facsimile, printers, copiers, scanners, etc.) will be sanitized of any sensitive information 
before being repaired or released to uncleared personnel. 

2.7.1 The baseline configuration document, FFC, will identify all memory and data 
storage systems of all unclassified telecommunications systems that contain sensitive 
data or information that is of concern for operational security purposes. This storage 
media will be sanitized before it is removed from the facility for any purpose, including 
maintenance or disposal. Similarly, this storage media will not be made available to 
uncleared technicians or maintenance personnel. 

2.7.2 Storage media that cannot be effectively sanitized will be removed from the 
telecommunications system prior to repair or disposal, and be destroyed by approved 
methods. 

2.8 SCIF Cable Control. 

2.8.1 All unclassified telecommunications cabling [8][8] should enter the SCIF through 
a common opening. The cables should be installed in a professional manner, such that 
they can be visually inspected without difficulty. 

2.8.2 Each conductor (fiber or metallic) should be accurately accounted for from the 
point of entry. The accountability should identify the precise use of every conductor 
through labeling, log, or journal entries. Spare conductors will be identified and 
appropriately grounded. 

2.8.3 Unused conductors will be removed. If removal is not feasible, the CSA may 
require the metallic conductors be stripped, bound together, and grounded at the point of 
ingress/egress. Unused fiber conductors will be uncoupled from the interface within the 
SCIF, capped, and labeled as unused. 

3.0 Responsibilities 

3.1 NTSWG. The National Telecommunications Security Working Group (NTSWG) is 
responsible for developing security countermeasure solutions for unclassified 
telecommunications systems and devices. 

3.2 CSA. The CSA is responsible for selecting, implementing, and verifying security 
measures to balance the vulnerabilities of the telecommunications system(s) against technical 
threats of its environment. This requires the CSA to: 

3.2.1 Know this Annex and be able to assist site security personnel with 
implementation. 

3.2.2 Review the fixed facility checklist and certify that all the requirements of this 
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Annex have been met. When the requirements of this Annex cannot be met, the CSA 
must mitigate the risk through the application of countermeasures or waive the 
requirement. 

3.2.3 Assist site security personnel in selecting telecommunications equipment and/or 
recommending appropriate countermeasures. 

3.2.4 Maintain a current set of the reference documents. See references, section 4.0 
below. 

3.2.5 Responsible for ensuring that a full risk assessment is performed prior to issuance 
of a waiver or exception to the provisions of this document, and for ensuring that any 
waiver or exception is periodically reviewed. Any such waivers or exceptions must be 
documented. 

3.2.6 Request technical surveillance countermeasures (TSCM) inspections as 
conditions warrant, to prevent the loss or compromise of protected information through 
the intrusion and exploitation of a telecommunications system lAW DCID 6/2. 

3.3 Site Security Personnel. The site security personnel are responsible for implementing the 
requirements of this Annex and requesting CSA approval for new telecommunications 
systems, devices, features and hardware, and major modifications to existing systems by: 

3.3.1 Submitting necessary documentation on new systems and/or modified systems 
and recommending security countermeasures and options to the CSA, as appropriate. 

3.3.2 Maintaining a record set of documentation on site. 

3.3.3 Adhering to the guidance set forth by the CSA. 

3.3.4 Notifying the CSA of any suspected or actual attempts to intrude or exploit a 
telecommunications or infrastructure system supporting SCIF operations. When 
warranted, site security personnel will assist the CSA with investigating and resolving 
the incident, and applying additional countermeasures as required. 

3.3.5 Determining that telecommunications systems and devices are properly sanitized 
or cleared prior to any maintenance procedures, and that all networked interconnections 
are removed (isolated) during maintenance routines. 

3.3.6 Authorizing diagnostics connections (either remote or on-site) for the purpose of 
performing maintenance on telecommunications systems and devices, and conducting 
reviews of on-site test data prior to releasing it from the protected area. 

4.0 References 

4.1 NTSWG (formerlv known as the TSG). Standards and information series-refers to the 
published guidance provided by the NTSWG for the protection of sensitive information and 
unclassified telecommunications information processing systems and equipment. The 
following documents are intended for use by all personnel concerned with 
telecommunications security. 

4.1.1 TSG Standard 1, (Introduction to Telephone Security). Provides telephone 
security background and TSG-approved options for telephone installations in US 
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Government sensitive discussion areas. 

4.1.2 TSG Standard 2 (TSG Guidelinesfor Computerized Telephone Systems) and its 
Annexes. Establishes requirements for planning, installing, maintaining, and managing 
a CTS, and provides guidance for personnel involved in writing contract, inspecting, 
and system administration of aCTS. 

4.1.3 TSG Standard 6, (TSG-Approved Equipment). Lists TSG-approved equipment 
which inherently provides protection against the accidental collection and conduction of 
information from within sensitive discussion areas. 

4.1.4 TSG Standards 3,4,5,7, and 8. Contains design specifications for 
telecommunication manufacturers, and are not necessarily applicable to facility security 
personnel. 

4.1.5 Information Series (Computerized Telephone Systems (CTSs) A Review of 
Deficiencies, Threats, and Risks, dated: December 1994). Describes deficiencies, 
threats, and risks associated with computerized telephone systems which impact the loss 
of "on-hook" audio, as well as the protection of unclassified information 
stored/contained within the CTS and its telephone devices. 

4.1.6 Information Series (Executive Overview, dated: October 1996). Provides the 
salient points of the TSG standards and presents them in a non-technical format. 

4.1.7 Information Series (Central Office (CO) Interfaces, dated: November 1997). 
Provides an understanding of the types of services delivered by the local central office 
and describes how they are connected to administrative telecommunications systems 
and devices. 

4.1.8 Information Series (Everything You Always Wanted to Know about Telephone 
Security ... but were afraid to ask, second edition, dated: December 1998). Distills the 
essence of the TSG standards (which contain sound telecommunications practices) and 
presents them in a readable, non-technical manner. 

4.1.9 Information Series (Infrastructure Surety Program ... securing the last mile, dated: 
April 1999). Provides a basic understanding of how to protect office automation and 
infrastructure systems that contribute to successful mission accomplishment. 

4.1.10 Information Series (Computerized Telephone Systems Security Plan Manual, 
dated: May 1999). Assists in implementing and maintaining the "secure" operation of 
CTSs when used to support SCIF operations. The term "secure" relates to the safe and 
risk-free operation, not the use of encryption or a transmission security device. 

4.2 Director of Central Intelligence Directive (DCID 6/2). Technical Surveillance 
Countermeasures, (TSCM). 

4.3 Director of Central Intelligence Directive (DCID) 6/3. Protecting Sensitive 
Compartmented Information, (SCI) within Information Systems. 

4.4 SPB Issuance 00-2 (18 January 2000). Infrastructure Surety Program (ISP) and the 
Management Assessment Tool (MAT). 

5.0 Definitions 
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5.1 Critical Infrastructure Item. Any component or group of components that provides 
essential functions or support to the SCIF operation, or that is relied upon as an isolation 
component/device to assure that SCIF-based telecommunications cannot be electronically 
accessed to exploit information. Examples include: uninterrupted power sources (UPS); 
computerized telephone system (CTS); andlor energy management systems (EMS); which 
provide power, telephone, lighting, and HVAC for the SClF (which often reside outside the 
SCIF perimeter). 

5.2 Environmental Infrastructure Systems. Those systems and devices that provide critical 
support to the SCIF in which sensitive information processing takes place. The denial or 
degradation of environmental! infrastructure systems will have a cascading effect on the 
denial or degradation of information processing and information availability. Therefore, this 
annex will address the minimum protection necessary to ensure a continuity of service to 
thwart the effects of denial of service attacks or external manipulation of 
environmental!infrastructure systems. 

5.3 Sensitive Information. Information requiring safeguards per US Government directives 
for information such as: classified national security information (CNSI), sensitive 
compartmented information (SCI), restricted data (RD), sensitive but unclassified (SBU) 
information, and For Official Use Only (FOUO). 

5.4 Site Security Personnel. Individual(s) responsible for SCIF security, including physical 
and technical security, and information protection. This term is synonymous with the Special 
Security Officer (SSO), Special Security Representative (SSR), Contractor Special Security 
Officers (CSSOs), Facility Security Officer (FSO), Facility Security Manager (FSM), and 
others; which may be agency specific terms. 

5.5 Wireless. Any communications path or method that does not rely totally on a copper 
wire or fiber for its transmission medium, i.e., infra-red (IR), radio frequency (RF), etc. 

5.6 ComRuterized TeleRhone System (CTS). A generic term used to describe any telephone 
systems that use centralized stored program computer technology to provide switched 
telephone networking features and services. CTSs are referred to commercially by such terms 
as computerized private branch exchange (CPBX), private branch exchange (PBX), private 
automatic branch exchange (P ABX), electronic private automatic branch exchange (EP ABX), 
computerized branch exchange (CBX), computerized key telephone system (CKTS), hybrid 
key systems, business communications systems, and office communications systems. 

[1] A controlled building or compound is one to which access is restricted and unescorted 
entry is limited to authorized personnel. 

[2] This requirement does not apply to the GSA approved Class 5, 6, and 8 vault doors. 

[3] This should be interpreted to mean any windows which are less than 18 feet above the 
ground measured from the bottom of the window, or are easily accessible by means of 
objects directly beneath the window the windows, (e.g., electrical transformer, air 
conditioning units, vegetation Qr landscaping which can easily be climbed, etc.). 

[4] Superseded Annex B dated 27 May 1994. 

[5] Superseded Annex F dated 5 June 1998. 

[6] Superseded Annex G dated 29 July 1994. 
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[7] On-hook audio protection is the assurance that a telephonic device does not pick-up and 
process audio when the phone is hung-up and considered to be idle. Off-hook audio 
protection is the assurance that when the phone is in use, but temporarily unattended, that 
near-by audio is not picked up and processed through the use of a "hold feature" or a push-to­
talk handset. 

[8] Telecommunications cabling includes all cables used to support SCIF operations, to 
include wiring for fire annunciation and evacuation systems which may only run throughout 
the building, but may not be connected to the PSTN. 

[ 1 ] [1] A controlled building or compound is one to which access is restricted and unescorted entry 
is limited to authorized personnel. 

[2][2] This requirement does not apply to the GSA approved Class 5, 6 and 8 vault doors. 

[3] [3] This should be interpreted to mean any windows which are less than 18 feet above the 
ground measured from the bottom of the window, or are easily accessible by means of objects 
directly beneath the windows, (e.g., electrical transformer, air conditioning units, vegetation or 
landscaping which can easily be climbed, etc.). 

[4][4] Superceded Annex B dated 27 May 1994. 

[5][5] Superceded Annex F dated 5 June 1998. 

[6][6] Superceded Annex G dated 29 July 1994. 

[7][7] On-hook audio protection is the assurance that a telephonic device does not pick-up and 
process audio when the phone is hung-up and considered to be idle. Off-hook audio protection is 
the assurance that when the phone is in use, but temporarily unattended, that near-by audio is not 
picked up and processed through the use of a "hold feature" or a push-to-talk handset. 
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Type of Activity: 

IZI Personal Interview 

D Telephone Interview 

D Records Review 

D Other 

Activity or I nterview of: 

Samuel R. Berger 

MEMORANDUM OF INTERVIEW 
OR ACTIVITY 

Date and Time: 

July 8,2005 
9:30 a.m. 

Conducted by: 
\:'l.b 7 L 

I 

Location of Interview/Activity: 

Washington, DC 

Subject Matter/Remarks 

b t, b 7(. , 
interviewed Samuel "Sandy" R. Berger, former National Security Advisor 

(NSA) to President William J. Clinton, at the Bond Building, 1400 New York Avenue, Washington, DC. 
Mr. Berger participated as part of his plea agreement. 

Mr. Berger described his personality as intense and a uni-tasker. He did not believe anyone would 
describe him as arrogant. He did not feel he was overbearing and did not seek to intimidate anyone 
while at the Archives. Mr. Berger provided the following information: 

Mr. Berger visited the Archives, Washington, DC, to review documents requested from the Clinton 
Presidential materials. Mr. Berger did not have a vivid recollection of visiting the Archives on May 30, 
2002, to review documents in preparation for his testimony before the Graham-Goss 1 Joint 
Intelligence Committee. Mr. Berger did recall his visits to the Archives to review documents to 
determine if Executive Privilege needed to be exerted prior to documents being provided to the 
National Commission on Terrorist Attacks Upon the United States (hereafter, the 9/11 Commission). 

On every visit to the Archives, Mr. Berger came in the Pennsylvania Avenue entrance of the Archives, 
proceeded throu h the ma netometer and s· ned a I book at the secu desk. Someone from k ('I 

called office and someone from L 7 C 
office would escort Mr. Berger to Mr. Berger always left late in the 

Case Title: 

Samuel R. Berge~ io""L 
NARA - OIG Form 01 203 (Rev 04/2005) Office of Inspector General 

National Archives and Records Administration 
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet) 
evening, around 7 p.m. There were no guards in the lobby at that time. Therefore, no one ever 
checked his belongings on his way out. 

2 

_ ~ professional and courteous. However,. was not warm and "fuzzy" with Mr. '~b, 
Berger. _ told Mr. Berger he could take notes while he was at the Archives but. made it b7L 
clear he could not remove them. He did not understand the documents could have been sent to the 
National Security Council (NSC) for review and classification. [Mr. Berger did ask that his notes from 
his May 2002 review be sent to the NSC for review. The NSC returned his notes as classified.] He 
did understand the notes would remain at the Archives for him to use on subsequent visits. 

All document revie~Berger were conducted in office. Mr. er sat at a small k '"', 
table in • office. _ did not brief Mr. Berger on security procedures. 
assumed a briefing was not required due to his previous positions as the 

b 7L 

advise Mr. Berger on what he could and could not bring into the Archives. did not provide 
Mr. Berger paper. On every visit, Mr. Berger brought his leather portfolio with a note pad inside. It 
was his practice to wear a suit but he did not recall if he wore a coat to the Archives. 

Mr. Berger did not believe he received preferential treatment until after his visits when he learned • ~ L, 
_ office was not an appropriate facility to view classified material. Mr. Berger believed he was b (; I 
afforded the ortun· to review documents in a more comfortable environment after someone \,7 ( 
described the accommodations to him. At the 
time of his . Berger did not know nor did he consider the nature of office and 
whether He believed he was in a suitable location to review the documents. Mr. 
Berger did not consider asking that the documents be sent to another location for review as he was 
not aware of another convenient location to conduct the review. 

~( 
Mr. Berger stated of the protocol J 

in reviewing these records his notes had to remain at the Archives and the Archives would b'7 L 
send them to the NSC for classification. 

Mr. Berger made a general statement that he went to the restroom on an average of every thirty 'I ( .., \; I 
minutes to one hour to use the facilities and stretch his legs. This was the only room he went to 
besides _ office. ~ 7 L 

Mr. Berger explained that after 9/11, the Clinton Administration was inundated with calls on their 
response to this terrorist attack. It was obvious he was going to have to testify on their actions. Mr. 
Berger put in over 100 hours of his time, unpaid, in order to be responsive. Everyone else stepped 
back from the questions but Mr. Berger felt responsible. 

Mr. Berger reviewed the documents at the Archives not only for 
recollection for his testimo and assisti paring others 

for their testimony. 
only had tangential contact with the records. Mr. Berger had unique knowledge of the records 

and the appropriate clearances. 
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In Mayor Ju called Mr. Berger to say received a requestfrom the 9/11 b ('J 
Commission. acted as the liaison between the Clinton Administration and the Archives. b7L 

asked Mr. Berger to go to the Archives to review records in response to the Executive 
Office of the President's (EOP) requests. 

On July 1 2003 Mr. Berger reviewed material in response to EOP 2. The boxes of materials were b (, I 
on a cart in office between Mr. Berger's seat and the coffee table, or off to his side. • _ 
_ handed Mr. Berger "bunches" of folders. onceae com leted the review, IWOUld hand him \, 7 C 
another bunch. If. was not sitting with Mr. Berger, was working at desk, usually on 
the computer at an angle to him where he could see over his right shoulder. 

The documents were not organized chronolo~ Berger would read the documents, tryin~ ~ b I 
save all his questions instead of interrupting _ work. He was trying to be sensitive to. b1l 
work responsibilities. _ and Mr. Berger would read over the documents on which he had 
questions. _ ruled on responsiveness to the 9/11 Commission. 

There were more questions to be answered in July 2003, as this was the first EOP request he was ~~I 
involved with. Some of the questions included what constitutes a document, does the 9/11 
Commission want duplicate copies of the same information, do they want copies of the same ~7L 
document that contained additional notes, etc. There were two or three calls to _ on these 
issues during Mr. Berger's review. 

Mr. Berger started his own company, Stonebridge, in 2001. had. .~ (" 
_ phone number from setting up appointments for Mr. Berger's visits. He told his secretary not -7L 
to call him at the Archives unless there was a time sensitive issue. His secretary probably called him \, -
at number about a half dozen times on this visit. Mr. Berger told _ he was happy 
to go outside office to take the calls. _ asked Mr. Berger if he needed privacy to which 
he said "yes." said instead that. would go outside. office while he was on the 
phone, which did. Once this rn was established he t ht the offer for to leave. 
office was "standing." Mr. Berger 
had no intent to order out of office. While Mr. Berger was on the phone, he was left alone in 

office. He used the phone closest to the couch. It was a hard line and he wanted that 
privacy with his clients. Mr. Berger did not use his cell phone and never told. _ it was not 
working. 

Mr. Berger could not recall specifically if _left. office when. made phone calls. The k b; 
only other time _ left. office during his reviews was maybe to step out to get more boxes _ 
or consult with .-staff. He did not recall if any of staff stepped in the office with him b 7 L 
when. stepped for these moments. Mr. Berger did not take any breaks to leave the building 
during this visit. 

~ 6, 

At some point, Mr. Berger took ~ Il 
notes. He realized he was not going to be able to reconstruct in detail all the documents he had 
reviewed, so he needed to take his notes with him, about ten to twenty pages. 

Case Title: 

Samuel R. Berge~ ~ -2--
NARA - OIG Form 01 203 (Rev 04/2005) Office of Inspector General 

National Archives and Records Administration 



MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet) 4 

At the end of the day, Mr. B~lded his notes and put them in his suit pocket. He took the \,(, 
opportunity to do this when _ was out of. office due to him being on a private phone call. b 1L 
Mr. Berger said he did not recall being hesitant to remove his suit jacket during this visit. However, at 
some point, him not removing his jacket could have been related to the fact he placed the notes in his 
jacket. Mr. Berger knew he had to leave some notes behind so it would not be obvious he removed 
notes. He had been making notes and if he did not leave any behind it would have been noticeable. 
[Mr. Berger was surprised to learn he left only two pages of notes at the Archives.] 

The notes he removed were torn from the top of the note pad. Mr. Berger did not have time to sort 
through and determine which pages he wanted to take and which to leave. He said this was the 
scenario on all three occasions when he removed notes from the Archives. He was aware he would 
not have a complete set but some notes were better than none. . ~1L 

~I..\ 
Mr. Berger did not recall asking _ to have the documents arranged chronologically on his 
next visit. However, he might have mentioned they were not arranged chronologically. 

The Millennium Alert After Action Review (MAAR) should have been with the documents Mr. Berger 
was reviewing on this visit, but he does not recall seeing it. The Principals meeting was in June 2000 
and invariably before these meetings a memo reflecti what th to talk about would ',:?L ' 
have been circulated. The Princi Is consisted of the ;' 

\n1u 
J 

Mr. Berger did not remove any documents on this visit. 
~L, 

came to the Archives in July 2003, to review documents in response to EOP 2. Mr. ~1 L 
Berger did not ask to look for the MAAR or any other specific documents. 

On September 2,2003, Mr. Berger came to the Archives to review documents in response to EOP 3. ~~. 
Again, the boxes of materials were on a cart in office between Mr. Berger's seat and the r 

coffee table, or off to his side. _ was working with Mr. Berger in the review of the \:;1 L 
documents. _ spent about the same amount of time with Mr. Berger as • had on his visit 
in July 2003. Mr. Berger could not estimate a percentage on the amount of time. His recollection 
was that the documents were Xerox copies. 

~~i 
~in, _ always stepped out of. office when Mr. Berger made or received phone calls. 
_ may have also stepped out to consult with. staff, for a minute, but he has no recollection of b;L 
whether. staff would step in when. was out. 

Mr. Berger was not told anything about the process of the documents after his review and their 
presentation to the 9/11 Commission. It never occurred to Mr. Berger that by removing the MAAR 
from the Archives, it would not be provided to the 9/11 Commission. It was his assumption the box of 
documents he was reviewing at the Archives, or a copy of them, was going from the Archives to the 
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White House. He did not assume that his removal of documents kept them from going forward to the 
9/11 Commission. Mr. Berger knew he was not reviewing originals. 

In late November and early December 1999, there were five to fifteen [terrorist] attacks. During this 
time, the Principals met every day for about an hour. They were operating more like a working group 
to get though the millennium. During this time, Ahmed Ressam was caught in Washington State with 

5 

explosives to be used at the Los Angeles International Airport. \.6 \"1 L--
. \ 

After the millennium, Mr. Berger asked to prepare the 
MAAR to determine where they were exposed and the vulnerabilities. There were fights over the 
jurisdiction of the funding. In March 2001, the Principals approved the recommendations and they 
were funded. After 9/11, the MAAR was widely discussed in the press. Mr. Berger commented the 
MAAR was not the most sensitive document he reviewed at the Archives. 

Mr. Berger believed the MAAR was widely distributed among the FBI, the CIA, and the Department of 
State, for a total of about fifteen people. The MAAR was circulated three to four times to four or five 
people at each agency. All these agencies were subject to the EOP requests. _ was going 
to testify concerning the MAAR. ~(, ~'1 G 

I 

Mr. Berger read through the MAAR and took notes. There were twenty-nine topics for \.6 j 

recommendations under four categories. He thought the 9/11 Commission would want to know what '7 

the Clinton Administration did to "fill in the holes." He was trying to move quickly through the b1L 
document review. _ had told him he still had three more days' worth of documents to review. 
Mr. Berger now says it was a foolish decision to take the MAAR and the notes out of the Archives. 

Mr. Berger believed this MAAR to be the final report. However, this would have been more likely if 
this version had a cover page/sheet. Mr. Berger did not return the MAAR to the pile that was returned \ 6 
to _. He did not have a recollection of putting other documents in this folder but he did have ~ , 
the intent to take the document. [There were two documents in what had been an empty folder after ~'1( 
he removed the MAAR. _ archivists did not move any documents into this folder.] He did not 
put any intentional markings on the documents. Mr. Berger did not recall receiving this folder 
separately from other folders. He did not recall seeing any other versions of the MAAR on this visit. 

During this visit, Mr. Berger received more calls as there were two op-ed articles out. One article 
stated Sudan offered Osama Bin Laden to the United States in 1996 but the Clinton Administration 
did not take the offer. Mr. Berger referred to this as an urban legend. The other article was by former 
Secretary of Defense Casper Weinberger who said the Clinton Administration was responsible for the 
attacks on September 11, 2001. These articles initiated a "flurry" of activities. 

Mr. Berger took the first opportunity when _ was out of. office to remove the document. 
He most likely put it in his jacket pocket, after folding it, but he does not have a precise recollection of 
where he put the document. It is perceivable he put it in his pants pocket. It was also possible he 
placed it in his portfolio and took it out. The document was twelve to thirteen pages. The notes were 
folded and put in his pocket. He would have put the notes on his person at the end of the day. 
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Mr. Berger did not believe _ personnel were suspicious that he was removing documents. They ~b, 
did not give him any indications of this. ~( L 

Mr. Berger denied removing any documents in his socks. [He asked us to describe ~otential ~bl 
witness saw, which we did.] He stated his shoes frequently come untied [To which _ said ~1L­
he was a witness.] and his socks frequently fall down. [At that point, Mr. Berger lifted his pant leg to 
reveal a sock falling down his ankle and pale skin.] Besides, it would have fallen out of his sock. He 
said this story was absurd and embarrassing. 

After leaving the Archives for the day, Mr. Berger went back to his office and put the document in an 
envelope on his desk. 

On September 2, 2003, Mr. Berger called someone who was helping him review materials. He told 
them they should be prepared to answer the 9/11 Commission's questions concerning the MAAR. 

'L-
It was asked that former Clinton staffer, be cleared to review these documents. Mr. \:: ~7L 
Berger had not worked on a document search in thirty years. If he was workin at the NSC, this is ~(,( 
certainly somethi someone on his staff would have done for him. was able to _ 

cleared for material but the 

On October 2, 2003, Mr. Berger was reviewing documents at the Archives. The documents were in ~ L\ 
accordion files. _ had the documents in a box, on the floor, by. desk. The time _ ~7L 
spent with him in reviewing the documents did not change. He did not recall NARA staff being more 
or less restrictive with the documents than on other visits. 

_ first provided Mr. Berger the documents marked for review by _. A version of the \,"1-, 
MAAR was with these documents, marked _. Mr. Berger did not know it was classified I l, ~·7 
differently than the version he removed in September which was It ~ ( 
was obvious to him this was a different version of the MAAR. Mr. Berger wanted to know how it was 
edited to now be classified as _. He needed to compare the two versions of the MAAR. • 
_ had mentioned the MAAR went through several iterations but the chan es were over money 
not substantive. Mr. Berger placed this version under his portfolio while assistant was in 
the office. He then returned the folder to assistant. Mr. Berger has no recollection of 
post-it notes on this document or moving them to another document. The assistant was standing in 
the area by _ desk where the files were. 

Next, _ provided him all but two documents the White House had sent back from the 
documents he reviewed for EOP 2. e White House sent those two documents on to the 9/11 
Commission. 
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Then they turned to the documents of the day. This time, the emails were organized. He recalled 
being handed the documents individually, not in a folder. About mid-day, Mr. Berger came across 
another version of the MAAR. In October, Mr. Berger saw a version of the MAAR and now had 
doubts that what he removed in September was the final report. At this point, he wanted to track the 
evolution of the MAAR. He slid the document under his portfolio. 

7 

_ told Mr. Berger there was a missing document, one that. could not find. Mr. Berger b~, 
said at this point "the bomb should have burst in the air, but obviously it did not." However, Mr. ~1L-
Berger did apprehend the consequences of what. said. Mr. Berger disassembled first, then he 
asked. if the document could have been misfiled. _ said "No." Mr. Berger asked if they 
had not produced this document already. _ said it was a different version. 

ave him another copy of the document. Mr. Berger slid this document under his portfolio ~t~ 
also. did not ask for it back. If. had asked for it back, it would have "triggered" a ~7v 
decision for him to give the documents back. 

In total, he removed four documents, all versions of the MAAR. Mr. Berger does not recall if he 
placed all the documents on his person at once or at different times. He did not put the documents 
on his person until he was alone. He removed the notes, about fifteen pages, towards the end of the 
day, 

Mr. Berger had a long day and wanted to go home around 6 p.m. _ wanted him to finish the ~1, 
review and said they only had about an hours worth of work left. He understood. was getting l:>bl~ 1L-
pressure from the White House to provide a response so he agreed. _ suggested he take a 
walk and come back and finish up. Mr. Berger left the building with all the documents he in his 
pockets. He was aware of the risk he was taking, but he also knew -. 
Mr. Berger exited the Archives on to Pennsylvania Avenue, the north entrance. It was dark. He did 
not want to run the risk of bringing the documents back in the building risking the possibility _ 
might notice something unusual. He headed towards a construction area on Ninth Street. Mr. Berger 
looked up and down the street, up into the windows of the Archives and the DOJ, and did not see 
anyone. He removed the documents from his pockets, folded the notes in a "V" shape and inserted 
the documents in the center. He walked inside the construction fence and slid the documents under 
a trailer. 

er came back into the building without fearing the documents m 
and. staff would notice that his pockets were bulging. 

If Mr. Berger had been aware staff was tracking the documents he was provided, he 
would not have removed them. He also said that if staff had escorted him out of the building for his 
walk, he would have felt less confident that no one was in the area and someone might be watching 
his actions. 
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Mr. Berger does not recall reviewing his notes or _ notes on this visit. b (~( h 7C· 

It is possible that 
did not have a vivid memory of this. 

stopped by to introduce _ but Mr. Berger 
~C 11C 

I 

Mr. Berger was trying to balance his review carefully but was also trying to be expeditious. He 
skipped meals and drank diet cokes. He did go to the restroom, possibly with documents in his 
pockets, but did not discard documents there or rearrange them on his person. \, 6, b 1L 

_ did not tell Mr. Berger that. had numbered the documents or that. had a way of ~ t, l 
tracking these records. Mr. Berger said he would have "picked-up" on that comment. He said "I may b 7 
be stupid, but I am not self destructive." As he left for the d between 7 and 7:30 p.m., _ 
asked Mr. Berger He totally missed 
that signal later realizing it was subtle way to ask him if he removed documents. Mr. Berger 
believed no one knew he removed documents. 

Mr. Berger left the building, retrieved the documents and notes from the construction area, and 
returned to his office. 

On October 4, 2003, late in the afternoon 
from the Archives. Mr. Berger was aware was the 
_ said documents were missing after Mr. Berger's visit 
because he realized he was caught. Mr. Berger lied to 
documents. 

r 2, 2003. Mr. Berger panicked 
telling. he did not take the 

. t 
Mr. Berger remembers next calling _ at • office. He knew it was not a good sign. was ~ f 

there on a Saturday .• described the documents stating there were four copies of three ~ 7 L 
documents missing.~er asked. if the four documents they were missing were copies of 
the MAAR. He told _ he would see if he accidentally took them. Mr. Berger was agitated 
because he realized he was caught. 

/" 

_ called Mr. Be er and said "I hope you can find them because if not, we have to refer this to I~ i 
the NSC's " _ did not say what would be done if Mr. Be r returned the ~t ~ 1 . 
documents. When asked again, Mr. Berger became unsure whether said f 

this to him. However, he was sure the source of the statement was asked Mr. 
Berger to go to his office to see if he could find the documents. 

Mr. Berger drove to his office late that afternoon. On the night of October 2, 2003, he had destroyed, t. ~( 
cut into small pieces, three of the four documents. These were put in the trash. By Saturday, the i)1L 
trash had been picked-up. He tried to find the trash collector but had no luck. Neither _ nor 
_ offered to help him look through the trash. 
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About 7 p.m., Mr. Berger called and said "I think I solved the mystery." 
was going into _ and would call as soon as it was over. About 11 :30 p.m. Mr. called Mr. ~;IL-
Berger. Mr. Berger told., "I found two documents but not the other two." told him to get 
the documents from his office and lock them in the safe in his home. was glad he found 
two but three were still missing. 

Mr. Berger did not recall unless. picked-up the documents. 

On October 5, 2003, Mr. Berger recalled NARA staff picking up the two documents at his home. He 
understands that NARA staff recalled picking up the documents at his office. Mr. Berger was willing 
to accept that NARA staff came to his office. 

There were additional conference calls. _ was surprised when Mr. Berger returned the 
bL(~1L 

documents he removed in September. He knew he was caught, so he purported he must have 
removed the documents accidentally or inadvertently by sweeping them up with his documents. 
Later, Mr. Berger made a decision, on his own, to tell the truth. He said "I realized I was giving a 
benign explanation for what was not benign." Mr. Berger wanted to return everything he had taken. 
He realized he was returning documents he removed in September. He did not realize he returned 
more than they knew he removed. Mr. Berger was aware of the consequences but he knew returning 
the documents was the right thing to do. 

~t f 
Mr. Berger called 
told Mr. Be to 

told. what hap ened and asked what he should do. ~ 1(.1 
a lawyer. Mr. Berger and did not discuss this issue any further as 

they were and knew it was better not to talk about this. 

Mr. Berger specifically recalled returning his notes to NARA staff at his home. He had flown in from 
New York, spent about an hour at his home, then flew back to New York to continue his travel. NARA 
staff never mentioned his notes. Mr. Berger believed if he had not returned them, they would never 
have known he removed his notes. 

Mr. Berger does not know 
contact with.. Mr. Berger had not met 
he did not contact the NSC on this matter. 

~ 6 \ 
nor did he have any·' "'l 

prior to these visits to the Archives. Additionally, \, I 

There were not any handwritten notes on the documents Mr. Berger removed from the Archives. Mr. 
Berger did not believe there was unique information in the three documents he destroyed. Mr. Berger 
never made any copies of these documents. 

Mr. Berger said as a general point, he has dealt with classified information for twelve years. Some 
documents are sensitive and some are not super sensitive. This may not have anything to do with 
the documents classification. Other documents he reviewed had more sensitive information in them 
such as' the Presidential Findings. He had seen most of the information in the MAAR disclosed in the 
press. He substituted his sense of sensitivity instead of thinking of classification. The MAAR did not 
involve sources and methods. It was a policy document. 
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet) 
Some of the notes he removed did have information about the Presidential Findings. This was the 
authority from the President for actions to be taken. 

10 

_ had no reason to believe he was not acting in an appropriate manner. Mr. Berger said if 
there was always someone with him, he would not have taken any documents. After learning he was 
given special treatment by viewing the documents in office, he suggested no exceptions \. 
to the rules should be given to former National Security Advisors or others. The Archives should \,l:.,,!::1 Ie 
thoroughly check people when they enter and exit the building. 

Mr. Berger received enough phone calls which gave him the opportunity to remove the documents. \ 1 L 
He never sent _ out of the room for the sole purpose of removing the documents. \, L I ';1 

The DOJ asked Mr. Berger if he removed any other documents from the Archives that we were not 
aware of to which Mr. Berger replied no. 
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EXHIBIT #8 

NOTE TO FOIA REQUESTERS 

Exhibit #8 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b)(5), (b)(6), and (b)(7)(C). 

. ENCLOSURE(~) : 
~ 
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He walked out the door and into the hallway. The door closed. 
Shortly after it closed, started down 
the hall, he was stooped over right outside the door'v'lay. He was fiddling with something white which 
looked to be a piece of paper or multiple pieces of paper. It appeared to be rolled around his ankle and 
underneath his pant leg, with a portion of the paper sticking out underneath. 

ENClOSURE(9) 



EXHIBIT #10 

NOTE TO FOIA REQUESTERS 

Exhibit #10 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b)(2), (b)(5), (b)(6), and (b)(7)(C). 

ENCLOSURE(ia) 



EXHIBIT #11 

NOTE TO FOIA REQUESTERS 

Exhibit #11 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b )(2), (b )(5), (b )(6), and (b )(7)(C). 

ENCLOSURE(\\ ) 



EXHIBIT #12 

NOTE TO FOIA REQUESTERS 

Exhibit #12 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b )(2), (b )(5), (b )(6), and (b )(7)(C). . 

ENClOSURE(IL) 



EXHIBIT #13 

NOTE TO FOIA REQUESTERS 

Exhibit #13 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b )(2), (b )(5), (b )(6), and (b )(7)(C). 

ENCLOSUR£(t3) 



EXHIBIT #14 

NOTE TO FOIA REQUESTERS 

Exhibit #14 to this report is redacted in its entirety pursuant to FOIA 
exemption (b)(2). 

£NCL080REOt) 



EXHIBIT #15 

NOTE TO FOIA REQUESTERS 

Exhibit #15 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b)(2), (b)(5), (b)(6), and (b)(7)(C). 

ENCLOSURE(L~) 



EXHIBIT #16 

NOTE TO FOIA REQUESTERS 

Exhibit #16 to this report is redacted in its entirety pursuant to FOIA 
exemptions (b )(2), (b )(5), (b )(6), and (b )(7)(C). 

ENCLOSUREO &) 



MEMORANDUM OF INTERVIEW 
OR ACTIVITY 

Type of Activity: 

D Personal Interview 

D Telephone Interview 
[gI Records Review 

D Other 

Activity or I nterview of: 

Verification of Documents 

Date and" Time: 

June 2005 

Conducted by: 

Location of Interview/Activity: 

Archives I, Washington, DC 

Subject Matter/Remarks 

This verification was done in 
assistance of and 
2005. Spreadsheets were generated in this verification process. 
served on each visit and detailed notes. 

\. L, 

This verification was done with the b b I 
in June ~lL 

They show the files identified as . 

\:1 1 
First, we went through all the. boxes and recorded the information from all the "out t 

cards" placed in those boxes. (If the box was sealed we interpreted that to be indicative it had not ~~ I ~7( 
been opened since it arrived.) The out-cards were different colors to distinguish between the out-
cards left behind from the Clinton Administration. 

Next we went to the boxes which were provided to Sandy Berger on May 30, 2002. We verified each 
National Security Council (NSC) numbered package he was provided was still available as a 
package. We cannot verify each page is intact. The originals were unassembled, photo copied, and \, tor 1 
then reassembled in the same order by _. (This negated the need to look for torn corners still 
remaining in the packages.) Each package may contain multiple documents which mayor may not 
be numbered sequentially. Some pages contain changes and only those pages are attached, not the 
full document. 

We verified each SMOF folder was still at NARA. We cannot ve' the content of each folder. (We bL- I 

know documents had been removed from the folder titled and others placed in the l,t b 7 L 
folder.) _ has a file folder list but not a document level inventory. (Box 49 is the exception / 
because the folder titles do not match the contents list.) The file folder lists reflecting the titles were 
with_. 

For the documents Mr. Berger was served in May 2002 we verified all the NSC numbered packages L "1., 
and the Staff Member Office Files (SMOF) folders (Whole SMOF files were It \,1L 

Case Number: - Case Title: 

Samuel R. Berge~ ~& 
NARA - OIG Form 01 203 (Rev 04/2005) 
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet) 
provided to Mr. Berger but we believe _ placed the documents • deemed non-
responsive in an envelo in the back of the SMOF file.) For the May 2002 visit, no one reviewed 
documents pulled Mr. B er took notes and left them with _ to 
send to the NSC for c1assificati se were classified 

[Note: Mr. Berger's notes reflected he reviewed a document 
similar to Millennium Alert After Action Report but not a copy of it. This document is believed to still 
be at NARA.] 

For the documents Mr. Berger was served in July 2003 [EOP 2], we verified all NSC numbered 
packages and SMOF folders __ . We did not verify any page counts as Mr. Berger was 
provided with original NSC numbered packages and original SMOF folders (with the responsive 
documents tabbed). 

2 

~r took notes on a notepad he brought to NARA. Mr. Be er stated he removed notes when \,1-/ 

_ left • offic~He later provided these notes to Two pages of notes were b (" k1( 
turned over by __ with an annotation indicating the notes were from Mr. Berger's July 2003 
review. Two pages of notes remain _ from this visit. 

6~, 
For July 2003 [EOP 2], reviewed the documents pulled at _ and sent to _. b7L 
Mr. Berger did not review these documents at this time. 

For the documents Mr. Berger was served in 2003 [EOP 3], we verified all the NSC 
numbered packages and SMOF folders The SMOF files were reviewed and 
responsive materials were tabbed. Copies were made of the tabbed materials and served to Mr. 
Berger. We compared the items served to Mr. Berger and the tabbed documents from the SMOF 
files to verify page counts. The NSC numbered documents were not verified for page count as 
originals were served. 

_ had sent up copies of documents responsive to EOP 3 which Mr. Berger reviewed. At one 1 (, J 

point, after it was discovered Mr. Berger removed documents, _ requested _ send up the 'r>7 L 
cover sheet of each document along with the page count of the document. _ verified the page 
count provided by _ was the same as the copy set provided to Mr. Berger. This was verified 
again during this review. 

In September 2003, emails were provided to Mr. Berger (see notes under ADDITIONAL 
CLARIFICATION). 

Mr. Berger said he removed notes on the September visit. 

For the documents Mr. Berger was served in October 2003 [EOP 3], we verified the page count of the 
copies of the NSC numbered documents provided to Mr. Berger with the page count of the original 
NSC numbered documents. (Keep in mind there is no way to verify all the pages of the original NSC 
numbered documents were accurate as Mr. Berger had access to some or all of these originals in 
May 2002; and July and September 2003.) 

Case Number: - I Case Title: 
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet) 
The documents were not in chronological order. Email #150 was placed at the front of the file so Mr. 
Berger would readily see it. 

3 

The SMOF files were reviewed and responsive materials were tabbed. Copies were made of the 
tabbed materials and served to Mr. Berger. For some reason (possibly the 9/11 commissions review) 
the tabs were removed. Instead, we compared the items served to Mr. Berger with the tabbed 
documents from the files to verify page counts. 

This accounted for items numbered by _ as 339 - 379. Items 1 - 338 are emails (see 1L.­
notes below). 

ADDITIONAL CLARIFICATION: 

The original recovered documents are _ at NARA. The original recovered notes are at the 
~L 

FBI. 

It was determined that it would be unrealistic to take Mr. Berger's notes and try to match them to each 
review. This is problematic as Mr. Berger's notes are not dated. His notes do not reference a 
document number or SMOF title, only a date. The boxes of what was produced on each visit do not 
exist as they did and it would take a considerable effort to recreate those. Also, Mr. Berger may have 
annotated in his words or from his recollection instead of taking exact notes off a document. 

When pulling emails for EOP3, used t~ovided by the NSC .• 
also searched by individual names and additional terms. _ sat at the computer and 
reviewed the emails. If. thought they were non-responsive, t~ were never printed. _ 
_ wrote the file number on the back of each email. After _ printed the email, they were 
reviewed again for responsiveness, possibly by _. 

To re-create this search for the email, would have to determine the search terms 
and then filter out what. believed to be non-responsive. The remaining emails could be printed 
and compared to the emails provided to Mr. Berger for EOP3. Any em ails for which there was not a 
duplicate copy could be reviewed again for responsiveness. This might give you emails which might 
be missing. This review would involve looking at a couple thousand emails. Currently, there is a 
problem with the email server and it is not accessible. 

Case Number: \ ~ _ \OL- Case Title: I 
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