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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and
special reports prepared as part of our oversight responsibilities to promote economy,
efficiency, and effectiveness within the department.

This report addresses the strengths and weaknesses of the department’s personnel
security program. It is based on interviews with employees and officials of relevant
agencies and institutions, direct observations, and a review of applicable documents.

The recommendations herein have been developed to the best knowledge available to our
office, and have been discussed in draft with those responsible for implementation. We
trust this report will result in more effective, efficient, and economical operations. We
express our appreciation to all who contributed to the preparation of this report.

Richard L. Skinner
Inspector General
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Department of Homeland Security
Office of Inspector General

Executive Summary

This report assesses the effectiveness and efficiency of the
Department of Homeland Security’s personnel security programs.
At the creation of the Department of Homeland Security, the
Office of Security was given oversight of component personnel
security programs. In 2005, the Office of Security, Personnel
Security Division, was instructed to develop departmental
personnel security policies and procedures. Department of
Homeland Security Management Directive 11080 requires
components to collaborate, participate, and recognize the shared,
related, and interdependent responsibility to provide effective and
efficient personnel security services to the department.

Department of Homeland Security personnel security offices are
performing similar functions but use different policies throughout
the personnel security process. Across the department,
components strive to provide quality results in a timely manner but
often are delayed by applicants, overwhelmed by customer service
requests, restricted by database functions, and limited by
information availability. The personnel security process is
complicated. Application of reciprocity requires unification of
Department of Homeland Security financial criteria, combination
of temporary hiring requirements, and standardization of
adjudication training. Further, department personnel security
programs would benefit if better relationships could be established
between the Office of Personnel Management and the Department
of Homeland Security Chief Human Capital Office. The
Department of Homeland Security personnel security program
could be made more efficient and effective by consolidating the
personnel security intake process, standardizing personnel security
policies, and establishing better relationships.

We are making 20 recommendations to improve the Department of
Homeland Security’s personnel security process.

The DHS Personnel Security Process
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Background

Overview of Personnel Security

All federal government positions require a risk and sensitivity designation.
The highest level of risk or sensitivity determines the type of background
investigation required. The greater the risk or sensitivity inherent in the
position, the more extensive a background investigation is required. Once
designations are made, the background investigation can be initiated and
reviewed for suitability. With a favorable suitability determination, an
applicant can be hired. Figure 1 illustrates the general personnel security
process.

Figure 1. The Personnel Security Process

Program Manager request approval to
fill vacancy to Human Resources

|

Position Risk and Sensitivity determined by Human
Dacniircac ravicwr ~fF Mauialifiantinna and Olacaifinatian
MNMTOoOUUIULTO ITVITVY Ul \uailiiivauuvlio ailiu wviaosoiliivauuvii

and consultation with Program Manager

!

Personnel Security Office verifies
Position Sensitivity

|

Preliminary Checks Conducted

Position
No " Yes
Sensitive L
Interim Clearance
Granted
» Background investigation Conducted «

File sent to Adjudications

A

If selectee is favorably adjudicated, Security

Clearance is granted if required

Source: OIG, derived from multiple sources.
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Risk Designation

Risk designation is based on an evaluation of the potential adverse
effect that a position may have on an agency. As a result, position
risk designation guides the personnel security process. Personnel
security specialists closely review the position description (PD), a
written statement of the major duties, responsibilities, and
supervisory relationships of the position. Human resource (HR)
offices designate the level of position risk as the low, moderate, or
high. The risk level corresponds to the appropriate type of
background investigation, as shown in Figure 2.

Figure 2. Position Risk and Background Investigation

Position Risk and Background Investigation

Low Risk National Agency Check with Inquiries
Moderate Risk Minimum Background Investigation
High Risk Background Investigation

Source: OIG, derived from multiple sources.

Position Sensitivity

As shown in Figure 3, position sensitivity determines whether
access to classified information is required. Sensitivity is reviewed
in addition to risk designation. There are two types of federal
government positions: Public Trust and National Security. Public
Trust positions may involve policy making, law enforcement
duties, or control of financial records, or may demand a significant
degree of public confidence in the employee.' National Security
positions are those in which the employee needs access to
classified national security information to perform the duties of the
position.”

! Title 5 Code of Federal Regulations 731.106(b).
? Title 5 Code of Federal Regulations 732.102.
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Figure 3. The Sensitivity Level Designation

Sensitivity Level Designation

No.n.- No access to classified information
Sensitive
Noncritical Access to Secret or Confidential information and may
Sensitive adversely affect overall operations of DHS
Access to Top Secret information; investigative duties,
. involvement with personnel security clearances or
Critical ) ) - o
Sensitive boards; or other national security p_osmons that may
adversely affect the overall operations of DHS and
national security
. Access to intelligence-related Sensitive Compartmented
Special ] . .
. Information, the misuse of which may gravely affect
Sensitive . . .
overall DHS operations and national security

Source: OIG, derived from multiple sources.

The risk and sensitivity designation determines the type of
background investigation required. The Office of Personnel
Management (OPM) developed the minimum requirements for the
scope of the investigations used to grant access to classified
information.” At any time, if the initial background investigation
has not been done at the required level, a new investigation will be
required. With approval, an agency may do more than what is
required for a basic background investigation on a position, but not
less.

Suitability

Risk and sensitivity designations are specific to each position, not
to an employee. In contrast, suitability is an evaluation of the
fitness—the character and trustworthiness—of the individual for
the position. Suitability adjudication considers only an
individual’s personal conduct. OPM defines suitability as:

Identifiable character traits and conduct sufficient to
decide whether an individual is likely or not likely to be
able to carry out the duties of a federal job with
appropriate integrity, efficiency, and effectiveness.*

The suitability determination is a process that subjects employees’
personal conduct to evaluation throughout their careers. Suitability
is often confused with position qualifications. Qualification
determinations are based on the individual’s experience, education,
knowledge, skills, and abilities, while suitability involves an
assessment of past and present conduct. The assessment is

> OPM Federal Investigative Notice Letter No. 97-02, July 29, 1997.
* OPM Suitability Primer, 2007. www.archives.gov/isoo/oversight-groups/nisp/opm-suitability-primer.pdf.
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intended to establish a reasonable expectation that the individual
will protect the integrity or promote the efficiency of the agency.

An initial suitability determination includes a preliminary check of
credit, name, address, education, and fingerprints to establish
whether the applicant can perform the duties without
compromising national security or public trust. If an individual
successfully clears preliminary checks, the applicant is eligible for
an interim security clearance. Interim clearances can be granted
pending the completion of the full background investigation and
adjudication for the final clearance. If unfavorable information is
identified on the application form or during the background
investigation, the interim clearance may not be issued or can be
revoked. In some agencies, applicants are reviewed multiple times
during their probationary period. The full adjudication process
examines a sufficient period of a person’s life to affirm that the
individual is an acceptable risk. Each agency, after reviewing all
available information, determines the degree of acceptable risk and
judges each case on its own merits. Final determinations remain
the responsibility of the hiring agency.

The suitability determination recognizes that there may be adverse
elements in an individual’s past conduct that would not be relevant
to the federal position to which the individual is applying.
Incidents of previous bad conduct, such as driving while
intoxicated, possessing or using marijuana, or experiencing
indebtedness, do not automatically disqualify an applicant for
federal employment. These types of incidents may be assessed to
determine whether they are sufficient in nature and gravity to result
in an unsuitable determination for federal employment in a
particular position. In fact, even individuals with a criminal
conviction can be hired as long as they meet the specific suitability
requirements for the particular position. For example, an applicant
convicted of battery could be deemed suitable for a clerical
position. However, the same applicant might be unsuitable for a
law enforcement position that requires the employee to carry a
firearm. Adjudicators carefully analyze factors that may mitigate
the conduct. The nexus between the conduct and the position is
the determinant.

Title 5, Code of Federal Regulation (CFR) Part 731, established
factors that are used to make a determination of suitability. Part
732 set forth requirements to determine national security positions.
Issues discovered during a background investigation are the basis
for disqualification. Adjudicators consider types of conduct that
could be incompatible with the core duties of a position. The 10
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types of conduct issues shown in Figure 4 can be used to screen
candidates.’

Figure 4. Type of Conduct Issues
Type of Conduct Issues

Intoxicants
Drug use
Financial irresponsibility
Criminal and immoral conduct
Dishonesty
Disruptive or violent behavior
Employment misconduct, negligence
Firearms and weapons violations
Statutory debarment
Miscellaneous agency-specific requirements
Source: OPM Suitability Referral Chart.

Each issue identified by an adjudicator is assigned a grade between
A and D based on seriousness, as shown in Figure 5. Any gradable
issue may be considered a basis for determining an individual
unsuitable.

Figure 5. Seriousness of Issues
Issue : o
Seriousness Issue Description
Level

Conduct or issue, standing alone,
A Minor would not be disqualifying under

suitability for any position
Conduct or issue, standing alone,
B Moderate would probably not be disqualifying
under suitability for any position
Conduct or issue, standing alone,
C Substantial may probably be disqualifying under

suitability for any position
Conduct or issue, standing alone,
D Major would be disqualifying under
suitability for any position
Source: OPM; U.S. Department of Agriculture Graduate School, Suitability
Adjudication, Version 2.1.

Suitability determinations are reevaluated periodically. This
process is especially important for individuals who have been
issued security clearances at the Secret or Top Secret level, as the
investigation determines their trustworthiness for continued access
to classified information. An updated Standard Form 86 must be
completed for the adjudication process. If adverse information,

* Some DHS components have additional congressional mandated requirements that must also be
considered.
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Appendix A

Purpose, Scope, and Methodology

The purpose of our review was to examine the department’s
internal processes and standards for background investigations.
This review did not evaluate the DHS personnel security clearance
screening process for contractors, appointees, or nonfederal DHS
employees. We measured DHS’ processing requirements, security
clearance investigative authority, agency suitability requirements,
clearance update requirements, and the application of reciprocity.
Our report is based on interviews with key personnel security
officials, human resources employees, and senior DHS officials.

We conducted our fieldwork from June to August 2008. During
this period, we received briefings from officials at the Office of
Personnel Management and DHS Chief Human Capital Office, and
conducted numerous interviews, including interviews with senior
DHS Office of Security officials. We met with officials from PSD
(which services all but eight of the DHS components) and spoke to
officials from the following eight legacy personnel security offices
within DHS: (1) United States Customs and Border Protection,
(2) United States Citizenship and Immigration Services, (3) the
Federal Emergency Management Agency, (4) the Federal Law
Enforcement Training Center, (5) United States Immigration and
Customs Enforcement, (6) the Transportation Security
Administration, (7) the United States Coast Guard, and (8) the
United States Secret Service. These offices provided insights into
the effectiveness of the DHS personnel security process. We also
interviewed department human resources officials and field office
staff to learn about classification and hiring processes, and
completed a Suitability Adjudications training course offered by
the U.S. Department of Agriculture Graduate School.

We studied related laws, regulations, Executive orders, and DHS
management directives. We reviewed DHS guidelines and
procedures, and analyzed DHS personnel security documents. In
addition, we examined Government Accountability Office reports,
relevant speeches, congressional testimony, and news articles.

This review was conducted under the authority of the /nspector
General Act of 1978, as amended, and according to the Quality
Standards for Inspections issued by the President’s Council on
Integrity and Efficiency.

The DHS Personnel Security Process
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Appendix B

Management Comments to the Draft Report

Office of Security
1.5, Department of llomeland Security
Washington, DC 20528

Homeland

.

Ca~ -
wwee otLiulily

March 5, 2009
MEMORANDUM FOR: Richard L. Skinner v M.L
Inspector General i_iﬂ)jﬂ S
FROM: Jerry Williams U)
Chief Security Offi
SUBJECT: Response to Department of Iriomcland Security, Office of

Inspector General Draft Report titled: “The DHS Personnel
Security Process — For Official Use Only (FOUQ)”

Purpose

This memorandum provides the response to the Department of Homeland Security (DHS) Office
of Inspector General (OIG) draft report, “The DHS Personnel Security Process — For Official
Use Only (FOUQ), January 2009.”

Background

The OIG examined the department’s personnel security program as part of its overall mandate to
“promote economy, efficiency, and effectiveness within the department.” It studied this program
by conducting interviews with employees and officials, making observations, and reviewing all
applicable documents.

The OIG made 20 recommendations designed to enhance the department’s personnel security
process.

Discussion

The Management Directorate appreciates having the opportunity to review and comment on this
draft report. While the report offers some interesting suggestions to modify mental operations,
we have noted that there are several inaccuracies when it comes to interpreting established
policies, processes and procedures. As one example, on page 2, there is the following statement:
“All federal government positions require a risk and sensitivity designation for national
security.” This is not accurate in that not all positions require a security clearance. The basis for
this misconception is likely the confusion between suitability investigations and security
clearances. While these two terms are often thought to be synonymous, they are not. All federal
and contract employees must be found suitable for employment with DHS. Security clearances
(i.e., Confidential, Secret, Top Secret) are granted only to employees who have a need to access
classified information; the clearance is granted upon completion of an appropriate investigation.

The DHS Personnel Security Process
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Appendix B
Management Comments to the Draft Report

Additional security training is required before the access to classified information is permitted.

As noted in the Background section, the OIG made 20 recommendations that it believed would
make the department’s personnel security processes operate more effectively and efficiently.
The Office of the Chief Security Officer has prepared a set of responses to each of the
recommendations. In addition, some components responded with their own set of comments to
the recommendations which address their unique circumstances; these responses are attached.
These comments can be used as the basis of our conversation on inaccuracies and
misunderstandings in the draft report.

The Department would like the opportunity to meet to discuss these items and discuss any
misunderstandings. If there are any questions, or to arrange a meeting regarding this report,
please contact Mr. Elie D’ Amico at (202) 447-5821.

Attachments

cc: Carlton I. Mann
Assistant Inspector General for Inspections

The DHS Personnel Security Process
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Appendix B

Management Comments to the Draft Report

Autachment A

IG Report on DHS Personnel Securi cess Recommendations
Personnel Security Division, Office of Security Responses

Establish a requirement for selectees to complete e-QIP within a specll' ied number

of uays and ue\-'emp strnlegws io manage seieciees who do noi meei ihe response

This recommendation has already been implemented. Presently, the Chief Human
Capital Office (CHCO) allows each applicant 10 days to complete e-QIP after making a
tentative job offer. If the applicant does not complete e-QIP within the required

#iena oafin e o o o mvtharte tn roonin o o ffar o
timeframe, CHCO has the authority to rescind the offer of employment.

Delegate all customer service responsibilities to DHS Personnel Security Division.

Each component has unique characteristics and operating requirements that would make
a central customer service office impracticable. It would be next to impossible for
centralized customer service operators to accurately address questions about unique
operating requirements and processes of each component.

However, a central customer service office to address e-QIP questions, password resets,
golden questions reset, etc. could be a viable alternative. A thorough resource and
process analysis must be conducted before a final decision can be made.

Create a centralized department-level personnel security intake processing and
customer service center within DHS, administered by the DHS Personnel Security
Division.

A centralized intake processing center would require a significant re-allocation of
resources and space. Before an accurate assessment can be made regarding this
recommendation, a comprehensive study should be conducted, addressing current
processes of each component, resources allocated for the intake process, budget, and
space issues. In addition, a collaborative effort with CIO to provide training and allow IT
support to assist all components would be required.

Various components in DHS have provided the Office of the Chief Security Officer
(OCSO) with their own responses to these recommendations. Many do not believe that a

centralized intake processing and customer service center would yield the efficiencies
cited in the report. Please see attached documents for their individual responses.

Consolidate component security information into ISMS.
This is underway; FEMA and CBP are scheduled for implementation in April 2009, and

additional components have met with the project team for gap analysis during the past six
months. FLETC, ICE, and USCG are scheduled for the next rollout.

The DHS Personnel Security Process
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Appendix B

Management Comments to the Draft Report

8.

Designate the centralized intake processing center responsibilities for obtaining and
coordinating interagency and federal department requests for previous investigation
files.

This recommendation has already been mandated by the Repository Working Group
(RWG), which is a sub-group of the Joint Reform Team (JRT), a team consisting of DNI,
OPM, OMB, and DOD, with input from the personnel security community government-
wide. The mandate requires that all records created by December 15, 2009, and
thereafter, must be stored in approved electronic format. Furthermore, all requests for
security files must be sent via electronic format within 15 calendar days. The OCSO has
taken the appropriate steps to implement the RWG mandate.

Develop departmental guidance to apply reciprocity as outlined in Executive Order
13381.

Executive Order (EQ) 13381 has been revoked by EQ 13467 “Reforming Processes
Related to Suitability for Government Employment, Fitness for Contractor Employees,
and Eligibility for Access to Classified National Security Information” and the new EO
13488 “Granting Reciprocity on Excepted Service and Federal Contractor Employee
Fitness and Reinvesting in Individuals in Positions of Public Trust.”

These EOs provide general guidance on reciprocity. As a result, implementation
guidance is currently being developed at the federal level through the JRT.

Designate the DHS Office of Security, Personnel Security Division, as the DHS
representative to the Suitability or Security Executive Agent to facilitate approval of
additional DHS component suitability requirements.

The DHS Chief Security Ofticer (CSQ) is a member of Office of Management and
Budget/ Performance Accountability Council (OMB/PAC) and a member of the Director
of National Intelligence (DNI) Special Security Center. The DHS CSO uses these
memberships to represent all DHS components on personnel security-related issues. In
addition, the Personnel Security Division (PSD) of the OCSO also represents the
department as a member of the PAC, and several other working groups. Some of these
groups include: Training and Certification Sub-committee; Repository Working Group;
Repository Reform Implementation Group; Background Investigations Stakeholders
Group; eApp Requirements Working Group; Investigations Working Group; Personnel
Security Working Group; and the Requirements Working Group

Develop a training program for program managers on the personnel security
process.

The OMB/PAC has created a sub-committee to address the need to establish standardized
training. It is anticipated that the end result will be to mandate training and certification

The DHS Personnel Security Process
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Appendix B

Management Comments to the Draft Report

)

10.

11.

12.

for all investigators and adjudicators. PSD participates fully in this effort and ensurcs
that all personnel security matters of DHS are brought to the forefront for consideration,

Esiablish a maximum bad debi amouni for ihe depariment, and permit componenis
to use less but not more than the maximum amount.

This is currently being addressed by the JRT. The OCSO participates in this effort and
ensures that all department concerns are fully represented.

The OCSO Perso

nnal s T o daht lavale actahlichoad fire
¥ s S STSONT

el Security Division is reviewing debt levels established for
headquarters components and will develop a proposed ceiling that is acceptable to the
department. This proposai wili be offered for consideration when a mandatory threshold
will be set government-wide — a threshold that is called for under the new investigative
standards.

Set minimum personnel security processing standards for temporary employees in

DHS io inciude student interns and summer hire program empioyees.

Every agency vets its temporary employees and interns differently; it is up to each agency
to determine what is appropriate for its mission. In addition, Title 5, CFR, section 732
requires an investigation be conducted affer 180 days of employment. Reciprocity does
not extend to these positions unless they convert to permanent employment after 180
days. It is not clear that the establishment of minimum standards for temporary
employees would add value to the personnel security process.

Develop a formal DHS Adjudicator training and certification program.

The OCSO currently provides adjudicator training at the annual Security Conference, as
well as through quarterly meetings of the DHS Adjudicator Roundtable. To supplement
these efforts, the OCSO Training and Operations Security (OPSEC) Division is
developing additional adjudicator training. Lastly, the PAC is developing government-
wide standards for adjudicator and investigator training and certification.

Negotiate with the Office of Personnel Management for investigative authority to be
delegated to DHS Office of Security. .

The Office of Management and Budget issued a memorandum on October 29, 2007,
which instructed OPM to inform the OCSO, among other agencies, that it had received
delegated investigative authority. OCSO is currently exercising that authority by using a
contract administered by Customs and Border Protection to conduct investigations.

. Develop a list of concerns regarding e-QIP to share with OPM for resolution.

According to all the statistical information available to us at this time, e-QIP is operating
smoothly.

The DHS Personnel Security Process
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Appendix B
Management Comments to the Draft Report

14. Develop a list of concerns regarding background investigations to share with OPM
for resolution.

OCSO, together with other agencies such as DOD, DNI and PERSEREC, are addressing

. concerns that have been expressed. Surveys have been completed, as we 1 as several
statistical analyses, that are designed to yieid information on background investigations.

15. Designate DHS Office of Security, Personnel Security Division, as the sole

representatives to OPM for the components,

As discussed in the response to qucstion 7, the DHS Chief Security Officer is a member
S AT T A TR, . e laa MLIQ

of ihe OMB/PAC and a member of the DNI chbl.al. at:'.lirily‘ Center. As )uul, the DHS
CSO represents all DHS Components on personnel security-related issues.

However, because each component has unique oncrahonal reaunements it must deai

CAlSE £4C ponen

directly with OPM on specific case issues. Addmg anew layer of authority would likely

resuii in inefficient and burdensome processes.

16. Direct component human resource offices to use qualified classifier as the final
decision maker in position designations.

CHCO will need to establish a number of FTE classifiers (that is, a classification team to
consist of a yet-to-be determined number of positions) in order to fulfill this
recommendation and ensure continuity of operations that cannot be provided by contract
support. It is important to point out that this number is subject to change depending on
the contract involved.

17. Establish and maintain department Position Description Library of properly
designated positions.

As stated above, a need exists to establish at least two teams to fulfill this
recommendation. The first team would likely consist of two FTEs to handle
classification of position descriptions (PDs), ensuring that OPM guidance is followed.
For the second team of FTE classifiers, the number required would be determined by the
number of PDs that need to be reviewed and what timeline must be met. This team
would be designated to review all approved PDs to date to ensure proper classification.
Contractors could be used for administrative support between the two teams and to enter
documentation into the newly-developed CHCO PD library.

18. Direct DHS component HR offices to submit workforce projections to the Chief
Human Capital Office annually.

Working with each Directorate, DHS CHCO needs to create manning rosters for each
Directorate, by position. Position would have a line number, with the following to

correlate to each line: position title; series; grade; and PD number. To better control the
federal work flow, only vacant positions — or those additional positions approved by the

The DHS Personnel Security Process
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Management Comments to the Draft Report

-
,:»

20.

At anthoamity Fae that Thnaatanata  ann ha fllad T4 is avnantad that thie wall
approving aulnornily 100 Uidt L/ifeCiorait — Cai o 1iudd. 1t i5 CRPECIta nal ais Win
reduce the curoe mentalitv of hirino with no constrainte
reQuce the surge mentalty of niring with no constrainis,

instruct DHS Oifice of Security, Personnel Security Division, to formaiize iis
provision to components for adjudicator surge capacity.

recognizes the requirement fo
durl hrlne |mt1at1ves ln the past
nowever. Duuget and operaiionai requiremenis have reduced

P00 R . NS UPSY TP - SUPUNY UPUUNLUI SUUR I Sy Jp- Iy

Provisions fora SUTEC atjuaiCation wCam Wit 1onmct ly INCIUaea i

Although OMB has cut the funding for this initiative, DHS has a ppealod the decision.

Require DHS Office of Security, Personnel Security Division, to use ISMS to initiate
and track reinvestigation needs for components,

endation ic underwav, The firet comnonent is scheduled

m
mmenaat neerway. AIrsl componen nedule

ional components have

10 begin usmg [be IU rack reinvestigation in Aprl] 2009. Add

begun Iamng steps for their inciusion at a later date.
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Appendix B

Management Comments to the Draft Report

Attachment B

USCIS DHS OIG Report on DHS Personnel Security Process
Response to Recommendations

1. Establish a requirement for selectees to complete e-QIP within a specified
number of days, and develop strategies to mange selectees who do not meet the
response requirement.

Concur. USCIS currently requires that an applicant complete e-QIP within 10 days, and the
hiring office is notified when a selectee has not completed e-QIP within the timeline, so HR can
determine if the individual is still interested in the position.

2. Delegate all customer service responsibilities to DHS Personnel Security Division

Disagree. Moving this crucial process further from the accountability that comes from direct
connection with component performance and goals would be ineffective. USCIS PSD hasa
customer service unit that responds to customer inquires within 2 hours on average. If this
function were consolidated at DHS, response rates to the USCIS customers would be
significantly impacted due to the volume of requests from all components. Close proximity to
the USCIS applicant files, as well as the PSD personnel processing the applicants, enhances the
ability to provide outstanding rapid responses to our customers and to USCIS Management.

Since a majority of the customers serviced by a component personnel security office are within
the component, directing customer service responsibilities to the DHS Personnel Security Office
would create a longer communication chain, when speed and accuracy are vital to meeting the
customers’ requirements. A DHS-level customer service function would increase the possibility
for miscommunication between the components’ personnel security offices, the program offices
requesting services, and the applicants/appointees/employees, due to the involvement of another
party that may not be familiar with a component’s specific requirements.

USCIS recommends that each component establish a customer service unit commensurate with
the volume of work that is processed by the component to address inquiries for support and
information using an automated intake process such as an electronic mailbox. This approach has
proven to be successful at USCIS and has been recognized as a best practice.

3. Create a centralized department-level personnel security intake processing and
customer service center within DHS, administered by the DHS Personnel Security
Division.

The DHS Personnel Security Process
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Management Comments to the Draft Report

L
r each app licant and

lmmedlate credit and in g rprmt checks unhzmg d1 ct ]lnes to the FBI and the Equifax cre
bureau. The USCIS PSD intake Unit compietes all initial work and assigns the case to a
processing security assistant in less than 1 day. This efficient and comprehensive approach has
reduced overall processing time and ensured that personnel hired to review and determine

suitability of applicants are utilizing their specialized skills on analysis rather than clerical

suitan of apphicanis are ut] SPECIANIZOC XIS O aNATYEIE IAtngr Wian snica

responslblllt:es Should DHS estabhsh an intake unit at the Dcpm-tmcnt level to address all
componenis initial processing, this wouid add unnecessary time delays whiie compieted fiies are
triaged by DHS PSD and delivered to the appropriate component. The USCIS PSD processing

timeframes would be adversely impacted, reducing the component’s ability to meet the OMB

guidelines.
USCIS recommends that each component establish an intake unit to complete the clerical
processing r:spens:b:hhes of data entry into the electronic security databases and to create the

4. Consolidate component security information into ISMS.

Concur. USCIS is currently working with DHS Office of Security on the deployment of ISMS.

5. Designate the centralized intake processing center responsibilities for obtaining
and coordinating interagency and federal department requests for previous
investigation files.

Disagree. USCIS does agree that certain agencies take a long time to transfer background
investigations. The Federal Strategy for Improving the Accessibility of Federal Investigative
Records establishes the desired goal to be fully automated in processing record requests and
record responses between agencies in optimal time. Once implemented, the initiative will
improve timeliness of receipts of investigative files.

6. Develop departmental guidance to apply reciprocity as outlined in Executive
Order 13381.

EO 13467 replaced 13381 (revoked).

Concur. DHS-level guidance, if specific, would have to recognize each component’s mission.
Government-wide guidance relating to this Executive Order is currently being developed through
the Joint Reform Team.
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Appendix E
Component Specific Personnel Security Information

The following provides general information on the mission and role of component
personnel security offices. The flowcharts do not include detailed decision points in the
process nor variations applied for processing contractors. This information is current as
of March 2009.

DHS Personnel Security Division

OCSO has oversight responsibilities for the DHS Personnel Security Program, to include
issuing, implementing, and complying with policies and procedures. PSD is one of seven
divisions under the DHS Office of Security. DHS PSD is responsible for developing and

overseeing DHS personnel security policies governing background investigation and
adjudications. PSD also manages and implements the employee suitability and security
clearance program for all employees at headquarters. PSD develops department-wide
security policies and assists the Administrative Security Division with compliance
reviews. The Project Management Branch is responsible for developing enterprise
systems and other special projects. Figure 17 describes the PSD workflow process.

Figure 17. The DHS PSD Personnel Security Process

Source: Data derived from DHS PSD documents.
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Appendix E
Component Specific Personnel Security Information

United States Coast Guard

USCQG is a branch of the United States Armed Forces. It is unique in that it is also a
maritime law enforcement agency and a federal regulatory agency under DHS. The
USCG mission is to protect the public, the environment, and U.S. economic and security
interests in any maritime region. The Coast Guard Security Center (SECCEN) in
Chesapeake, Virginia, is the central adjudicating facility for the processing and
maintenance of all USCG personnel security files. SECCEN is an operational division
under the USCG Office of Security Policy and Management. SECCEN is functionally
organized into three branches for uniformed members, federal civilians, and technical
security employees. Figure 24 describes the USCG workflow process.

Figure 24. The USCG Personnel Security Process
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Source: Data derived from USCG documents.

The DHS Personnel Security Process

Page 83



Appendix E
Component Specific Personnel Security Information

United States Citizenship and Immigration Services

USCIS is charged with administering immigration services and benefits by processing
immigrant visa petitions, naturalization petitions, and asylum and refugee applications.
The USCIS PerSec, headquartered in Burlington, Vermont, is part of the Office of
Security and Integrity. USCIS PerSec screening processes involve a security EOD and
suitability determination for all federal and contractor applicants. USCIS PerSec also
conducts internal selection, federal transfer approvals, and background investigation
initiation. Figure 19 describes the USCIS workflow process.

Figure 19. The USCIS Personnel Security Division Process

If issues are found the
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background investigation.

Source: Data derived from USCIS documents.
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Component Specific Personnel Security Information

United States Secret Service

The USSS mission is to safeguard the Nation’s financial infrastructure and payment
systems to preserve the integrity of the economy, and to protect national leaders, visiting
heads of state and government, designated sites, and national special security events.

USSS PerSec is one of three branches in the Security Clearance Division under the Office

of Human Resources and Training. Figure 25 describes the USSS workflow process.

Figure 25. The USSS Personnel Security Branch Process
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USSS solely controls and conducts all facets of its hiring processes, adjudication of eligibility

'||||\/ determinations are made throughout the entire process by the

Secur]ty Clearance D1v151on and Personnel Once an applicant is found not suitable, or is adjudwalted as
not meeting the requirements for a Top Secret securlty clearance, the applicant process is immediately

discon tinue, d and corresnon dence ig sen t to noti the annlicant
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Source: Data derived from USSS documents.
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Major Contributors to This Report

Douglas Ellice, Chief Inspector

Megan McNeely Reedy, Lead Inspector
Susan Fischer, Inspector

Pharyn Smith, Inspector
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