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{67-58 SDIO would consider the above description as more accurate
12 than the drafit report narrative con page 10 and the suggested

ODUSD (SP) revision. However. this accurate description
demcnstrates that tha mistaken OSD anti-satellite capability
discussion has no significance to the audit's specific cbjective
of evaluating the justification for protecting the program using
gpecial access measures. Therafores, the logical resolution is to
delete the entire draft report discuszion related to the ABM
Treaty-

.0k ohLO

MALCOLM R. O'NEILL
Major General, USA
Deputy Director
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Audit Response

1. Air Force reviewed the draft report and concluded that it contained no
classified information. This is contained on page 70 of this report.

2. We revised the report to include a discussion on page 18 of this report about
the Air Force's provisional special access program.

3. When a special access program is established, DoD 5200.1-R requires a
written rationale on why normal management and safeguarding procedures for
classified information are inadequate. In the case of TIMBER WIND, we could
not locate any written documentation supporting why normal management and
safeguarding procedures were inadequate.

4. There is no evidence to support the allegation that by protecting the program
under special access measures that DoD obtained a technological lead-time of
more than 3 years. The technology is still a decade or more from maturity.

5. The point of the audit report was that protecting the link between the
technology and SDIO's mission did not seem reasonable, since nuclear
propulsion technology as a power source for a missile has been in the open for
years. We also found that SDIO and DOE studied this concept in an
unclassified setting prior to establishing TIMBER WIND.

6. Initiating a program in secrecy does not provide for "normal" planning and
sharing of information. However, in the final report, we eliminated reference
to a Government-wide strategy. Instead we noted that neither DOE nor NASA
have committed funds to pursue the particle bed reactor technology.

7. We eliminated this conclusion from the report.

8. The DoD/NASA/DOE Security Classification Guide provides puidance on
protecting nuclear technology using the Restricted Data control system, not a
special access control system. This remains the issue in Finding A. that there
was no justification as to why normal control systems to include Restricted Data
were inadequate. The Classification Guide referenced in SDIO's comments
provides no guidance on classification for application of the technology, lead-
time for development, or development of the technology by other countries.

9. SDIO had made this request of the Air Force in May 1991. Part of the
confusion was that the Air Force was not sure how it wanted to protect the
information. It approved the provisional special access program on
November 12, 1991, which protected the technical aspects of the program.
After this expired in May 1992, the Air Force decided not to protect the
information under a special access program.
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10. This wording was dropped from the final audit report.

11. There is no guidance within DoD 5200.1-R or DoD Directive 5205.7 on
what it means to terminate a special access program and how to do it. We also
do not agree that the procedures should be handled on a case-by-case basis.
This allows DoD Components to establish the rules as it goes along, as appears
to be the case with TIMBER WIND. We revised the final report to show more
clearly the events that occurred with the termination of TIMBER WIND.

12. A copy of a working draft of this report had been coordinated with SDIO
before issuing the formal draft. SDIO did not make this point when the
working draft was protected under special access measures.

13. Additional information presented in the final report.

14, In the draft report we had concluded that TIMBER WIND may have been
initiated in possible violation of the Atomic Energy Act of 1954. We had
incorrectly focused on Section 91(b) of the Act, which related to the
manufacture and production of nuclear weapons. Since TEIMBER WIND has
only been a research and development effort, we should have focused on
Section 91(a) of the Act. We revised the final report to focus more on
coordination of research and development efforts.

14.a. This meeting focused on Section 91(b), which we have concluded was
inappropriate.

15. We had never concluded that TIMBER WIND violated the ABM Treaty.
We revised the language in the final report, based on comments received from
DUSD(SP). The link between the ABM Treaty and the potential of using the
TIMBER WIND technology as an anti-satellite capability was presented as an
underlying reason the program was approved as special access. The
DUSD(SP)'s comments showed that this was discussed when the special access
program was approved.
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

WABHINGTON, DE  20301-3000

FOLLOW
ON PAGE
1N

ACUUIHTION August 14, 1992

MEMORANDUM FOR DIRECTOR ACQUISITION MANAGEMENT (DOD/IG)

SUBJECT: Draft Audit Report on ths TIMBER WIND Special Access
Program (Project No. 2AD-0009)

I appreciate tha oppartunity to commant on tha subject draft
repart. Our review of the draft report revsals a numbar of
inconsistencies, factual errors, and miastatemants. Accordingly,
1 cannot concur with the draft, and recommand that it bha
rewrittan substantially. Inasmuch as beth the Alr Force and SDIO
ara providing you with detajled comments, I will focus
principally on the report crganization and major findings.

The report is poorly organized and doea not clearly track
the audit's three objectives, hamely, to avaluata (1) the
justiflication for protecting the program uming sapecial access
measures, (2) tha adequacy of the program's test plans, and (J)
tha procass used to sslect a system dasign from competing
alternatives. The Findings and Recommendations saction of the
raport deals only with the first objectiva, juatification am a
apecial access program (SAP); the third objective is not
digcussad explicitly, but is embedded within the discussion of
the first objective. The second ovbjective was dismicsed after no
finding could bs made regarding Mr. Aftergood’s allagation of
inadegquate test plans; a brief analysis is contained in an
appendix. A separate section of the report ias devoted to SAP
termination, not a specific gbjectiva. For completeness and
clarity, I rescoumend the report be revised to provide a saparate
section for ssch of the objectives, with all classification-
declagsification related matters combined in a single secticon.

With regard to the gquestion of the justification for a
special access program, the report does not substantiate
improprieties or inadaquacies in regulatery procedurss followed
for creating a SAP program. Rather, the primary result of the
audit--that the special access program status was not justified--
appears to be based on the assertion that "the justification for
not using normal security channals to safequard information
should stand on ita own%. We dispute this finding and esapecially
its baslis.

The report further concludes from this that the special
accese status limited discussion on a "government-wida strategy
for nuclear propulgion technologies." Your auditors truly missed
the point here. Nowhaxrae in the report is there any recognition
of why tha particle bed reactor (PBR} technology was selected, of
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NOTES

FOLLOW
onpAge the potentially revolutionary aspscts of PBR for high thrust—to-
weight rocket propulsion, that the intent was to mature the PBR

&1 technology to where ilts potential could be practically compared
with other more established nuclear approaches (such as NERVA),
and that the participation of DOE and NASA assured the awareness
of key members of the broader nuclear rockéet community.

Tha report asserts that "when 3DI0 daterminad it was no
longer interested in pursuing the particle bed reactor
technology, it stopped funding the project and terminated the
...8pecial access program protective measures."” This is a
misrepresentation of fact and process. The Alr Force, at the
direction of the 0ffice of the Secretary of Dafense, assumed
responsibility for this technology prugram; as part of this
reassignment of responsibility, SDIO terminated all classified
work in this area. The statement that "SDIO continued to
safequard its association with the program's technology, although
it terminated the TIMNBER WIND special access protective
naasures,"” may have been valid at the time the report was
written, but clearly is nc longer the case. Further, the report
is silent on the fact that when this technology effort was
agssumed by the Air Force, the effort was reduced in scope ta a
technelogy demonstration of the PER concept.

The discussion relative to a possible vioclation of the
Atonic Energy Act of 1954, is factually incorrect and the finding
questionable. The report does not consider tha broader
interpretation of Section 91B, or the fact that documentation
axists which demonstrates significant involvement on the part of
DOE. I understand that the SDIO General Counsel is preparing a
separate input relative to this finding.

Finally, I strongly urge you to include scme statement to
the effect that the audit failed to substantiate any of Mr.
Aftergood's specific allegations.

Bacause of the broad DoD interests invelved, tha Deputy
Secretary should approve release of the final report. Pending
classification reviewv by the Alr Force, this memorandum should ba
protected as secret. Specific questions regarding this response
can be referred to Mr., Dernnis J. Granato, Strategic and Space

Systems, 695-~9292.
/@_J_——/

tﬁ George R. Schneiter
Director
Strategic and Space Systems
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Audit Response

1. Within the Objectives section of Part I, we outlined how the findings related
to the audit objectives to facilitate the reader's understanding of the issues.

2. We revised the finding to delineate clearly the requirements in DoD
5200.1-R, which states that there must be a written rationale for establishing a
special access program, including reasons why normal management and
safeguarding procedures for classified information are inadequate. SDIO did
not explain why the Restricted Data control system could not protect the
technology. Also a reason was not given as to why DoD's classification system
could not be used to protect the system.

3. Within the introduction we mentioned that particle bed technology was
selected based on its compact design and the promise of high thrust-to-weight
ratio not achievable by other designs. This was SDIO's primary interest in the
technology. When the program was initiated, NASA was not read on to the
program, and the Deputy Secretary of Defense approved 12 billets for DOE
employees. The DOE headquarters personne!l initially read on were the
Assistant Secretary for Defense Programs and the Director, Advanced Concepts
Division for Defense Programs,

4. We revised the final report to reflect more accurately the transfer of the
program from SDIO to the Air Force.

5. Although the Director sugpests that the Air Force is doing less than what
SDIO had planned, we found that there was no change in the contract scope
when the program transferred to the Air Force. In fact, the contractors are still
working under SDIO contracts. Although SDIO had hoped that it might use the
technology in a weapon system, it also had to demonstrate that the technology
was mature, as the Director so clearly stated in his comments.

6. We eliminated discussion of Section 91(b) of the Atomic Energy Act of 1954
from the final audit report.

7. We addressed Mr. Aftergood's allegations in Appendix A.

8. The Air Force concluded that the report contained no classified information;
therefore, the classification markings on the Director's comments were
removed.
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Deputy Under Secretary of Defense (Security Policy) Comments
and Audit Response

AVDIT
NOTES
FOLLOW
THE UNDER SECRETARY OF DEFENSE

WASHINGTON, D C. i030t-2000

07 AUG 1992

MEMORANDUM FOR DIRECTOR, ACQUISITION MANAGEMENT, OFFICE OF THE
INSPECTOR GENERAL, DEFARTMENT OF DEFENSE

SUBJECT:  Comments on Draft Audit Report
Reference: “Draft Audit Report on the TIMBER WIND Special Access Pragram”,
29 May 1992, Project Nr. 2AD-0009

This is in reply ta your memorandum of 29 May 1992 which requested comments
on the referenced draft audit report.

Audits by your office comprise a significant element of the Department’s overall
effart to provide aversight and improve the management of our special access
programs, and, in this regard, are of substantial benefit to the Department, In the

instant casa, however, there are inaccuracies and inconsistencies which | believe
shoutld be remedied if the final report is to be of use to your and my offices, the
manager of the program athand, and the special access program community as a
whole.

To this end, | have preparad my comments in two formats. Enclosure 1 provides
comments specificaliy on the two principal findings and four recommendations in
the draft report. Enclasure 2 addresses the draft audit report as a whole, and
provides both comments and, where appropriate, recommended changes to the
report,

I trust these comments and recommendations will be carefully considered and
adopted If any matters require expansion, clarification, or further discussion, please
do not hesitate to contact me or my office. My staff point of contact for special
access program policy is Mr Richard F. Wiiliams, my Assistant for Special Programs
He can be contacted at {703) 614-0578 {(5TU 1),

lre— .

Cralg Alderman, Jr.
Deputy (Security Policy)
2 Enclosures
als

[{H
SecAF
usoia)
Dir, SDIO
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Final
Report

Reference DUSD(5P) COMMENTS ON DRAFT FINDINGS AND RECOMMENDATIONS,
AUDIT OF A SPECIAL ACCESS PROGRAM, PROJECT NUMBER 2AD-0009 (U}

:::g A. TIMBER WIND'S JUSTIFICATION AS A SPECIAL ACCESS PROGRAM SR

roLLow Finding :

QN PAGE W) The decision to pratect SDIO’s development of a nuclear

71} propulsion system within a special access program was
questionable. SDIO did not adequately address why the
existing contral system was not sufficient to protect the
development of the technology, as requirecﬁ'oy DaD 5200.1-R,
nor did the approving offitial raise any questions concerning
this specific requirement to justify special access measures.
As a result, DoD pursued the program in extreme secrecy,
limiting discussion on a Government.wide strategy for
devefoping nuclear propuision technalogy, and possibl
initiating a program in violation of provisions within the
Atomic Energy Act. [Paragraph classification marking added ]

DUSD{SP) Response:

Nonconcur.

a. (U) The establishment of a special access program to protect this development

10 was justified sufficiently accordingly ta DoD policies in effect at that time. The
SDIQ Director’s rationale essentially was as summarized on page 9 of the draft
report. It was the Director's judgement that this information was of such
sensitivity that “normal management and reporting procedures are not sufficient
to limit ‘'need to know’ or access” [as extracted from DoD 5200.1-R in the draft
report]. The DUSD{P) subsequently met with, received a briefing from, and asked
questions of experts from 5DIQ; and thereafter concurred in the Director's
judgement and approved the establishment of the special access program. it
should be noted alsa that this specific program subsequently was briefed as a
special access pragram by the Director, SDIO, ta the SecDef, who endorsed the
sensitivity of the program,

b. S The draft finding correctly asserts that there is much information en the
theory of particie bed reactors available in open saurces, but aﬁparently does not
fully appreciate the sensitivities associated both with the fact that DoD was
developing capabilities to employ that technology operationally in an 5Dt
rogram, and with the technology developments themselves. This program was
eing executed at a time when tae United States was locked in strategic
confrontation with the Saviet Union, and SDI was one of the highest priarity
targets for Soviet espionage In sum, the findingin the draft report, like the
recommendation for and approval of the special access program, essentially isa
judgement — one which pits the auditor's judgement in 1992 against that of the
Do officials in 1987. | do not agree that the decision in 1987 was questionable.

Enclosyre 1
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Final
Report
Reference

¢. () The second portion of the draft finding draws linkage between the
establishment of tﬁe special access program, and the pursuit of a SECRET and
possibly unlawful program.

NOTES
FOLLOW {1) The decision by SD{O to classify the program at the SECRET level was an

independent decision made prior 1o the establishment of the special access
ON PAGE program, and one which would have been continued regardless of whether
7N a special access program were created.

AUDIT

(2) Similarly, there is no causal relationship between the establishment of the
special access program and the legality of the program. Moreover, the
reference in the draft finding, and elsewhere in the draft repon, to the
pragram being *passibly...in violation of provisions within the Atomic Energy
Act” are vague and unsubstantiated. No such violation was identified by 5DIO
Le?,at counsel during approval review in 1987, nor subsequent to that event by
either DoD or DoE.

Recommendation 1:

beteted (U) We recommend that the Under Secretary of Defense
Acquisition request the Office of the General Counsel to
perform a legal review of the Air Force's continued self-
directed invalvement in nuclear propulsion development.

DUSD(SP) Response:

(L) DUSD(5P) has no comment on this recommendation.

Recommendation 2;

(U) We recommend the Deputy Under Secrera?r of
{Security Policy) add a procedure to DoD 5200.1-R to
require certification to the Deputy Secretary of Defense
that normal classification controfs are inadequate before
a special accass program is approved.

DUSD(SP) Response:

{U) Partially concur.

a. New procedures for approval, management, and oversight of all DoD special
access pra%rams, develaped by the DUSD(SP) and the General Counsel, and
approved by the DepSecDef in February of this year, require that the DepSecDef
personally approve the establishment, and annually the continuation, of all DoD
special access programs. Interim guidance, which requires that each request for
approval be justitied in the written recommendation to the DepSecDef, has been
promulgated to the Dab Camponents and is now being implemented by them.
Currently, both DoD Directive 0-5205.7 and DoD 5200.1-R are being revised to
incorporate these procedures.

tb. Certification connotesa Iegal exactitude, however, that is not considered

necessary or appropriate for this process. The procedures now require internal
review by the establishing component and wiitten approval by the head of the
component before forwarding to tha DepSecDef for final approval.
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8. TIMBER WIND'S TERMINATION AS A SPECIAL ACCESS PROGRAM SR

AUDIT
NOTES Fil“lding:

FOLLOW @R 5DIO continues to safeguard its association with the
ON PAGE program’s technolagy, although it terminated the TIMBER
i WIND special access protective measures. This occurred

because there js little guidance concerning what is required
when a special access program is terminated or transferred.
As a resuit, DoD is not protecting information in accordance
with E.Q. 12356,

Revised

DUSD{SP} Comment:

(U} Nenconcur.

a. Itiscorrect that SDIO continues to safeguard its association with the
pragram’s technologr The termination of special access protective measures
does not automatically declassify the information in the program.
Declassification occurs only on the conscious determination of an original
classification autharity. Until that event occurs, the information in the program
remains classified and should he properly protected. in thisinstance, DoD is in
full accordance with E.O. 12356 -- exactly the oppasite of the ultimate sentence in
the finding.

b. Although we agree that there is Jittle guidance concerning termination or
transfer of special access programs, thatdeficiency had no bearing on this

funding which, of itseit, is incorrect in its conclusions.

Recommendation 1;

{U) We recommend the Deputy Under Secretary of
Defense (Security Policy} add procedures to DoD 5200.1-R
on how to terminate a special access program and how

to transfer classified programs between DaD organizations.

DUSD{5P) Comment:
(U) Concurin principle. Although we have not noted significant problems in

this area, we will develop policy and procedural guidance and incarporate it
in future revisions of appropriate Dol publications.

Recammendation 2:

@ We recommend the Director, Strategic Defense
Initiative Organization declassify the existence of
TIMBER WIND, the Strategic Detense Initiative
Organizations’s association with the technology and
all assorted documents

DUSD(5P) Comment:

{U} DUSD(SP) has no comment on this recommendation.




Final
Report't
preference

Management Comments: Deputy Under Secretary of Defense (Security Policy)

DUSD(5P) COMMENTS ON DRAFT REPORT,
AUDIT AUDIT QFA srstl_L—clr‘AL ACCESS PROGRAM, PROJECT NUMBER JAD-0005 (U)

NOTEE
FOLLOW i ) B
onpage (Y) Executive Summary, pages i andii.
o

Although we do not agree with several statements in the Executive Summary,

comments on these areas wilt be developed as they are raised in the body of the
draft repart.

{U} Pages ) and 2, Backgraund, Paragraphs 1,2, and 3.

{U} Comment: These paragraphs are marked UNCLASSIFIED. Although the
classification of the information in these paragraphs currently is under review by
the appropriate classification authority, the report should protect the

4 information at its present classification until a formal declassification
determination is made.

(U} Recommendation: That these three paragraphs be marked SllllB.

(U] Page 3, Objectives, Paragraph 2.

{U) Comment: Same as preceding commend.

(U) Recommendatian; That this paragraph be marked IR

{U) Page 5, Internal Control Weaknesses.
(U} Comments:

a. We do not a?ree with that portion of the second sentence which states that
internal control weaknasses "._.include not adequately implementing DoD

5 5200.1-R when apﬁmving special access pragrams...” The procedures specified in
Dol 5200.1-R in effect at the time were followed precisely As discussed in detail
in our comments on Finding A of the draft repart, this statement appears to stem
from the report’s judgement that there was insufficient justification for creating
the THMBER WIND special access program. We do not agree.

b. We agree factually with the statement that there was a “...fack of definitive
guidance on how to terminate a special access program when itis no longer
netessa?r to protect the infarmation...”, and we will inciude guidance on the
process for terminating a special access program in future revisions of DoD special
access program policy documents. We do not agree, however, that there isany

nexus between this lack of guidance and either the abjectives or the results of the
instant audit.

(U) Recommendation: That this paragraph be revised to conclude that although
the audit disciosed that there was a latk of definitive guidance on how to

terminate a special access pragram, there was no nexus between this deficiency
and the objectives or the substantive concdusions of the audit.

Enclosure 2
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{U) Paqe 6, Prior Audits and Other Reviews.

AUDIT
NOTES

FOLLOW

ON FAQGE (U)( Recommendation: That the paragraph classification marking be changed
to

7

9 (U} Page 7, Timber Wind's Justitication as a Special Access Program,

{U} comments:

(U) Comment: Afthough this paragraph is marked @, it does not contain any
classified information.

a. Although the title of this paragraph is marked @il it does not contain any
classified information.

b. Detailed comments on the substance of this paragraph are contained in the

DUSD(5P)'s comments on the findings and recommendations of the draft
audit report (Enclosure 1 te the basic memorandum).

() Recommendations:

a. Th?t ,the classification marking for the title of the paragraph be changed
to (U).

. That the paragraph be rewritten to reflect the DUSD{SP)'s comments in
Enclosure 1.

10 (U) Page 9, Technology Link,

(U) Comment: We do not agree with that portion of the first sertence of this
paragraph which reads ”...was not dear in 1987..." The link may not be clear to
the authors of this report today; it was clear to the senior Defense officials
invoived in 1987. {Please see enclosure 1 for specific details.)

(U) Recommendation: That the first sentence of this paragraph be deleted.

11 (U) Page 10, First paragraph.

(U) Comment: The corract title of the official mentianed in the first sentence of
this paragraph is Assistant for Special Programs, ODUSD{SP).

() Recommendation: That the correct title be shown in this paragraph, and
wherever else it appears in the report.

(U) Page 10, First paragraph.
(UY Comment: The recollections of the Assistant for Special Programs, as

summarized in this paragraph, require expansion and amplification to reflect
carrectly the considerations at the time.
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@ R ecommendation: That the entire first paragraph be replaced by the
AUDIT foilowing two paragraphs:

NOTES ‘@R According to the Assistant for Special Programs, OCDUSD(SP), when

FOLLOW the pragram was reviewed for special access program approval, some

oN PAGE officials within the Office of the Secretary of Defense raised a concern on
the potential for TIMBER WIND being interpreted as violating the Anti-

n Ballistic Missile (ABM) Treaty. That concern was associated with the
potential application of the technology in developing an anti-satellite
weapon, or a weapon that could destroy the Soviet Union’s anti-satellite
capabilities. Accarding to the Assistant tor Special Programs, these
concerns were addressed in the process for justification of a special access
program_”

6 W However, the ABM Treaty and its ramifications for SDIO’s mission

remain an issue that has been open since the organization began,
Furthermore, concealing a program that could be in violation of a treaty is
not consistent with E.O. 12356, which states "[iJn no case shall information
be classified in order to conceal violations of law...” However, diplomatic
information is classifiable under €.Q. 12356. This includes information
regarding treaties, negotiations, and matters which are sensitive to other
countries, though perfectly legal. In the instant case, the discussion at the
time of approval of the special access program was not focused on any
actual 1llegal acts regarding the ABM Treaty, but rather on the Saviet
Union's perceptions if the technological developments in TIMBER WIND
were inadvertently disclosed.”

(U) Pages 11 & 12, Normal Managerent and Safeguarding Protedures,

{U} Comment: The first sentence of this paragraph is not correct. In a briefing

provided by SD!O during the approval process, the DUSD{5P) discussed the
justification for the program to include the reasoning that normal security
procedures were inadequate to protect the infermation in the program. As
noted eisewhere in our comments, it is apparent that the conclusions in the draft
report reflect a judgement that differs from the judgements of Defense officials

7 at the time the speciat access program was approved. To make assertions that
have no basis in fact, however, significantly diminishes the credibility of the
current judgements and consequently the report as a whaole,

(U) Recommendation’ That this paragraph be deleted from the report.

Revised {U} Page 12, Review and Approval, First Paragraph.

{U) Comment: The uitimate sentence in this paragraph is not correct. (See the
discussion in the preceding comment.)

{U) Recommendation That the uitimate sentence in this paragraph be deleted,
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13 (U} Page 17, Conclusion.
AUDIT (U) Comment: Information is this paragraph is classified.
NOTES (U} Recommendation: That the classification marking or this paragraph be
FOLLOW changed to
ON PAGE
13 im {U} Page 17, Conciusion,

{U) Comment: The fir;t four sentences of this paragraph read well, but reflect
incomplete Understanding of the issues involved.

a. Although we are not certain what is meant by “stand on its own” in this
context, we assume the intent of the sentence is that there should be adequate
justification for not using normal security and safeguarding pracedures before
establishing a special access program. We agree.

b. Although we disagree that the “fact of* was the only information to be
protected by the special access program, information, by and of itself, is never
adequate justification for establishment of special access program. In
determining whether to establish a special access program, both the sensitivity
of the information to be protected, and the threat against that information, are
considered in reaching a conclusion that “normal management and security
procedures are not su?ﬁcient to limit ‘'need to know' or access.*

c. We agree that questions should be raised and answered, and the results
documented In theinstant case, specific questions and answers were not
documented, at least externally to SDIQ. Present day procedures for the review
and ggslarovlal of special access programs include justification and documentation
at OSD level.

{U) Recommendation: That this paragraph be revised to reflect the foregoing
discussion,

14 {U} Page 18, Recommendations for Corrective Action.

{U) Comment: Comments on these two recommendations are contained in the
DUSD(SP)'s comments on the findings and recommendations of the draft audit
report (Enclosure 1 to the basic memorandumy).

{U) Recommendation: N/A

17 (U} Page 19, TIMBER WIND Termination and Transfer to the Air Force.

(U) Comment: Asnoted in DUSD{SP)'s commentson the findings and
recommendations of the draft audit repart (Enclosura 1 ta the basic
memorandum), the first sentence of this paragraph is correct, the second
sentence is correct but has no bearing on the issue, and the third sentence is
totally incorrect.

(U} Recommendation- That this finding be deleted from the draft audit report.
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AUDIT
NOTES
18 roLLow {U) Page 2%, TIMBER WIND and E.Q. 12356, First Paragraph.

ON PAQE (U) Comment: We do not agree with the second and third sentences of this

7 paragraph. Under the procedures in DoD 5200.1-R, the audit team {or anyone
else) may challenge a classification decision by an Original Classification
Authaority (OCA) by requesting a review of the information and its classification
by that OCA. The draft report, however, appears to preempt the authority of the
OCA in thisinstance. Further, there is no supporting infarmatian which
demonstrates that information currently being protected does not warrant
protection as SECRET under E.O. 12356.

{U) Recommendation: That the second and third sentences of this paragraph be
deleted, and the first sentence thereof be folded into the following paragraph.

18 {U) Pages 21 & 22, TIMBER WIND and E.O. 12356, Second Paragraph.

{U) Comment: We do not agree with the uttimate sentence of this paragraph.
There is nothing in the draft rePortwhich supports a conclusion that either SDIO
orthe AirForce is dassifning infarmation in order to "...prevent or delay the
release of information that does not require protection in the interest of national

security.”

{U) Recommendation: That the ultimate sentence of this paragraph be deleted.

19 (U} Page 22, Recommendations far Corrective Action.

(U) Comment: Comments on these two recommeéndations are contained in the
DUSD{EP)’s comments on the findings and recommendations of the draft audit
report (Enclosure 1 to the basic memorandumy).

(U) Recommendation: N/A

(U) Page 24, Program Classification.

23
(U) Comments:

a. We do not agree with so much of the first sentence of this paragraph as reads,
'Although we substantiated the allegation that the program was over
classified,...* We do not believe that the report substantiates such a statement.
Maoreover, as discussed in earlier comments, the determination of level of
classification rests with the Original Classification Autharity.

b. We do not agree with the ultimate sentence of this paragraph. Nothing in the
draft report substantiates the statement that the classification of the program is
being maintained "only to avoid embarrassment.”

{U) Recommendation: That the leading clause in the first sentence of this
paragraph, and the ultimate sentence iri the paragraph, be deleted
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Audit Response

1. We revised the final report to reflect clearly what DoD 5200.1-R required in
1987. DUSD(SP) stated in his response that "it was the SDIO Director's
judgment that this information was of such sensitivity that normal management
and reporting proceures are not sufficient to limit 'need to know' or access.”
This did not comply with DoD 5200.1-R. This guidance specifically requires a
written rationale addressing "why" normal management and safeguarding
procedures for classified information are inadequate.

2. We added information to the report that shows that before TIMBER WIND
was approved as a special access program, there were unclassified studies and
reports available that tied the technology with potential strategic defense
applications.

3. The draft report did not use the expression "unlawful” program. We had
suggested that initiating the program within DoD may have violated provisions
within the Atomic Energy Act of 1954. We have revised the report to reflect
more clearly what the Act covered in the area of research and development.

4. The Air Force reviewed the report and determined there was no classified
information in the report.

5. See Note 1. above.

6. Much of this rewrite was incorporated into the final report.

7. We have no basis to substantiate or question what was discussed between
SDIO and DUSD(SP); however, DoD 5200.1-R clearly states that the reasoning
should be in writing.

8. The requirement to document the rationale has been in effect at least since
1986.
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Deputy Director, Space Programs, Comments

DEPARTMENT OF THE AIR FORCE
WasnINGTON DC

DFFICT, G TWE ATSTANT SECRETARY

August 14, 1992

SAFIAQS
Pentagow Room 4D330
Whashlogton, DC 20330-1000

MEMORANGUM FOR DIRECTOR, ACQUISITION MANAGEMENT
ASSIS) ANT INSPECTOR GENERAL (AUDITING)
DEPARTMENT OF DEFENSE INSPECTOR GENERAL

SUBJECT; Drafi Audlt Report om the TIMBER WIND Special Access Program
(Project NoW 2A1-0009) @ - ACTION MEMORANDUM

We nppreciate the opportunity to respond (o the subject draft report.
Before addreming specifics in the report, the Alr Force womld tike th emphaxize that
TIMBER WIND (TW) was never trussfarved to (he Alr Forca ny ulicated la the

report. TV was an unacknowledged SDID Spacial Access Program (SAF). Whea
SDIO tevmitated that SAP, the Alr Forcs dacided Lo conduct further research using
some TIMBER WIND technology. Thase tachnologies formwd the besia for the

Program. Although some spacifics of (he dataiisd iachuology are cassified, SNTP
s beent publicly acknowiedped by the Alr Force aad ks not rum poder SAP
controls. Secondly, TW, wiile not an pctive, fosded SDIO SAP sil) cootains
classified information. For example, datailed tecknology sfforty iranaferred to the
SNTP program will remain spproprintaly ctamified.  After stndying tha docrment,
s Adr Porez porspective and usiag cur oot clatatiization salis ey

thewewwingegithe docament is wmciasified sod for official use only.

. Specific concerns and comvnants are sddressed below, refereneed by page
aumber and parsgraph nzmber a8 appropriate.

Page i, para 4. "The TIMBER WIND program recenily transferred to the
Air Foree." Comment: Ses gentral comment bove.

E‘ . N .
— ’ " y

Note 1: In a follow-up discussion with the Program Element Monitor, we were
told that no information within the report was FOR OFFICIAL USE ONLY.
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Page 15, para 1. "The Air Force is preparing » Memorandum of Agreement
and Understanding with both NASA and DOE for joint development and funding."
Comment: Actually, OSD has been pursuing such an agreement. "Neither DOE or
NASA__" Comment: It is the Alr Force's understanding that both NASA and DOE
budget for Nuclear Thermal research and the DOE has specifically identified
funding in fiscal year 1994 for the program.

Page 18, para 2, "..the Alr Force's continued self-directed involvement in
nuciear propulsion development.” Comment: There was no deficiency noted in the
report concerning Air Force involvement in the SNTP progrom. Consequently, this
* corrective action” seemns unsubstantiated and unwarranted.

Page 19, para 2. "The TIMBER WIND project transferred to the Air
Force.” Comment: TIMBER WIND never transferved to the Air Force as
previously explained.

Page 20, para 3, "Since the program transferred to the Alr Force.”
Comment: See general comment on non-transfer to the Air Force. Additionally, it
should be noted that technology iransferred to the Air Force had ta be protected at
the appropriate AF classification level. SDIO alone could not declassify the
technology without the coordination process and interaction that occurred with the
Alfr Force.

Page Z1, para 3. "We asked officiais of SDIO why it was still safeguarding
the association and we were told that this was a request from the Air Foree.”
Comment: The Air Force never requested to classify the associztion between TW
and SNTP. The fact that the SNTP program inherited technologies from TW is
unclassified.

If you require any further assistance from the Alr Force please contact Maj
Perkins at (703) 614-8574.

Brat R Cllui

BRENT R. COLLINS, Colonel, USAF
Deputy Director, Space Programs
Assistant Secretary (Acquisition)

1 Atch
DeD IG Draft Report, Project No. ZAD-0009




