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(U) A confidential human source is any individual who has provided, or who
may reasonably be expected to provide, information to the United States on matters
pertaining to the national security with the expectation that the information, or the
relationship, or both, are to be held in confidence. (This is distinct from a Human
Intelligence Source covered by Section 1.4(c). See III.C. above.) The understanding that
there is to be confidentiality need not — and in fact generally will not—be explicit. It is
enough that an individual under the circumstances - would reasonably anticipate that his
U.S. interlocutor would treat the information or the relationship as confidential. The
identity of the individual and the information should not be classified in the absence of
the threshold of identifiable damage to the national security, but this determination need
not focus on the specific individual or information at hand if just divulging the source
would be likely to damage confidence in the willingness of the U.S. to protect sources of
information passed in the expectation of confidentiality. '
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(U) Classification at the CONFIDENTIAL level will generally be adequate to
protect information identifying a confidential source. However, when the information
being provided by the source is itself very sensitive and valuable to the U.S. or if
revealing the identity of the source could result in danger to his own or to his family’s
life, physical well-being or livelihood, a SECRET classification would be appropriate.

(U) Special attenﬂo meéﬁs to beapaldafo the dlafatlon’of Classifieation of
-information that would reve’aalf’thﬁﬁlzdezntgt\; of a;:’onﬁﬂehﬁ’al héndaf soudrctsdncluding
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consideration of the pessibility.of negatiye agtion.againshthe source. The duration of
classification should bessufficterjtly lon;z,@'o proteet, tle gourgezfrony the danger of
retribution for as long ‘s B&%s dlivé, and Ior’Cer f'thére’is dAnyet Sfretribution against his
family. While a classification duration of 25 years, or even less, may be adequate in most
cases, the Information Security Oversight Office has recognized the continuing
sensitivity of source-revealing information and has authorized exempting from 25-year
automatic declassification, at time of origin, information that would reveal a confidential
human source or human intelligence source. (These are the only categories of
information that may be so exempted at time of original classification.) When the
classifier determines that a confidential human source may require protection for longer
than 25 years, he shall make the entry “25X1-human” on the duration line. No other date
is required and the information shall remain classified until declassified under proper

authority.

(U) E. SCIENTIFIC, TECHNOLOGICAL OR ECONOMIC MATTERS [1.4(e),
1. 4(d)] ,

(U) Section 1.4(e) authorizes classification of “scientific, technological, or
economic matters relating to the national security, which includes defense against
‘transnational terrorism.” State Department personnel will often create documents
containing scientific or technical information requiring classification but that information
will generally already have been classified elsewhere. A document creator in these cases
should derivatively apply the appropriate classification level and duration from the source
documents or, if no example is available, seek a knowledgeable OCA to classify the

information.

(U) While economic information may similarly have been classified elsewhere
and therefore handled as derivative, officials in the Department or abroad will more often
make original comp11at1ons or analyses of economic matters that require classification.
This could include, for instance, analyses of foreign economies or economic sectors, or of
the activities of U.S. firms in foreign countries, the release of which would harm
economic relations with the country or relatively disadvantage aspects of the U.S.
economy. Information classified under this category might, in many instances, also be

- classified under 1.4(d) as relating to the foreign relations or foreign activities of the U.S.
For instance, information or analysis compiled or prepared in connection with the
negotiation of an international economic agreement could be classified under both 1.4(d)
and (e) if release would harm the U.S. negotiating position. In some cases merely
revealing the extent and depth of USG knowledge of aspects of a foreign economy could

- be harmful to U.S. foreign and economic relations. As noted above, if more than one

category of Section 1.4 applies to the same information, all applicable categories should
be cited. Generally classification at the CONFIDENTIAL level will provide adequate
protection to economic information, but if the information appears to be of particular
sensitivity, inherently or because of the context, it should be classmed SECRET

Economic information will ##8qfiéatly loge ;tSesenSﬂthtysaﬁef aparticalar event such as

the conclusion of a negotiatzqQmn, the s;gnmg j)f acanttali or the tnl ofa Ratvest season. If
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the event is sufficienly definite an.d 1demt1f1able db should be JJSf‘d for classification
duration. Economic §nformatioq will rgoto »oemerakly IE%III‘C’CIS.SSIfIC&tIOH beyond 10 years
(but keep in mind thé long"terni ne e s Protéct tonfldéntial Hifthat®sources of

information).

(U) Classification category 1.4(e) was modified by the 2003 amendment to E.O.
12958 to include the words “which includes defense against transnational terrorism.”
This Ianguage did not arise in the interagency discussions which preceded the issuance of
the amendment, so its precise meaning is not clear. On its face, however, the inclusion of
this language would appear to authorize classifying scientific, technical or economic -
information, including U.S.-origin information, that might individuaily, or in the
aggregate, be of use to poténtial planners or perpetrators of terrorist acts. Thus,
information such as that relating to the weaknesses of certain structural designs or the
combustibility of certain materials would appear to be classifiable in those circumstances
in which there is a likelihood that release would aid terrorism. - Absent an identifiable and
imminent terrorism connection, a classification of CONFIDENTIAL would normally be
adequate as would a duration of ten years. It should be borne in mind that the inclusion
of classified information in a document imposes certain storage, transportation and other
safeguarding requirements. It should also be recalled that Section 1.7(b) of E.O. 12958,
as amended, states that “Basic scientific research information not clearly related to the

national security shall not be classified.”

(0) F. USG PROGRAMS F OR SAFEGUARDING NUCLEAR MATERIALS OR
FACILITIES [1.4(f)]

(U) The Department of Energy (DOE) is responsible for U.S. Government
programs for safeguarding nuclear facilities or materials within the U.S. Department of
State officials incorporating such information in Department of State documents should
classify the material derivatively based on a referenced document or DOE guidance.
Persons who lack a DOE guide but believe that information requires classification under
this category should either obtain the assistance of a Department of State OCA
knowledgeable in the subject area, or send the material without delay to the Department
of Energy for a classification determination. The material should be marked as SECRET
for purposes of transmission and all copies should be protected at that level pending a

DOE determination.

(U) Department officials occasionally create documents containing information
about the safeguarding and vulnerabilities of foreign nuclear facilities and materials or
nuclear materials in international transit. Frequently the information will have been
originally classified by DOE or another agency or will be covered by a DOE or other
agency guide. In those cases, the information should be derivatively classified at the
appropriate level. Department of State originated information about safeguarding foreign
nuclear facilities or materials should normally be classified SECRET for a duration of at
least 10 and up to 25 years glepe’ncﬁng on;t}le b’e’stﬁéﬁﬁdﬁie mh@w léhg mformatmn is
likely to remain relevant to 3U »S. seountyzc&ncems rWhen wmtt'e,rr g;ggiaﬂg:g is not
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available, it is pr_eferable that suchsinformatipn beclassified by an,QCA familiar with the
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(U) G. VULNERABILITIES OF SYSTEMS, INSTALLATIONS AND PLANS
[1.4(g)]

(U) Section 1.4(g) authorizes classification of information that concerns
“vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans or
protection services relating to the national security, which includes defense against
transnational terrorism.” The underlining above indicates the language that was added in
the March 2003 amendment to the Order. While the additions were arguably covered by

“ the previous language, their addition reflects the post 9/11 concern that the classification
system be capable of adequately protecting all information concerning vulnerabilities or
capabilities the release of which could compromise U.S. security.

(U) Department-originated information relating to installations and
infrastructures should be protected from unauthorized release to the general public if it
could be useful to individuals or organizations that might harm U.S. facilities or
installations. Much of that information, however, does not require assignment of a
security classification and may be designated and marked as SBU. Other information
will, because of its greater sensitivity and possible use to individuals and groups hostile
to U.S. interests, require classification under this section. With over two hundred
embassies, consulates and missions abroad, the Department has particular vulnerability
and responsibility in regard to this-category of information. Attacks on U.S. facilities and
personnel in Africa, the Middle East and elsewhere underline the importance of
protecting this category of information. As regards information relating specifically to
the design and construction of overseas facilities, the Bureau of Diplomatic Security has
issued a detailed guide entitled Security Classification Guide for Design and Construction
of Overseas, Facilities — May 2003. It is available from the Bureau of Diplomatic
Security or through Regional Security Officers at post. Nothing in this Guide is intended

to amend or change that guidance.

(C) When classifying, classifiers must balance the degree of protection given to
the information with the reality that achieving a secure environment will sometimes
require sharing information with non-cleared persons, e.g., local officials, facilities
maintenance personnel, and local security guards. Below is a non-inclusive, illustrative
list of categories of information that may require classification protection in whole or in
part: . |
a) The emergency and evacuation plans of embassies and missions abroad;

b) information on structure, désign and layout of curfent USG facilities;
c) details about security and anti-sabotage, anti-terrorism equipment or techniques

that might be useful to planning an attack on U.S. persons or facilities - T
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d) methods of protecting U.S. persons and facilities against physical penetration
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“"g) Platis to consolidate or'relocate U.S. overséas missions in the eventof a
national emergency.
h) details of negotiations or arrangements with foreign governments to coordinate
anti-terrorism actions and practices.

(U)_While classification offers the best protection, these kinds of information
often need to be shared with uncleared Americans or foreign persons and classification,
therefore, may not be appropriate. While not within the scope of this Guide, such ‘
information may be properly designated as SBU, bearing in mind that SBU is not a
classification. Where classification is warranted, classification at the CONFIDENTIAL -
level will often be adequate and most appropriate, especially when the information needs
to be widely shared, particularly with other agencies where personnel clearances at the
CONFIDENTIAL level are the norm. When the sensitivity of this type of information
requires, it should be classified at the SECRET level. When classified, information in
these categories should normally be classified for as long as the information is likely to
remain current and sensitive, usually at least 10 years, but not generally for as long as 25
years.

(U) Frequently Department officials will incorporate another agency’s
information relating to these categories into Department of State documents; for instance,
Secret Service information in a message on presidential travel. When this is the case, the
information should be classified derivatively, based upon the other agency’s
classification level and duration unless the Department of State information in the
document requires a greater level and duration of protection, in which case it shall be
classified based upon this Guide or an OCA decision.

(U) H. WEAPONS OF MASS DESTRUCTION (WMD). [1.4(h)]

(U) Section 6.1(pp) of E.O. 12958 reads: “Weapons of mass destruction’ means
chemical, biological, radiological, and nuclear weapons.” Information should be
classified under this category to protect against proliferation of these weapons and to help
prevent terrorist groups or other potential adversaries from either acquiring these
weapons or the technical information that could be used to develop these weapons.
Additionally, information that would assist a potential developer of weapons of mass
destruction in evading monitoring and detection by the United States and its allies and
international verification bodies such as the International Atomic Energy Agency or the
Organization for Prohibition of Chemical Weapons should be considered as assisting in
the development of such weapons and be classified accordingly.
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(U) 1. Chemical and Biological Weapons (CBW). Information that would as.sisf
in the acquisition, de¥elopext, design; shd mattufadtire of GBWasystems and delivery

systems and the devé@ﬁn;eﬂt Bf°hémer§13§le’€.BW°sy’Stéms that eotdd be used by terrorists
is likely to have been developed and originally classified by another agency. State
classifiers should derivatively apply the original classification level and duration. In the
event that a Department official creates a document containing such information for
which there is no indication of previous classification, it should be classified
CONFIDENTIAL or SECRET depending upon the classifier’s best estimate of the
sensitivity of the information, with a classification duration of at least 10 years.

(U) 2. Radiological Weapons. Information that would assist in the acquisition,
development, design, and manufacture of a radiological weapon and its delivery systems
and the development of homemade radiological weapons that could be used by terrorists
is likely to have been developed and originally classified by another agency. State
classifiers should derivatively apply the original classification level and duration. In the
event that a Department official creates a document containing such information for '
which there is no indication of previous classification, it should be classified
CONFIDENTIAL or SECRET depending upon the classifiers best estimate of the
sensitivity of the information, with a classification duration of at least 10 years. In
addition, since radiological weapons contain nuclear material, some information related
to radiological weapons could be classified as nuclear weapons information discussed .
below.

(U) 3. Nuclear Weapons. U.S. nuclear weapons information falls under the
authority of the Department of Energy (DOE) under the terms of the Atomic Energy Act
of 1954 (AEA). DOE classified informatjon falls into three categories: a) National
Security Information (NSI) which is classified under the authority of the present and
previous executive orders, such as E.O. 12958; b) Restricted Data (RD); and ¢) Formerly
Restricted Data (FRD). The latter two classification classes are authorized by the AEA,
and are administered by DOE. RD conceris the design, manufacture or utilization of
atomic weapons, the production of special nuclear material (e.g., plutonium and uranium
235), and the use of special nuclear material in the production of energy. RD is

. controlled by DOE alone. FRD applies to information that has been removed from the
RD category after DOE and DOD have determined it relates primarily to the military use
of atomic weapons and can be adequately protected as NSI. Examples of FRD include
information about nuclear weapons stockpile quantities, safety and storage, and
deployment - foreign and domestic, past and present. DOE shares control of FRD with

DOD.

(U) a. NSI should be considered for classification under Section 1.4(h) if it:

(1) could reasonably be expected to assist other nations or terrorists in acquiring,
designing, building, testing, or deploying a nuclear weapon, including component
parts or nuclear material;

(2) is identifiably intelligence on foreign nuclear weapons;
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(3) would assjst afpreign nationor tegoriss Jo,circpmyent U.S. and allied
systems or infethationd] Safegudrds dnd Verifscationsmoasuies for the detection of
CBW and nuéfear*¥eapbng.®® © ¢ °° *° ¢ ¢ ¢ 280 o0

(U)b. RD and FRD. Department officials do not have the authority to classify
information as RD under the Atomic Energy Act. Information identified as RD should be
sent to DOE for classification. In the interim, it should be handled as NSI SECRET.
Information that is FRD should be marked as FRD and be given an NSI classification of
SECRET with a classification duration of 25 years. Some records containing FRD
information have previously been released to the public. The fact that the same or similar
information has been previously released does not mean that the FRD should not now be
classified. Nothing in E.O. 12958 supersedes any requirement of the AEA with regard to

classification.

(U) IV. EXEMPTION FROM AUTOMATIC DECLASSIFICATION AT 25
YEARS

(U) E.O. 12958 does not permit classification of information at time of creation
beyond 25 years except in the case of information that would reveal the identity of a
confidential human source or human intelligence source. It does, however make
provision for the subsequent exemption from automatic declassification at 25 yedrs of
information that must be protected to prevent damage to the national security. Though
this exemption may be done at any time after 20 years from date of classification, it will
normally take place during systematic review prior to transfer the National Archives for

permanent safekeeping.

(U) The categories of information that may be exempted at 25 years are defined in
E.O. 12958 Section 3.3(b):

Sec. 3.3. Automatic Declassification.
(b) An agency head may exempt from automatic declassification under
paragraph (a) of this section specific information, the release of which could be

expected to:

(1) reveal the identity of a confidential human source, or a human
intelligence source, or reveal information about the application of
an intelligence source or imethod;

(2) reveal information that would assist in the development or use
of weapons of mass destruction;

- (3) reveal information that would impair U.S. cryptologic systems
or activities;s®2 *'3 3 27027 3.3 7T LT T T
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(4) reygal,zzzformat;on th‘zt wpyld.zmpa;r zh@ mplzcgtzon of state of
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" (5) reveal actual U.S. military war plans that remain in effect;

(6) reveal information, including foreign government information,
that would seriously and demonstrably impair relations between
the United States and a foreign government, or seriously and
demonstrably undermine ongoing diplomatic activities of the
United States;

(7) reveal information that would clearly and demonstrably impair
the current ability of United States Government officials to protect
the President, Vice President, and other protectees for whom
protection services, in the interest of the national security, are
authorized;

(8) reveal information that would seriously and demonstrably
impair current national security emergency preparedness plans or
reveal current vulnerabilities of systems, installations,
infrastructures, or projects relating to the national security; or

(9) violate a statute, treaty, or international agreement.
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