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MEMORANDUM

February 26,2008

Members of the Committee on Oversight and Government Reform

I)emocratic Committee Staff

Supplemental Information for Full Committee Hearing on \ilhite House E-mails

ONE HUNDRED TENTH CONGRESS

TOM DAVIS. VIRGINIA.
RANKING MINORtrY MEI\¡BER

DAN BURTON, INDIANA
CHRISTOPHEB SHAYS, CONNECTICUT
JOHN M, McHUGH. NEW YOFK
JOHN L. MICA, FLORIDA
I\¡ABK E. SOUDER. INDIANA
TODD RUSSELL PLATTS, PENNSYLVAN¡A
CHRIS CANNON. UTAH
JOHN J. DUNCAN. JR.. TENNESSEE
MICHAEL R. TUFNER, OHIO
DARRELL Ê. ISSA, CALIFORNIA
KENNY MARCHANI. TÛAS
LYNN A. WÊSTMORELAND, GEORGIA
PATHICKT. MGHENRY, NORTH CAROLINA
VIFGINIA FO)C( NORTH CAROLINA
BBIAN P. BILBRAY, CALIFORNIA
BILL SALI, IDAHO
JIM JORDAN. OHIO

To:

Fr:

Re:

On Tuesday, February 26,2008, at 10:00 a.m., in rcom2l54 of the Rayburn House
Off,rce Building, the full Committee will hold a hearing entitled "Electronic Records Preservation
at the White House." This memo provides supplemental information for members regarding the
status of the Committee's investisation into the loss of official e-mail.

EXECUTIVE SUMMARY

The Committee has been investigating White House compliance with the Presidential
Records Act. In preparation for this hearing, the Committee received more than 20,000 pages of
intemal e-mails and other documents from the White House and the National Archives and
Records Administration. The Committee also interviewed or received written answers to
questions from six current or former officials in the White House responsible for preserving
V/hite House records.

The documents and interviews raise serious questions about the White House's
compliance with the Presidential Records Act, which requires the White House to preserve e-

mails documenting the "activities, deliberations, decisions, and policies" of the President. The
information the Committee has received shows:

The \ilhite House has not had a reliable system for preserving \ilhite House e-mails
since 2002, when the White House made the decision to stop using the Automatic
Records Management System (ARMS) used by the Clinton White House. Steven
McDevitt, an offrcial in the White House Office of the Chief Information Officer from
September 2002through October 2006, informed the Committee that during his time at
the White House, "the process by which email was being collected and retained was
primitive and the risk that data would be lost was high." As early as January 2004,the



National Archives warned the White House that it was'ooperating at risk by not capturing
and storing messages outside of the email system." An internal White House "discussion
document" from October 2005 states: "There is operational risk in current email storage
management processes. Lost or misplaced archives may result in an inability to meet
statutory deadlines."

Until mid-2005, the system that the White House used for preserving e-mails had
serious security flaws. According to Mr. McDevitt, "ln mid-2005 ... a critical security
issue was identified and corrected. During this period it was discovered that the file
servers and the file directories used to store the retained email ... were accessible by
everyone on the EOP network." Mr. McDevitt informed the Committee that the
"potential impact" of this security flaw was that there was "[n]o verification that data
retained has not been modified."

The White House has refused to cooperate with efforts by the National Archives to
ensure the preservation of \ilhite House e-mails. On May 1,2007, the Archivist of the
United States, Allen Weinstein, wrote White House Counsel Fred Fielding that"it is
essential that the White House move with the utmost dispatch both in assessing any
problems that may exist with preserving emails ... and in taking whatever action may be

necessary to restore any missing emails." On May 6,2007, a senior off,rcial in the
National Archives wrote the Director of the'White House Off,rce of Administration to
"request that you . .. determine whether instances of alienation of Federal records actually
occurred and then notify us of your findings." These requests and multiple similar
requests were ignored. According to a September 5,2007, memorandum to Dr.
Weinstein from the General Counsel of the Archives:

we still have made almost zero progress in actually moving ahead with the
important and necessary work that is required for a successful transition. ... [O]ur
repeated requests ... have gone unheeded. ... Of most importance, we still know
virnrally nothing about the status of the alleged missing White House e-mails.

o The process of recovering missing e-mails from RNC servers and \ilhite House
back-up tapes has not begun. Beginning in April 2007, the Archives urged the White
House to start recovering missing White House e-mails stored on back-up tapes
maintained by the Republican National Committee (RNC) and the White House. In his
May 1, 2007,letter, the Archivist advised Mr. Fielding that such 'oa 'restoration' project
can easily take more than one year to complete." Despite repeated requests from the
Archives, these efforts have not yet begun. Moreover, the RNC has informed the
Committee that it has no intention of trying to restore missing White House e-mails.

At this point, the full extent of the missing White House e-mails cannot be determined.
There appear to be two main sources of missing e-mails. First, over 80 White House offtcials,
including many of the most senior officials in the White House, regularly used RNC e-mail
accounts. The RNC, however, has preserved no e-mails for over 50 of these officials and has

saved few e-mails for the other offrcials from before fall2006.



Second, an analysis of the White House e-mail system in 2005 identified over 700 days in
which a component of the Executive Office of the President had an unusually low number of e-

mails preserved on White House servers, including 473 days in which a component had no
preserved e-mails. According to the analysis, there are 12 days of no e-mails for the President's
immediate office and 16 days of no e-mails for the Vice President's office. The 2005 analysis
was prepared by ateam of l5 White House officials and contractor personnel supervised by Mr.
McDevitt.

The White House is now disputing the accuracy of the 2005 analysis. In briefings with
Committee staff, the White House has asserted that it has located at least some e-mails for each
of the no-e-mail days for the White House Office as well as for five of the l6 no-e-mail days for
the Office of the Vice President. The'White House, however, has refused to share many other
details with the Committee. At a meeting with the White House in October 2007, the Archives
expressed doubts about the reliability of the new analysis being prepared by the White House.

According to the notes of this meeting:

'We 
expressed great concern that the process was moving so slowly, and that we were

very skeptical that the report results from the new tool could completely eliminate the
possibility of messages missing from the collections system. We pointed out that some
type of restoration project would inevitably be necessary if significant doubt remained
that messages had not been collected, and that they should begin planning for such a
project by requesting funding for the current FY.

The difficulties the White House encountered in recovering e-mails for Special Counsel
Patrick Fitzgerald also undermine its claim that the journaling system was adequate. According
to documents provided and shown to the Committee, the journaling archive system contained no
e-mails from the Office of the Vice President for important dates: September 30, 2003, to
October 6,2003. In an effort to recover the e-mails, the White House restored backup tapes for
these days. These backup tapes also contained no journaled e-mails or .pst files for those dates

for the Office of the Vice President. The only e-mails that could be recovered and provided to
the Special Counsel were e-mails that the White House was able to restore from the personal e-

mail accounts of officials in the Vice President's office.

The Committee's investigation into the extent of the missing White House e-mails has

been complicated by a lack of cooperation from the White House. The Committee requested

documents from the White House on December 20,2007. Since that time, the White House has

produced only a small number of documents, including no documents from either of the White
House hearing witnesses, Theresa Payton, Chief Information Officer, and Alan Swendiman,
Director of the Office of Administration. The White House also has withheld an unknown
number of documents without any claim of executive privilege. In addition, the White House

' 
directed the National Archives to withhold various documents relating to White House actions,
for which the Committee issued a subpoena.



I. REQUIREMENTS OF THE PRESIDENTIAL RECORDS ACT

The Presidential Records Act was passed in 1978 in the aftermath of Watergate. The Act
makes clear that the President's records belong to the American public, not to the President or
his advisors. The Act requires the President to:

take all such steps as may be necessary to assure that the activities, deliberations,
decisions, and policies that reflect the performance of his constitutional, statutory, or
other official or ceremonial duties are adequately documented and that such records are

maintained as Presidential records.'

The Act also gives important powers and responsibilities to the National Archives and
Records Administration, which is headed by the Archivist of the United States, Allen'Weinstein.
The Archivist's primary responsibility arises at the end of a president's term of office, when he is
to "assume responsibility for the custody, control, and preservation of, and access to, the
Presidential records of that President."'

In addition, the Archivist has limited authority over the preservation of presidential
records during a President's term. Although the Act gives the President full authority over the
management of records during his term, the President is required to obtain the views of the
Archivist prior to disposing of any "Presidential records that no longer have administrative,
historical, or evidentiary value." The Archivist does not have the authority under the Act to
prevent the disposal of these records. He may, however, consult with Congress and require the
President to submit a disposal schedule to the appropriate congressional committees 60 days
prior to the proposed disposal.'

II. THE INADEQUATE WHITE HOUSE E.MAIL ARCHIVING SYSTEM

Interviews and documents reviewed by the Committee show that the White House
abandoned its e-mail archiving system in2002 and relied instead on a temponry, ad hoc, manual
system. These interviews and documents also show that top White House officials were warned
repeatedly by their own technical staff and by the National Archives that operating without an

archiving system posed serious dangers, such as the risk of data loss, the risk of tampering, and
the inability to verify that systems were working properly. Despite these warnings, the'White
House aborted efforts to put in place a new e-mail archiving system.

According to Theresa Payton, the White House's current Chief Information Officer, most
White House employees used the Lotus Notes e-mail system when the Bush Administration took
office in January 2001. E-mails from this system were archived through the Automatic Records
Management System (ARMS), which had been in place since the previous administration. In
2002, however, the White House decided to switch (or "migrate") from the Lotus Notes e-mail
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system to the Microsoft Exchange e-mail system. This migration started in2002 and was
completed in2004.4

According to Ms. Payton, when the White House migrated to its new e-mail system, it
abandoned the ARMS archiving system. Instead, the White House began an ad hoc process
called'Joumaling." Under this process, a White House staffer or contractor would collect from
a "journal" e-mail folder in the Microsoft Exchange system copies of e-mails sent and received
by White House employees. After retrieving copies of these e-mails, the White House staffer or
contractor would then manually name and save them as ".pst" files on various White House
seryers.5

The new system for preserving White House e-mails had serious flaws. In one e-mail, an
Archives off,rcial wrote: "I refer to it as a 'message collection system' even though we all
understand that it hardly qualifies as a 'system' by the usual IT definition."o Carlos Solari, who
was the Chief Information Officer for the White House at the time, described the journaling
process as a "temporary" solution, and as a "short-term situation" that was not considered by the
rWhite House as a'oagood long-term situation."T

Steven McDevitt, a senior official in the White House Office of the Chief Information
Offlrcer from September 2002 through October 2006, provided the Committee an extensive
description of the problems with the rWhite House system:

There was a great deal of concern about proceeding with the migration to
Outlook/Exchange without having an adequate email records management solution in
place. . . . There were four types of risk that were discussed on a number of occasions
within management ranks ... :

Incomplete Data - The process by which email was being collected and retained was
primitive and the risk that data would be lost was high. ...

Data Reconciliation There is no way to guarantee that all records are retained in
their complete and unmodified state. ...

Public Perception - Given the issues that occurred during the prior administration, it
should warrant extra caution on the part of the EOP before making any changes to the
email retention process. Additional system problems would create a public perception

o Briefing from Theresa Payton to Staff, House Committee on Oversight and
Govemment Reform (Oct. 10, 2007).

5 Id.
6 E-mail from Sam V/atkins to Theresa Payton (Nov. 6,2007) (NARA Bates No. 001634

to 001635).
7 Interview of Carlos Solari by Staft Committee on Oversight and Government Reform

(Feb. 7,2008).



that the EOP was unwilling or unable [to] retain records that were required under current
law. ...

User Accountability - The approach of simply storing email message in .pst files
provides no mechanism or audit trail that tracks changes Io data files or the activities
performed by users or system administrators.s

According to Mr. McDevitt, he brought his concerns to the attention of senior officials at
the White House, including "White House Counsel Harriet Miers and members of her staff."e

A. Risk of Data Loss

The documents received by the Committee show that the White House was repeatedly
warned that its system for preserving e-mails was inadequate. An early waming occurred in
January 2004 from the staff of the National Archives. According to a summary of a January 6,

2004, meeting between White House and Archives staff:

EOP has been converting from Lotus Notes to Microsoft Xchange over the past tv/o
years. ... Messages in Xchange are NOT being captured in ARMS or any other
system external to Xchange. ... The NARA team emphasized that EOP was
operating at risk by not cãpturing and storing messages outside the email system."l0

These risks were reiterated in an internal White House "discussion document" from
October 2005. According to this document:

There is operational risk in current email storage management processes. Lost or
misplaced email archives may result in an inability to meet statutory requirements. ...
Standard operating procedures for email management do not exist. Automated tools that
support the email archive process are not robust. The current version ... is prone to
failure. ... Searches of email in response to statutory requirements may not be complete,
creating legal and political risk.lr

A November 14,2005, memorandum from Mr. McDevitt to John Straub, the Acting
Chief Information Officer and the Director of the Office of Administration. similarlv warned of

8 Letter from Steven McDevitt to Rep. Henry A. Waxman (Feb. 21,2003) (Attachment
l, at7).

e Id. çÃttachment 2, af 7).
r0 National Archives and Records Administration, Summary of Jan. 6, 2004, meeting

wìth EOP re ECRMS at Archives 11(undated) (NARA Bates No. 000643 to 000644) (emphasis

in original).
rr Email Archive Process Risk Mitigations; Discussion Document (Oct.25,2005). In

his responses to the Committee, Mr. McDevitt stated that he believed he "was involved in the
creation of this document but do not recall the specific purpose of the presentation." Letter from
Steven McDevitt to Rep. Henry A. Waxman (Feb. 21, 2008) (Attachment 2, at l2).
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