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GAO

United States
General Accounting Office
Washington, D.C. 20548

Information Management and
Technology Division

B-238715
April 29, 1991

The Honorable Charles E. Schumer

Chairman, Subcommittee on Crime
and Criminal Justice

Committee on the Judiciary

House of Representatives

Dear Mr. Chairman:

On April 18, 1991, we provided you with a classified report
in response to your November 17, 1989, request for
information on automated information systems that are used
by federal agencies in support of drug law enforcement. The
report, entitled War on Drugs: Inventory of Federal
Agencies’ Automated Information Systems, listed and
discussed systems that federal agencies and organizations
consider critical to their work in reducing the supply of
illegal drugs_in the United States. As agreed with your
office, we are providing you with this unclassified version
of the report. However, because the agencies consider the
information contained in this report to be sensitive, we
have marked the report For Official Use Only.

As stated in our April 18, 1991, report, because no
comprehensive listing of counterdrug systems has ever been
compiled, we surveyed federal civilian, Department of
Defense (DOD), and intelligence agencies with drug supply
reduction missions to obtain this information. Generally,
such missions involve or are related to the investigation
and prosecution of drug-related cffenses, counterdrug
intelligence gathering and operations, border control and
interdiction, and international drug control. Because of
the large number of agencies involved and the vast amount of
data obtained, we did not independently verify this
information,

Appendix I briefly discusses each organization's counterdrug
mission and describes its mission-critical systems. The
table of contents lists each system and the page number
where its description can be found. For quick reference,
appendix II contains an index of federal agencies and
appendix III centains an index of systems discussed in this
report. The appendixes list the agencies and systems by
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full name, abbreviation or acronym, as well as page numbers
where they are discussed. Additional information on our
objectives, scope, and methodeology is contained in appendix
IV.

We surveyed 41 federal civilian and intelligence agencies,
as well as 31 DOD components under the Office of the
Secretary of Defense, the Organization of the Joint Chiefs
of Staff, the military services, and the Unified and
Specified Commands. A total of 24 civilian and
intelligence agencies1 and 9 DOD components reported that
they operate or are developing a total of 102 automated
information systems that are critical to their counterdrug
activities. This total includes 11 systems reported by the
agencies that are classified, and these systems have been
omitted from this unclassified version of the report. Table
1 lists the number of systems reported by each specific
organization.

As shown on table 1, DOD service and command components and
the Drug Enforcement Administration have the largest number
of mission-critical systems, reporting a total of 28 and 21
systems, respectively. These systems make up about 438
percent ¢of the total systems.

L
The 102 systems include 80 that are currently in use and 22
under development. The agencies reported that these 102
systems are designed to support various counterdrug
activities such as case management and intelligence
analysis, and to retrieve, store, and manipulate different
types of data. For example, certain systems process sensor
and radar data while others process information on persons,
vehicles, vessels, aircraft, and geographic locations. Not
all systems have been designed exclusively for counterdrug
purposes. Many systems reported by DOD, for example, were

lThis figure includes systems reported by the Defense
Intelligence Agency and the National Security )
Agency. The Central Intelligence Agency refused to provide
us with general information on its mission-critical
counterdrug systems stating that the agency needed to
protect its sources and methods of gathering intelligence.
Both the National Security Agency and the Defense
Intelligence Agency, however, provided the information we
requested.
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Table 1: Counterdrug Automated Information Systems

Department or Agency In use Developing Total
Department of Justice T
Criminal Division 3 3
Drug Enforcement Administration 21 21
Executive Office for U.S. Attorneys 1 1
Federal Bureau of Investigation 4 1 5
Immigration and Naturalization Service 4 2 6

Organized Crime Drug Enforcement
Task Force 1 1
U.S. Marshals Service 1 1

Department of the Treasury

Bureau of Alcohol, Tobacco and Firearms 2 2

Financial Crimes Enforcement Network 1 1 2

Internal Revenue Service 1 1 2

U.5. Customs Service 7 7
Department of Transportation

Federal Aviation Administration 2 2

U.5. Coast Guard 2 2
Department of Defense

Defense Intelligence Agency 4 4

Joint Chief¥ of Staff 3 3

National Security Agency 1 2 3

Services and Commands 18 9 28
Department of State

Bureau of Consular Affairs 1 1

Bureau of Internaticonal Narcotics

Matters 1 1

Department of Health and Human Services _

Food and Drug Administration 1 1
Department of Agriculture

U.S. Forest Service 1 1
Department of the Interior

Bureau of Indian Affairs 1 1

Bureau of Land Management 1 1

U.S. Park Police 1 1

Independent Agencies
Agency for International Development 1 1
International Criminal

Police Organization

Total

gl
L=1 ]
(8
[ %]
'—l
o
[ &

3 FOR OFFICIAL USE ONLY



B-238715

The technical complexity of the systems also varies widely.

For example, the Customs Service's Treasury Enforcement

Communications System II is a multiagency system including

telecommunications that supports the law enforcement
activities of 16 federal agencies and about 30,000 users.
The system has various on-line applications, allows access
to other data base systems, and handles over 1 million

transactions daily. 1In contrast, the Management Information
System operated by the Executive Office of the Department of

Justice's Organized Crime Drug Enforcement Task Force is a
case-tracking system that has no outside connections and
limited real-time capabilities.

As part of our review, we discussed the information
contained in this report with responsible agency officials
and havé incorporated their views where appropriate. As
agreed with your office, we plan no further distribution o
this report until 30 days after the date of this letter.
that time we will provide copies of the report to the
Director of the Office of Management and Budget, the
Secretary of Defense, and the Attorney General. We will
also provide copies to the Director of the Office of
National Drug Control Policy, for distribution to' federal
agencles within the drug control community. Because this
report contains sensitive information, we plan no further
distribution beyond the agencies mentioned above. If you

2gensitive unclassified information is privileged or
proprietory information which, for a significant reason,
should receive limited dissemination, Sensitive material
this nature can include, but is not limited to, "For
Official Use Only” and privacy data. Classified
information is official information or material that is
owned by, produced by or for, or under the control of the
U.5. government, and which requires protection against
unauthorized disclosure in the .interest of the national
security.
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‘have any questions, I can be reached at (202) 275-3455,
Major contributors to this report are listed in appendix v,

Sincerely yours,

Howard G. Rhile
Director, General Government

Information Systems
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APPENDIX T APPENDIX I

MISSION-CRITICAL COUNTERDRUG AUTOMATED INFORMATION SYSTEMS BY
FEDERAL DEPARTMENT AND AGENCY

DEPARTMENT OF JUSTICE

Criminal Division

Counterdrug Objective: The Criminal Division is responsible for
all criminal and civil litigation under the Controlled Substances
Act (P.L. 91-513),1 rpe Criminal Division also helps formulate
policies on methods of investigation and prosecution, conducts
related prosecutions, and assists U.S. Attorneys with
international and multidistrict cases. The Criminal Division uses
three automated information systems to support its counterdrug
objectives--the Extradition Tracking System, the Mutual Legal
Assistance Tracking System, and the Witness Immunity Request
Tracking System.

Extradition Trackin stem {ETS

Purpose: ETS is used to track and report on extradition
requests.

System Data: The system contains information on the type of
assistance request, source of request, individual's name
(including alias}, nature of violation, dates of opened and
closed cases, and summary data. Extradition request data are
keyed into the system by Criminal Division personnel and
information caR be retrieved in printout form and by real-time
'display. The system produces reports by country; attorney
assigned and disposition; arrests by calendar year; bail
Statistics by fugitive nationality; and summary crime
listing. ETS data are unclassified.

Data Users: ETS information is used by division management
and others such as the State Department and the Congress.

Mutual Legal Assistance Tracking System (MATS)

Purpose: MATS is used to record and track requests for legal
assistance on criminal cases initiated by other federal,
State, local, and foreign agencies.

System Data: 'The system contains information on the type of
assistance request, source of request, individual's name,
nature of violation(s), dates of opened and closed cases, and
Summary data. Assistance request data are keyed into the

1Controlled substances are drugs, other substances, precursors, or
essential chemicals listed in the Act, which have a substantial and
detrimental effect on the health and general welfare of the
American people. For example, drugs such as heroin and marihuana
are considered controlled substances. Precursors or essential
Chemicals are defined as those chemicals required for the
production of a controlled substance. "
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system by Criminal Division personnel, and information can be
retrieved In printout form and by real-time display. MaTS
data are unclassified.

Data Users: MATS information provides division management
with status information.

Witness Immunity Request Trackin stem {(WITS

Purpose: WITS is used to track the status of immunity
requests in criminal cases and referrals for immunity sent to
the Criminal Division by all federal departments and agencies
for review.

System Data: The system contains information on witnesses,
such as name and background data, as well as information on
associated cases, the status of the reguest, and the
organization making the request. The Criminal Division's
Office of Enforcement Operations personnel receive these data
in hard copy form from U.S. Attorneys or other Department of
Justice divisions. The data are keyed into the system and can
be retrieved by real-time display. System data are
unclassified sensitive. )
Data Users: Real-time system access is restricted to the
Department of Justice. However, WITS information is used for
all federal-level immunity actions. Also, witness names on
the system are shared with the Federal Bureau of
Investigation and the Internal Revenue Service for their
investigations.

FOR OFFICIAL USE ONLY
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Drug Enforcement Administration

Counterdrug Objective: The Drug Enforcement Administration (DEA)
is the lead federal agency for enforcing laws and regulations on
narcotics and controlled substances. DEA's Primary
responsibilities include: investigation of major drug violators who
operate at interstate and international levels; enforcement of
regulations governing the legal manufacture and distribution of
controlled substances; management of naticnal drug intelligence
data; and coordination with federal, state, and local law
enforcement agencies and counterparts abroad. In performing its
counterdrug functions, DEA operates 21 automated information
systems discussed below.

Automation of Reports and Consolidated Order System ARCOS
Purpose: ARCOS is used to track the distribution and use of
selected controlled drug substances from the point of origin
(legitimate manufacturers and distributors) to the retail
level (i.e., pharmacies, hospitals and clinics,
practitioners, and teaching institutions). The system also
helps DEA identify potential areas of drug diversion and
identify specific targets.

System Data: ARCOS stores information on all controlled drug
ingredients used to manufacture final drug products, and
contains detailed information on drug substances manufactured
and sold inclwing names of manufacturers and distributors,
quantity of drugs purchased or sold, buyers and sellers, dates
of sale, order form numbers, and strength of ingredients
{percent of purity). ARCOS reportable drug information is
submitted to DEA by all legal drug manufacturers and
distributors in accordance with applicable laws, regulations,
and policies. Data are entered into the system from paper
documents, paper tapes, magnetic media, and diskettes on a
daily basis. Information is retrieved in printed reports and
by magnetic media when requested. System data are
unclassified sensitive.

Data Users: ARCOS supports federal, state, and local
enforcement agencies. Selected data are available to all
submitting manufacturers and distributors on an ad hoc basis.

Case Status System (CAST)

Purpose: CAST is used to record information on all cases and
general files opened by DEA. The system provides information
about a given case, the basis for scheduling required case
reviews by supervisors, and a data base for conducting overall
case load evaluations.

System Data: CAST information is entirely related to DEA case
initiation and development. It contains data on the agents
assigned to the case, past and future case review dates, and
assigned Geo-Drug Enforcement Program .(G-DEP) codes. These
data are keyed into the system from each domestic DEA office

>
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initiating a case or general file, and from DEA's Central
Records Center on all foreign cases and general files. CAST
data can be retrieved by printout and by real-time display.
System access 1s controlled with user profiles and passwords,
and the data are unclassified sensitive.

Data Users: CAST 1s used only by DEA or other agency
personnel who are assigned to DEA task force operations.

Central Reference System (CREF)

Purpose: CREF stores various reference data that support
routine DEA investigative functions. For example, the system
assists investigators in identifying the names and locaticn of
foreign cities, and long distance telephone area codes and
exchanges.

System Data: The system contains geographic information such
as place-names and telephone cross-reference files. The
information contained in CREF is obtained from commercial and
government sources and entered by magnetic media. System
information can be retrieved in printout form and by real-time
display. Source data are unclassified and public information.
However, compiled CREF data are unclassified sensitive and are
contrglled with user profiles and passwords.

Data Users: The system supports other federal, state, and
local law enforcement agencies involved with the development
of drug cases under the jurisdiction of DEA and U.S.
Attorneys.

Chemical Handlers Evidence Management Svstem {(CHEMS)

Purpose: CHEMS is used by DEA to track the handling of
precursor and essential chemicals used in the manufacture of
illicit substances.? .

System Data: The system contains information on chemical
companies' sales and purchases. CHEMS data are obtained from
DEA field office investigative reports and questionnaires
completed voluntarily by chemical firms. Data are keyed into
the system and can be retrieved in printout form and by real-
time display. CHEMS data are unclassified.

Data Users: CHEMS is used by DEA and the Customs Service.

Computerized Asset Proqram System {CAPS)

Purpose: CAPS is used to track and report the status of
assets seized by DEA and other law enforcement agencigs in
connection with drug trafficking and corganized crime.

2DEA is beginning a redesign of CHEMS in fiscal year 193%1.

3caps is being redesigned. The redesigned system, called the
Asset Forfeiture System, will provide improved capabilities such a:
electronic data entry from DEA field locations.
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System Data: The system contains the following investigative
information: type of asset, asset value, seizure date,
Probable cause, and nature of violation. DEA agents and state
and local police departments provide this information. Data
are keyed into the system and information can be retrieved in
printout form and by real-time display. System data are
unclassified. '

Data Users: CAPS information is provided to the Congress, the
Department of Justice, the Marshals Service, and U.S,
Attorneys. 1In addition, information on seized drug assets is
electronically transmitted to a nationally publicized
newspaper where the assets are advertised for sale.

Controlled Substances Act System (CSA

Purpose: The Controlled Substance Act System (CSA) is used to
track information on persons and firms that are authorized to
handle controlled substances.

System Data: Under the Controlled Substances Act, those
involved with the distribution of controlled substances must
register with DEA. CSA contains a variety of registration
data such as the names of registrants, their DEA registration
number, and expiration and renewal dates. System data
originate from applicants and registrants. Information can be
obtained from the system in printout form and by real-time
display. System access is controlled with user profiles and
passwords, and dhe data are unclassified sensitive.

Data Users: CSA data are used by U.S. Attorneys and state and
local judicial authorities in the prosecution of criminal and
civil cases. CSA is also used by DEA's Office of Chief
;Counsel and by state agencies in administrative proceedings.

A master file of CSA registrants is furnished to the
Department of Commerce's National Technical Information
Service, which sells it to registrants such as distributors
who need to verify customers' DEA registration numbers prior
to selling them any controlled substances.

Controlled Substances Information System (CSIS)

Purpose: CSIS stores information on precursor and essential
chemicals and controlled substances of investigative interest
to DEA. This system can alsoc be used to assist in

determining probable substances that can be produced with a
given set of precursor or essential chemicals.

System Data: The system contains information on chemicals and
hazards for each substance recorded. These data originate
within DEA, chemical reference sources, the National Library
of Medicine, the Department of Transportation, and the
Chemical Abstracts Service. Data are keyed into the system or
entered through a batch process. CSIS information can be
retrieved in printout form and by real-time display. System
access is controlled with user profiles and passwords, and the
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data are unclassified sensitive.

Data Users: CSIS supports the drug-related activities of the
Federal Bureau of Investigation and other federal, state, and
local law enforcement agencies.

DEA Accounting System (DEAAS)

Purpose: DEA’'s primary accounting and financial management
system used to monitor all DEA program and investigation
expenditures.

System Data: The system provides on-line edit and update
capabilities that allow the end-user to perform various
accounting functions, such as tracking expenditures and
creating reports. DEA sources provide information for the
system. Data are keyed into the system from paper documents
and retrieved in printout form and by real-time display.
System access is controlled with user profiles and passwords,
and the data are unclassified sensitive.

Data Users:; DEAAS is only used by DEA.

Defendant Statistical System (DSS) .
Purpose: DSS stores information on persons arrested by DEA.

The system is used to gather statistics on persons arrested o:
cited in DEA cases during the current and five preceding
fiscal years.

System Data: The system contains the following data: the DEA
case in which the arrest was reported, defendant information,
nature of the offense, jurisdiction of the offense and its
disposition, the sentence or term if convicted, and the
disposition date. A DEA Form-202 (Personal History Report)
documents the arrest of a defendant in a DEA investigation.
This form, along with DEA Form-210 (Defendant Disposition
Report) recording the disposition of the case, is forwarded t
DEA's Statistical Services Section where information is keyed
into the DSS system. DSS information can be retrieved from
the system by real-time display. System access is controllec
with user profiles and passwords, and the data are
unclassified sensitive.

Data Users: DSS is only used by DEA.

Domestic Drug Removal System (DDRS

' Purpose: The system is used to report statistics on drugs
purchased, seized, or otherwise obtained through DEA
investigations or DEA cooperative investigations with
federal, state, and local law enforcement agencies.
System Data: The Domestic Drug Removal System is a reportin
system that identifies the amounts of drugs collected by DEA
and laboratory analysis results. System data are entered fr
DEA's System to Retrieve Information from Drug Evidence II,
which 1s discussed below, via electronic communication.
Information can be retrieved in printout form and by real-ti
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display. System access is controlled with user profiles and
passwords, and the data are unclassified sensitive.

Data Users: Information from the Domestic Drug Removal
System supports the following agencies: the White House;
Congress; the International Criminal Police Organization; the
United Nations; the Department of Defense; the District of
Columbia government; federal law enforcement agencies; state
and local governments. Sanitized information from the system
is also provided to drug abuse research organizations, the
news media, and private industry.

Drug Theft System (DTS)

Purpose: The Drug Theft System is used to Eecord information
on drugs stolen from retail establishments.

System Data: The system contains data on drug thefts
including date of theft, type of establishment, type of drug,
amounts stolen, and person or place from which the substance
was stolen. Controlled Substances Act registrants report
thefts of controlled substances. These data are keyed into
the system and information is retrieved in printout form.
System access is controlled and the data are unclassified
sensitive.

Data Users: DTS is only used by DEA.

EVENTS System {EVENTS)
Purpose: EVENTS is used to collect information on specific

° drug-related incidents and overt criminal acts committed by
individuals or groups. The system provides DEA personnel with
an automated method of identifying suspect or organizational
links in drug investigations, and assists with the production
of comprehensive reports used in developing cases on criminal

- activities.
System Data: The system contains detaijiled information on an
event that DEA has investigated. Data include the date and
time of the event, text related to the incident, names and
addresses of associated individuals and businesses, vehicle
and vessel information, and key words pertaining to the event.
The system data are keyed from paper documents and can be
retrieved in printout form and by real-time display. System
access is controlled with user profiles and passwords, and the
data are unclassified sensitive.
Data Users: The system supports federal, state, and local law
enforcement agencies in drug cases that are under the

4The Drug Theft System is being upgraded to interface with other
DEA systems. Also, the system upgrade will allow real-time data
input and retrieval. Users of the Drug Theft II system will be
given access privileges on a "need-to-know" basis and security
will be maintained by user profiles.

FOR OFFICIAL USE ONLY
17




R

APPENDIX I APPENDIX I

Jurisdiction of DEA and U.S. Attorneys.

Federal-Wide Drug Seizure System {FDSS

Purpose: FDSS is intended to provide accurate summary
information on drugs seized, purchased, or otherwise collected
by DEA, the Federal Bureau of Investigation, the Customs
Service, and the Coast Guard. '

System Data: The system contains data extracts of drug
removal information from data bases maintained by DEA, the
Federal Bureau of Investigation, the Customs Service, and the
Coast Guard. FDSS data include drug type, quantity, method of
identification (i.e., laboratory analysis, field test, or
visual examination), date and place of collection, and the
Federal Drug Identification Number (a number assigned to a
drug removal by the first federal agency having custody of the
drug). Data from the source agencies are entered via magnetic
tape or floppy diskette. Information is retrieved in

printout form and by real-time display. System access is
controlled with end-user profiles and passwords, and the data
are unclassified sensitive, .
Data Users: Data from FDSS are routinely disseminated to the
Federal Bureau of Investigation, the Customs Service, and the
Coast Guard.

Information-Only-DEA-7 System { INFO-7)

Purpose: DEA uses the system to record cases where drug
evidence is acquired during an investigation, no DEA
laboratory analysis is performed, and a law enforcement agency
other than DEA takes custody of the drug evidence.

System Data: 1In cases where other agencies take custody of
drug evidence, the agencies file an "Information Only" Form-7
with DEA field offices. DEA field personnel key the reported
data into the system. System data can be retrieved in
printout form and by real-time display. System access is
controlled with user profiles and passwords, and the data are
unclassified sensitive.

Data Users: INFO-7 is only used by DEA.

Intelligent Terminal System (IT)

Purpose: The IT system is operated and accessed by personnel
at DEA's El Paso Intelligence Center (EPIC), and stores
investigative and intelligence information on the smuggling of

SDEA plans to redesign FDSS in the late 1990s. This effort,
resulting in FDSS II, will enhance the present system and improve
the efficiency of the system.
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drugs, weapons, and aliens.® Law enforcement personnel
assigned to EPIC use the system to support tactical border
interdiction operations and for general investigative
purposes.,

System Data: The IT system contains large amounts of data on
suspect aircraft and vessels, general aviation, aircraft and
maritime intelligence, known and suspected drug smugglers,
fraudulent documents, drug and currency selzures, and drug
smuggling threats. System data originate from sources within
federal, state, and local law enforcement agencies and are
collected by telephone or teletype messages. Information is
keyed into the system by EPIC personnel and entered by
magnetic tape and floppy disk. IT information can be
retrieved in printout form and by real-time display. System
access is controlled with passwords, and the data are
unclassified sensitive.

Data Users: Through EPIC, the IT system provides operational
and tactical intelligence support to various federal, state,
local, and foreign agencies engaged in counterdrug activities.
The system supports DEA and the following agencies: the
Customs Service; the Coast Guard; the Immigration and
Naturalization Service; the Marshals Service; the Federal
Bureau of Investigation; the Internal Revenue Service; the
Federal Aviation Administration; the Secret Service; the
Bureau of ATZchol, Tobacco and Firearms; and State Department.

Multi-Source Query System {MSQD)

Purpose: MSQ is a query-only system that allows the user to
search multiple DEA data bases for common information such as
individual's names and addresses, telephone numbers, dates,
free text, and specific file and case reference numbers. MSQ
uses or shares information from other data bases, and does not
maintain data files. The data sources that can be queried are
limited to only those systems that an individual user is
authorized to access.

6EPIC is a DEA-led, multiagency cooperative effort established to
collect, process, and disseminate intelligence concerning illicit
drug trafficking, and other activities of interest to law
enforcement agencies including smuggling of illegal aliens and
weapons trafficking.

TDEA plans to begin redesigning the IT system during fiscal year
1991. The new system will be called EPIC Automated Information
Retrieval System (EAIRS). '
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System Data: MSQ provides access to 10 other DEA systems.S
Retrieval criteria needed to execute each query are keyed on-
line. Information obtained through MS5Q can be retrieved by
printout and by real-time display. System access is
controlled with user profiles and passwords, and the data are
unclassified sensitive.

Data Users: The system supports federal, state, and local law
enforcement agencies in drug cases that are under the
jurisdiction of DEA and U.S. Attorneys.

Narcotics and Dangerous Drugs Information System {NADDIS)
Purpose: DEA special agents and other law enforcement

personnel use NADDIS to store information on subjects such as
persons and businesses known or suspected of being involved
with illegal drug activities.

System Data: RADDIS is a comprehensive index of DEA
investigative information on persons, businesses, vessels, and
selected airports. The system also provides a description of
DEA's past drug investigations. DEA's Central Records Center
and EPIC personnel enter data into the system from DEA
reports, Federal Bureau of Investigation information, and
Customs case material. NADDIS Iinformaticon can be retrieved in
printout form and by real-time display. In addition, hard
copy and microfiche subsets of information can be requested by
authorizéd personnel. System access is controlled with user
profiles and passwords, and the data are unclassified
sensitive.

Data Users: The system supports numerous federal agencies in
their counterdrug activities. DEA provides NADDIS drug
violator data by tape to the Customs Service for entry into
the Treasury Enforcement Communications System II (TECS II),
and to the State Department for entry into Consular Lookout
and Support System (CLASS). {(For additional information, see
the discussion of TECS II under the Department of the Treasury
and the discussion of CLASS under the Department of State in
this appendix.) Through the transfer of NADDIS information to
TECS II, the system indirectly supports the counterdrug
activities of other federal agencies with access to TECS 1I,
including the Immigration and Naturalization Service, the
Bureau of Alcohol, Tobacco and Firearms, the Internal Revenue

8MsQ accesses the following DEA systems: the Computer Asset
Program System; the Controlled Substances Act System; the Case
Status System; the Central Reference System; the Contreolled
Substances Information System; the EVENTS System; the Information-
Only-DEA-7 System; the Narcotics and Dangerous Drug Information
System; the TOLLS/Pen Register System; and the System to Retrieve
Information from Drug Evidence II. See the individual discussions
of each of these systems in this appendix for more information.
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Service, the Coast Guard, the State Department, and the
International Criminal Police Organization. 1In addition,
NADDIS data are used by agents at EPIC in responding to
requests from federal, state, and local law enforcement
agencies.

Prescription Survey System SCRIPT

Purpose: SCRIPT stores drug prescription information that is
obtained from registered pharmacies. DEA investigators use
this information in investigations of the diversion of
prescription drugs for illicit use.

System Data: Pharmacies submit information for input into the
system. These data are keyed from paper documents and entered
by magnetic media and diskette. SCRIPT information is
retrieved in printout form. System access is controlled and
the data are unclassified sensitive.

Data Users: SCRIPT is only used by DEA,.

System to Retrieve Information From Drug Evidence II
{STRIDE II)

Purpose: STRIDE II is used to store all possible information
surrounding a single piece of drug evidence.

System Data: The system includes five subsets of data that
include Evidence Inventory, Laboratory Analytical, Laboratory
Manpower, Ballisties, and Stockpile Inventory. Data include
drug property collected, purchased, or seized and the
resulting chemical analysis. The data ocriginate from law
enforcement officers and forensic chemists. DEA laboratory
personnel key the data into the system from paper documents,
and information is retrieved in printout form and by real-time
display. System access is controlled with user profiles and
pPasswords, and the data are unclassified sensitive.

Data Users: Other agencies supported by STRIDE II include
state and local police agencies, the Washington D.C.
Metropolitan Police Department, the Federal Bureau of
Investigation, the Customs Service, and other federal agencies
such as the U.S. Park Police.

Target Analysis and Reporting System {TARS)

Purpose: TARS is used in support of aircraft reconnaissance
missions. The system stores information on entities suspected
of drug production, manufacture, and transportation. These
entities include laboratories, fields, airstrips, and harbors.
System Data: TARS data include the location of suspect
targets, type of activity, production capacity, and personnel
involved. TARS data are obtained from reports and from
informants. This information is keyed into the system from
paper documents, and can be retrieved in printout form and by
real-time display. System access is controlled with user
profiles and Passwords, and the data are unclassified
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sensitive.
Data Users: TARS is only used by DEA.

TOLLS/Pen Register stem LL

Purpose: DEA personnel use TOLLS to store telephone data and
assist analyzing information to identify links between
individuals suspected of illegal drug activities.9

System Data: The system contains telephone information
including telephone numbers; the dates, times and duration of
calls; and the numbers called. All TOLLS information is
derived from DEA investigations. Data are obtained from
court-ordered physical and electronic search warrants,
telephone records subpoenaed from telephone companies,
wiretaps, pen registers, !0 and seized address books and drug-
related ledgers. Information is keyed from paper documents,
and can be retrieved in printout form and by real-time
display. System access is controlled with user profiles and
passwords, and the data are unclassified sensitive.

Data Users: The system supports federal, state, and local lav
enforcement agencies in the development of drug cases that ar:
under the jurisdiction of DEA and U.S. Attorneys. )

9DEA has a study underway called the Telephone Systems Integration
Project to determine the feasibility of a totally integrated DEA
telephone processing capability based on user needs and
requirements. This integrated capability will allow DEA to link
its intelligence and enforcement systems for analyzing telephone d

10An automated method of tracking telephone numbers dialed from a
particular telephone for investigative purposes.
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Executive Qffice for United States Attorneys

Counterdrug Objective: U.S. Attorneys investigate and prosecute
federal violations of controlled substances, money laundering, drug
trafficking, tax evasion, and violent and organized crime. U.s,
Attorneys also oversee Organized Crime Drug Enforcement Task Force
operations. In support of its counterdrug mission, the Executive
Office of U.S. Attorneys operates both central and local case-
tracking systems,

Central and Local Case Tracking Systems_(CTS)
Purpgse: These systems are operated at the local level
(within each U.s. Attorney's office) and central level (within
the Executive Qffice for U.S. Attorneys in Washington, D.C.).
The local systems track criminal and ¢ivil litigation at
individual U.s. Attorneys' offices, and the central system
compiles and develops statistical information about the U.s,.
Attorneys' work load. _
System Data: Source data for the local systems either comes
from agencies, such as the Drug Enforcement Administration and
the Federal Bureau of Investigation who refer cases, or U.S.
Attorneys, who develop the data during the course of their
investigations, or state and local agencies. These data are
keyed from documents and can be retrieved in printout form and
by real-time display. Data is transmitted by magnetic media
from the local systems to the central system monthly. Output
of the central system is available in printout form only.

Both systems contain unclassified sensitive data.

Data Users: These systems provide information on drug
litigation to Organized Crime Drug Enforcement Task Force
offices, the Drug Enforcement Administration, the Federal
Bureau of Investigation, the Customs Service, Congress,
various Department of Justice litigating divisions, Attorney
General, and the White House.

11rhe Organized Crime Drug Enforcement Task Force program,
established in 1982, constitutes a nationwide structure of

regional task forces. These task forces use the combined resources
and expertise of various federal law enforcement agencies in
cooperation with state and local investigators and prosecutors to
target and destroy major drug trafficking and money laundering
organizations.
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Federal Bureau of Investigation

Counterdrug Objective: The Federal Bureau of Investigation (FRBI)
investigates violations of criminal drug laws, concurrent with the
Drug Enforcement Administration. The mission of the FBI is to
target major multijurisdictional drug trafficking organizations
through leng term, sustained investigations. The goals are to
dismantle trafficking networks, arrest their leadership and seize
for forfeit their ill-gotten gains. FBI participates with the U.S.
Attorneys in federal prosecutions and provides assistance to other
federal, state, and local law enforcement agencies investigating
drug trafficking organizations. 1In support of this counterdrug
mission, FBI operates four automated information systems--the Field
Office Information Management System, the Investigative Support
Information System, the National Crime Information Center System,
and the Organized Crime Information System. 1In direct support of
its counterdrug role, FBI is also developing the Drug Information
System.

Drug Information System (DIS)

Purpogse: FBI is developing DIS to support counterdrug case
and program management and intelligence analysis activities.
The system will provide end-users with access to FBI as well
as other agencies' data bases from one workstation. TInitial
development and deployment of the system will allow end-users
to concugrently access FBI investigative and resource
management data bases. Development of additional techniques
such as multi-source data correlation, link analysis, advanced
aspects of machine reasoning, graphics, mapping and
visualization are underway.

System Data: Using DIS workstations, end-users will have
access to FBI's Field Office Information Management System,
Investigative Support Information System, and Orgapized Crime
Information System, via a closed secure network called
FBINET. 12 (All three systems are discussed below.)
Generally, these systems contain information extracted from
intra- and inter-agency communications and documents located
in FBI investigative files. The system will allow retrieval
of data in printout and graphic form and by real~-time display.
Data accessed by DIS will include both unclassified sensitive
and classified information.

Data Users: The use of DIS will be restricted to FBI
personnel only. FBI plans to deploy .the system in 34 of its

12The FBI is engaged in research and development efforts to
interface FBINET with the Customs Treasury Enforcement
Communications System 1I. In addition, through the development of
multilevel security, FBI intends to be in a position to effect
timely access to other systems, including commercial data bases,
that contain relevant counterdrug information.
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field offices including all Organized Crime Drug Enforcement
Task Force locations and High Intensity Drug Trafficking
Areas in support of counterdrug operations. FB] may
disclose information accessed through DIS to appropriate law
enforcement agencies engaged in criminal Justice activities.

Field Office Information Management System {FOIMS)

Purpose: FOIMS is a general case management system that
Supports all investigative programs in all FBI field office
locations.
System Data: The system encompasses numerous applications
that allow end-users to access case index information on
Subjects, suspects, and witnesses; transactional data
pertaining to telecommunications patterns of subjects; and
data pertaining to assets seized and forfeited in connection
with criminal activity. The information in FOIMS is extracted
from FBI investigative files that contain communications and
documents prepared by the FBI, obtained as public-source
records or provided by other federal, state, and local law
enforcement agencies. Data are keyed into the system from
manual files or entered electronically from other FBI
automated systems. System data can be retrieved in printout
form and by real-time display. FOIMS contains both
unclassified sensitive and classified information.
Data Users: he use of FQOIMS is restricted to FBI personnel
» only. FBI may disclose information contained in the system to
appropriate law enforcement agencies engaged in criminal
justice activities.

Investigative Support Information System (ISIS)

Purpose: ISIS was established in 1977 to provide support to
investigators of major cases across all investigative
programs. ISIS assists FBl personnel in tracking the criminal
activities of individuals and organizations and in managing
case information during investigation and prosecution.

System Data: 1ISIS includes five data bases that provide case
and program support for investigations on major drug
trafficking organizations. A sixth ISIS data base provides
intelligence support. Within these data bases, files have
been established that contain structured and free text
infermation on persons, assets, organizations, and
communications and transportation activities. The

13The Director of the Office of National Drug Control Policy
designated New York City, Los Angeles, Miami, Houston, and the
Southwest Border as High Intensity Drug Trafficking Areas because
of the seriousness of their drug trafficking problems and the
effects that drugs flowing through these areas have on other parts
of the country. "
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information is extracted from FBI investigative files that
contain communications and documents prepared by the FBI,
obtained as public-source records or provided by other
federal, state, and local law enforcement agencies. Data are
keyed intc IS5IS from manual files or entered electronically
from other FBI automated systems. ISIS data can be retrieved
in printout form and by real-time display. The system
contains both unclassified sensitive and classified
information.

Data Users: The use of ISIS is restricted to FBI personnel
only. FBI may disclose information contained in the system to
appropriate law enforcement agencies engaged in criminal
justice activities.

National Crime Information Center System (NCIC)

Purpose: NCIC is a nationwide system that services all
federal, state, and local law enforcement agencies on a 24
hour-per-day basis. It assists the criminal justice community
in the performance of its duties by providing, for example,
information on crimes and on those involved in illegal
activities, )
System Data: NCIC encompasses a series of "hot files” and
indices of documented criminal justice information pertaining
to wanted persons, stolen property, criminal histories,
foreign fugitives, missing and unidentified persons, and
perscons posing a threat to U.S5. Secret Service protectees.
Records are placed directly into NCIC by originating agencies
connected to the NCIC telecommunications network through state
and territorial criminal justice agencies. 4 once placed in
the system, the record is available to all criminal justice
agencies accessing the network in printout form or by real-
time display. NCIC data are sensitive unclassified.

Data Users: The NCIC system serves over 60,000 ¢riminal
justice agencies in the 50 states, District of Columbia,
Commonwealth of Puerto Rico, U.S. Virgin Islands, and Canada.

Organized Crime Information System {OCIS})

Purpose: OCIS assists FBI Special Agents and analysts in
developing tactical and strategic intelligence on organized
crime enterprises, activities, and subjects. OCIS support has

l4¢riminal justice agencies also participate as paying members in
the National Law Enforcement Telecommunications System (NLETS).
Using NLETS, law enforcement agencies can obtain drivers license,
motor vehicle registration, and criminal history information
residing in state systems. A consortium of law enforcement
representatives from each of the 50 states, the District of
Columbia, Puerto Rico, and the federal law enforcement community
make up the users of the network.

FOR OFFICIAL USE ONLY
26



APPENDIX I APPENDIX T

been extended to FBI counterdrug investigatijons.

stem Data: The system contains information on traditional
organized crime enterprises engaged in drug trafficking
activities. Files contain structured data on persons, assets,
organizations, communications, finances, and other areas. The
information is extracted from FBI investigative files that
contain communications and documents prepared by the FBI,
obtained as public-source records or provided by other
federal, state, and local law enforcement agencies. Data are
keyed into OCIS from manual files. System data can be
retrieved in printout form and by real-time display. ocCIs
contains both unclassified sensitive and classified
information.
Data Users: The use of OCIS i1s restricted to FBI personnel
only. FBI may disclose information contained in OCIS to
appropriate law enforcement agencies engaged in criminal
Justice activities,

FOR OFFICIAL USE ONLY
27




APPENDIX I APPENDIX I

Immigration and Naturaljization Service

Counterdrug Objective: The Immigration and Naturalization Service
(INS) is responsible for interdicting drugs along land borders
between and at designated ports of entry. INS also supports the
investigation and prosecution of drug-related cases invelving
aliens, and cooperates with other federal, state, and local
agencies in apprehending and removing alien drug traffickers from
the United States. 1In support of its ¢ounterdrug mission, INS
operates four automated information systems--the Computer Assisted
Dispatch and Reporting Enhancement System, the Deportable Aljen
Control System, the National Automated Immigration Lookout System
II, and the Operational Activities Special Information System. Two
other systems, the Automated Fingerprint Identification System and
the Enforcement Case Tracking System, are under development.

Automated Fingerprint Identification System (AFIS)
Purpose: AFIS, which is under development, is an advanced-

technolegy, fingerprint storage and retrieval system that will
be used to identify c¢riminal aliens and repeat offenders of
immigration law. The system will house a fingerprint data
base and allow INS to have direct communications with other.
law enforcement agencies.

System Data: AFIS will store fingerprint data and provide
direct links to other federal and local agency fingerprint
data bages. Data will be entered using live-scan equipment.
Information will be retrieved in printout form and by real-
time display. The system will contain unclassified sensitive
data.

Data Users: AFIS will support the counterdrug activities of
the fellowing agencies: the Drug Enforcement Administration;
the Customs Service; the Coast Guard; the Bureau of Alcohol,
Tobacco and Firearms; the Federal Aviation Administration: the
Marshals Service, the Federal Bureau of Investigafion; the
Internal Revenue Service; the International Criminal Police
Organization; the Department of State; and state and local law
enforcement agencies.

Computer Assisted Dispatch and Reporting Enhancement System
(CADRE)

Purpogse: CADRE is used to analyze data from remote sensors
that detect the illegal entry of aliens into the country. The
system is also used to monitor the activity of field agents,
assist with radio dis?atch operations, and interface with
other INS data bases.l3

151NS is enhancing the CADRE system. The new system, called CADRE
1I, will perform the same basic functions as the original system
and have added capabilities for storing case management and
statistical data. :
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System Data: CADRE stores the agent and sensor data it
collects for use in developing case reports and management-

remote sensors through radio and wire links. At INs offices,
the data are decoded and used to direct field agents to
perform such tasks as investigating sensor alarms. CADRE

making immediate assignments and for other types of
processing. CADRE data are unclassified sensitive.
Data Users: CADRE is only used by INS.

Deportable Alien Control System (DACS

Purpose: DACS is a case management system that collects,
tracks, and reports information on aliens who are detained or
being processed for deportation. DACS services the
operational and management needs of INS Detention and
Deportation Personnel in processing centers, district offices,
regional offices, and the central office.

System Data: DACS contains individual case data as well as
statistical and Summary information. System data are derived
from documents on the processing of deportable aliens, from
the aliens themselves, and from other organizations that
provide INS with judicial and administrative information. The
data are keyed into the System from paper documents, and
information Fan be retrieved in printout form and by real-
time display. DACS data are unclassified sensitive.

Data Users: DACS is only used by INS.

Enforcement Case Trackin System (ENCATS
Purpose: ENCATS, which is under development, will provide a

violators. The System will assist agents by providing
automated forms generation during post-arrest interview and
processing. Data entered during the Processing will be
avajilable for uploading to other systems.

System Data: ENCATS will contain data on individuals who are
under investigation for violation of U.s. Immigration laws and
the related civil and criminal statutes. Subjects will
include suspects at large, and current and prior arrestees.
Data will be directly entered by INS personnel. ENCATS data
will be unclassified sensitive.

Data_Users: ENCATS information will Support the counterdrug
activities of the following agencies: the Drug Enforcement
Administration; the Customs Service; the Coast Guard; the
Bureau of Alcohol, Tobacco and Firearms; the Federal Aviation
Administration; the Marshals Service; the Federal Bureau of
Investigation, the Internal Revenue Service; and the
International Criminal Police Organization. ENCATS
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information will also support the counterdrug activities of
state, county and local law enforcement agencies.

National Automated Immigration Lookout System 11

(NATLS II)

Purpoge: NAILS II is used by INS personnel to identify
persons entering the country who may be inadmissible, and
others such as known drug traffickers, whe may be of interest
to law enforcement agencies.

System Data: The system stores records containing
individuals' names and personal descriptions, as well as
information on their illegal activities. Sources from within
INS and other law enforcement agencies provide data that are
keyed into the system from paper documents or entered by
magnetic media. NAILS II data can be retrieved in printout
form and by real-time display. The data are unclassified
sensitive.

Data Users: NAILS II is the source of INS lookout data that,
when coupled with data from the State Department's Consular
Lookout and Support System (CLASS) and the Customs Service's
TECS 11, forms the data base of the Interagency Border
Inspection System. This data base directly supports
inspection operations at U.S. ports of entry. (For additional
-information, see our discussion in this appendix of the
Interagency Border Inspection System and TECS II under the
Department of the Treasury, and our discussion of CLASS under
‘the Department of State.)

Operational Activities Special Information System (OASIS)
Purpose: OASIS is an automated information system used to
collect, record, distribute, and track information on
violators of immigration law and investigative cases.

System Data: The system contains data on known or suspected
immigration law violators, alien smuggling incidents and
cases, and fraudulent documents. OASIS data originate from
INS operational personnel during the course of their duties,
and from other sources. The data are keyed into the system
and can be retrieved in printout form and by real-time
display. OASIS data are unclassified sensitive.

Data Users: OASIS data are shared with EPIC, where the
information is available to EPIC personnel.
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Organized Crime Drug Enforcement Task Force

Counterdrug Objective: The Organized Crime Drug Enforcement Task
Force (OCDETF} program constitutes a nationwide structure of 13
regional task forces. These task forces use the combined
resources and expertise of 11 member federal agenciesl7 in
cooperation with state and local investigators and prosecutors to
target and destroy major narcotics trafficking and money laundering
organizations. The task forces, established in 1982, grew out of
the realization that effective and comprehensive attacks on drug
organizations are often beyond the capacity of a single agency. 1In
support of this mission, OCDETF operates the Management Information
System.

Management Information System {MIS}) :

Purpose: MIS is used to manage, track and report on OCDETF
drug enforcement and drug prosecution efforts. _
System Data: The system contains data on OCDETF
investigations and subsequent criminal case proceedings. The
system is operated within the Executive Office for the OCDETF
program in Washington, D.C., and it does not interface with
other systems. Data are keyed into the system from paper
documents in the Executive Office. Information from the
system is retrieved primarily in hard copy reports used for
management and tracking. Limited system information is
available by real-time display. MIS data on investigations

a and prosecutions are unclassified sensitive.
Data Users: Information generated by the system is used to
support the OCDETF program and the activities of its member
agencies. In addition, system data are used in developing the
OCDETF annual report.

16The task force regions are: New England; New York/New Jersey;
Mid-Atlantic; Southeast; Gulf Coast; South Central; North Central;
Great Lakes; Mountain; Los Angeles/Nevada; Northwest; Southwest
Border; Florida/Caribbean.

l-"J\g\qency members include: the Drug Enforcement Administration; the
Federal Bureau of Investigation; the Immigration and Naturalization
Service; the Marshals Service: the Customs Service; the Bureau of
Alcohol, Tobacco and Firearms; the Internal Revenue Service; the
Coast Guard; the U.S. Attorneys' Offices; the Department of

Justice Criminal Division; and the Department of Justice Tax Division.
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U.S. Marshals Service

Counterdrug Objective: As part of its mission to locate and
apprehend fugitives, the Marshals Service works closely with the
drug enforcement community, since the majority of its fugitive
investigations are drug related.l® 1In support of its recle, the
Marshals Service is developing the offender-Based Information
System.

of fender-Bagsed Information System (OBIS)

Purpose: OBIS is being designed to assist the Marshals
Service's broad, offender-related activities. The system will
support the fugitive investigation process by providing
information on fugitives, their associates, affiliations, and
vehicles; and by providing surveillance-related intelligence,
including potential new criminal activity.

System Data: When opening a fugitive investigation, the
Marshals Service will establish a unigue record for each
offender in the system. Offender information will be entered
into the system from federal, state, and local information
systems and agencies. The Marshals Service alsc generates
information through its own investigations. These data will’
be keyed into the system or entered through direct interface
with other systems. OBIS will have both real-time display and
printout capability. The Marshals Service is working with the
National Security Agency to determine an appropriate security
level for system data.

Data Users: The nature of fugitive investigations creates the
need to share information. These prosecutions are brought by
other agencies, but when the offender absconds, the Marshals
Service pursues the fugitive. A need exists, therefore, to
pass information from the originating agency to the Marshals
Service. Likewise, the information generated by the Marshals
Service can be useful to other agencies. The Marshals Service
is therefore exploring OBIS interfaces with the Federal Bureau
of Investigation, the Bureau of Prisons, the U.S. Courts, and
the Customs Service.

18ynder the Department of Justice's Policy on Fugitive
Apprehension, the Marshals Service is designated as the primary
agency for tracking down narcotics fugitives on behalf of the Drug
Enforcement Administration.
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DEPARTMENT OF THE TREASURY

Bureau of Alcohol, Tobacco and Firearms
ounterdrug_Objective: The Bureau of Alcohol, Tobacco and
Firearms (BATF) supports the investigation and prosecution of drug-
related cases that may involve viclations of federal firearms
requlations. 1In this connection, BATF operates two automated
information systems--GANG and GANGBUSTER.

GANG System
Purpose: The GANG system is used by BATF to monitor the

activities of the Crips and the Bloods street gangs. These
are two major street gangs which exist in U.S. cities.
System Data: The data contained in GANG are gathered from

keyed into the system. Agency personnel obtain system
information in printout form and by real-time display. -System
data are unclassified sensitive. ~
Data Users: The GANG system is only used by BATF.

GANGBUSTER System
Purpose: The GANGBUSTER system is used by BATF to track and

to monitor the activities of Jamaican violent gangs.

System Data: The data contained in GANGBUSTER are gathered

from BATF sources and keyed into the system. Agency

personnel obtain system information in printout form and by
> real-time display. System data are unclassified sensitive.

Data Users: The GANGBUSTER system is only used by BATF.
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Financial Crimes Enforcement Network '

Counterdrug Objective: The Financial Crimes Enforcement Network
" (FinCEN), created and operated by the Treasury Department, is a
full-service data analysis center that supports financial law
enforcement.l9 FInCEN's objective is to collect and analyze
information in order to assist law enforcement agencies with their
investigations of financial crimes. FinCEN's main emphasis area is
drug-related crimes especially with respect to money laundering
activities. 0 oo assist in this work, the center uses its
Artificial Intelligence System and is developing the Source Data
Base System to provide additional automated data processing
support and to facilitate FinCEN as a central repository for
information on money laundering activities.

Artificial Intelligence System (AT}

purpose: The AI system is used to analyze suspicious
financial transactions related to narcotics or potential
c¢riminal violations.

System Data: AI system data include information on currency
transactions reported by financial institutions, businesses,
casinos, and others. This information is entered into the. Al
data base from magnetic media. System data are unclassified
sensitive.

Data Users: While direct access to AI is restricted to
FinCENspersonnel, system information is provided to federal,
state, local, and foreign law enforcement agencies and bank
regulatory agencies, as appropriate, and as legal restrictions
allow.

Source Data Base System (SDBS)

Purpose: The system is being developed to track information
on money laundering operations and to help coordinate agencies
involved in investigating such operations.

System Data: The system will contain information from search
warrants and other investigative activities of client
agencies to which FinCEN will provide analytical assistance.
This information will be entered from magnetic media sources,
hard copy sources, optical disk, or through electronic data
links. SDBS will contain unclassified sensitive data.

Data Users: While direct access to the SDBS will be
restricted to FinCEN personnel, system information will be
provided to federal, state, local and foreign law enforcement

130n April 25, 1990, the Department of Treasury created FinCEN
under Treasury Order 105-08.

20Money laundering is the process by which one conceals the
existence, illegal source, or illegal application of income, and
disguises that income to make it appear legitimate.
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agencies and bank regulatory agencies, as appropriate, and as
legal restrictions allow.
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‘Internal Revenue Service

e e N e ==

Counterdrug Objective: The Internal Revenue Service (IRS)
investigates domestic currency transactions in support of federal
money laundering statutes. IRS investigations can identify foreign
drug sources, and thereby provide significant support to drug
interdiction efforts., In support of its investigations, IRS®
Criminal Investigation Division is developing the Automated
Criminal Investigation System. The Criminal Investigation Division
also operates the Case Management and Time Reporting System.

Automated Criminal Investigation stem (ACI

Purpose: ACI will provide special agents with automated

tools for analyzing financial information and building
criminal prosecution cases. ACI will also provide special
agents with the ability to query other systems, like the
Customs Services' TECS 1I system, for additional information.
System Data: ACI will contain financial data, affidavits, and
other information that may be useful as evidence in criminal
trials., Most system information will originate from financial
institutions, third-party sources such as court records, and
taxpayer books and records. Data will be keyed intc the
system or entered electronically and end-users will obtain
system data by real-time display and printout. The system
will contain unclassified sensitive data.

Data Users: Investigative information generated by the

system will'be transmitted to the IRS Examination or
Collection Divisions, and to the Department of Justice and
U.5. Attorneys.

Cagse Management and Time Reporting System (CMTRS)
Purpose; CMTRS is used to track taxpayer cases under

investigation by IRs.Z21

System Data: System data include information on taxpdyers who
are being investigated, the status of the case, time expended,
and case disposition. All CMTRS data originate within the IRS
and are keyed into the system from paper documents. CMTRS
information can be retrieved in printout form an d on data
tapes. The system is being enhanced to expand its
capabilities by giving IRS district offices on-line, real-time
access to the system. System data are unclassified sensitive.
Data Usexrs: IRS provides the Customs Service with a tape
extract of CMTRS data. This extract identifies taxpayers
under investigation, and those in a fugitive status.

21lrnis system is being modernized and will be called the Criminal
Investigation Management Information System (CIMIS). Full
implementation of CIMIS is expected by January 1992.
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U.S. Customs Service

Counterdrug Objective: The Customs Service has responsibility for
interdicting illegal narcotics at U.5. ports of entry; and along
land, air, and sea borders. The Customs Service also supports the
international drug enforcement brogram. 1In support of its
counterdrug work, the Customs Service operates seven mission-
critical automated information systems--the Automated Commercial
System; the Blue Lightning Information System; the Command,
Control, Communications, and Intelligence System; two Electronic
Radio Intercept Network systems; the Interagency Border Inspection
System; and the Treasury Enforcement Communications System ITI.

Automated Commercial System (ACS

Purpose: ACS is a joint public and private sector system that
links Customs Service offices with members of the trade
community. Generally, the Customs Service uses ACS in
contrelling and accounting for imported merchandise and for
the collection of duties on that merchandise. ACS assists
Customs Service personnel in identifying and seizing smuggled
narcotics and illicit drugs.

System Data: The system is used to analyze import cargo
information supplied by the entry filer (usually a customhouse
broker) and manifest (bill of lading) information transmitted
to the system by international sea and air carriers.
Information is keyed into the system by Customs Service
personnel or'by members of the trade community. ACS data can
be viewed by Customs enforcement personnel using on-line
terminals or hard copy reports. The system includes
unclassified sensitive data.

Data Users: ACS is only used by the Customs Service.

Blue Lightning Information System (BLIS)

Purpose: The system, operated by the Blue Lightning
Operations Center (BLOC) intelligence staff, assists in
tactical maritime interdiction and intelligence analysis.22
System Data: BLIS contains intelligence data on vessel
boardings, vessel sightings, and suspect lookouts and
bulletins. The system also contains historical information on
private vessel entries into U.S. ports. BLIS data are :
provided by federal and local law enforcement agencies in the
form of written reports and verbal communication. Data are’

22The Customs Service operates three operations and intelligence
centers, commonly called Blue Lightning Operations Centers { BLOC) .
The BLOC locations, which are staffed by Customs Service and Coast
Guard personnel, are located in Houston, Texas; Gulfport,
Mississippi; and Richmond Heights, Florida. BLOC personnel use
radar data and intelligence information to coordinate maritime
interdiction along the southeast coast of the United States.
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keyed into the system by BLOC intelligence staff, and
information is obtained from the system by real-time display
and printouts. BLIS data are unclassified sensitive.

Data Users: The system helps support the counterdrug
activities of the Drug Enforcement Administration, the Federal
Bureau of Investigation, the Cecast Guard, and the Blue
Lightning Strike Force Agencies.

Command, Control, Communications, and Intelligence System
{C31) :

Purpose; The system is used by the Customs Service -and the
Coast Guard in the joint management and control of drug
enforcement, and the surveillance and interdiction of
suspected contraband in the United States.? The system is
designed to function in a dynamic, real-time environment to
help detect, identify, track, intercept, and apprehend
smugglers entering the United States by air, land, and sea.
System Data: The C3] system receives data from the nation's
existing network of civilian and military air traffic control
radars, surveillance radars, maritime radars, and other
sensors such as aerostat radar. Extensive intelligence
information is also obtained from the Drug Enforcement
Administration, the Federal Bureau of Investigation, the
Federal Aviation Administration, and the Department of
Defense. Jnformation is displayed to C3I personnel through a
Detection System Specialist Console. The console provides
access to a number of subsystems, including a Surveillance
System for monitoring radar data, an Operations/Intelligence
System for processing and fusing information from different
sources, and a Communications System for necessary
communications support. System data includes both
unclassified and classified infermation.

Data Users: The system helps support the counterdrug
activities of certain Department of Defense components.

Electronic Radio Intercept Network (ERIN{
Purpose; The Customs Service's ERIN intelligence unit

operates two automated information systems--ERIN 1 and
ERIN 2--for gathering and analyzing intercepted

23The C31 system is operated from the C3] East Center located at
the U.S. Coast Guard station in Richmond Heights, Florida, and the
C31 West Center located at March Air Force Base in Riverside,
California. System monitoring is performed by the Customs National
Aviation Center located in Oklahoma City, Oklahoma.
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communications from drug smugglers. <4

System Data: These systems contain drug smuggler radio
communications data intercepted by the Customs Service,
including position fixes, and related EPIC signal intelligence
information. Information collected at field listening
locations is stored on floppy.disks, merged, and entered into
the systems. ERIN intelligence staff obtain information in
printout or graphic form. Data contained in the systems are
unclassified sensitive.

Data Users: 1In addition to supporting the Customs Service,
the systems are used to support the counterdrug work of the
other agencies such as the Coast Guard and EPIC.

Interagency Border Inspection System (IBIS

Purpose: IBIS is a joint system operated by the Customs
Service, the Immigration and Naturalization Service, and the
Departments of Agriculture and State. These agencies use the
system to assist with the inspection of travellers entering
the United States through major ports of entry, and to
identify potential law violators (including those engaged in
illicit drug activities).

System Data: The system is operated at ports of entry. IBIS
is connected through a network to law enforcement data
contained in other Customs Service and INS data base systems.
End-users obtain information from IBIS by real-time display
and by printout.~ Access to system information is restricted
by user profiles. System data are unclassified sensitive.
Data Users: 1IBIS is directly available by terminal at U.s.
ports of entry and it Supports the border inspection
-operations of the Customs Service, the Immigration and
Naturalization Service, and the Departments of Agriculture and
State. :

Treasury Enforcement Communications System I {TECS II)

Purpose: TECS II is a law enforcement system used by the
Customs Service and other federal agencies to support
investigations, inspections, case management, and other
activities. According to the President’'s National Drug
Control Strategy of January 1990, TECS II will be used as a
primary communications and processing medium for integrating
drug information systems.

System Data: TECS II contains information on subjects of
general law enforcement interest including persons involved
in illicit drug activities. These subjects include people,

24gRIN is a Communication Intercept and Exploitation (CIE) center
that focuses on detecting, identifying, and locating suspected drug
smuggling ships and aircraft through intercept and direction
finding of their communications. -
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information is restricted by uyser profiles. System data are
unclassified sensitive.

Data Users: TECS II directly supports the Customs Service and
16 other federal agencies that access specific applications
within the system.25 pot all these agencies are directly
involved in drug enforcement, but generally, they use TECS II
drug-related data in connection with their specific missions.

25These agencies include the Bureau of Alcohol, Tobacco and
Firearms; the Coast Guard; the Department of Agriculture; the
Department of Justice; the Department of Treasury; the Department
of State; the Drug Enforcement Administration: the Federal Aviation
Administration; the Federal Bureau of Investigation; FinCEN; EPIC;
the Immigration and Naturalizatijion Service; the Internal Revenue
Service; INTERPOL; the Marshals Service; and the Secret Service.
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DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

Counterdrug Objective: Under the Anti-Drug Abuse Act of 1988

(P.L. 100-690), the Federal Aviation Administration (FAA) can
assist law enforcement agencies in the enforcement of laws relating
to illegal narcotics. Specifically, FAA assists .n identifying
airborne drug smugglers by using radar, posting aircraft leookouts,
and tracking the movement of suspect aircraft. To support these
activities, FAA operates the Comprehensive Airmen Information
System and the National Aircraft Registration Information System.26

Comprehensive Airman Information System {(CAIS)

Purpose: CAIS is used by FAA to manage data on airmen and
support FAA's airmen registry.

System Data: CAIS contains information on airmen including
names and addresses, current certification ratings, and their
physical descriptions. CAIS data originate from within the
FAA and from public sources. Data are keyed intc the system
from paper documents and can be retrieved by real-time
display. Information from the system is also provided to
‘other agencies by magnetic media and microfiche. Because the
system contains information on individuals, its data are
unclassified sensitive.

Data Users; CAIS data support the counterdrug activities of
EPIC, the Department of Defense, and other federal agencies.

National Aircraft Registration Information System {(NARIS)
Purpose: NARIS is used by FAA to maintain and process
registration data on corporate and privately owned aircraft.
System Data: The system contains aircraft registration data
that are supplied by aircraft owners. System data include
aircraft owner names and addresses, tail numbers, lien
holders, and aircraft descriptions. Generally, reports
produced by the system are in the form of microfiche. System
data are unclassified.

Data Users: NARIS data support the counterdrug activities of
EPIC, the Department of Defense, and other federal agencies.

26ynder Title VII, Subtitle E of the Anti-Drug Abuse Act--the 1988
Federal Aviation Administration Drug Enforcement Assistance Act--
FAA was mandated to improve its airmen certification and aircraft
registry systems. FAA is currently pursuing an overall
modernization effort of these systems. .
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U.5. Coast Guard

Counterdrug Objective: The Coast Guard is the lead agency for
maritime drug interdiction, and has Joint responsibility with the
Customs Service for air interdiction. The Coast Guard also
supports counterdrug intelligence gathering, international
operations, investigations, and prosecutions. To support its
counterdrug activities, the Coast Guard operates the Law
Enforcement Information System. 1In addition, the Coast Guard's

- Intelligence Coordination Center (ICC) operates the TARGETBOARD
system in connection with its drug intelligence work.

Law Enforcement Information System LEIS

Purpose: The purpose of LEIS is to standardize and automate
the collection and viewing of law enforcement data. The
system, in its current form, is primarily used to support
managerial and strategic decisions.

System Data: The system contains three distinct data bases.
Two data bases contain drug seizure and migrant statistical
data. The third, called the Summary Enforcement Event Report
(SEER}, contains information on vessels as well as Coast Guard
vessel sighting and boarding information. Coast Guard units
from around the country provide information to the system in
the form of message traffic, which is received and entered
into LEIS at the Coast Guard Operations Computer Center in New
York. Lloyds of London vessel data are also entered into the
system. End-users obtain system data in printout form and by
real-time display. Access to the System is restricted by
software protection mechanisms and system data are
unclassified sensitive.

Data Users: A number of agencies are supported by LEIS.
Agencies can apply to the Coast Guard for access to the
system. Some Customs Service field units, EPIC, and the
Department of Defense's Joint Task Force Five have access to
the system. Other agencies are provided LEIS data indirectly
via the Joint Maritime Intelligence Element system (JMIE).
LEIS data are tape-lcaded into JMIE. (For additional
information, see our discussion of JMIE under the Department
of Defense in this appendix.)

TARGETBOARD System
Purpose: The system is used by the Coast Guard ICC to

collect intelligence information and to support the analysis
of suspicious air and maritime activities, which can include
smuggling weapons, immigrants, money, black-market goods, as

27The Coast Guard is in the process of enhancing LEIS, which was
originally designed for use by the Headquarters Program Manager.
The primary objective behind the new LEIS II system is to add
increased tactical capabilities for field users.

FOR OFFICIAL USE ONLY
42



-

APPENDIX I . APPENDIX I

well as illegal drugs.28

System Data: TARGETBOARD contains intelligence (position and
activity reports about aircraft and maritime vessels suspected
of drug trafficking) received from many sources including
national intelligence sensors. Data are keyed into the system
by ICC personnel and retrieved by interactive computer
terminals and by printouts. System data are classified.

Data Users: TARGETBOARD is used by the Coast Guard's ICC
staff. The application and data are shared with analysts at
Department of Defense's North Rmerican Aerospace Defense
Command. Also, results of intelligence analyses performed
using the system are communicated to Coast Guard field units
and other intelligence agencies as deemed necessary.

28rhe 1CC coordinates intelligence gathering for the Coast Guard.
The Center focuses on providing Coast Guard field units with
strategic intelligence by coordinating with other agencies the
collection and analysis of useful information.
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DEPARTMENT OF DEFENSE

Defense Intelligence Agenc

Counterdrug Objective: The Defense Intelligence Agency (DIA)
contributes strategic drug intelligence support as a member of the
intelligence community. DIA also contributes tactical and
operational intelligence to Department of Defense {(DOD) elements
performing detection and monitoring missions, and to law
enforcement agencies performing interdiction missions.29 7o
support DOD missions, DIA operates and manages four automated
information systems particularly important to counterdrug efforts.
DOD has determined that information pertaining to two DIA systems
is classified, and they are not discussed in this report.
Information on the remaining two systems--the EMERALD system and
the Military Intelligence Integrated Data System/Integrated Data
Base--~-are unclassified, and are discussed below.

EMERALD System
Purpose: The system is used to collect, store, retrieve, and

analyze intelligence information on the illicit drug industry.
EMERALD directly assists DOD analysts in developing :
conclusions about the structure and membership of drug
cartels, the means of transportation used to move illegal
drugs, and the methods of financing drug transactions.

EMERALD is currently operated at DIA's Defense Intelligence
Analysis Cemter (DIAC) and it has been deployed to a dozen DOD
sites on- stand-alone personal computers. The system will also
be made available to law enforcement agencies to support
counterdrug analysis. DIA plans to develop an enhanced
EMERALD II system prior to the end of fiscal year 1992 in
accordance with DOD and law enforcement requirements,

System Data: EMERALD contains message traffic and wire
service data, and is used to determine links between*persons,
places, financial transactions, and vehicles amcng other items
of interest. The system operating at DIAC receives message
traffic from all cleared sources that use the General Service
(GENSER) network. These sources include most federal
government agencies. The system also receives Reuters
commercial news wire messages. Eventually, the system may

297g coordinate requests for DOD intelligence support for
counterdrug activities, DIA operates the Counternarcotics
Intelligence Facility, which is staffed 24 hours a day, 7 days a
week. -
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recelive compartmented Top Secret record message traffic.30
EMERALD will accept electrical message inputs. However,
personal computer applications of the system operated in the
field require manual or optical character reader entry until
message handling software is activated. Authorized personnel
obtain system information in printout form and by real-time
display. The EMERALD system contains classified data.

Data Users: DOD components are receiving a field version of
EMERALD for their use. EPIC and other law enforcement
agencies may also receive this capability in the future. DOD
is integrating EMERALD, the Anti-Drug Network (ADNET), and the
Joint Maritime Intelligence Element (JMIE) into an open-
systems design that will allow end-users access to the systems
through a single terminal. (For additional information, see
our discussion of ADNET and JMIE below.)

Military Intelligence Integrated Data sttem(lntegrated'Data
Base (MIIDS/IDB

Purpose; MIIDS/IDB is a military intelligence system that
stores classified and unclassified data pertaining to drug