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7KH�&RXUW�RI�$SSHDOV�IRU�WKH�)RXUWK�&LUFXLW�UHFHQWO\�UHDIILUPHG�WKDW��³µD�

SURFHHGLQJ�LQ�ZKLFK�WKH�VWDWH�VHFUHWV�SULYLOHJH�LV�VXFFHVVIXOO\�LQWHUSRVHG�PXVW�EH�

GLVPLVVHG�LI�WKH�FLUFXPVWDQFHV�PDNH�FOHDU�WKDW�SULYLOHJHG�LQIRUPDWLRQ�ZLOO�EH�VR�FHQWUDO�WR�

WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�WR�SURFHHG�ZLOO�WKUHDWHQ�WKDW�LQIRUPDWLRQ¶V�GLVFORVXUH�¶´��

Abilt v. Cent. Intelligence Agency��1R��������������)��G������������:/���������DW�����WK�

&LU��)HE������������TXRWLQJ�El-Masri v. United States������)��G������������WK�&LU������������

$V�LQ�Abilt��WKH�FLUFXPVWDQFHV�RI�WKLV�VXLW�FRPSHO�LWV�GLVPLVVDO��

3ODLQWLIIV�LQ�WKLV�FDVH��WZR�IRUPHU�*RYHUQPHQW�HPSOR\HHV�DQG�WKH�FRPSDQLHV�WKH\�

RSHUDWH��DOOHJH�WKDW�D�*RYHUQPHQW�FRQWUDFWRU��$(&20�1DWLRQDO�6HFXULW\�3URJUDPV��,QF��

�³$163´���EUHDFKHG�D�PHQWRU�SURWpJp�DJUHHPHQW�DQG�FRPPLWWHG�IUDXG�E\�XVLQJ�

3ODLQWLIIV¶�SURSULHWDU\�LQIRUPDWLRQ�WR�VHFXUH�D�FODVVLILHG�*RYHUQPHQW�FRQWUDFW���%HFDXVH�

QDWLRQDO�VHFXULW\�LQIRUPDWLRQ�DERXW�WKH�FODVVLILHG�FRQWUDFW�DW�LVVXH�LV�DW�WKH�KHDUW�RI�WKLV�
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FDVH�DQG�LQKHUHQWO\�DW�ULVN�RI�GLVFORVXUH�LQ�IXUWKHU�SURFHHGLQJV��WKH�8QLWHG�6WDWHV�

LQWHUYHQHG�LQ�WKLV�DFWLRQ�ZKLOH�LW�ZDV�SHQGLQJ�LQ�VWDWH�FRXUW��UHPRYHG�WKH�FDVH�WR�WKLV�

&RXUW��DQG�QRZ�KHUHE\�DVVHUWV�WKH�VWDWH�VHFUHWV�SULYLOHJH�DQG�VHHNV�GLVPLVVDO�RQ�WKDW�EDVLV���

,Q�XQFODVVLILHG�WHUPV��IXUWKHU�OLWLJDWLRQ�RI�WKLV�FDVH�SXWV�DW�LVVXH�DQG�ULVNV�

GLVFORVXUH�RI�WZR�FDWHJRULHV�RI�FODVVLILHG�LQIRUPDWLRQ���See 'HFODUDWLRQ�RI�0LFKDHO�3��

'HPSVH\��$FWLQJ�'LUHFWRU�RI�1DWLRQDO�,QWHOOLJHQFH��³'HPSVH\�'HFODUDWLRQ´���DWWDFKHG�WR�

WKH�8QLWHG�6WDWHV¶�0RWLRQ�IRU�6XPPDU\�-XGJHPHQW���7KH�ILUVW�FDWHJRU\�DW�LVVXH�LV�

LQIRUPDWLRQ�WKDW�ZRXOG�LGHQWLI\�WKH�*RYHUQPHQW�HQWLW\�DVVRFLDWHG�ZLWK�WKH�XQGHUO\LQJ�

FRQWUDFW�DQG�SURJUDP�DW�LVVXH���7KH�VHFRQG�FDWHJRU\�RI�LQIRUPDWLRQ�VXEMHFW�WR�SURWHFWLRQ�

FRQFHUQV�FHUWDLQ�GHWDLOV�UHODWHG�WR�WKH�SHUIRUPDQFH�RI�WKH�FODVVLILHG�FRQWUDFW�WKDW�ZRXOG�

WHQG�WR�UHYHDO�VHQVLWLYH�FODVVLILHG�LQIRUPDWLRQ�DERXW�WKH�DVVRFLDWHG�*RYHUQPHQW�SURJUDP����

%DVHG�RQ�KLV�SHUVRQDO�FRQVLGHUDWLRQ�RI�WKH�IDFWV�RI�WKLV�FDVH��$FWLQJ�'1,�'HPSVH\�KDV�

GHWHUPLQHG�WKDW�WKH�GLVFORVXUH�RI�LQIRUPDWLRQ�LQ�WKHVH�FDWHJRULHV�UHDVRQDEO\�FRXOG�EH�

H[SHFWHG�WR�FDXVH�VHULRXV�GDPDJH�WR�8�6��QDWLRQDO�VHFXULW\�DQG�KDV�IRUPDOO\�DVVHUWHG�WKH�

VWDWH�VHFUHWV�SULYLOHJH�WR�SUHYHQW�GLVFORVXUH�LQ�WKLV�OLWLJDWLRQ���$FWLQJ�'LUHFWRU�'HPSVH\¶V�

SULYLOHJH�DVVHUWLRQ�LV�VXSSRUWHG�LQ�IXUWKHU�GHWDLO�E\�D�FODVVLILHG�in camera, ex parte�

GHFODUDWLRQ�GHVFULELQJ�WKH�SULYLOHJHG�LQIRUPDWLRQ�LQ�PRUH�GHWDLO�DQG�H[SODLQLQJ�ZLWK�

SDUWLFXODULW\�WKH�KDUP�WKDW�UHDVRQDEO\�FRXOG�EH�H[SHFWHG�LI�WKH�SULYLOHJHG�LQIRUPDWLRQ�LV�

GLVFORVHG�LQ�WKLV�OLWLJDWLRQ���

7KH�VWDWH�VHFUHWV�SULYLOHJH�LV�DQ�DEVROXWH�HYLGHQWLDU\�SULYLOHJH�WKDW�H[FOXGHV�IURP�

OLWLJDWLRQ�DQ\�HYLGHQFH�ZKHUH�WKHUH�LV�D�UHDVRQDEOH�GDQJHU�WKDW�GLVFORVXUH�ZRXOG�KDUP�WKH�

QDWLRQDO�VHFXULW\���See�Abilt, �����:/��������DW����El-Masri������)��G�DW�������$QG�

ZKLOH�D�YDOLG�FODLP�RI�SULYLOHJH�GRHV�QRW�DXWRPDWLFDOO\�UHTXLUH�GLVPLVVDO�RI�WKH�FDVH��WKH�

Case 1:17-cv-00200-GBL-JFA   Document 15   Filed 03/01/17   Page 2 of 22 PageID# 208



��
�

)RXUWK�&LUFXLW�KDV�³ORQJ�UHFRJQL]HG�WKDW�ZKHQ�WKH�YHU\�VXEMHFW�PDWWHU�RI�WKH�OLWLJDWLRQ�LV�

LWVHOI�D�VWDWH�VHFUHW��ZKLFK�SURYLGHV�QR�ZD\�WKDW�>WKH@�FDVH�FRXOG�EH�WULHG�ZLWKRXW�

FRPSURPLVLQJ�VHQVLWLYH�>VWDWH@�VHFUHWV��D�GLVWULFW�FRXUW�PD\�SURSHUO\�GLVPLVV�WKH�

SODLQWLII¶V�FDVH�´��Sterling v. Tenet������)��G��������������WK�&LU�������.��

+HUH��OLWLJDWLRQ�RI�WKH�3ODLQWLIIV¶�FODLPV�XQDYRLGDEO\�SXWV�DW�LVVXH�DQG�ULVNV�WKH�

GLVFORVXUH�RI�GHWDLOV�FRQFHUQLQJ�D�FODVVLILHG�FRQWUDFW����)RU�WKHVH�UHDVRQV��VHW�IRUWK�IXUWKHU�

EHORZ��WKH�&RXUW�VKRXOG�JUDQW�WKH�8QLWHG�6WDWHV¶�PRWLRQ�IRU�VXPPDU\�MXGJPHQW�EDVHG�RQ�

LWV�SULYLOHJH�DVVHUWLRQ�DQG�GLVPLVV�WKLV�DFWLRQ��

%$&.*5281'��

� 3ODLQWLIIV�ILOHG�WKLV�DFWLRQ�DJDLQVW�$163�LQ�WKH�&LUFXLW�&RXUW�RI�/RXGRXQ�&RXQW\��

9LUJLQLD��³&LUFXLW�&RXUW´���RQ�)HEUXDU\�����������See�([KLELW�$��/RXGRXQ�&RXQW\�&LUFXLW�

&RXUW�±�3OHDGLQJV�DQG�2UGHUV�'RFXPHQW���3ODLQWLIIV�6FRWW�DQG�'DQ�:HYHU�DUH�IRUPHU�

*RYHUQPHQW�HPSOR\HHV��DQG�$163�LV�D�*RYHUQPHQW�FRQWUDFWRU�����See�6HFRQG�$PHQGHG�

�����������������������������������������������������������
��/RFDO�&LYLO�5XOH����%��JHQHUDOO\�UHTXLUHV�³>H@DFK�EULHI�LQ�VXSSRUW�RI�D�PRWLRQ�IRU�
VXPPDU\�MXGJPHQW�>WR@�LQFOXGH�D�VSHFLILFDOO\�FDSWLRQHG�VHFWLRQ�OLVWLQJ�DOO�PDWHULDO�IDFWV�
DV�WR�ZKLFK�WKH�PRYLQJ�SDUW\�FRQWHQGV�WKHUH�LV�QR�JHQXLQH�LVVXH�DQG�FLWLQJ�WKH�SDUWV�RI�WKH�
UHFRUG�UHOLHG�RQ�WR�VXSSRUW�WKH�OLVWHG�IDFWV�´�/RFDO�&LY��5�����%����6XFK�D�VHFWLRQ�VKRXOG�
QRW�EH�UHTXLUHG�KHUH��DV�LW�ZDV�QRW�LQ�Abilt��EHFDXVH�WKH�WZR�GHFODUDWLRQV�VXEPLWWHG�ZLWK�
WKLV�PRWLRQ�DUH�WKH�RQO\�IDFWXDO�UHFRUG�DQG�PDQ\�RI�WKH�IDFWV�UHOHYDQW�WR�WKLV�PRWLRQ�DUH�
FODVVLILHG����
�
��7KH�6HFRQG�$PHQGHG�&RPSODLQW�DOOHJHV�WKDW�$163�ZDV�IRUPHUO\�NQRZQ�DV�0F1HLO�
7HFKQRORJLHV��,QF���³0F1HLO´���([KLELW�%��6HFRQG�$PHQGHG�&RPSODLQW��3UHOLPLQDU\�
6WDWHPHQW���DQG�WKDW�$163�DFTXLUHG�0F1HLO�LQ�������id.�DW�������9LVLRQ�$LUOLQHV��,QF��ZDV�
DOVR�QDPHG�DV�D�GHIHQGDQW�LQ�3ODLQWLIIV¶�6HFRQG�$PHQGHG�&RPSODLQW��id.�DW������EXW�ZDV�
GLVPLVVHG�IURP�WKH�FDVH�LQ�WKH�&LUFXLW�&RXUW¶V�2FWREHU���������2SLQLRQ�DQG�2UGHU�RQ�
'HIHQGDQWV¶�SOHDV�LQ�EDU���([KLELW�&��0HPRUDQGXP�2SLQLRQ�DQG�2UGHU��2FWREHU����������
S�������$(&20�7HFKQRORJ\�&RUSRUDWLRQ�ZDV�QDPHG�DV�D�'HIHQGDQW�LQ�HDUOLHU�SOHDGLQJV�
EXW�ZDV�QRW�LQFOXGHG�DV�D�'HIHQGDQW�LQ�3ODLQWLIIV¶�6HFRQG�$PHQGHG�&RPSODLQW��
� 6RPH�LQIRUPDWLRQ�LQFOXGHG�LQ�WKH�6HFRQG�$PHQGHG�&RPSODLQW�KDV�EHHQ�UHGDFWHG�
WR�SUHYHQW�WKH�GLVFORVXUH�RI�LQIRUPDWLRQ�WKDW�ZRXOG�UHYHDO�RU�WHQG�WR�UHYHDO�LQIRUPDWLRQ�
RYHU�ZKLFK�WKH�8QLWHG�6WDWHV�KDV�DVVHUWHG�SULYLOHJH���7KH�8QLWHG�6WDWHV�GLG�QRW�DXWKRUL]H�
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&RPSODLQW���������������,Q�WKHLU�6HFRQG�$PHQGHG�&RPSODLQW��3ODLQWLIIV�DOOHJH�WKDW�WKH\�

PHW�ZLWK�$163�DERXW�EXVLQHVV�RSSRUWXQLWLHV�UHODWHG�WR�D�*RYHUQPHQW�FRQWUDFW���Id.�DW����

��������3ODLQWLIIV�IXUWKHU�DOOHJH�WKDW�WKH\�HQWHUHG�LQWR�D�PHQWRU�SURWpJp�DJUHHPHQW�ZLWK�

$163�DQG�WKDW�$163�EUHDFKHG�WKH�DJUHHPHQW�DQG�FRPPLWWHG�IUDXG�E\�XVLQJ�3ODLQWLIIV¶�

SURSULHWDU\�LQIRUPDWLRQ�WR�VHFXUH�WKH�*RYHUQPHQW�FRQWUDFW���Id.�DW������������������������

$IWHU�3ODLQWLIIV�LQLWLDWHG�WKLV�DFWLRQ��WKH�SDUWLHV�HQJDJHG�LQ�SUHOLPLQDU\�PRWLRQV�

SUDFWLFH��SULPDULO\�UHJDUGLQJ�ZKHWKHU�3ODLQWLIIV¶�FODLPV�ZHUH�EDUUHG�E\�WKH�DSSOLFDEOH�

VWDWXWHV�RI�OLPLWDWLRQV���2Q�'HFHPEHU����������WKH�&LUFXLW�&RXUW�VXVWDLQHG�'HIHQGDQWV¶�

'HPXUUHUV�DQG�JUDQWHG�3ODLQWLIIV�OHDYH�WR�DPHQG�WKHLU�&RPSODLQW���See�([KLELW�$���

3ODLQWLIIV�ILOHG�WKHLU�)LUVW�$PHQGHG�&RPSODLQW�RQ�-DQXDU\�����������See id���)ROORZLQJ�

DGGLWLRQDO�PRWLRQV�SUDFWLFH��3ODLQWLIIV�DPHQGHG�WKHLU�&RPSODLQW�IRU�D�VHFRQG�WLPH�RQ�-XQH�

�����������See id.��$IWHU�3ODLQWLIIV�ILOHG�WKHLU�6HFRQG�$PHQGHG�&RPSODLQW��'HIHQGDQWV�

ILOHG�3OHDV�LQ�%DU�DQG��RQ�2FWREHU����������WKH�&LUFXLW�&RXUW�HQWHUHG�D�0HPRUDQGXP�

2SLQLRQ�DQG�2UGHU�UXOLQJ�RQ�'HIHQGDQWV¶�PRWLRQV�DQG�GLVPLVVLQJ�DOO�EXW�&RXQW�7KUHH�

DQG�D�SRUWLRQ�RI�&RXUW�2QH���See�([KLELW�&��0HPRUDQGXP�2SLQLRQ�DQG�2UGHU��2FWREHU����

�������,Q�WKH�UHPDLQLQJ�SRUWLRQ�RI�&RXQW�2QH��3ODLQWLIIV�FRQWHQG�WKDW�$163�EUHDFKHG�D�

VLJQHG�PHQWRU�SURWpJp�DJUHHPHQW�E\�LQFOXGLQJ�FRQILGHQWLDO�DQG�YDOXDEOH�LQIRUPDWLRQ�

SURYLGHG�E\�3ODLQWLIIV�LQ�LWV�ELG�IRU�WKH�*RYHUQPHQW�FRQWUDFW���6HFRQG�$PHQGHG�

�����������������������������������������������������������
WKH�GLVFORVXUH�RI�WKH�UHGDFWHG�LQIRUPDWLRQ�IRU�XVH�LQ�WKLV�SULYDWH�OLWLJDWLRQ�E\�WKH�
3ODLQWLIIV��ZKR�REWDLQHG�WKLV�LQIRUPDWLRQ�LQ�FRQQHFWLRQ�ZLWK�WKHLU�ZRUN�IRU�WKH�8QLWHG�
6WDWHV�*RYHUQPHQW���7KH�/RXGRXQ�&RXQW\�&LUFXLW�&RXUW�KDV�HQWHUHG�DQ�RUGHU�VHDOLQJ�
FHUWDLQ�SOHDGLQJV�DQG�ILOLQJV�LQ�WKLV�FDVH�SHQGLQJ�GLVSRVLWLRQ�E\�WKLV�&RXUW�RI�WKH�
*RYHUQPHQW¶V�VWDWH�VHFUHWV�SULYLOHJH�DVVHUWLRQ���([KLELW�'��2UGHU�*UDQWLQJ�WKH�8QLWHG�
6WDWHV¶�0RWLRQ�WR�6HDO�&HUWDLQ�'RFXPHQWV�LQ�WKH�5HFRUG���7KH�RUGHU�SURYLGHV�WKDW�VHDOHG�
GRFXPHQWV�PD\�EH�ILOHG�LQ�WKLV�&RXUW�LQ�D�UHGDFWHG�IRUP�DSSURYHG�E\�WKH�*RYHUQPHQW���
Id.���
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&RPSODLQW���������������,Q�&RXQW�7KUHH��3ODLQWLIIV�DOOHJH�WKDW�$163�IUDXGXOHQWO\�LQGXFHG�

3ODLQWLIIV�WR�KHOS�$163�ZLQ�WKH�*RYHUQPHQW�FRQWUDFW���Id.�DW���������������

)ROORZLQJ�WKH�&LUFXLW�&RXUW¶V�UXOLQJ�RQ�'HIHQGDQWV¶�3OHDV�LQ�%DU��WKH�FDVH�VDW�

ODUJHO\�GRUPDQW�IRU�PRUH�WKDQ�D�\HDU���'XULQJ�WKH�VXPPHU�RI�������WKH�SDUWLHV�GLVFXVVHG�

PHULWV�GLVFRYHU\�DQG�VWDUWHG�WR�VFKHGXOH�GHSRVLWLRQV���,Q�6HSWHPEHU�������WKH�'HSDUWPHQW�

RI�-XVWLFH�UHTXHVWHG�WKDW�WKH�SDUWLHV�GHIHU�GLVFRYHU\�ZKLOH�WKH�*RYHUQPHQW�DVVHVVHG�KRZ�

EHVW�WR�SURWHFW�*RYHUQPHQW�LQIRUPDWLRQ�DW�LVVXH�LQ�WKLV�FDVH����7KH�SDUWLHV�DJUHHG�WR�JLYH�

WKH�*RYHUQPHQW�WKH�WLPH�LW�UHTXHVWHG���

2Q�-DQXDU\�����������WKH�*RYHUQPHQW�PRYHG�WR�LQWHUYHQH�LQ�WKH�VXLW��H[SODLQLQJ�

WKDW�LW�ZDV�GRLQJ�VR�IRU�WKH�SXUSRVH�RI�UHPRYLQJ�WKH�FDVH�WR�IHGHUDO�FRXUW�DQG�DVVHUWLQJ�

WKH�VWDWH�VHFUHWV�SULYLOHJH���7KH�&LUFXLW�&RXUW�JUDQWHG�WKH�PRWLRQ���See�([KLELW�)��2UGHU�

*UDQWLQJ�WKH�8QLWHG�6WDWHV¶�0RWLRQ�WR�,QWHUYHQH���7KH�*RYHUQPHQW�WKHQ�PRYHG�WR�VHDO�

FHUWDLQ�GRFXPHQWV�LQ�WKH�UHFRUG��DQG�WKH�&LUFXLW�&RXUW�JUDQWHG�WKH�*RYHUQPHQW¶V�PRWLRQ�

RQ�)HEUXDU\������������([KLELW�'��2UGHU�*UDQWLQJ�WKH�8QLWHG�6WDWHV¶�0RWLRQ�WR�6HDO�

�����������������������������������������������������������
��7KH�8QLWHG�6WDWHV�DFNQRZOHGJHV�WKDW�LW�PLJKW�KDYH�DFWHG�VRRQHU�WR�SURWHFW�LQIRUPDWLRQ�
LQ�WKLV�FDVH��DQG�WKDW�LWV�SURFHVV�IRU�GHWHUPLQLQJ�ZKHWKHU�WR�SDUWLFLSDWH�LQ�WKLV�FDVH�WRRN�
FRQVLGHUDEOH�WLPH�WR�FRPSOHWH���&RQVLGHUDWLRQ�RI�ZKHWKHU�WR�DVVHUW�WKH�VWDWH�VHFUHWV�
SULYLOHJH�UHTXLUHV�H[WHQVLYH�FRQVXOWDWLRQ�DQG�FRRUGLQDWLRQ�ZLWKLQ�DQG�DPRQJ�UHOHYDQW�
([HFXWLYH�%UDQFK�DJHQFLHV�DQG�FRPSRQHQWV��IROORZHG�WKHUHDIWHU�E\�D�IRUPDO�SURFHVV�
ZLWKLQ�WKH�'HSDUWPHQW�RI�-XVWLFH�WKDW��DPRQJ�RWKHU�WKLQJV��UHTXLUHV�D�³UHFRPPHQGDWLRQ�
IURP�WKH�$VVLVWDQW�$WWRUQH\�*HQHUDO��HYDOXDWLRQ��FRQVXOWDWLRQ��DQG�UHFRPPHQGDWLRQ�E\�D�
VWDWH�VHFUHWV�UHYLHZ�FRPPLWWHH��DQG�DSSURYDO�E\�WKH�$WWRUQH\�*HQHUDO�´��Fazaga v. F.B.I.��
����)��6XSS���G�������������&�'��&DO������� �FLWLQJ�0HP��IURP�$WWRUQH\�*HQ��WR�+HDGV�
RI�([HFXWLYH�'HS¶WV�DQG�$JHQFLHV�RQ�3ROLFLHV�DQG�3URFHGXUHV�*RYHUQLQJ�,QYRFDWLRQ�RI�
WKH�6WDWH�6HFUHWV�3ULYLOHJH��6HSW�������������DWWDFKHG�DV�([KLELW�(�����$OWKRXJK�LWV�
SDUWLFLSDWLRQ�LQ�WKLV�PDWWHU�KDV�EHHQ�GHOD\HG��WKH�8QLWHG�6WDWHV�QRQHWKHOHVV�KDV�
GHWHUPLQHG�WKDW�WKH�QDWLRQDO�VHFXULW\�LQWHUHVWV�DW�VWDNH�UHPDLQ�VLJQLILFDQW��DQG�WKDW�LW�PXVW�
DFW�QRZ�WR�IRUHFORVH�IXUWKHU�DQG�PRUH�H[WHQVLYH�GLVFORVXUHV�RQ�WKH�UHFRUG�LQ�WKLV�FDVH��
�
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&HUWDLQ�'RFXPHQWV���2Q�)HEUXDU\�����������WKH�*RYHUQPHQW�UHPRYHG�WKLV�DFWLRQ�WR�WKH�

(DVWHUQ�'LVWULFW�RI�9LUJLQLD���(&)�1R��������

$5*80(17�
�

� 7KH�H[LVWHQFH�RI�D�SULYLOHJH�IRU�PLOLWDU\�DQG�VWDWH�VHFUHWV�WR�SURWHFW�LQIRUPDWLRQ�

YLWDO�WR�WKH�QDWLRQDO�VHFXULW\�RU�GLSORPDWLF�UHODWLRQV�³LV�ZHOO�HVWDEOLVKHG�LQ�WKH�ODZ�RI�

HYLGHQFH�´��United States v.�Reynolds������8�6������������������$OWKRXJK�WKH�SULYLOHJH�ZDV�

GHYHORSHG�LQ�FRPPRQ�ODZ��WKH�VWDWH�VHFUHWV�SULYLOHJH�KDV�D�FRQVWLWXWLRQDO�IRXQGDWLRQ�

EDVHG�RQ�WKH�3UHVLGHQW¶V�$UWLFOH�,,�SRZHUV�WR�FRQGXFW�IRUHLJQ�DIIDLUV�DQG�SURYLGH�IRU�WKH�

QDWLRQDO�GHIHQVH���See United States v. Nixon������8�6�������������������El-Masri������

)��G�DW�����������7KH�VWDWH�VHFUHWV�SULYLOHJH�LV�DQ�DEVROXWH�SULYLOHJH�DQG�³HYHQ�WKH�PRVW�

FRPSHOOLQJ�QHFHVVLW\�FDQQRW�RYHUFRPH�WKH�FODLP�RI�>WKH�VWDWH�VHFUHWV@�SULYLOHJH�´��

Reynolds������8�6��DW�����Sterling������)��G�DW�������³>1@R�DWWHPSW�LV�PDGH�WR�EDODQFH�WKH�

QHHG�IRU�VHFUHF\�RI�WKH�SULYLOHJHG�LQIRUPDWLRQ�DJDLQVW�D�SDUW\¶V�QHHG�IRU�WKH�LQIRUPDWLRQ¶V�

GLVFORVXUH��D�FRXUW¶V�GHWHUPLQDWLRQ�WKDW�D�SLHFH�RI�HYLGHQFH�LV�D�SULYLOHJHG�VWDWH�VHFUHW�

UHPRYHV�LW�IURP�WKH�SURFHHGLQJV�HQWLUHO\�´��El-Masri������)��G�DW������

� 7KH�UHVROXWLRQ�RI�D�FODLP�RI�VWDWH�VHFUHWV�SULYLOHJH�UHTXLUHV�D�WKUHH�VWHS�DQDO\VLV���

Abilt�������:/���������DW�����³)LUVW��µWKH�FRXUW�PXVW�DVFHUWDLQ�WKDW�WKH�SURFHGXUDO�

UHTXLUHPHQWV�IRU�LQYRNLQJ�WKH�VWDWH�VHFUHWV�SULYLOHJH�KDYH�EHHQ�VDWLVILHG�¶´�Id.��TXRWLQJ�El-

Masri������)��G�DW��������³6HFRQG��WKH�FRXUW�PXVW�GHFLGH�ZKHWKHU�WKH�LQIRUPDWLRQ�VRXJKW�

�����������������������������������������������������������
���See also�Dep’t of the Navy v. Egan������8�6�������������������³7KH�DXWKRULW\�WR�SURWHFW�
VXFK�LQIRUPDWLRQ�IDOOV�RQ�WKH�3UHVLGHQW�DV�KHDG�RI�WKH�([HFXWLYH�%UDQFK�DQG�DV�
&RPPDQGHU�LQ�&KLHI�´���United States v. Marchetti������)��G��������������WK�&LU���������
�³*DWKHULQJ�LQWHOOLJHQFH�LQIRUPDWLRQ�DQG�WKH�RWKHU�DFWLYLWLHV�RI�WKH�$JHQF\��LQFOXGLQJ�
FODQGHVWLQH�DIIDLUV�DJDLQVW�RWKHU�QDWLRQV��DUH�DOO�ZLWKLQ�WKH�3UHVLGHQW¶V�FRQVWLWXWLRQDO�
UHVSRQVLELOLW\�IRU�WKH�VHFXULW\�RI�WKH�1DWLRQ�DV�WKH�&KLHI�([HFXWLYH�DQG�DV�&RPPDQGHU�LQ�
&KLHI�RI�RXU�$UPHG�>)@RUFHV�´���
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WR�EH�SURWHFWHG�TXDOLILHV�DV�SULYLOHJHG�XQGHU�WKH�VWDWH�VHFUHWV�GRFWULQH�´��Id.��³7KLUG��LI�WKH�

LQIRUPDWLRQ�LV�GHWHUPLQHG�WR�EH�SULYLOHJHG��WKH�XOWLPDWH�TXHVWLRQ�WR�EH�UHVROYHG�LV�KRZ�WKH�

PDWWHU�VKRXOG�SURFHHG�LQ�OLJKW�RI�WKH�VXFFHVVIXO�SULYLOHJH�FODLP�´�Id.�

,�� 7KH�8QLWHG�6WDWHV�+DV�6DWLVILHG�WKH�3URFHGXUDO�5HTXLUHPHQWV�IRU�,QYRNLQJ�WKH�
� 6WDWHV�6HFUHWV�3ULYLOHJH�
�
� 7R�HQVXUH�WKDW�WKH�SULYLOHJH�LV�DVVHUWHG�RQO\�ZKHQ�QHFHVVDU\��WKH�8QLWHG�6WDWHV�

PXVW�VDWLVI\�WKUHH�SURFHGXUDO�UHTXLUHPHQWV�WR�LQYRNH�WKH�VWDWH�VHFUHWV�SULYLOHJH������WKHUH�

PXVW�EH�D�³IRUPDO�FODLP�RI�SULYLOHJH�´�����WKH�FODLP�PXVW�EH�³ORGJHG�E\�WKH�KHDG�RI�WKH�

GHSDUWPHQW�ZKLFK�KDV�FRQWURO�RYHU�WKH�PDWWHU�´�DQG�����WKH�FODLP�PXVW�EH�PDGH�³DIWHU�

DFWXDO�SHUVRQDO�FRQVLGHUDWLRQ�E\�WKDW�RIILFHU�´�Reynolds������8�6��DW������El-Masri������

)��G�DW��������

� 7KH�8QLWHG�6WDWHV�KDV�VDWLVILHG�WKHVH�SURFHGXUDO�UHTXLUHPHQWV���)LUVW��WKH�VWDWH�

VHFUHWV�SULYLOHJH�KDV�EHHQ�IRUPDOO\�DVVHUWHG�E\�0LFKDHO�3��'HPSVH\��WKH�$FWLQJ�'LUHFWRU�

RI�1DWLRQDO�,QWHOOLJHQFH���See�'HPSVH\�'HFODUDWLRQ��DWWDFKHG�WR�WKH�8QLWHG�6WDWHV¶�

0RWLRQ�IRU�6XPPDU\�-XGJHPHQW���6HFRQG��WKH�'LUHFWRU�RI�1DWLRQDO�,QWHOOLJHQFH�VHUYHV�DV�

WKH�KHDG�RI�WKH�8QLWHG�6WDWHV�,QWHOOLJHQFH�&RPPXQLW\���DQG�$FWLQJ�'LUHFWRU�'HPSVH\�KDV�

�����������������������������������������������������������
��7KH�8QLWHG�6WDWHV�,QWHOOLJHQFH�&RPPXQLW\�LQFOXGHV�WKH�2IILFH�RI�WKH�'LUHFWRU�RI�
1DWLRQDO�,QWHOOLJHQFH��WKH�&HQWUDO�,QWHOOLJHQFH�$JHQF\��WKH�1DWLRQDO�6HFXULW\�$JHQF\��WKH�
'HIHQVH�,QWHOOLJHQFH�$JHQF\��WKH�1DWLRQDO�*HRVSDWLDO±,QWHOOLJHQFH�$JHQF\��WKH�1DWLRQDO�
5HFRQQDLVVDQFH�2IILFH��RWKHU�RIILFHV�ZLWKLQ�WKH�'HSDUWPHQW�RI�'HIHQVH�IRU�WKH�FROOHFWLRQ�
RI�VSHFLDOL]HG�QDWLRQDO�LQWHOOLJHQFH�WKURXJK�UHFRQQDLVVDQFH�SURJUDPV��WKH�LQWHOOLJHQFH�
HOHPHQWV�RI�WKH�PLOLWDU\�VHUYLFHV��WKH�)HGHUDO�%XUHDX�RI�,QYHVWLJDWLRQ��WKH�'HSDUWPHQW�RI�
7UHDVXU\��WKH�'HSDUWPHQW�RI�(QHUJ\��'UXJ�(QIRUFHPHQW�$GPLQLVWUDWLRQ��DQG�WKH�&RDVW�
*XDUG��WKH�%XUHDX�RI�,QWHOOLJHQFH�DQG�5HVHDUFK�RI�WKH�'HSDUWPHQW�RI�6WDWH��WKH�HOHPHQWV�
RI�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�FRQFHUQHG�ZLWK�WKH�DQDO\VLV�RI�LQWHOOLJHQFH�
LQIRUPDWLRQ��DQG�VXFK�RWKHU�HOHPHQWV�RI�DQ\�RWKHU�GHSDUWPHQW�RU�DJHQF\�DV�PD\�EH�
GHVLJQDWHG�E\�WKH�3UHVLGHQW��RU�MRLQWO\�GHVLJQDWHG�E\�WKH�'LUHFWRU�RI�1DWLRQDO�,QWHOOLJHQFH�
DQG�KHDGV�RI�WKH�GHSDUWPHQW�RU�DJHQF\�FRQFHUQHG��DV�DQ�HOHPHQW�RI�WKH�,QWHOOLJHQFH�
&RPPXQLW\���See ���8�6�&��������������
�

Case 1:17-cv-00200-GBL-JFA   Document 15   Filed 03/01/17   Page 7 of 22 PageID# 213



��
�

DVVHUWHG�WKH�VWDWH�VHFUHWV�SULYLOHJH�LQ�RUGHU�WR�IXOILOO�KLV�RIILFLDO�GXW\�WR�SURWHFW�IURP�

GLVFORVXUH�FODVVLILHG�DQG�VHQVLWLYH�LQWHOOLJHQFH�VRXUFHV��PHWKRGV��DQG�DFWLYLWLHV���'HPSVH\�

'HFODUDWLRQ�������see also����8�6�&����������E������³«WKH�'LUHFWRU�RI�1DWLRQDO�

,QWHOOLJHQFH�VKDOO�����VHUYH�DV�KHDG�RI�WKH�LQWHOOLJHQFH�FRPPXQLW\�´����7KLUG��DV�H[SODLQHG�

LQ�KLV�GHFODUDWLRQ��$FWLQJ�'LUHFWRU�'HPSVH\�KDV�SHUVRQDOO\�FRQVLGHUHG�WKLV�PDWWHU�DQG�

GHWHUPLQHG�WKDW�WKH�GLVFORVXUH�RI�WKH�WZR�FDWHJRULHV�RI�LQIRUPDWLRQ�VHW�IRUWK�LQ�KLV�

GHFODUDWLRQ�UHDVRQDEO\�FRXOG�EH�H[SHFWHG�WR�FDXVH�VHULRXV�GDPDJH�WR�8�6��QDWLRQDO�

VHFXULW\���Id.��$ORQJ�ZLWK�$FWLQJ�'LUHFWRU�'HPSVH\¶V�GHFODUDWLRQ��WKH�8QLWHG�6WDWHV�KDV�

VXEPLWWHG�ZLWK�WKLV�PRWLRQ�D�FODVVLILHG�in camera, ex parte�GHFODUDWLRQ�WKDW�GHVFULEHV�LQ�

IXUWKHU�GHWDLO�WKH�LQIRUPDWLRQ�VXEMHFW�WR�WKH�FODLP�RI�SULYLOHJH�DQG�H[SODLQV�KRZ�

GLVFORVXUH�RI�WKDW�LQIRUPDWLRQ�UHDVRQDEO\�FRXOG�EH�H[SHFWHG�WR�UHVXOW�LQ�VHULRXV�GDPDJH�WR�

WKH�QDWLRQDO�VHFXULW\�RI�WKH�8QLWHG�6WDWHV�����

�����������������������������������������������������������
��'HIHQVH�RI�WKLV�DVVHUWLRQ�RI�WKH�VWDWH�VHFUHWV�SULYLOHJH�LQ�WKLV�FDVH�ZDV�DOVR�DSSURYHG�
SXUVXDQW�WR�SURFHGXUHV�HVWDEOLVKHG�E\�WKH�'HSDUWPHQW�RI�-XVWLFH���See�0HP��IURP�WKH�
$WW¶\�*HQHUDO�DW����6HSW�������������DWWDFKHG�DV�([��(����8QGHU�WKHVH�SURFHGXUHV��'2-�
³ZLOO�QRW�GHIHQG�DQ�DVVHUWLRQ�RI�WKH�SULYLOHJH�������ZLWKRXW�WKH�SHUVRQDO�DSSURYDO�RI�WKH�
$WWRUQH\�*HQHUDO��RU��LQ�WKH�DEVHQFH�RU�UHFXVDO�RI�WKH�$WWRUQH\�*HQHUDO��WKH�'HSXW\�
$WWRUQH\�*HQHUDO�RU�WKH�$FWLQJ�$WWRUQH\�*HQHUDO��´��Mem. from the Att’y General�����$����
2QFH�WKH�KHDG�RI�D�GHSDUWPHQW�SHUVRQDOO\�GHWHUPLQHV�WKDW�WKH�VWDWH�VHFUHWV�SULYLOHJH�
DSSOLHV��WKDW�DJHQF\�PXVW�UHTXHVW�WKDW�'2-�SUHVHQW�WKH�FODLP�LQ�WKH�OLWLJDWLRQ���See id����
��$���$�'2-�$VVLVWDQW�$WWRUQH\�*HQHUDO�WKHQ�PXVW�PDNH�D�IRUPDO�ZULWWHQ�
UHFRPPHQGDWLRQ�DV�WR�³ZKHWKHU�RU�QRW�>'2-@�VKRXOG�GHIHQG�WKH�DVVHUWLRQ�RI�WKH�SULYLOHJH�
LQ�OLWLJDWLRQ�´��7KDW�UHFRPPHQGDWLRQ�LV�PDGH�WR�'2-¶V�³6WDWH�6HFUHWV�5HYLHZ�
&RPPLWWHH�´�id������%���FRPSULVHG�RI�VHQLRU�'2-�RIILFLDOV���7KH�&RPPLWWHH�WKHQ�PDNHV�D�
UHFRPPHQGDWLRQ�WR�WKH�$VVRFLDWH�$WWRUQH\�*HQHUDO��ZKR��WKURXJK�WKH�'HSXW\�$WWRUQH\�
*HQHUDO��PDNHV�D�ILQDO�UHFRPPHQGDWLRQ�WR�WKH�$WWRUQH\�*HQHUDO���Id������	�Q������
$FFRUGLQJO\��WKH�*RYHUQPHQW�KDV�QRW�RQO\�VDWLVILHG�WKH�SURFHGXUDO�UHTXLUHPHQWV�IRU�WKH�
DVVHUWLRQ�RI�WKH�VWDWH�VHFUHWV�SULYLOHJH��LW�DOVR�KDV�WDNHQ�DGGLWLRQDO�VWHSV�WR�HQVXUH�D�
FRQVLGHUHG�DVVHUWLRQ�RI�WKH�SULYLOHJH���See Jeppesen������)��G�DW�������
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,,�� 7KH�,QIRUPDWLRQ�DW�,VVXH�LV�6XEMHFW�WR�WKH�6WDWH�6HFUHWV�3ULYLOHJH�
�
� $IWHU�WKH�VWDWH�VHFUHWV�SULYLOHJH�KDV�EHHQ�SURSHUO\�LQYRNHG��WKH�&RXUW�³PXVW�

GHWHUPLQH�ZKHWKHU�WKH�LQIRUPDWLRQ�WKDW�WKH�8QLWHG�6WDWHV�VHHNV�WR�VKLHOG�LV�D�VWDWH�VHFUHW��

DQG�WKXV�SULYLOHJHG�IURP�GLVFORVXUH�´��El-Masri������)��G�DW�������7KH�SULYLOHJH�PXVW�EH�

VXVWDLQHG�LI�WKH�&RXUW�LV�VDWLVILHG��³IURP�DOO�WKH�FLUFXPVWDQFHV�RI�WKH�FDVH��WKDW�WKHUH�LV�D�

UHDVRQDEOH�GDQJHU�WKDW�FRPSXOVLRQ�RI�WKH�HYLGHQFH�ZLOO�H[SRVH�������PDWWHUV�ZKLFK��LQ�WKH�

LQWHUHVW�RI�QDWLRQDO�VHFXULW\��VKRXOG�QRW�EH�GLYXOJHG�´��Reynolds������8�6��DW������³$IWHU�

LQIRUPDWLRQ�KDV�EHHQ�GHWHUPLQHG�WR�EH�SULYLOHJHG�XQGHU�WKH�VWDWH�VHFUHWV�GRFWULQH��LW�LV�

DEVROXWHO\�SURWHFWHG�IURP�GLVFORVXUH�������´��El-Masri������)��G�DW�������³>(@YHQ�WKH�PRVW�

FRPSHOOLQJ�QHFHVVLW\�FDQQRW�RYHUFRPH�WKH�FODLP�RI�SULYLOHJH�LI�WKH�FRXUW�LV�XOWLPDWHO\�

VDWLVILHG�WKDW�>VWDWH@�VHFUHWV�DUH�DW�VWDNH�´��Reynolds������8�6��DW�����

� �³>7@KH�H[HFXWLYH¶V�GHWHUPLQDWLRQ�WKDW�GLVFORVXUH�RI�LQIRUPDWLRQ�PLJKW�SRVH�D�

WKUHDW�WR�QDWLRQDO�VHFXULW\�LV�HQWLWOHG�WR�XWPRVW�GHIHUHQFH�´��Abilt�������:/���������DW�����

$V�WKH�6XSUHPH�&RXUW�KDV�VWUHVVHG��³ZKDW�PD\�VHHP�WULYLDO�WR�WKH�XQLQIRUPHG��PD\�>EH@�

RI�JUHDW�PRPHQW�WR�RQH�ZKR�KDV�D�EURDG�YLHZ�RI�WKH�VFHQH�DQG�PD\�SXW�WKH�TXHVWLRQHG�

LWHP�RI�LQIRUPDWLRQ�LQ�LWV�SURSHU�FRQWH[W�´��CIA v. Sims������8�6������������������

�TXRWLQJ�Halkin v. Helms������)��G�������'�&��&LU�����������Accord Halperin v. CIA������

)��G�����������'�&��&LU���������³>(@DFK�LQGLYLGXDO�SLHFH�RI�LQWHOOLJHQFH�LQIRUPDWLRQ��

PXFK�OLNH�D�SLHFH�RI�>D@�MLJVDZ�SX]]OH��PD\�DLG�LQ�SLHFLQJ�WRJHWKHU�RWKHU�ELWV�RI�

LQIRUPDWLRQ�HYHQ�ZKHQ�WKH�LQGLYLGXDO�SLHFH�LV�QRW�RI�REYLRXV�LPSRUWDQFH�LQ�LWVHOI�´����

³)UHTXHQWO\��WKH�H[SODQDWLRQ�RI�WKH�GHSDUWPHQW�KHDG�ZKR�KDV�ORGJHG�WKH�IRUPDO�SULYLOHJH�

FODLP��SURYLGHG�LQ�DQ�DIILGDYLW�RU�SHUVRQDO�GHFODUDWLRQ��LV�VXIILFLHQW�WR�FDUU\�WKH�
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([HFXWLYH¶V�EXUGHQ´�RI�VDWLVI\LQJ�WKH�FRXUW�WKDW�WKH�LQIRUPDWLRQ�LV�SULYLOHJHG���El-Masri��

����)��G�DW������

� ,Q�WKLV�FDVH��$FWLQJ�'1,�'HPSVH\�KDV�VXEPLWWHG�D�GHFODUDWLRQ�DVVHUWLQJ�WKH�VWDWHV�

VHFUHWV�SULYLOHJH�RYHU�WZR�FDWHJRULHV�RI�LQIRUPDWLRQ���7KH�ILUVW�FDWHJRU\�LV�WKH�DVVRFLDWLRQ�

RI�D�SDUWLFXODU�8�6��*RYHUQPHQW�HQWLW\�ZLWK�WKH�FODVVLILHG�FRQWUDFW�DQG�WKH�XQGHUO\LQJ�

*RYHUQPHQW�SURJUDP���'HPSVH\�'HFODUDWLRQ��������7KH�VHFRQG�FDWHJRU\�LQFOXGHV�GHWDLOV�

UHJDUGLQJ�WKH�SHUIRUPDQFH�RI�WKH�FODVVLILHG�8�6��*RYHUQPHQW�FRQWUDFW�WKDW�ZRXOG�WHQG�WR�

UHYHDO�FODVVLILHG�LQIRUPDWLRQ�DERXW�WKH�DVVRFLDWHG�*RYHUQPHQW�SURJUDP���Id.��,Q�KLV�

GHFODUDWLRQ��$FWLQJ�'1,�'HPSVH\�VWDWHV�WKDW�KH�KDV�SHUVRQDOO\�FRQVLGHUHG�WKLV�PDWWHU�DQG�

H[SODLQV�WKDW�KLV�GHFLVLRQ�WR�DVVHUW�WKH�VWDWH�VHFUHWV�SULYLOHJH�LV�EDVHG�RQ�KLV�MXGJPHQW�DQG�

H[SHULHQFH�DQG�WKH�DGYLFH�RI�RWKHU�SURIHVVLRQDOV�ZLWKLQ�WKH�LQWHOOLJHQFH�FRPPXQLW\���Id.�

DW�������+H�WKHQ�H[SODLQV�WKDW�KH�LV�DVVHUWLQJ�WKH�VWDWH�VHFUHWV�SULYLOHJH�³WR�SURWHFW�DQG�

SUHVHUYH�YLWDO�LQWHOOLJHQFH�VRXUFHV��PHWKRGV��DQG�DFWLYLWLHV��WKH�FRPSURPLVH�RI�ZKLFK�

UHDVRQDEO\�FRXOG�EH�H[SHFWHG�WR�FDXVH�VHULRXV�GDPDJH�WR�8�6��1DWLRQDO�6HFXULW\�´���Id.�DW�

������

� $FWLQJ�'1,�'HPSVH\�IXUWKHU�VWDWHV�LQ�KLV�GHFODUDWLRQ�WKDW�KH�FDQQRW�VHW�IRUWK�WKH�

FRPSOHWH�IDFWXDO�EDVLV�IRU�KLV�SULYLOHJH�DVVHUWLRQ�RQ�WKH�SXEOLF�UHFRUG�ZLWKRXW�UHYHDOLQJ�

WKH�YHU\�LQIRUPDWLRQ�KH�KDV�DVVHUWHG�SULYLOHJH�WR�SURWHFW���Id��DW�������see Reynolds,�����

8�6��DW�����³7KH�FRXUW�LWVHOI�PXVW�GHWHUPLQH�ZKHWKHU�WKH�FLUFXPVWDQFHV�DUH�DSSURSULDWH�IRU�

WKH�FODLP�RI�SULYLOHJH��DQG�\HW�GR�VR�ZLWKRXW�IRUFLQJ�D�GLVFORVXUH�RI�WKH�YHU\�WKLQJ�WKH�

SULYLOHJH�LV�GHVLJQHG�WR�SURWHFW�´����$FFRUGLQJO\��WKH�8QLWHG�6WDWHV�KDV�VXEPLWWHG�D�

FODVVLILHG�ex parte, in camera�GHFODUDWLRQ�WKDW�VXSSOHPHQWV�WKH�$FWLQJ�'1,¶V�GHFODUDWLRQ�

DQG�GHVFULEHV�LQ�GHWDLO�ERWK�WKH�LQIRUPDWLRQ�WKDW�LV�VXEMHFW�WR�WKH�VWDWH�VHFUHWV�SULYLOHJH�
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DQG�WKH�VHULRXV�GDPDJH�WR�QDWLRQDO�VHFXULW\�WKDW�UHDVRQDEO\�FRXOG�EH�H[SHFWHG�LI�WKH�

SULYLOHJHG�LQIRUPDWLRQ�ZHUH�GLVFORVHG���Id.��

� 7KURXJK�WKHVH�VXEPLVVLRQV��WKH�&RXUW�VKRXOG�ILQG�WKDW�WKH�8QLWHG�6WDWHV�KDV�

HVWDEOLVKHG�WKDW�WKH�FDWHJRULHV�RI�LQIRUPDWLRQ�VHW�IRUWK�LQ�WKH�$FWLQJ�'1,¶V�GHFODUDWLRQ�DUH�

SURSHUO\�SULYLOHJHG��DQG�WKDW�LWV�DVVHUWLRQ�RI�WKH�VWDWH�VHFUHWV�SULYLOHJH�VKRXOG�EH�XSKHOG���

,,,�� 7KLV�&DVH�&DQQRW�3URFHHG�ZLWKRXW�5LVNLQJ�WKH�'LVFORVXUH�RI�3ULYLOHJHG��
� ,QIRUPDWLRQ�
�
� $IWHU�D�FRXUW�VXVWDLQV�D�FODLP�RI�SULYLOHJH��LW�PXVW�WKHQ�UHVROYH�³KRZ�WKH�PDWWHU�

VKRXOG�SURFHHG�LQ�OLJKW�RI�WKH�VXFFHVVIXO�SULYLOHJH�FODLP�´��El-Masri������)��G�DW�������³,I�

D�SURFHHGLQJ�LQYROYLQJ�VWDWH�VHFUHWV�FDQ�EH�IDLUO\�OLWLJDWHG�ZLWKRXW�UHVRUW�WR�WKH�SULYLOHJHG�

LQIRUPDWLRQ��LW�PD\�FRQWLQXH�´��Id.�DW�������³2Q�WKH�RWKHU�KDQG��µD�SURFHHGLQJ�LQ�ZKLFK�WKH�

VWDWH�VHFUHWV�SULYLOHJH�LV�VXFFHVVIXOO\�LQWHUSRVHG�PXVW�EH�GLVPLVVHG�LI�WKH�FLUFXPVWDQFHV�

PDNH�FOHDU�WKDW�SULYLOHJHG�LQIRUPDWLRQ�ZLOO�EH�VR�FHQWUDO�WR�WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�

WR�SURFHHG�ZLOO�WKUHDWHQ�WKDW�LQIRUPDWLRQ
V�GLVFORVXUH�¶´��Abilt�������:/���������DW���

�TXRWLQJ�El-Masri������)��G�DW�������see Bowles v. United States������)��G������������WK�

&LU���������SHU�FXULDP���³,I�WKH�FDVH�FDQQRW�EH�WULHG�ZLWKRXW�FRPSURPLVLQJ�VHQVLWLYH�

IRUHLJQ�SROLF\�VHFUHWV��WKH�FDVH�PXVW�EH�GLVPLVVHG�´���Fitzgerald v. Penthouse Int’l��Inc.��

����)��G�����������������WK�&LU���������³>,@Q�VRPH�FLUFXPVWDQFHV�VHQVLWLYH�PLOLWDU\�

VHFUHWV�ZLOO�EH�VR�FHQWUDO�WR�WKH�VXEMHFW�PDWWHU�RI�WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�WR�SURFHHG�

ZLOO�WKUHDWHQ�GLVFORVXUH�RI�WKH�SULYLOHJHG�PDWWHUV�´���see also Totten, ���8�6��DW�����

�H[SODLQLQJ�WKDW�³FDVHV�RI�FRQWUDFW�IRU�VHFUHW�VHUYLFHV�ZLWK�WKH�JRYHUQPHQW´�FDQQRW�EH�

PDLQWDLQHG�EHFDXVH�WKH�YHU\�VXEMHFW�PDWWHU�RI�WKH�DFWLRQV�LV�D�VWDWH�VHFUHW���

� 7KH�)RXUWK�&LUFXLW�KDV�³LGHQWLILHG�WKUHH�H[DPSOHV�RI�FLUFXPVWDQFHV�LQ�ZKLFK�WKH�

SULYLOHJHG�LQIRUPDWLRQ�LV�VR�FHQWUDO�WR�WKH�OLWLJDWLRQ�WKDW�GLVPLVVDO�LV�UHTXLUHG�´��Abilt��
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�����:/���������DW�����³)LUVW��GLVPLVVDO�LV�UHTXLUHG�LI�WKH�SODLQWLII�FDQQRW�SURYH�WKH�

SULPD�IDFLH�HOHPHQWV�RI�KLV�RU�KHU�FODLP�ZLWKRXW�SULYLOHJHG�HYLGHQFH�´��Id.��FLWLQJ�

Farnsworth Cannon, Inc. v. Grimes������)��G������������WK�&LU���������HQ�EDQF���SHU�

FXULDP���³>$@Q\�DWWHPSW�RQ�WKH�SDUW�RI�WKH�SODLQWLII�WR�HVWDEOLVK�D�SULPD�IDFLH�FDVH�ZRXOG�

VR�WKUHDWHQ�GLVFORVXUH�RI�VWDWH�VHFUHWV�WKDW�WKH�RYHUULGLQJ�LQWHUHVW�RI�WKH�8QLWHG�6WDWHV�DQG�

WKH�SUHVHUYDWLRQ�RI�LWV�VWDWH�VHFUHWV�SUHFOXGHV�DQ\�IXUWKHU�DWWHPSW�WR�SXUVXH�WKLV�

OLWLJDWLRQ�´����³6HFRQG��HYHQ�LI�WKH�SODLQWLII�FDQ�SURYH�D�SULPD�IDFLH�FDVH�ZLWKRXW�UHVRUW�WR�

SULYLOHJHG�LQIRUPDWLRQ��WKH�FDVH�VKRXOG�EH�GLVPLVVHG�LI�µWKH�GHIHQGDQWV�FRXOG�QRW�SURSHUO\�

GHIHQG�WKHPVHOYHV�ZLWKRXW�XVLQJ�SULYLOHJHG�HYLGHQFH�¶´��Id.��TXRWLQJ�El-Masri������)��G�

DW�������see�Kasza v. Browner������)��G��������������WK�&LU���������³>,@I�WKH�SULYLOHJH�

GHSULYHV�WKH�GHIHQGDQW�RI�LQIRUPDWLRQ�WKDW�ZRXOG�RWKHUZLVH�JLYH�WKH�GHIHQGDQW�D�YDOLG�

GHIHQVH�WR�WKH�FODLP��WKHQ�WKH�FRXUW�PD\�JUDQW�VXPPDU\�MXGJPHQW�WR�WKH�GHIHQGDQW�´����

)LQDOO\��HYHQ�LI�WKH�SDUWLHV�FRXOG�DGGXFH�VRPH�HYLGHQFH�LQ�VXSSRUW�RI�WKHLU�FODLPV�RU�

GHIHQVH��GLVPLVVDO�LV�QRQHWKHOHVV�DSSURSULDWH�ZKHUH�IXUWKHU�OLWLJDWLRQ�ZRXOG�SUHVHQW�DQ�

XQMXVWLILDEOH�ULVN�RI�GLVFORVXUH���Abilt�������:/���������DW����FLWLQJ�El-Masri,�����)��G�

DW������³>$@�SURFHHGLQJ�LQ�ZKLFK�WKH�VWDWH�VHFUHWV�SULYLOHJH�LV�VXFFHVVIXOO\�LQWHUSRVHG�

PXVW�EH�GLVPLVVHG�LI�WKH�FLUFXPVWDQFHV�PDNH�FOHDU�WKDW�SULYLOHJHG�LQIRUPDWLRQ�ZLOO�EH�VR�

FHQWUDO�WR�WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�WR�SURFHHG�ZLOO�WKUHDWHQ�WKDW�LQIRUPDWLRQ
V�

GLVFORVXUH�´�����

�����������������������������������������������������������
ϳ�Cf. Totten, ���8�6��DW������³,W�PD\�EH�VWDWHG�DV�D�JHQHUDO�SULQFLSOH��WKDW�SXEOLF�SROLF\�
IRUELGV�WKH�PDLQWHQDQFH�RI�DQ\�VXLW�LQ�D�FRXUW�RI�MXVWLFH��WKH�WULDO�RI�ZKLFK�ZRXOG�
LQHYLWDEO\�OHDG�WR�WKH�GLVFORVXUH�RI�PDWWHUV�ZKLFK�WKH�ODZ�LWVHOI�UHJDUGV�DV�FRQILGHQWLDO��
DQG�UHVSHFWLQJ�ZKLFK�LW�ZLOO�QRW�DOORZ�WKH�FRQILGHQFH�WR�EH�YLRODWHG�´���
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� ,I�DQ\�RI�WKHVH�WKUHH�FLUFXPVWDQFHV�DUH�SUHVHQW��GLVPLVVDO�LV�UHTXLUHG�WR�SURWHFW�WKH�

QDWLRQDO�VHFXULW\�LQWHUHVWV�RI�WKH�8QLWHG�6WDWHV���Abilt�������:/���������DW�����$V�

GHVFULEHG�IXUWKHU�EHORZ��WKLV�FDVH�SUHVHQWV�DOO�WKUHH�FLUFXPVWDQFHV�����

� $�� 3ULYLOHJHG�,QIRUPDWLRQ�:RXOG�%H�5HTXLUHG�IRU�3ODLQWLIIV�WR�3URYH��
� � 7KHLU�&DVH�
�
� 7KH�LQKHUHQW�ULVN�RI�GLVFORVXUH�RI�WKH�SULYLOHJHG�LQIRUPDWLRQ�LQ�DQ\�IXUWKHU�

SURFHHGLQJV�LV�XQGHUVFRUHG�E\�WKH�IDFW�WKDW�WKH�SDUWLHV�WR�WKLV�OLWLJDWLRQ�ZLOO�XQGRXEWHGO\�

QHHG�LQIRUPDWLRQ�VXEMHFW�WR�WKH�SULYLOHJH�DVVHUWLRQ�LQ�RUGHU�WR�OLWLJDWH�WKH�FDVH���7R�EHJLQ�

ZLWK��3ODLQWLIIV�KDYH�WZR�UHPDLQLQJ�FODLPV�±�RQH�IRU�EUHDFK�RI�FRQWUDFW�DQG�RQH�IRU�IUDXG�

±�DQG��DV�GHVFULEHG�EHORZ��3ODLQWLIIV�FDQQRW�HVWDEOLVK�D�prima facie�FDVH�LQ�VXSSRUW�RI�

HLWKHU�FODLP�ZLWKRXW�SULYLOHJHG�LQIRUPDWLRQ����

� � ��� %UHDFK�RI�&RQWUDFW�

� ,Q�&RXQW�2QH��3ODLQWLIIV�DOOHJH�WKDW�$163�EUHDFKHG�D�PHQWRU�SURWpJp�DJUHHPHQW��

8QGHU�9LUJLQLD�ODZ��³>W@KH�HOHPHQWV�RI�D�EUHDFK�RI�FRQWUDFW�DFWLRQ�DUH�����D�OHJDOO\�

HQIRUFHDEOH�REOLJDWLRQ�RI�D�GHIHQGDQW�WR�D�SODLQWLII������WKH�GHIHQGDQW
V�YLRODWLRQ�RU�EUHDFK�

RI�WKDW�REOLJDWLRQ��DQG�����LQMXU\�RU�GDPDJH�WR�WKH�SODLQWLII�FDXVHG�E\�WKH�EUHDFK�RI�

REOLJDWLRQ�´��Navar, Inc. v. Fed. Bus. Council������9D����������������6�(��G����������

���������,Q�LWV�6HFRQG�$PHQGHG�&RPSODLQW��3ODLQWLIIV�DOOHJH�WKDW�$163�EUHDFKHG�D�

PHQWRU�SURWpJp�DJUHHPHQW�E\�XVLQJ�³FRQILGHQWLDO�DQG�YDOXDEOH�LQIRUPDWLRQ�DQG�GDWD�

SURYLGHG�E\�3ODLQWLIIV´�LQ�$163¶V�ELG�IRU�WKH�FODVVLILHG�FRQWUDFW���6HFRQG�$PHQGHG�

&RPSODLQW����������3URYLQJ�WKLV�DOOHJDWLRQ�ZRXOG�UHTXLUH�3ODLQWLIIV�WR�HVWDEOLVK�ERWK�WKDW�

WKH\�SURYLGHG�$163�ZLWK�YDOXDEOH�LQIRUPDWLRQ�DERXW�WKH�FODVVLILHG�FRQWUDFW�DQG�

DVVRFLDWHG�SURJUDP�EDVHG�RQ�NQRZOHGJH�REWDLQHG�IURP�WKHLU�SDVW�H[SHULHQFH�DQG�WKDW�

$163�LQFOXGHG�WKDW�LQIRUPDWLRQ�LQ�LWV�FODVVLILHG�ELG�GRFXPHQWV���3ODLQWLIIV�FDQQRW�PDNH�
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WKHVH�VKRZLQJV�ZLWKRXW�GLVFORVLQJ�LQIRUPDWLRQ�RYHU�ZKLFK�$FWLQJ�'LUHFWRU�'HPSVH\�KDV�

DVVHUWHG�SULYLOHJH��LQFOXGLQJ�GHWDLOV�UHJDUGLQJ�WKH�QDWXUH�DQG�SHUIRUPDQFH�RI�WKH�

FODVVLILHG�8�6��*RYHUQPHQW�FRQWUDFW�WKDW�ZRXOG�WHQG�WR�UHYHDO�FODVVLILHG�LQIRUPDWLRQ�

DERXW�WKH�DVVRFLDWHG�*RYHUQPHQW�SURJUDP�±�LQFOXGLQJ�WKH�HQWLW\�DVVRFLDWHG�ZLWK�WKH�

FRQWUDFW��WKH�QDWXUH�RI�WKH�FRQWUDFW��DQG�KRZ�WKH�SURJUDP�DW�LVVXH�RSHUDWHV���%HFDXVH�

3ODLQWLIIV�FDQQRW�VKRZ�WKDW�$163�EUHDFKHG�WKH�PHQWRU�SURWpJp�DJUHHPHQW�ZLWKRXW�

GLVFORVLQJ�SULYLOHJHG�LQIRUPDWLRQ�DERXW�D�FODVVLILHG�FRQWUDFW�DQG�DVVRFLDWHG�SURJUDP��

3ODLQWLIIV¶�EUHDFK�RI�FRQWUDFW�FODLP�PXVW�EH�GLVPLVVHG���

� � ��� )UDXGXOHQW�,QGXFHPHQW�

� 6LPLODUO\��3ODLQWLIIV¶�IUDXGXOHQW�LQGXFHPHQW�FODLP�FDQQRW�EH�OLWLJDWHG�ZLWKRXW�

SULYLOHJHG�LQIRUPDWLRQ���,Q�&RXQW�7KUHH��3ODLQWLIIV�DOOHJH�WKDW�$163�IUDXGXOHQWO\�LQGXFHG�

WKHP�WR�KHOS�$163�ZLQ�WKH�FODVVLILHG�FRQWUDFW�DW�LVVXH���8QGHU�9LUJLQLD�ODZ��³>D@�SDUW\�

DOOHJLQJ�IUDXG�PXVW�SURYH�E\�FOHDU�DQG�FRQYLQFLQJ�HYLGHQFH�����D�IDOVH�UHSUHVHQWDWLRQ������

RI�D�PDWHULDO�IDFW������PDGH�LQWHQWLRQDOO\�DQG�NQRZLQJO\������ZLWK�LQWHQW�WR�PLVOHDG������

UHOLDQFH�E\�WKH�SDUW\�PLVOHG��DQG�����UHVXOWLQJ�GDPDJH�WR�KLP�´��Van Deusen v. Snead��

����9D����������������6�(��G�������������������(VWDEOLVKLQJ�DQ\�DQG�DOO�RI��WKHVH�

HOHPHQWV�LQKHUHQWO\�ZRXOG�UHTXLUH�HYLGHQFH�UHYHDOLQJ�EDFNJURXQG�LQIRUPDWLRQ�DERXW�WKH�

FODVVLILHG�FRQWUDFW�DW�LVVXH�DQG�WKH�FRPPXQLFDWLRQV�EHWZHHQ�WKH�SDUWLHV�DERXW�WKH�

FRQWUDFW��LQFOXGLQJ�IRU�H[DPSOH�ZKDW�NQRZOHGJH�DQG�LQIRUPDWLRQ�ZDV�QHHGHG�WR�ELG�RQ�

WKH�FODVVLILHG�FRQWUDFW��ZKDW�3ODLQWLIIV�NQHZ�DERXW�WKH�FRQWUDFW�DQG�KRZ�WKH\�FDPH�E\�WKDW�

NQRZOHGJH��ZKDW�3ODLQWLIIV�WROG�$163�DERXW�WKH�FRQWUDFW��DQG�ZKDW�$163�DOUHDG\�NQHZ�

DERXW�WKH�FRQWUDFW�EDVHG�RQ�RWKHU�VRXUFHV�RU�LWV�RZQ�H[SHUWLVH���,Q�VKRUW��OLWLJDWLRQ�RI�
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3ODLQWLIIV¶�FODLP�ZRXOG�UHTXLUH�GLVFORVXUH�RI�WKH�FRPPXQLFDWLRQV�DERXW�WKH�FODVVLILHG�

FRQWUDFW�WKDW�JDYH�ULVH�WR�DQ�DOOHJHG�IUDXGXOHQW�LQGXFHPHQW�����

� 3URRI�UHOHYDQW�WR�SDUWLFXODU�HOHPHQWV�RI�WKLV�FODLP�XQGHUVFRUHV�WKDW�SULYLOHJHG�

HYLGHQFH�ZRXOG�EH�QHHGHG�WR�OLWLJDWH�WKH�FODLP���0RUH�VSHFLILFDOO\��IRU�H[DPSOH��ZLWK�

UHJDUG�WR�HOHPHQW�ILYH��3ODLQWLIIV�DOOHJH�WKDW�WKH\�³UHDVRQDEO\�UHOLHG�RQ�WKH�IDOVH�

PLVUHSUHVHQWDWLRQV�DQG�RPLVVLRQV�RI�VHQLRU�>$163@�H[HFXWLYHV�DQG�DV�D�UHVXOW�«�

SURYLGHG�WKHLU�H[SHULHQFH��H[SHUWLVH��NQRZOHGJH��FRQILGHQWLDO�DQG�SURSULHWDU\�

LQIRUPDWLRQ��DQG�FRQWDFWV�WR�DVVLVW�>$163�WR@�JHW�RQ�WKH�5)3�OLVW�DQG�XOWLPDWHO\�ZLQ�WKH���

>�@�FRQWUDFW�´��6HFRQG�$PHQGHG�&RPSODLQW����������7R�SURYH�WKLV�DOOHJDWLRQ��3ODLQWLII�

ZRXOG�KDYH�WR�VKRZ�WKDW�WKH\�SURYLGHG�$163�ZLWK�FRQILGHQWLDO�DQG�SURSULHWDU\�

LQIRUPDWLRQ�DERXW�D�FODVVLILHG�*RYHUQPHQW�FRQWUDFW�DQG�WKH�XQGHUO\LQJ�*RYHUQPHQW�

SURJUDP�DQG�WKDW�WKH�LQIRUPDWLRQ�3ODLQWLIIV�SURYLGHG�KHOSHG�$163�WR�ZLQ�WKH�FRQWUDFW���

0DNLQJ�WKLV�VKRZLQJ�ZRXOG�UHTXLUH�3ODLQWLIIV�WR�GLVFORVH�LQIRUPDWLRQ�WKDW�WKH\�SURYLGHG�

$163�DERXW�WKH�FODVVLILHG�FRQWDFW�DQG�WR�VKRZ�WKDW�WKH�LQIRUPDWLRQ�WKH\�SURYLGHG�SOD\HG�

D�SDUW�LQ�D�*RYHUQPHQW�HQWLW\¶V�GHFLVLRQ�WR�DZDUG�D�FODVVLILHG�FRQWDFW�WR�$163���0HHWLQJ�

WKLV�EXUGHQ�ZRXOG�UHTXLUH�WKH�GLVFORVXUH�QRW�RQO\�RI�WKH�*RYHUQPHQW�HQWLW\�DVVRFLDWHG�

ZLWK�WKH�FRQWUDFW�EXW�WKH�VSHFLILF�UHTXLUHPHQWV�RI�WKH�FRQWUDFW�WKDW�KDG�WR�EH�PHW�WR�

SHUIRUP�VHUYLFHV�LQ�FRQQHFWLRQ�ZLWK�D�FODVVLILHG�*RYHUQPHQW�SURJUDP���

� ,Q�VXP�EHFDXVH�3ODLQWLIIV¶�DWWHPSW�WR�HVWDEOLVK�WKHLU�FODLPV�ZRXOG�SODFH�VWDWH�

VHFUHWV�DW�LVVXH�DQG�DW�ULVN�RI�GLVFORVXUH��GLVPLVVDO�RI�WKH�FODLP�LV�UHTXLUHG���Farnsworth 

Cannon, Inc�������)��G�DW������³,W�LV�HYLGHQW�WKDW�DQ\�DWWHPSW�RQ�WKH�SDUW�RI�WKH�SODLQWLII�WR�

HVWDEOLVK�D�SULPD�IDFLH�FDVH�ZRXOG�VR�WKUHDWHQ�GLVFORVXUH�RI�VWDWH�VHFUHWV�WKDW�WKH�

Case 1:17-cv-00200-GBL-JFA   Document 15   Filed 03/01/17   Page 15 of 22 PageID# 221



���
�

RYHUULGLQJ�LQWHUHVW�RI�WKH�8QLWHG�6WDWHV�DQG�WKH�SUHVHUYDWLRQ�RI�LWV�VWDWH�VHFUHWV�SUHFOXGHV�

DQ\�IXUWKHU�DWWHPSW�WR�SXUVXH�WKLV�OLWLJDWLRQ�´����

� %�� $163�&RXOG�1RW�3URSHUO\�'HIHQG�DJDLQVW�3ODLQWLIIV¶�&ODLPV�ZLWKRXW�
� � 3ULYLOHJHG�,QIRUPDWLRQ�
�
� (YHQ�LI�LW�ZHUH�SRVVLEOH�LQ�WKHRU\�IRU�3ODLQWLIIV�WR�DWWHPSW�WR�HVWDEOLVK�WKH�prima 

facie�HOHPHQWV�RI�WKHLU�FODLPV�ZLWKRXW�XVLQJ�SULYLOHJHG�HYLGHQFH��$163�FRXOG�QRW�SUHVHQW�

D�YDOLG�GHIHQVH�DJDLQVW�3ODLQWLIIV¶�FODLPV�ZLWKRXW�WKH�XVH�RI�SULYLOHJHG�LQIRUPDWLRQ���+HUH�

DJDLQ��D�GHIHQVH�ZRXOG�OLNHO\�LQYROYH�$163�ILUVW�³WHOOLQJ�WKH�VWRU\´�RI�ZKDW�WKLV�GLVSXWH�

LV�DERXW��ZKDW�VSHFLILF�VHUYLFHV�LW�ZDV�ELGGLQJ�WR�SURYLGH�LQ�FRQQHFWLRQ�ZLWK�D�FODVVLILHG�

FRQWUDFW��KRZ�LW�JDLQHG�WKH�NQRZOHGJH��H[SHUWLVH�DQG�LQIRUPDWLRQ�QHFHVVDU\�WR�SUHVHQW�D�

ELG��ZKDW�LQIRUPDWLRQ�LWV�ELG�GRFXPHQWV�LQFOXGHG��DQG�ZKHWKHU�LQIRUPDWLRQ�LQ�LWV�ELG�

GRFXPHQWV�ZDV�REWDLQHG�IURP�3ODLQWLIIV����

� 0RUH�VSHFLILFDOO\��IRU�H[DPSOH��$163�FRXOG�SUHVXPDEO\�GHIHQG�DJDLQVW�

3ODLQWLIIV¶�FODLPV�E\�VKRZLQJ�WKDW�HLWKHU�����LW�GLG�QRW�XVH�LQIRUPDWLRQ�LW�UHFHLYHG�IURP�

3ODLQWLIIV�LQ�LWV�FODVVLILHG�ELG�GRFXPHQWV�RU�����WKDW�WKH�LQIRUPDWLRQ�LW�XVHG�LQ�LWV�FODVVLILHG�

ELG�GRFXPHQWV�FDPH�IURP�VRXUFHV�RWKHU�WKDQ�3ODLQWLIIV���3ULYLOHJHG�LQIRUPDWLRQ�DERXW�WKH�

FODVVLILHG�FRQWUDFW�DW�LVVXH�DQG�WKH�XQGHUO\LQJ�*RYHUQPHQW�SURJUDP�ZRXOG�EH�UHTXLUHG�WR�

PDNH�HLWKHU�RI�WKHVH�VKRZLQJV���7KH�IDFW�WKDW�$163�FRXOG�QRW�SUHVHQW�D�YDOLG�GHIHQVH�WR�

3ODLQWLIIV¶�FODLPV�ZLWKRXW�SULYLOHJHG�LQIRUPDWLRQ�DERXW�WKH�FODVVLILHG�FRQWUDFW�LV�\HW�

DQRWKHU�EDVLV�VXSSRUWLQJ�GLVPLVVDO�RI�WKLV�DFWLRQ����Abilt�������:/���������DW�����³:H�

KDYH�FRQVLVWHQWO\�XSKHOG�GLVPLVVDO�ZKHQ�WKH�GHIHQGDQWV�FRXOG�QRW�SURSHUO\�GHIHQG�

WKHPVHOYHV�ZLWKRXW�XVLQJ�SULYLOHJHG�LQIRUPDWLRQ�DQG�WKH�PDLQ�DYHQXHV�RI�GHIHQVH�

DYDLODEOH�ZRXOG�UHTXLUH�SULYLOHJHG�LQIRUPDWLRQ�´����
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� &�� /LWLJDWLQJ�WKH�&DVH�:RXOG�,PSRVH�DQ�8QDFFHSWDEOH�5LVN�RI�'LVFORVLQJ�
� � 6WDWH�6HFUHWV�
�
� )LQDOO\��DV�DQ�RYHUDUFKLQJ�PDWWHU��EHFDXVH�WKH�YHU\�VXEMHFW�PDWWHU�RI�WKLV�ODZVXLW�

FRQFHUQV�D�FODVVLILHG�FRQWUDFW�DQG�LQIRUPDWLRQ�UHODWHG�WR�WKDW�FRQWUDFW��DQ\�IXUWKHU�

SURFHHGLQJV�ZRXOG�LQKHUHQWO\�ULVN�WKH�GLVFORVXUH�RI�SURSHUO\�SULYLOHJHG�QDWLRQDO�VHFXULW\�

LQIRUPDWLRQ���$V�GLVFXVVHG�DERYH��ERWK�RI�WKH�SDUWLHV�ZLOO�LQHYLWDEO\�QHHG�HYLGHQFH�WKDW�

ZLOO�ULVN�RU�UHTXLUH�WKH�GLVFORVXUH�RI�SURSHUO\�SULYLOHJHG�LQIRUPDWLRQ���7KLV�LQIRUPDWLRQ�

LQFOXGHV�WKH�LQIRUPDWLRQ�FRQWDLQHG�LQ�$163¶V�FODVVLILHG�ELG�GRFXPHQWV�DQG�ZKHUH�$163�

DFTXLUHG�WKDW�LQIRUPDWLRQ���%XW�HYHQ�LI�WKH�SDUWLHV�EHOLHYH�WKH\�FRXOG�PXVWHU�VRPH�

XQFODVVLILHG�HYLGHQFH�LQ�VXSSRUW�RI�WKHLU�UHVSHFWLYH�SRVLWLRQV��VWDWH�VHFUHWV�DERXW�D�

FODVVLILHG�JRYHUQPHQW�FRQWUDFW�ZRXOG�UHPDLQ�GLUHFWO\�DW�ULVN�RI�GLVFORVXUH�LQ�DQ\�IXUWKHU�

SURFHHGLQJV��DQG�IRU�WKLV�LQGHSHQGHQW�UHDVRQ��WKH�&RXUW�VKRXOG�JUDQW�WKH�8QLWHG�6WDWHV¶�

PRWLRQ�IRU�VXPPDU\�MXGJPHQW���El–Masri������)��G�DW������³>$@�SURFHHGLQJ�LQ�ZKLFK�WKH�

VWDWH�VHFUHWV�SULYLOHJH�LV�VXFFHVVIXOO\�LQWHUSRVHG�PXVW�EH�GLVPLVVHG�LI�WKH�FLUFXPVWDQFHV�

PDNH�FOHDU�WKDW�SULYLOHJHG�LQIRUPDWLRQ�ZLOO�EH�VR�FHQWUDO�WR�WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�

WR�SURFHHG�ZLOO�WKUHDWHQ�WKDW�LQIRUPDWLRQ
V�GLVFORVXUH�´���Sterling������)��G�DW�����

�³>:@KHUH�WKH�YHU\�TXHVWLRQ�RQ�ZKLFK�D�FDVH�WXUQV�LV�LWVHOI�D�VWDWH�VHFUHW��RU�WKH�

FLUFXPVWDQFHV�PDNH�FOHDU�WKDW�VHQVLWLYH�PLOLWDU\�VHFUHWV�ZLOO�EH�VR�FHQWUDO�WR�WKH�VXEMHFW�

PDWWHU�RI�WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�WR�SURFHHG�ZLOO�WKUHDWHQ�GLVFORVXUH�RI�WKH�

SULYLOHJHG�PDWWHUV��GLVPLVVDO�LV�WKH�SURSHU�UHPHG\�����Fitzgerald������)��G�DW�����±���

��WK�&LU���������³>,@Q�VRPH�FLUFXPVWDQFHV�VHQVLWLYH�PLOLWDU\�VHFUHWV�ZLOO�EH�VR�FHQWUDO�WR�

WKH�VXEMHFW�PDWWHU�RI�WKH�OLWLJDWLRQ�WKDW�DQ\�DWWHPSW�WR�SURFHHG�ZLOO�WKUHDWHQ�GLVFORVXUH�RI�

WKH�SULYLOHJHG�PDWWHUV�´����

Case 1:17-cv-00200-GBL-JFA   Document 15   Filed 03/01/17   Page 17 of 22 PageID# 223



���
�

� 7KH�8QLWHG�6WDWHV�KDV�FRQVLGHUHG�ZKHWKHU�SULYLOHJHG�LQIRUPDWLRQ�FRXOG�EH�

DGHTXDWHO\�SURWHFWHG�RWKHU�WKDQ�WKURXJK�GLVPLVVDO��VXFK�DV�WKH�HQWU\�RI�D�SURWHFWLYH�RUGHU��

DQG�KDV�GHWHUPLQHG�WKDW�LW�FDQQRW�EH���7KH�)RXUWK�&LUFXLW�KDV�UHFRJQL]HG�WKDW�VSHFLDO�

³SURFHGXUHV��ZKDWHYHU�WKH\�PLJKW�EH��VWLOO�HQWDLO�FRQVLGHUDEOH�ULVN�´��Sterling������)��G�DW�

������7KH�8QLWHG�6WDWHV�KDV�SURYLGHG�WZR�GHFODUDWLRQV��RQH�SXEOLF�GHFODUDWLRQ�DQG�RQH�

FODVVLILHG�GHFODUDWLRQ�VXEPLWWHG�IRU�ex parte��in camera�UHYLHZ��WKDW�GHVFULEH�WKH�VHULRXV�

KDUP�WR�QDWLRQDO�VHFXULW\�WKDW�FRXOG�UHDVRQDEO\�EH�H[SHFWHG�LI�WKH�VWDWH�VHFUHWV�DW�LVVXH�LQ�

WKLV�FDVH�DUH�GLVFORVHG���%HFDXVH�D�SURWHFWLYH�RUGHU�ZRXOG�QRW�DGHTXDWHO\�HQVXUH�WKDW�WKH�

VHQVLWLYH�QDWLRQDO�VHFXULW\�LQIRUPDWLRQ�DW�LVVXH�LQ�WKLV�FDVH�ZRXOG�QRW�EH�GLVFORVHG��DQG�

WKH�KDUP�WKDW�FRXOG�UHDVRQDEO\�EH�H[SHFWHG�LI�WKH�LQIRUPDWLRQ�LV�GLVFORVHG�LV�VLJQLILFDQW��

WKH�8QLWHG�6WDWHV�KDV�GHWHUPLQHG�WKDW�D�SURWHFWLYH�RUGHU�ZRXOG�EH�LQVXIILFLHQW�WR�SURWHFW�

WKH�VWDWH�VHFUHWV�WKDW�DUH�LPSOLFDWHG�E\�WKLV�FDVH�� �

� 0RUHRYHU��EHFDXVH�RI�WKH�GLUHFW�OLQN�EHWZHHQ�WKH�SULYLOHJHG�LQIRUPDWLRQ�DERXW�D�

FODVVLILHG�*RYHUQPHQW�FRQWUDFW�DQG�WKH�SDUWLHV¶�FODLPV�DQG�GHIHQVHV��LI�WKLV�FDVH�ZHUH�WR�

JR�IRUZDUG�ZLWK�D�SURWHFWLYH�RUGHU�SURWHFWLQJ�VWDWH�VHFUHWV��WKH�SDUWLHV�VWLOO�³ZRXOG�KDYH�

HYHU\�LQFHQWLYH�WR�SUREH�DV�FORVH�WR�WKH�FRUH�VHFUHWV�DV�WKH�WULDO�MXGJH�ZRXOG�SHUPLW�´��

Farnsworth������)��G�DW�������³6XFK�SURELQJ�����ZRXOG�VR�WKUHDWHQ�GLVFORVXUH�RI�VWDWH�

VHFUHWV�WKDW�WKH�RYHUULGLQJ�LQWHUHVW�RI�WKH�8QLWHG�6WDWHV�DQG�WKH�SUHVHUYDWLRQ�RI�LWV�VWDWH�

VHFUHWV�SUHFOXGHV�DQ\�IXUWKHU�DWWHPSW�WR�SXUVXH�WKLV�OLWLJDWLRQ�´��Id.��%HFDXVH�SULYLOHJHG�

LQIRUPDWLRQ�LV�FHQWUDO�WR�WKH�FDVH�DQG�SHUPLWWLQJ�WKH�OLWLJDWLRQ�WR�FRQWLQXH�ZRXOG�SODFH�

VWDWH�VHFUHWV�DW�ULVN�RI�GLVFORVXUH��HYHQ�LQDGYHUWHQWO\��WKH�&RXUW�VKRXOG�JUDQW�WKH�8QLWHG�

6WDWHV¶�PRWLRQ�DQG�GLVPLVV�WKLV�FDVH�����

�
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� ,Q�VXP��DOO�WKUHH�FRQVLGHUDWLRQV�UHFRJQL]HG�E\�ZHOO�HVWDEOLVKHG�)RXUWK�&LUFXLW�

SUHFHGHQW�RQ�WKH�VWDWH�VHFUHWV�GRFWULQH�VXSSRUW�GLVPLVVDO�LQ�WKH�FLUFXPVWDQFHV�WKDW�H[LVW�

KHUH���7KH�RYHUDUFKLQJ�FRQFHUQ�LV�WKDW�OLWLJDWLRQ�DERXW�WKH�FODVVLILHG�*RYHUQPHQW�FRQWUDFW�

DW�LVVXH�LQKHUHQWO\�ULVNV�WKH�GLVFORVXUH�RI�VHQVLWLYH�FODVVLILHG�LQIRUPDWLRQ��LQFOXGLQJ�QRW�

RQO\�WKH�*RYHUQPHQW�HQWLW\�DVVRFLDWHG�ZLWK�WKH�FRQWUDFW�EXW�GHWDLOV�DERXW�WKH�VSHFLILF�

UHTXLUHPHQWV�RI�WKH�FRQWUDFW�DQG�XQGHUO\LQJ�SURJUDP���7KDW�ULVN�LV�XQGHUVFRUHG�E\�WKH�

IDFW�WKDW�ERWK�VLGHV�DUH�OLNHO\�WR�QHHG�GHWDLOHG�LQIRUPDWLRQ�DERXW�WKH�FRQWUDFW�LQ�RUGHU�WR�

OLWLJDWH�WKH�UHPDLQLQJ�FODLPV�LQ�WKLV�FDVH���7KH�*RYHUQPHQW¶V�FODVVLILHG�GHFODUDWLRQ��

VXEPLWWHG�IRU�ex parte, in camera UHYLHZ��HODERUDWHV�RQ�WKH�VSHFLILF�QDWXUH�RI�WKH�

FODVVLILHG�LQIRUPDWLRQ�DW�LVVXH�LQ�WKLV�FDVH�DQG�WKH�VLJQLILFDQW�ULVN�RI�KDUP�WR�QDWLRQDO�

VHFXULW\�VKRXOG�LW�EH�GLVFORVHG�LQ�WKLV�FDVH���%HFDXVH�WKLV�FDVH�FDQQRW�EH�OLWLJDWHG�ZLWKRXW�

SODFLQJ�VWDWH�VHFUHWV�DW�ULVN�RI�GLVFORVXUH��GLVPLVVDO�LV�UHTXLUHG���

&21&/86,21�
�
� )RU�WKH�UHDVRQV�VHW�IRUWK�DERYH��WKH�&RXUW�VKRXOG�JUDQW�WKH�8QLWHG�6WDWHV¶�PRWLRQ�

IRU�VXPPDU\�MXGJPHQW�DQG�GLVPLVV�WKLV�DFWLRQ�EDVHG�RQ�WKH�*RYHUQPHQW¶V�DVVHUWLRQ�RI�

WKH�VWDWH�VHFUHWV�SULYLOHJH�DQG�WKH�SURSHU�H[FOXVLRQ�RI�SULYLOHJHG�LQIRUPDWLRQ�IURP�WKLV�

DFWLRQ���

� ��5HVSHFWIXOO\�6XEPLWWHG��
� � � � �
� � � � � &+$'�$��5($'/(5�
� � � � � $FWLQJ�$VVLVWDQW�$WWRUQH\�*HQHUDO��
�
� � � � � '$1$�-��%2(17(��
� � � � � 8QLWHG�6WDWHV�$WWRUQH\��
�
� � � � � $17+21<�-��&2332/,12�
� � � � � 'HSXW\�'LUHFWRU��)HGHUDO�3URJUDPV�%UDQFK�
��
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� � � � � BBBBBBB�V�BBBBBBBBBBBBBBBBBBBBBBBBB�
� � � � � /$85(1�$��:(7=/(5��
� � � � � &KLHI��&LYLO�'LYLVLRQ�
� � � � � $VVLVWDQW�8QLWHG�6WDWHV�$WWRUQH\�
� � � � � 8�6��$WWRUQH\¶V�2IILFH��(DVWHUQ�'LVWULFW�RI�9LUJLQLD�
� � � � � �����-DPLHVRQ�$YH���
� � � � � $OH[DQGULD��9$�������
� � � � � 7HO�����������������
� � � � � )D[�����������������
� � � � � /DXUHQ�ZHW]OHU#XVGRM�JRY��
�
� � � � � 5<$1�%��3$5.(5��
� � � � � 7ULDO�$WWRUQH\�
� � � � � 8QLWHG�6WDWHV�'HSDUWPHQW�RI�-XVWLFH�
� � � � � &LYLO�'LYLVLRQ��)HGHUDO�3URJUDPV�%UDQFK�
� � � � � 7HO�����������������
� � � � � )D[���������������
� � � � � U\DQ�SDUNHU#XVGRM�JRY�
� � � � � �
�
� � � � � �&RXQVHO�IRU�WKH�8QLWHG�6WDWHV�
� �
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&(57,),&$7(�2)�6(59,&(�

� ,�KHUHE\�FHUWLI\�WKDW�RQ�0DUFK����������,�ILOHG�WKH�IRUHJRLQJ�DQG�DWWDFKPHQWV�XVLQJ�

WKH�&0�(&)�V\VWHP��ZKLFK�VHQW�D�WUXH�DQG�FRUUHFW�FRS\�WR�WKH�IROORZLQJ�FRXQVHO�RI�

UHFRUG��

.DWH�0F6ZHHQ\��
&KDGERXUQH�	�3DUNH�//3��'&���
�����1HZ�+DPSVKLUH�$YH�1:��
6XLWH������
:DVKLQJWRQ��'&��������
��������������
��������������ID[���
NPFVZHHQ\#GLOZRUWKODZ�FRP�
�
&2816(/�)25�3/$,17,))6�
�
6WHSKHQ�-��2EHUPHLHU��9$�%DU�1R���������
:,/(<�5(,1�//3�
�����.�6WUHHW��1:��
:DVKLQJWRQ��'&�������
7HO�����������������
)D[������������������
VREHUPHLHU#ZLOH\UHLQ�FRP��
�
&2816(/�)25�'()(1'$17�$(&20�1$7,21$/�6(&85,7<�352*5$06��,1&���
�
�
� ,�IXUWKHU�FHUWLI\�WKDW�RQ�0DUFK����������,�VHQW�D�FRS\�RI�WKH�IRUHJRLQJ�E\�HOHFWURQLF�

PDLO�WR�WKH�IROORZLQJ�FRXQVHO�IRU�3ODLQWLIIV��

$EEH�'DYLG�/RZHOO�
0LFKDHO�%KDUJDYD�
&+$'%2851(�	�3$5.(�//3�
�����1HZ�+DPSVKLUH�$YHQXH��1�:��
:DVKLQJWRQ��'&�������
���������������
DGORZHOO#FKDGERXUQH�FRP��
PEKDUJDYD#FKDGERXUQH�FRP�
�
�

� � � � � �
�
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� � � � � BBBBB�V�BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�
� � � � � �/$85(1�$��:(7=/(5��
� � � � � &KLHI��&LYLO�'LYLVLRQ�
� � � � � $VVLVWDQW�8QLWHG�6WDWHV�$WWRUQH\�
� � � � � 8�6��$WWRUQH\¶V�2IILFH��(DVWHUQ�'LVWULFW�RI�9LUJLQLD�
� � � � � �����-DPLHVRQ�$YH���
� � � � � $OH[DQGULD��9$�������
� � � � � 7HO�����������������
� � � � � )D[�����������������
� � � � � /DXUHQ�ZHW]OHU#XVGRM�JRY��
�
� � � � �� �&RXQVHO�IRU�'HIHQGDQW�8QLWHG�6WDWHV�RI�$PHULFD�

�
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