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December 6, 2007

J. William Leonard, Director
Information Security Oversight Office
700 Pennsylvania Ave NW
Washington, DC 20408

Dear Mr. Leonard:

I am writing to call your attention to an anomaly in declassification practice at the
Central Intelligence Agency that may warrant the attention and intervention of
ISOO. Specifically, I believe that CIA has been improperly withholding
declassified information as if it were classified.

The facts of the matter are as follows.

Earlier this week, CIA posted new documents to its online FOIA collection at
www.foia.cia.gov. Among those new documents was a declassified version of a
Clandestine Services History entitled “The Berlin Tunnel Operation, 1952-1956.”
The cover sheet states that the document was “approved for release” in July 2007.

The same document, as it happens, was also previously reviewed for
declassification and “approved for release” in February 2007.

The anomaly that | wish to point out is that the July 2007 version of the document
is redacted to a much greater extent than the February 2007 version.

The divergent redactions include individual words, sentences and even whole
pages. Thus in the February 2007 version the Berlin Tunnel project code name
PBJOINTLY is given (at page i) but in the July 2007 version it has been redacted.
Likewise, Appendix A and Appendix B were published in full in February 2007,
but censored in full in July 2007. There are numerous other examples.

For the CIA to represent the material that was newly redacted in July 2007 as
classified when in fact it has been declassified and published by the CIA itself is, |
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believe, a violation of the executive order. It generates confusion and suggests poor quality
control, if not something worse.

I hope that ISOO may be able to help clarify the source of CIA’s defective declassification
practice in this instance and to identify an appropriate corrective.

Thank you for your consideration.

Sincerely,

Steven Aftergood

Project on Government Secrecy
Federation of American Scientists
1725 DeSales Street NW, 6™ floor
Washington, DC 20036

Tel.: (202)454-4691
Email: saftergood@fas.org

P.S. For your convenience the two disparate versions of the declassified Berlin Tunnel study are
attached and may also be found online here:

February 2007 version:

http://www.fas.orqg/irp/cia/product/tunnel-200702.pdf

July 2007 version:

http://www.fas.orqg/irp/cia/product/tunnel-200707.pdf




