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September 23, 2009 

M EMORANDUM FOR I'IEADS OF EXECUTIVE DEPARTM ENTS AND AGENCIES 
MEMORA DUM FOR THE HEADS OF DEPARTMENT COMPO ENTS 

FROM: ATrORNEY GEN ERAL 

SU BJECT: Po licics and Procedures Gove rn ing Invocation or tile State Secrets Privilege 

I am issui ng today new Department of J usliec po licies and ad mi nistrat ive procedures that 
will provide greater accountabili ty and reliabi li ty in the invocation o f the stale secrets privil ege in 
li tigation. The Department is adopting these po licics and procedures to strengthen publi c 
confidence thaI the U.S. Gove rnment wi ll invoke the pri vilege in COlirt o nl y when genuine and 
s ignifi cant harm to national de fense or fo reign relat ions is at stake and o nl y 10 the extent 
necessary to safeguard those in te rests. The policies and procedures set forth in this 
Memorandum an: effective as o f Octobc r I, 2009. and the Department shall app ly thelll in all 
cases in which a department or agency thereafter seeks to invoke thc state secrets 
privil ege in litigation. 

I. Standa rds for Dclcnnin:ltinn 

A. Lt'g:1 1 Standard. The Dcpartment will defe nd an asserti on of the state secrets 
privilege ("'priv il ege") in liti gation when a government department or agency seeking to 
asse rt the pri vilege makes a sum cit'nt showing that asserti on o f the privilege is necessary 
to protect informat ion the unauthorized d isclosure o f which reasonably could be ex pected 
to cause signifi cant harm to the nat ional defense or foreign relations ("'national securi ty'") 
of the United States. With respect to class ified informat ion. the Department will de fend 
il1"ocatl0 11 of the privi lege to protcct information properl y classified pursuant to 
Execut ive Order 12958. as amended. or any successor order. at any level of c lassi fical ion, 
so long as the una utho rized di sclosure of such in fo rmation reasonabl y could be expec ted 
to cause s ignifi ccHl I harm to the national securit), of the United Slat es. With respec t to 
info rmation that is nonpublic but not clnssified, the Department will al so defend 
invocat ion o f the privilege so long as the di sc losure o f such informat ion reasonably co uld 
be expected to cause signi fi cant harm \0 the national security of the United Slate s. 

B. T :lilo rin g. The Department' s po licy is that the privil ege should be ill\'oked 
only to the exten t necessary to pro tect agai nst the risk of s igni fi cant harm 10 national 
security. Tht.' Department will seek to di smiss n litigant' s claim or case on the bas is o f 
the slale Sl:c rcts priv ilege o nl y \\ hcn doi ng so is necessary \0 protec t agai nslthe risk of 
sig.ni fican l harm to na tional security. 
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C. Limit:'ltions. The Department will not defend an invocation of the privilege in order 
to: (i) conceal vio lations of the law, inefficiency, or administrative error; (ii ) preven t 
embarrassment to a person, organization, or agency of the United States government ; (iii) 
restra in compctition; or (iv) prevent or delay the release ofinfornlation the release of 
which would not reasonably be expected to cause significant harm to national security. 

2. Initial Procedures for Invocation of the Privileec 

A. Evidentiary Support. A goverrune nt department or agency seeking invocation of the 
privilege in litigation must submit to thc Division in the Departmelll with responsibility 
for the li tigation in questi on1 a detail ed declaration based on personal knowledge that 
spec ifics in detail : ( i) the nature of the infornlation that must be protected from 
unauthorized disclosure; (ii ) the significant harm to national security that di sclosure can 
reasonably be expected to cause; (iii ) the reason why unauthori zed disclosure is reasonably 
likely to cause sllch harm; and (iv) any other information rel evant to the decision whether 
the privilege should be invoked in litigation. 

B. Recommendation from the Ass istant Attorney General. The Ass istant Anomey 
General for the Division responsible for the matter shall formally reco mmend in \\Titing 
whether or not the Department should defend the assertion of the privilege in litigation. In 
order to make a fo rmal recommendation to defend the assert ion of the privilege, the 
Ass istant Attorney General must conclude. based on a personal evaluation of the evidence 
submitted by the department or agency seeking invocation of the priv il ege, that the 
standards set forth in Section I (a) of thi s Memorandum arc sat isfi ed. The 
recommendation of'thc Assistant Attorney General shall be made in <ltimely manner to 
ensure that the State Secrets Review Committee has adequate time to give meaningful 
consideration to the recommendation. 

3. Stat e Secrets Review Committee 

A. Review Co mmittee. A State Secrets Review COllunillec consisting of senior 
Department of Justice official s designated by the Attorney General will evaluate the 

I The question whether to invoke the privilege typically arises in civil litigation. Requests ror invocalion or 
the pri vil ege in those cases shall be addressed to the Civil Division. The question whether to invoke the 
privilege also may arise in cases handled by 1he Environment and Natural Resources Division (ENRD), and 
requests ror invocation of lhe privilege shall be addressed to ENRD in those instances. It is also possible 
1h[1I a coun nHI} require the Government to satisfy the standards for invoking the pri vilege in criminal 
proceedings. Sofe VII/fed SIllies ,. Araf 533 F.3d 72. 78·80 (2d Cir. 2008); but see Untted Simes \' Rosell. 
557 F.3 d 192. 198 (..\ 'h Cir. 2009). In such instances. requests to submit fil ings to satisfy that standard shall 
be directed to the National Securit~ Division . 
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Assistant Attorney Genera l's recommendation to determine whether invocation of the 
privilege in litigation is warranted. 

B. Consulta tion. The Review Committee will consult as necessary and appropriate with 
the deparlment or agency seeking invocation or the privilege in litigation and with the 
Office of the Director of National Intelligence. The Review Commillee must engage in 
such consultation prior to making any recommendation against defending the invocation of 
the privil ege in litigat ion. 

C. Recommendation by the Review Committee. The Review Committee shall make a 
recommendation to the Deputy Attorney General, who shall in tum make a 
recommendation to the Attorney General. 2 The reconunendatiol1s shall be made in a 
timely manner to ensure that the Attorney Gencral has adequate time to give meaningful 
considerat ion to such recommendations. 

4. Attorney General Approva l 

A. Attorney Gcncnll Approval. The Department will not defend an assert ion of the 
privilege in litigation without the personal approval of the Anorney Gencral (or, in the 
absence or recllsal of the Attorney General. the Deputy Attorney General or the Acting 
Attorney General). 

B. No tification to Agency or Department 1·le:ld. In the event that the A Horney General 
does not approve invocation of the privilege in litigat ion with respect to some or all of the 
in fonllation a requesting departmen t or agency seeks to protect, the Department will 
provide prompt notice to the head of tile request ing department or agency. 

C. Referra l 10 Age ll C)' or Department Insp('c tor G(' ncra l. If the Attorney Genera l 
concludes that it would be proper to defend invocation of the privilege in a case. and that 
invocation of the privi lege would precl ude adjud ication of particular claims. but that the 
case raises credible allegations of government wrongdoing, the Department will refer 
those allegations to the Inspecto r General of the appropriate department or agency for 
further investigation, and will provide promplnotice of the referral to the head of the 
appropriate department or agency. 

~ In civil cases. the rcv;cw committcc·s recommendation should be made through the Associlltc Attorney General to 
the Deputy Al\ome~ General. \\ho shall ill tum make a recom1tlendation 10 tht' Altomc), General. 



Memorandum for Heads of Execut ive Departments and Agencies 
Memorandum for the Heads of Department Components 
Subject: State Secrets Privilege 

5. Repo rl i n~ 10 Coneress 

Page 4 

The Department will provide periodic reports to appropriate oversight committees of 
Congress with respect to all cases in which the Department invokes the pri vilege on behalf of 
departments or agencies in litigation, explaining the basis fo r invok ing the privilege. 

6. C lass ification AUlhority 

The dcpal1ment or agency with class ification authority over information po tentially subject 
to an invocation of the privilege at all times retains its classification authority under Executive 
Order 1295 8, as amended, or any successor order. 

7. No Substanlive or Procedural Riehls Crealed 

Thi s policy statement is not intended to, and does not, create any ri ght or benelit. 
substantive or procedura l, en forceable at law or in equity, by any part)' aga inst the Uni ted States, 
its departments, agencies, or ent ities, its officers, employees. or agents. or any 01 her pe rson. 


