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implementing directive;

implementing directive;

(3) create or continue a special access
program contrary to the requirements of this
order; or

(3) create or continue a special access program
contrary to the requirements of this order; or

(4) contravene any other provision of this
order or its implementing directives.

(4) contravene any other provision of this order
or its implementing directives.

(c) Sanctions may include reprimand, suspension
without pay, removal, termination of classification authority,
loss or denial of access to classified information, or other
sanctions in accordance with applicable law and agency
regulation.

(c) Sanctions may include reprimand, suspension without
pay, removal, termination of classification authority, loss or denial
of access to classified information, or other sanctions in
accordance with applicable law and agency regulation.

(d) The agency head, senior agency official, or other
supervisory official shall, at a minimum, promptly remove the
classification authority of any individual who demonstrates
reckless disregard or a pattern of error in applying the
classification standards of this order.

(d) The agency head, senior agency official, or other
supervisory official shall, at a minimum, promptly remove the
classification authority of any individual who demonstrates
reckless disregard or a pattern of error in applying the
classification standards of this order.

(e) The agency head or senior agency official shall:

(e) The agency head or senior agency official shall:

(1) take appropriate and prompt corrective
action when a violation or infraction under
paragraph (b) of this section occurs; and

(1) take appropriate and prompt corrective
action when a violation or infraction under
paragraph (b) of this section occurs; and

(2) notify the Director of the Information
Security Oversight Office when a
violation under paragraph (b)(1), (2), or
(3) of this section occurs.

(2) notify the Director of the Information
Security Oversight Office when a violation
under paragraph (b)(1), (2), or (3) of this section
occurs.

PART 6--GENERAL PROVISIONS
Sec. 6.1. Definitions. For purposes of this order:

PART 6--GENERAL PROVISIONS
Sec. 6.1. Definitions. For purposes of this order:

(a) "Access" means the ability or opportunity to gain
knowledge of classified information.

(a) "Access" means the ability or opportunity to gain
knowledge of classified informg,gion.

(b) "Agency" means any "Executive agency," as
defined in 5 U.S.C. 105; any "Military department” as defined in
5 U.S.C. 102; and any other entity within the executive branch
that comes into the possession of classified information.

(b) "Agency" means any "Executive agency," as defined
in 5 U.S.C. 105; any "Military department” as defined in 5 U.S.C.
102; and any other entity within the executive branch that comes
into the possession of classified information.

(c) "Automated information system" means an
assembly of computer hardware, software, or firmware
configured to collect, create, communicate, compute,
disseminate, process, store, or control data or information.

(c) "Automated information system" means an assembly
of computer hardware, software, or firmware configured to collect,
create, communicate, compute, disseminate, process, store, or
control data or information.

(d) "Automatic declassification" means the
declassification of information based solely upon:

(d) "Automatic declassification" means the
declassification of information based solely upon:

(1) the occurrence of a specific date or event
as determined by the original classification
authority; or

(1) the occurrence of a specific date or event as
determined by the original classification
.authority; or
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(2) the expiration of a maximum time frame
for duration of classification established under
this order.

(2) the expiration of a maximum time frame for
duration of classification established under this
order.

(e) "Classification" means the act or process by which
information is determined to be classified information.

(e) "Classification" means the act or process by which
information is determined to be classified information.

(f) "Classification guidance" means any instruction or
source that prescribes the classification of specific information.

(f) "Classification guidance" means any instruction or
source that prescribes the classification of specific information.

(g) "Classification guide" means a documentary form
of classification guidance issued by an original classification
authority that identifies the elements of information regarding a
specific subject that must be classified and establishes the level
and duration of classification for each such element.

(g) "Classification guide" means a documentary form of
classification guidance issued by an original classification
authority that identifies the elements of information regarding a
specific subject that must be classified and establishes the level
and duration of classification for each such element.

(h) "Classified national security information" or
"classified information" means information that has been
determined pursuant to this order or any predecessor order to
require protection against unauthorized disclosure and is marked
to indicate its classified status when in documentary form.

(h) "Classified national security information" or
"classified information” means information that has been
determined pursuant to this order or any predecessor order to
require protection against unauthorized disclosure and is marked
to indicate its classified status when in documentary form.

(i) "Confidential source" means any individual or
organization that has provided, or that may reasonably be
expected to provide, information to the United States on matters
pertaining to the national security with the oxpectation that the
information or relationship, or both, are to be held in
confidence.

(i) "Confidential source" means any individual or
organization that has provided, or that may reasonably be expected
to provide, information to the United States on matters pertaining
to the national security with the expectation that the information or
relationship, or both, are to be held in confidence.

(i) "Damage to the national security" means harm to
the national defense or foreign relations of the United States
from the unauthorized disclosure of information, taking into
consideration such aspects of the information as the sensitivity,
value, utility, and provenance of that information.

() "Damage to the national security" means harm to the
national defense or foreign relations of the United States from the
unauthorized disclosure of information, taking into consideration
such aspects of the information as the sensitivity, value, utility,
and provenance of that information.

(k) "Declassification" means the authorized change in
the status of information from classified information to
unclassified information.

(k) "Declassification" means the authorized change in
the status of information from classified information to
unclassified information.

() "Declassification authority" means:

(1) the official who authorized the original
classification, if that official is still serving in
the same position;

DELETED ??
D

22
?7? DELETED ??

(2) the originators current successor in function;

?? DELETED ??

(3) a supervisory official of either; or

?? DELETED ??

(4) officials delegated declassification
authority in writing by the agency head or the

?? DELETED ??
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senior agency official.

(m) "Declassification guide" means written
instructions issued by a declassification authority that describes
the elements of information regarding a specific subject that
may be declassified and the elements that must remain
classified.

(1). "Declassification guide" means written instructions
issued by a declassification authority that describes the elements
of information regarding a specific subject that may be
declassified and the elements that must remain classified.

(n) "Derivative classification" means the
incorporating, paraphrasing, restating, or generating in new
form information that is already classified, and marking the
newly developed material consistent with the classification
markings that apply to the source information. Derivative
classification includes the classification of information based on
classification guidance. The duplication or reproduction of
existing classified information is not derivative classification.

(m) "Derivative classification" means the incorporating,
paraphrasing, restating, or generating in new form information that
is already classified, and marking the newly developed material
consistent with the classification markings that apply to the source
information. Derivative classification includes the classification
of information based on classification guidance. The duplication
or reproduction of existing classified information is not derivative
classification.

(o) "Document" means any recorded information,
regardless of the nature of the medium or the method or
circumstances of recording.

(n) "Document" means any recorded information,
regardless of the nature of the medium or the method or
circumstances of recording.

(p) "Downgrading" means a determination by a
declassification authority that information classified and
safeguarded at a specified level shall be classified and
safeguarded at a lower level.

(o) "Downgrading" means a determination by a
declassification ‘authority that information classified and
safeguarded at a specified level shall be classified and safeguarded
at a lower level.

(q) "File series" means file units or documents
arranged according to a filing system or kept together because
they relate to a particular subject or function, result from the
same activity, document a specific kind of transaction, take a
particular physical form, or have some other relationship arising
out of their creation, receipt, or use, such as restrictions on
access or use.

{(p) "File series" means file units or documents arranged
according to a filing system or kept together because they relate to
a particular subject or function, result from the same activity,
document a specific kind of transaction, take a particular physical
form, or have some other relationship arising out of their creation,
receipt, or use, such as restrictions on access or use.

r) "Foreign government information" means:
g

(@) "Foreign government information" means:

(1) information provided to the United States
Government by a foreign government or
governments, an international organization of
governments, or any element thereof, with the
expectation that the information, the source of
the information, or both, are to be held in
confidence;

(1) information provided to the United States
Government by a foreign government or
governments, an international organization of
governments, or any element thereof, with the
expectation that the information, the source of
the information, or both, are to be held in
confidence;

(2) information produced by the United States
Government pursuant to or as a result of a
joint arrangement with a foreign government
or governments, or an international
organization of governments, or any element
thereof, requiring that the information, the
arrangement, or both, are to be held in
confidence; or

(2) information produced by the United States
Government pursuant to or as a result of a joint
arrangement with a foreign government or
governments, or an international organization of
governments, or any element thereof, requiring
that the information, the arrangement, or both,
are to be held in confidence; or

(3) information received and treated as

(3) information received and treated as "foreign
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"foreign government information” under the
terms of a predecessor order.

government information" under the terms of a
predecessor order.

(s) "Information" means any knowledge that can be
communicated or documentary material, regardless of its
physical form or characteristics, that is owned by, produced by
or for, or is under the control of the United States Government.
"Control" means the authority of the agency that originates
information, or its successor in function, to regulate access to
the information.

(r) "Information" means any knowledge that can be
communicated or documentary material, regardless of its physical
form or characteristics, that is owned by, produced by or for, or is
under the control of the United States Government.

(t) "Infraction" means any knowing, willful, or
negligent action contrary to the requirements of this order or its
implementing directives that does not constitute a "violation," as
defined below.

(s) "Infraction" means any knowing, willful, or negligent
action contrary to the requirements of this order or its
implementing directives that does not constitute a "violation," as
defined below.

(u) "Integral file block" means a distinct component of
a file series, as defined in this section, that should be maintained
as a separate unit in order to ensure the integrity of the records.
An integral file block may consist of a set of records covering
either a specific topic or a range of time such as presidential
administration or a 5-year retirement schedule within a specific
file series that is retired from active use as a group. ‘

(t) "Integral file block" means a distinct component of a
file series, as defined in this section, that should be maintained as
a separate unit in order to ensure the integrity of the records. An
integral file block may consist of a set of records covering either a

| specific topic or a range of time such as presidential

administration or a 5-year retirement schedule within a specific
file series that is retired from active use as a group.

(v) "Integrity” means the state that exists when
information is unchanged from its source and has not been
accidentally or intentionally modified, altered, or destroyed.

(u) "Integrity" means the state that exists when
information is unchanged from its source and has not been
accidentally or intentionally modified, altered, or destroyed.

(v) “Intelligence” means foreign intelligence and
counterintelligence as defined by Executive Order 1233, as
amended, or by a successor order.

(v) “Intelligence activities” means all activities,
including covert action, that elements of the Intelligence
Community are authorized to conduct pursuant to law or
Executive Order 12333, as amended, or a successor order.

(w) “Intelligence Corﬁmunity” means an element or
agency of the U.S. Government identified in or designated
pursuant to section 3(4) of the National Security Act or section
3.5(f) of Executive Order 12333.

(w) "Mandatory declassification review" means the '
review for declassification of classified information in response
to a request for declassification that meets the requirements
under section 3.5 of this order

(x) "Mandatory declassification review" means the
review for declassification of classified information in response to
a request for declassification that meets the requirements under
section 3.5 of this order.

(x) "Multiple sources” means two or more source
documents, classification guides, or a combination of both.

(y) "Multiple sources" means two or more source
documents, classification guides, or a combination of both.

(y) "National security" means the national defense or
foreign relations of the United States.

(z) "National security” means the national defense or
foreign relations of the United States.
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(z) "Need-to-know" means a determination made by
an authorized holder of classified information that a prospective
recipient requires access to specific classified information in
order to perform or assist in a lawful and authorized
governmental function.

(aa) "Need-to-know" means a determination that a
prospective recipient requires access to specific classified
information in order to perform or assist in a lawful and authorized
governmental function.

(aa) "Network" means a system of two or more
computers that can exchange data or information.

(bb) "Network" means a system of two or more
computers that can exchange data or information.

(bb) "Original classification" means an initial
determination that information requires, in the interest of the
national security, protection against unauthorized disclosure.

(cc) "Original classification" means an initial
_determination that information requires, in the interest of the
" national security, protection against unauthorized disclosure.

{cc) "Original classification authority" means an
individual authorized in writing, either by the President, the .
Vice President in the performance of executive duties, or by
agency heads or other officials designated by the President, to
classify information in the first instance.

(dd) "Original classification authority" means an
individual authorized in writing, either by the President, the Vice
President, or by agency heads or other officials designated by the
President, to classify information in the first instance.

(dd) "Records" means the records of an agency and
Presidential papers or Presidential records, as those terms are
defined in title 44, United States Code, including those created.
or maintained by a government contractor, licensee, certificate
holder, or grantee that are subject to the sponsoring agency’s
control under the terms of the contract, license, certificate, or
grant.

(ee) "Records" means the records of an agency and
Presidential papers or Presidential records, as those terms are
defined in title 44, United States Code, including those created or
maintained by a government contractor, licensee, certificate
holder, or grantee that are subject to the sponsoring agency’s
control under the terms of the contract, license, certificate, or
grant.

(ee) "Records having permanent historical value"
means Presidential papers or Presidential records and the
records of an agency that the Archivist has determined should
be maintained permanently in accordance with title 44, United
States Code.

(ff) "Records having permanent historical value" means
Presidential papers or Presidential records and the records of an
agency that the Archivist has determined should be maintained
permanently in accordance with title 44, United States Code.

(ff) "Records management" means the planning,
controlling, directing, organizing, training, promoting, and other
managerial activities involved with respect to records creation,
records maintenance and use, and records disposition in order to
achieve adequate and proper documentation of the policies and
transactions of the Federal Government and effective and
economical management of agency operations.

(gg) "Records management" means the planning,
controlling, directing, organizing, training, promoting, and other
managerial activities involved with respect to records creation,
records maintenance and use, and records disposition in order to
achieve adequate and proper documentation of the policies and
transactions of the Federal Government and effective and
economical management of agency operations.

(gg) "Safeguarding" means measures and controls that
are prescribed to protect classified information.

(hh) "Safeguarding" means measures and controls that
are prescribed to protect classified information.

(hh) "Self-inspection" means the internal review and
evaluation of individual agency activities and the agency as a
whole with respect tothe implementation of the program
established under this order and its implementing directives.

(ii) "Self-inspection" means the internal review and
evaluation of individual agency activities and the agency as a
whole with respect to the implementation of the program
established under this order and its implementing directives.

(i) "Senior agency official” means the official
designated by the agency head under section 5.4(d) of this order
to direct and administer the agency’s program under which
information is classified, safeguarded, and declassified.

(i) "Senior agency official" means the official
designated by the agency head under section 5.4(d) of this order to
direct and administer the agency’s program under which
information is classified, safeguarded, and declassified.
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(ii) "Source document" means an existing document
that contains classified information that is incorporated,
paraphrased, restated, or generated in new form into a new
document. '

(kk) "Source document" means an existing document
that contains classified information that is incorporated,
paraphrased, restated; or generated in new form into a new
document.

(kk) "Special access program" means a program
established for a specific class of classified information that
imposes safeguarding and access requirements that exceed those
normally required for information at the same classification
level. ‘

(1) "Special access program" means a program
established for a specific class of classified information that
imposes safeguarding and access requirements that exceed those
normally required for information at the same classification level.

(1) "Systematic declassification review" means the
review for declassification of classified information contained in
records that have been determined by the Archivist to have
permanent historical value in accordance with title 44, United
States Code.

(mm) "Systematic declassification review" means the
review for declassification of classified information contained in
records that have been determined by the Archivist to have
permanent historical value in accordance with title 44, United
States Code.

(mm) "Telecommunications" means the preparation,
transmission, or communication of information by electronic
means.

(nn) "Telecommunications" means the preparation,
transmission, or communication of information by electronic
means.

(nn) "Unauthorized disclosure"” means a
communication or physical transfer of classified information to
an unauthorized recipient.

(pp) "Unauthorized disclosure" means a communication
or physical transfer of classified information to an unauthorized
recipient.

(0o0) "Violation" means:

(qq) "Violation" means:

(1) any knowing, willful, or negligent action
that could reasonably be expected to result in
an unauthorized disclosure of classified
information;

(1) any knowing, willful, or negligent action
that could reasonably be expected to result in an
unauthorized disclosure of classified
information;

(2) any knowing, willful, or negligent action
to classify or continue the classification of
information contrary to the requirements of
this order or its implementing directives; or

(2) any knowing, willful, or negligent action to
classify or continue the classification of
information contrary to the requirements of this
order or its implementing directives; or

(3) any knowing, willful, or negligent action
to create or continue a special access program
contrary to the requirements of this order.

(3) any knowing, willful, or negligent action to
create or continue a special access program
contrary to the requirements of this order.

(rp) "Weapons of mass destruction" means
chemical, biological, radiological, and
nuclear weapons.

(rr) "Weapons of mass destruction” includes chemical,
biological, radiological, and nuclear weapons.

Sec. 6.2. General Provisions. (a) Nothing in this
order shall supersede any requirement made by or under the
Atomic Energy Act of 1954, as amended, or the National
Security Act of 1947, as amended. "Restricted Data" and
"Formerly Restricted Data" shall be handled, protected,
classified, downgraded, and declassified in conformity with the
provisions of the Atomic Energy Act of 1954, as amended, and
regulations issued under that Act.

Sec. 6.2. General Provisions. (a) Nothing in this order
shall supersede any requirement made by or under the Atomic
Energy Act of 1954, as amended, or the National Security Act of
1947, as amended. "Restricted Data" and "Formerly Restricted
Data" shall be handled, protected, classified, downgraded, and
declassified in conformity with the provisions of the Atomic
Energy Act of 1954, as amended, and regulations issued under that
Act.
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(b) The Attorney General, upon request by the head of
an agency or the Director of the Information Security Oversight
Office, shall render an interpretation of this order with respect to
any question arising in the course of its administration.

(b) The Attorney General, upon request by the head of
an agency or the Director of the Information Security Oversight
Office, shall render an interpretation of this order with respect to
any question arising in the course of its administration.

{c) Nothing in this order limits the protection afforded
any information by other provisions of law, including the
Constitution, Freedom of Information Act exemptions, the
Privacy Act of 1974, and the National Security Act of 1947, as
amended. This order is not intended to and does not create any
right or benefit, substantive or procedural, enforceable at law by
a party against the United States, its departments, agencies,
officers, employees, or agents. The foregoing is in addition to
the specific provisos set forth in sections 3.1(b) and 5.3(e) of
this order."

(c) Nothing in this order limits the protection afforded
any information by other provisions of law, including the
Constitution, Freedom of Information Act exemptions, the Privacy
Act of 1974, and the National Security Act of 1947, as amended.
This order is not intended to and does not create any right or
benefit, substantive or procedural, enforceable at law by a party
against the United States, its departments, agencies, officers,
employees, or agents. The foregoing is in addition to the specific
provisos set forth in sections 1.1(b), 3.1(b) and 5.3(e) of this
order."

(d) Executive Order 12356 of April 6, 1982, was
revoked as of October 14, 1995,

(d) Executive Order 12356 of April 6, 1982, was revoked
as of October 14, 1995.

Sec. 6.3. Effective Date. This order is effective
immediately, except for section 1.6, which shall become
effective 180 days from the date of this order..

Sec. 6.3. Effective Date. This order is effective 180
days from the date of this order, except for sections 1.7, 1.9,
3.3, and 3.7 which are effective immediately.

BARACK OBAMA




