Department of Energy
Washington, DC 20585

January 10, 2006

Mr. J. William Leonard

Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Avenue, N.W.

Washington, D.C. 20408

Dear Mr. Leonard:

This responds to your letter of November 9, 2005, requesting an update, revision,
or establishment of a declassification plan that is in consonance with the
President’s direction in Executive Order 12958, as amended, for declassification
of 25-year-old permanent National Security Information documents.

The Department of Energy (DOE) is expected to complete the review of
12.7 million pages of DOE 25-year-old permanent documents by December 3 1,
2006.

Enclosed is a revised declassification plan that includes specific responses to the
requirements in the Guidance for Agency Declassification Plans forwarded by
your letter of November 9, 2005.

If you have any questions, please contact Ms. Joan G. Hawthorne, Director,
Office of Classification, at (301) 903-3526.

Sincerely,

enn S. Podonsk
Director

Office of Security and Safety
Performance Assurance

Enclosure

@ Printed with soy ink on recycled paper
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Declassification Plan

for E.O. 12958, as amended, and Implementing Directive No. 1

The Department of Energy (DOE) fully supports the President’s
directive to provide for a more informed citizenry by making
information available to the public. This declassification plan
meets the requirements of Executive Order 12958 and its
implementing directive, and meets the requirements of the Atomic
Energy Act and Public Law 104-106 to protect Restricted Data
(RD), Formerly Restricted Data (FRD), and Unclassified
Controlled Nuclear Information (UCNI).

) ,
7
LY () ki o
Approved: VU SAN 0 8 200
/

Michael A. Kilpatrick Date

Deputy Director for Operations

Office of Security and Safety Performance Assurance
Department of Energy
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Declassification Plan
for E.O. 12958, as amended, and Implementing Directive No. 1

Part A Agency Officials
1. Senior Agency Official for Classified National Security Information (NSI)
2. Officials Responsible for Implementation of Declassification Plan
3. Information Security Oversight Office (ISO0) Point of Contact for DOE

Part B Requirements
1. Executive Order (E.O.) 12958, Classified National Security Information
¢ Automatic Declassification of 25-Year-Old Permanent Record Documents
¢ Special Media
¢ Referrals
¢ Restricted Data and Formerly Restricted Data
2. Public Law 104-106, National Defense Authorization Act for Fiscal Year 1996

Part C Description of Declassification Program
1. Inventory of Responsive Records
2. Description of Review Process
3. Declassification Authoritics
¢ DOE Employees and Contractor Personnel
¢ Other Agency Employees
4. Declassification Guides
File Serics Exemptions
6. Interagency Cooperative Efforts
¢ NARA Referral Resolution Center Pilot Program and Interagency Referral
Center
+ Working Relationships with Other Government Agencies
¢ External Referral Working Group Member

g

Part D Declassification Program Costs
I Total Cost Estimate of Declassification Program
2. Cost Estimates by Fiscal Year
3. Strategy for Addressing Funding or Resource Shortfalls

Part E Declassification Program Initiatives
1. Training
2. Integral File Block Concept
3. Rereview of Records

Part F  External Factors That May Affect DOE’s Ability to Meet December 31, 2006,
Deadline
1. Budget Reductions

2. Increasc in Other Classification/Declassification Activitics
3. Loss of Staff

Part G Declassification Program Page Totals
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Declassification Plan
Part A Agency Officials

1. Senior Agency Official for Classified National Security Information (NSI)

Michael A. Kilpatrick, Deputy Director for Operations
Office of Security and Safety Performance Assurance
SP-1/Forrestal Building

U.S. Department of Energy

1000 Independence Avenue, SW

Washington, DC 20585

michael kilpatrick@hq.doe.gov

(202) 586-4399; fax (202) 586-4458

2. Officials Responsible for Implementation of Declassification Plan

Joan G. Hawthome, Director
Office of Classification
SP-50/Germantown Building

U.S. Department of Energy

1000 Independence Avenue, SW
Washington, DC 20585-1290
Jjoan.hawthorne@hgq.doe.cov

(301) 903-3526; fax (301) 903-6961

James A. Wendt, Director

Office of Document Reviews
SP-53/Germantown Building

U.S. Department of Energy

1000 Independence Avenue, SW
Washington, DC 20585-1290
Lames.wendt((bhq.doe.L’,ov

(301) 903-4199; fax (301) 903-6179

Kenneth M. Stein, Program Manager
Historical Document Reviews
Office of Document Reviews
SP-53/Germantown Building

U.S. Department of Energy

1000 Independence Avenue, SW
Washington, DC 20585-1290
ken.stein@hq.doe.oov

(301) 903-9968; fax (301) 903-6179
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Declassification Plan
Part A Agency Officials

3. Information Security Oversight Office (ISOO) Point of Contact for DOE

Emily A. Puhl, Security Specialist
Office of Quality Management
SP-51/Germantown Building

U.S. Department of Energy

1000 Independence Avenue, SW
Washington, DC 20585-1290
emily.puhl@hg.doe.gov

(301) 903-9048; fax (301) 903-1230
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Declassification Plan

PartB Requirements

The requirements for the DOE Declassification Plan are determined by Executive
order and public law.

1. Executive Order (E.0.)12958, Classified National Security Information

Automatic Declassification of 25-Year-Old Permanent Record Documents

E. O. 12958, Section 3.3, dutomatic Declassification, requires that all classified records that (N
are more than 25 years old and (2) have been determined to have permanent historical value
under title 44, United States Code, shall be automatically declassified whether or not the records
have been reviewed. Subsequently, all classified records shall be automatically declassified on
December 31, of the year that is 25 years from the date of their original classification, except as
provided in section 3.3 of the Executive order. An agency head may exempt from automatic
declassification specific information listed in section 3.3 of the Executive order. The
information to be exempted is documented in a classification guide approved by the Interagency
Security Classification Appeals Panel (ISCAP). Documents that may contain information
exempted from automatic declassification are to be reviewed by the agency to determine if the
documents are to be exempted from automatic declassification. December 31, 2006, is the due
date for records 25 years or older on that date.

Special Media

Section 3.3 of the Executive order permits, by notification to the Director of ISOO, a delay in
automatic declassification for up to five years for classified information contained in microfilms,
motion pictures, audiotapes, videotapes, or comparable media that make a review for possible
declassification exemptions more difficult or costly.

Referrals

Scction 3.3 of the Executive order permits, by notification to the Director of ISOO, a delay in
automatic declassification for up to three years for classified records that have been referred or
transferred to an agency by another agency less than three years before automatic
declassification would otherwise be required. The ISOO has interpreted this delay in its
proposed new implementing directive concerning referrals (Referral Standard) to delay the
automatic declassification of referred or transferred documents that are 25 years or older on
December 31, 2006 to December 31, 2009. For special media, the proposed delay is until
December 31, 2016.

Restricted Data and Formerly Restricted Data

Section 6.2, General Provisions, states that the Executive order does not supercede any
requirement made by or under the Atomic Energy Act of 1954, as amended, or the National
Security Act of 1947, as amended, and that RD and FRD is to be handled, protected, classified,
downgraded and declassified in conformity with the provisions of the Atomic Energy Act of
1954, as amended, and regulations issued under that Act.
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Declassification Plan
PartB Requirements

2. Public Law 104-106, National Defense Authorization Act for Fiscal Year

1996

Public Law 104-106, Section 3155, Review of Certain Documents Before Declassification and

Release, states the Secretary of Energy shall

ensure that, before a document of the Department of

Energy that contains NSI is released or declassified, such document is reviewed to determine
whether it contains RD, and that the Secretary may not implement the automatic declassification

provisions of E. 0.12958 if the Secretary det
automatic declassification and release of doc

ermines that such implementation could result in the
uments containing RD.

!
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Declassification Plan

Part C Description of Declassification Program

1. Inventory of Responsive Records

The DOE examined record management data to identify record collections that may be 25 years
old and permanent, and subsequently verified the records to be responsive to the Executive order
through survey sampling.

The responsive records are located in DOE Headquarters in Germantown, Maryland, and
Washington, D.C.; in the National Archives and Records Administration (NARA), Washington
National Records Center, Suitland, Maryland; and in the NARA Archives II facility,

College Park, Maryland

To date approximately 12.7 million pages have been confirmed to be 25 years old and permanent
in character. This is a 500,000 page reduction from the previously reported 13.2 million pages.
This reduction is caused by the discovery that some records were previously destroyed, were
temporary records, were duplicate records, or are otherwise not subject to the automatic
declassification provision of the Executive order. The DOE is continuing to try to identify any
remaining records that are 25 years old and permanent in character.

2. Description of Review Process

The DOE applied E.O. 129585 list of specific NSI that an agency head may exempt from
automatic declassification to identify specific DOE NSI that should be exempted. DOE
published the Historical Records Declassification Guide, current version: CG-HR-3, to identify
the specific DOE NSI that is exempted. The DOE submitted CG-HR-3 to the ISOO on August
24, 2005, for forwarding to the ISCAP for approval.

The DOE acquired the services of contractor reviewers and trained them to recognize DOE NS,
RD, FRD, and UCNI, and to recognize classified information of other Government agencies.

DOE contractor reviewers examine DOE records page-by-page and apply the Historical Records
Declassification Guide in making a determination whether the documents are declassified,
exempted, or referred to another Government department/agency. Documents that are
declassified, exempted, or referred are marked and tabbed accordingly. Additionally, reviewers
identify documents containing RD and FRD and tab the documents for exclusion. DOE Federal
staff members conduct quality control sampling of the contractor work product. Both the
contractor reviewers and the DOE Federal staff members have DOE derivative declassification
authority.

The DOE informs other Government departments/agencies of records suspected of containing
their classified information, and maintains a database of the record collection review completion
status and review results (e.g., pages declassified, excluded, exempted, or referred to other
departments/agencies).
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\”H
Part C Description of Declassification Program

3. Declassification Authorities

DOE Employees and Contractor Personnel

Authority to derivatively declassify NSI documents based on DOE classification guidance is
granted to DOE federal employees and contractor personnel after completion of approved
training and testing. Federal employees and contractor personnel are granted authority for three
year periods. DOE has 39 federal employees and 102 contractor personnel who can derivatively
declassify NSI documents. Additionally, the National Nuclear Security Administration of the
DOE has 17 federal employees and 60 contractor personnel who can derivatively declassify NSI
documents.

Other Agency Emplovees

Code of Federal Regulations, 10 CFR Part 1045, section 1045.32, restricts that “Only designated
individuals of the DOE may declassify documents containing RD.” Since the NSI documents
being declassified under E.O. 12958 have the potential to contain RD, DOE will not delegate
declassification authority to other Government departments/ agencies. Documents marked or
suspected of containing DOE classification equities are to be referred to the DOE.

The DOE has established a vigorous training program to help other Government agency
employees to recognize DOE equities in their collections.

4. Declassification Guides

DOE has a declassification guide, Historical Records Declassification Guide, that is used by
DOE staff reviewing documents responsive to section 3.3 of the Executive order to identify
documents that should be exempted from automatic declassification.

The guide was originally published in 1995 as CG-HR-1, and was revised in 1997 as CG-HR-2.
The guide has been further revised and updated in 2005 as CG-HR-3. CG-HR-3 has been
submitted to the ISOO for forwarding to the ISCAP for approval.

S. File Series Exemptions

DOE has not requested exemption for any file series at this time.
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Declassification Plan

Part C Description of Declassification Program

6. Interagency Cooperative Efforts

NARA Referral Resolution Center Pilot Program and Interagency Referral Center

The DOE was a participant in the NARA Referral Resolution Center Pilot Program and currently
participates in its successor, the Interagency Referral Center (IRC) at NARA. Documents
identified by other agencies as possibly containing DOE NSI, RD and FRD are sent to the IRC.
DOE personnel review these documents to resolve any classification issues. Once reviews of
referred documents are completed, the documents are referred to other agencies, if necessary, or
the originating agency is notified that the review is complete and all classification issues have
been resolved.

DOE has identified resources through December 3 1, 2009, to resolve the estimated
5 million pages of documents referred to the DOE for resolution.

Working Relationships with Other Government Agencies

The DOE has developed working relationships with other Government agencies to resolve the
classification of documents referred to DOE. As these agencies identify records that may
contain DOE NSI, RD, or FRD, and request resolution, the DOE resolves the classification of the
documents at the other agencies’ facilities. For example, in 2003 the DOE resolved the
classification of 13,000 pages of Army documents at the Army Declassification Facility.

External Referral Working Group Member

DOE is a participant in the External Referral Working Group (ERWG). The goal of the ERWG
is to develop a Government-wide process to resolve the classification of documents referred to
other agencies.
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Declassification Plan

Part D Declassification Program Costs

1. Total Cost Estimate of Declassification Program

DOE expended approximately $ 32 M from October 14, 1995, to September 30, 2005, to review
DOE documents responsive to the Executive order. From October 1, 2005 through December
31, 2006, the DOE may expend an additional approximately $ 3M to review the remaining DOE
documents responsive to the Executive order. The DOE may expend an additional $ SM to

$ 10M to resolve other agency documents that are referred to the DOE depending upon the
complexity and actual volume of records referred.

2. Cost Estimates by Fiscal Year

The cost to implement DOE’s plan for FYs 2005 through 2007 is summarized in the following
table.

FY 05 FY 06 FY 07
Contractor . $ 2,200,000 $ 2,800,000 1 $ 2,400,000
Document Review (see note 1)
Federal $ 250,000 $ 258,000 $ 265,000
Management and (see note 1)
QC of Document
Review (2 FTEs)
Training of DOE $ 300,000 $ 300,000 $ 300,000
Personnel (see note 1)
Training of Other $ 140,000 $ 140,000 $ 140,000
Department/Agency
Personnel
Security Clearances | $ 70,000 $ 70,000 $ 70,000
Records $ 12,000 $ 12,000 $ 12,000
Management
Total $2,972,000 $ 3,580,000 $ 3,187,000

Note 1: The DOE is currently budgeted to resolve during the period of January 1, 2006 through
December 31, 2009, the estimated 5 million pages of documents referred to the DOE from other
Government agencies. If the forthcoming ISOO referral standard and IRC record processing
schedule extends the period of time to resolve the referrals, the resources for FY 2007 will be
reduced.

Note 2: $ 12,000 is the estimated cost to store 6 million pages of 25-year-old permanent NSI
records at WNRC.

3. Strategy for Addressing Funding or Resource Shortfalls

There are currently no funding or resource shortfalls to complete the records by December 31,
2006, that are confirmed to be 25 years old and permanent in character.




Declassification Plan
Part E Declassification Program Initiatives

1. Training

The DOE has an extensive training program for its own document reviewers and for other
Government department/agency document reviewers.

The DOE has a multitiered document reviewer qualification program that requires extensive
formal training and mentoring. Entry level reviewers undergo an 8 to 16-week formal course to
recognize DOE NSI, RD, FRD, and UCNL. This course includes lectures and examinations on
nuclear physics, nuclear weapon desi gn, nuclear material production, and the classification
equities of other Government agencies. Graduates of the course are able to declassify 25-year-
old permanent documents that contain only DOE NSI and to upgrade protection of improperly
marked documents containing RD, FRD, or UCNIL.

Quality control of the entry-level reviewers is performed by document reviewers with significant
education and experience in nuclear weapon related technologies and have undergone a 1-year
training and mentoring program that covers the broad range of technical subjects related to the
Nation’s nuclear program. Graduates of this program are authorized to declassify any DOE NSI
document (not just those 25 years old and permanent) and declassify/decontrol documents
marked as containing RD, FRD, or UCNL. A two-person review is required to declassify a DOE
NSI document less than 25 years old and to declassify/decontrol a document marked to contain
RD, FRD, or UCNL

All DOE reviewers participate in a continuing education program of technical seminars and are
retested and recertified every three years to ensure technical proficiency.

To train DOE reviewers to recognize the classified information of other Government
departments/agencies, DOE participates in multiagency workshops and seminars in classification
equity recognition. These forums are facilitated by the ERWG.

To train other Government department/agency reviewer personnel to recognize DOE
classification equities, DOE conducts a /2-day seminar and a 4-day training course in the
recognition of DOE classification equities, primarily RD and FRD information. Graduates of the
4-day course are certified by DOE as Historical Records Restricted Data Reviewers. Over 2,400
individuals have completed the “2-day seminar or the 4-day course. Additionally, DOE is
providing refresher sessions. Over 300 individuals have completed refresher sessions.

2. Integral File Block Concept

DOE record collections found to be responsive to the Executive order have not included
documents that will be less than 25 years old on December 31, 2006. However, if record
collections are found with documents less than 25 years old, the collections will be examined for
possible subdivision to reduce the number of documents that would be delayed in
declassification until the youngest document in the collection becomes 25 years old.
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Declassification Plan

PartE Declassification Program Initiatives

3. Rereview of Records

The DOE does not plan to rereview its records. The DOE has conducted its document reviews
page-by-page with document reviewers trained to recognize DOE classified and controlled
information and to recognize the classification equities of other Government
departments/agencies.
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Declassification Plan

Part F External Factors That May Effect Ability to Meet
December 31, 2006, Deadline

1. Budget Reductions

DOE does not expect a reduction in its authorized budget for classification/declassification
activities. However, if a reduction occurs it may affect DOE’s ability to declassify, exclude,
exempt, or refer documents by December 3 1, 2006.

2. Increase in Other Classification/Declassification Activities

Increase in litigation activity, Freedom of Information Act requests, mandatory review requests,
and/or security investigations requiring the DOE to review an increased number of documents
for classification/declassification will draw resources from the Executive order effort and may
affect DOE’s ability to declassify, exclude, exempt, or refer documents by December 31, 2006.

3. Loss of Staff

DOE document reviews are primarily conducted by contractor personnel. Ifthere is a significant
loss of contractor review staff, the DOE"s ability to meet the requirements of the Executive order
would be adversely affected.

|
|
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Part G Declassification Program Page Totals

The total number of pages that have been and are projected to be reviewed, excluded, exempted,
declassified, and/or referred are presented in the attached tables. The following notes apply to
the tables:

Note I: The quantity of DOE textual records that will be reviewed by December 3 1, 2006, is
based on records management inventory of 25-year-old permanent classified records. To date,
12.7 million pages have been confirmed to be 25 years old and permanent.in character. This is a
500,000 page reduction from the previously reported 13.2 million pages. This reduction is
caused by the discovery that some records were previously destroyed, were temporary records,
were duplicate records, or are otherwise not subject to the automatic declassification provision of
the Executive order. The DOE is continuing to try to identify any remaining records that are 25
years old and permanent in character. It is expected that in FY 2007 and in each subsequent
fiscal year, approximately 135,000 pages per year will become 25-year-old permanent classified
records.

Note 2: The quantity of DOE textual records that will be exempted, excluded, declassified, or
referred is an estimate based on the actual number of pages from records for FYs 2001-2005
extrapolated as needed to other years.

Note 3: The quantity of DOE textual records that will be referred to other agencies is based on
the number of pages of records referred to date extrapolated for the total number of pages that
will be reviewed.

Note 4: The estimate of 5 million pages of textual records that are expected to be referred to the
DOE for declassification or exemption from October 1, 1995 to December 31, 2006 is based on
an ERWG Survey Report of October 9, 2003. For FY 2007 and FY 2008, it is estimated that
150,000 pages each year will be referred to DOE based on 5 million pages being referred to the
DOE from records originating from about 1945 to 1981.

Note 5: DOE has located a small amount of special media (approximately 6 cuft of photograph
negatives) in its records that are responsive to automatic declassification. DOE has not been
informed by other agencies that there are special media in their records that may contain DOE
NSI, RD, FRD, or UCNI. However, DOE continues to work closely with NARA and other
Government agencies to identify special media that will require review.

Note 6: The quantity of textual records reviewed from FY 1995 — FY 2004 was previously
reported as 9.3 million pages. This quantity has been reduced to 8.6 million pages because one
collection requires further examination. The collection will be completed by December 31,
2006.

Note 7: The DOE intends to resolve each year, from FY 2007 to FY 2009, approximately
1.7 million pages of documents referred from other Government agencies.
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