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Oflz{}[ll; n?t}ITLER. I think you told me the number. There are only two

Mr. Sciascia. Two applications, and th i
Force as being under seal by Air Force. & are charged to the Air
Mr. PrevEr. Will the gentleman yield?
Mr. ]%’UTL R. X;‘es, certainly.
I. URE*ZR. For a question or two al t i
seeﬂ/lllngsrev 1ast bIe made through ASPAB? ong that line. Must the
r. SCIAsCIA. I would like to have the Air F. i
anlillwerP that, suice tgey are both his cases. Mi Sg;;zrrepresentatlve
. I TREYER. I understand that there is a current sealed ica-
tion that went directly from the DOD head of research eDr?II)’%lg;
‘t”o a:hﬁn(;c‘)”mmlss;‘or_ler of Patents_ and that ASPAB for over a yeali
hall\){pensed. are of it. I wonder if that is the case and how that
r. SINGER. We were not totally unaware of it but it i
1 / ur y st
Dr. Perry did request the Commissioner of Patents to pl;(l:l: g:z:
gﬁ:’rtl}cculart mvtentlon under seal. It happened to involve a Govern-
ment contractor development, and it was an Air Force develop-
Mr. PreveR. Do we need to clarif the del i i
egat
fr?\rllnr tlécleNS(fcref’;Iz‘aﬁy re}g;ardixl])g these se);ling procgdu;%rs;? of authority
. ER. lhere have been so few cases pl
they have been handled on an individual basils). aced under seal that
Id might add the other case that is under-seal is of Brit
gn.t.wasﬁ placed under seal by my office at the request of the
bn ish uovernment. It involved a joint U.S.-British development
ult{ the application was filed by the British Government. ’
r. PREYER. How old are those two applications under seal?

Mr. SINGER. One applicati i
the other o aiy 193’17%? lcation was placed under seal in 1977 and

Mr. PreyEr. Thank you.

Mr. ButLez. One more question. Prior

none sealed. Has it been usgd with any fre tx%xfcl:l; fath;(li? there been

I\Ng gﬁfﬁséf'x Not to ;ny knowl?dge tha.t(} know of.

. - I am not aware of an icati
placed under seal during my 20 yearsyvgitt}}lxegthglif%‘t;gg:. that were
thgt()lonel Hougen. Sir, 1 kqow that there were two sealed cases
i Wﬁre removed from sealing about 4 or 5 years ago, and I don’t
now how long ago they were put under seal. They were British

origin cases, incidentall , that
oriemn case Government.y at were under seal at the request of

Mr. BurLer. You removed the seal?

ingoigrée—l EOUGEN. Removed them from seal and they went back

Mr. ButrLer. Did the secrec in i
y order remain in effect?
Colonel HouGeN. So far as I know, the secrecy order was re-

moved at the same time. i is i i
back aboydoe sal yeazl'xsr.]e That is my memory, but this is dealing

Mr. BurLEr. I thank you.
I yield back, Mr. Chairman.
ﬁr. EREYER. Mr. Evans?
r. Kvans. I have no questions, Mr. Chairman
Mr. PreYER. Does counsel have any followup qﬁestions?

ish origin

-
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Mr. INngraM. Yes, Mr. Chairman, one area I would like to focus
on. That involves carbon fiber technology, which—it strikes me—
presents the balance that ASPAB is faced with most directly, an
item which has both military and civilian applications.

Briefly, as I understand it, the carbon fiber technology involves a
lightweight, high shrink material which can replace steel or alu-
minium. It can be used in aerospace, sporting goods, automotive,
industrial aplications, but has a very serious drawback; that is,
that when it is subjected to heat in a fire, it breaks down.

Polyurethane will drop out, and you are left with these carbon
fibers which have a high electrical conductivity, and then they pose
a hazard to electrical equipment.

As I recall, there was at least one instance where a plane had
crashed, which was composed of this material, and may or may not
have knocked out some communications at an airport as a result of
the crash.

There is also some concern that this material, when it breaks
down in a fire, might pose a hazard to computer equipment.

Are you aware or could you sketch out for us the Department of
Defense’s involvement with a review of carbon fiber technology and
whether any current secrecy orders are outstanding in this area?

Mr. SciasciAa. Could I confer with my colleagues for a moment?

Mr. INGRAM. Sure.

Mr. Sciascia. None of the members of this board know anything
about this type of situation that you are referring to as carbon
fibers. As to answering your question, do we have any under secre-
cy orders, what I would like to do is be permitted to send you a
written response later on, after reviewing our orders.

At this point in time we have no recollection of any area in
carbon fibers that would involve secrecy orders, or of any great
import that would require any secrecy orders, but I would like to
send to you a written response to that matter.

Mr. INgraM. But in your collective memory this was not an issue
presented before ASPAB?

Mr. Sciascia. Never to my knowledge.

Mr. IngraM. I find it curious because there has been an ongoing
review involving Public Health Service, NIOSH, OSHA, EPA, DOT,
Commerce, NAgA, and I am informed parts of the Defense Depart-
ment and CIA on this issue for at least 2 years.

Frank Press’ office had gotten involved and the Bureau of Na-
tional Standards had gotten involved and, as I say, it is an area
that has incredible commercial value, but there is the military
hazard that I mentioned earlier. It strikes me as curious that
ASPAB has not played a role in that area.

Mr. Sciascia. To my knowledge, we haven’t. As a selected area,
it may have fallen somewhere for review, but I would have to look
into our records on that.

Mr. INGraM. Thank you.

[The information follows:]

There have been no requests from the Department of Defense to classify patent

applications surrounding carbon fiber technology. In fact, most carbon fiber produc-
tion technology is proprietary in nature rather than patent disclosed.

Mr. STurGEs. Mr. Sciascia, with respect to answers to a number
of questions, does your answer on the Central Intelligence Agency
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mean that the CIA is an a
] gency under the act f
request i icati b
ag%ncy ?mg secrecy orders on its own applications, but n
R’I/Ir' %cmscm. TShat is right.
Y. STURGES. Such that i
somaons URGE applicatiozril A 1t could not request a secrecy order on
Mr. SCIASCIA. (’ghat is right.
I. STURGES. Given that, I ask you or Colonel H
. N 2 a o
t(})u:i é);'ea;cg)(,z gg ;lﬁefo(x)'lé: when it files its own pater?tgggpvlvi};g’tif)llllerilé
wos dhasrd] crecy order purposes, where its application

Mr. Scisscia. T will 1
off(’i}c&;'prolc§§ses o) :f}; fs(;lsc?nel Hougen answer that because his
olone. HOUGEN. The very simple answer is th
at th
patent attorneys and they don’t quite understand wﬁzﬁ:lg }I;g:elxllz

application is. They. are prepared for them b

purposes of
ot a defense

r. STURGES. In connection with the CIA
: i , there i i
ey e T T
! ) very , which indi
taking certain activities with respect to inlsgxtl?iimt)h:egi p oot

Navy Patent Advisory Board.

ave you any hi i
activitios ors y historical knowledge or guess as to what those

Mr. Sciascia. Not I
Colonel HouGen. Nor I.
Mr. NiemaN. Nor 1.

r. STUrGEs. With respect to question No. 4, you have indicated

that an explanation of the
t 1 ex so-called 5-year rule
In antiquity. We have asked the Patent Ofﬁceap\?vizrtshgg l1)1(;e z:(;srf

d from it.

Now, I don’t know the legislati i
» I d gislative history t
the use of it—and here again I am speakinlgor? gg}?;if%;'tNa:éa—rv?:
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use it, but in very rare situations, and usually it is used in those
instances where we have received a Patent Office action, which has
rejected claims, and sometimes there are objections to the subject
matter of the application as being incomplete.

The information for us to be able to respond in a timely manner
to that Patent Office action within the 6 months cannot be done
because of additional information we may have to require, tests
that may have to be conducted, or the inventor is not available to
us at that time, so we request that it be placed under the 3-year
rule to give us more time.

Now, this does not necessarily mean that we use all of the 3
years. Many times we will file a response within maybe 8, 10, or 12
months, but here again this is used on the average at least in Navy
in about two or three cases a year, if that many.

Mr. SturGges. How about the Army and Air Force?

Colonel Hougen. In the 5 years that I have been in our office,
the sole delegee of the Secretary of the Army authorized to put a
case under the 3-year rule has not put any cases under; so for 5
years it has been zero. I would assume that is probably true for
some years before that.

The Korean war is probably the last time the Army really was
involved. In time of war, patent prosecution gets a very low prior-
ity.

Mr. SiNnGeR. I have had responsiblity for the patent prosecution
effort of the Air Force since 1973, and I am not aware that we have
used that statute,

Mr. Srurces. The code section covers applications which are
owned by the Government. That also, though, embraces the situa-
tion in which the application is assigned to the Government, isn’t
that correct?

Mr. Sciascia. Right.

Mr. SturcEs. A closing question now. There are about 3,500 new
and renewed secrecy orders in existence right now, which appears
to be the lowest number since the summer of 1951. You also note
in your testimony that the rate of rescission of secrecy orders may
be climbing. At least more than 400 were rescinded last year.

Can you foresee a downward trend in the use of secrecy orders,
and what relation is there, if any, to the fact that the uniformed
services are now having to review 6,000 or more applications and
current secrecy cases per year?

Mr. Sciascia. With respect to your first question, do we see a
downward trend, with the advent of the National Emergency Act.
This meant that applications which had been under secrecy orders
and not reviewed for a substantial period of time now require
annual review in order to comply with the statutory requirements.

In other words, there has to be a request to renew the secrecy
orders, and failure to request the Commissioner of Patents and
Trademark Office to renew it means that the secrecy order is
automatically rescinded. So, therefore, it is incumbent upon the
agencies to conduct this review.

We have an initial downward trend now because all of these
cases have been on file for a substantial period of time without this
annual review requirement. Now, because of the annual review
requirement, many of these cases are falling by the wayside.
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Whether this will contin i
: [ ue this way sti i i
zlggr(;erwt_aﬁn}; but the indication is thatytlsli;uisri}l?eagl: t(i)tbe'lsleﬁn. e
oxe Sl'r URg ;’::ls dzw;xwgyd trend on it. y 1t will be, that
. . A leading question. Is this a functi
Zﬁgl:ilggdér%i :gi)g?c; ;cglftogeci:hr}éc?l {)eople havent(glﬁ)%lf iﬁnssz) %:ﬁ;
. : s
nal\t&on Sthat the order is no longler ;légdzgg result of a new determi-
e orl'o ngiA;(I}(I)AU‘ It is the result of a new determination
polonel Hlop zfsEN' Excuse me. I would like to add one thi
ARG frend b C({ntmued since before the National Emer ey
Act. At Teast ¢ 121ce 975 there has been a fairly constant downg encg
revie\;ving ) ’is g;egztes the National Emergency Act. We vv?;ll:e
Erxl\lfrgency o s annual or other basis before the National
o cre ST;J;?;n{inaahﬁlfageg(}) x}tl):(ti;ter, the ASPAB and the Patent
leg‘i?;:;ti(:);etofag}r:ent% the Invention gggxl'(;cgl?gts sions about possible
of the things you had i i endi i
rexﬁ;waé Seriod of secregcy %rders%d in mind extending the initial or
r. Sc :
har. B¢ éésgg;.t 1:)1?. What we were concerned with, and which I
quired for the defensxgs;gtgsglmt? ng O st G-month period re-
pa”%ehnt application. y to have a secrecy order imposed on a
e reason why we were concer i
receivi & ned about this i
f;aggvtlﬁg Safélrll)tstg?fglal number of patent appli?aé‘isofxgaft';oxv‘v iew_ere
O s tham si)cet }:::ilel;f:‘? w&:;;e rélofye than 6 months old v:}llz‘;vl
Y ) Ire i i
enxllxsggl time flo have a secrecy orde?' pfagggeos%fncxes did not have
ey t3)’0::10 a;ve :o consider that these appliéations have to b
of time, but tg}?aza‘;’lassgﬁl:‘rllri;y.perspnnel, and this includes a p:riog
thg:fperiod et we ajor difference with the Patent Office at
] course, they have indicated t
im ) o us that th j
N g);(;\;z fislrietliepexl"formance. As a matter of fact, a:}i Szfle:'?t’:r]l% ti?
reduce the perig:i (())cfeSiS;: ﬁzlv?egeltlot%oniputerize this and, therefox}e’
apglyliég;o; and give it to the militarye d;r;;erttg?;ltrsecewe the patent
p,BY the way, you attended our last meeting. 1 had admonished th
that wore morIe yzgizierétatlve there about the great number o:[f'3 cas .
the months old when they had referred them ig

Mr. Sturcrs. Was o
. LS. n Ly
extension of that 6-monthepg£io)&9?ur proposed legislative cures an

Mr. Sciascia. It was eliminati
o . was e imination of the 6 mo
consiggrgzi}:)? o}%rOVlSI.OI}S in tbere, where we regfllclzz’dbtuhteog couxt;se
consideration o I;equm.ng a hcqnse from the Commission ri‘a v
ents to file ﬁerzrll aappthcgtlons in foreign countries. It wagrrgdliatci
. Now_ m trying to recall f! : °
; i ) rom memory.
n munitions, the international traffic in arm:?i’st. That is about

it on what I
tion. can recall. We have reduced the area for considera-

Mr. Sturces. Thank i
. _you, Mr. Chai
Mr. IncraM. [ have just one last qlzl‘gs‘taiﬁ.n.
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s ago, 1 couldn’t understand

When we began this review 38 month
why there hadn’t been any litigation attacking the constitutional-

ity or portions of the Inventions Secrecy Act. Frankly, I still gan’.t.
Do you have any views as to why there have been no lawsuits 1n
this area?

Colonel HOUGEN. One thing. Most of the secrecy orders that have
been imposed have been imposed on the kinds of inventions that
could be =old to the Government for missiles, for bombs, for tanks,
whatever may be the case.

So, the existence of a secrecy order doesn’t work much hardship
upon that kind of inventor. He can still peddle his invention. What
the inventor wants to do is make money, and he is very happy as
long as we buy our equipment from him or his company. So, it has
been a quiescent area.

We are now in the throes of more litigation, as the information 1

gave you some months ago indicated. We have six cases that have
ts of the Inven-

recently been in the courts involving various aspec

tion Secrecy Act. - ]
tutionality has not been raised in any of them, I think,

The consti

probably because the act goes back so far in history. If we have had
something for 60 or 70 years, people feel a little bit odd about
raising constitutional issues, but it may be raised.

Mr. INgrAM. | think you explained to us in the staff interview,
the military-industrial complex and how to play the game, an
perhaps that does explain it.

Let me, if I might, try out a theory on you; that is, that perhaps
it is to the advantage of the contractor to use the secrecy invention
route process 10 extend the time over which the company is able to
control the invention.

The patent period does not start to run until after the secrecy
order is dropped, so that the contractor would be able to extend his
control over an invention much beyond the statutory period for the
patent application, and that it might be to the advantage then of
the contractor to pull out of the sky derivative classification on the
patent application, apply it to the application, and then what nor-
mally seems to happen, the application, once it comes in classified,
stays in that way. Tt is usually not challenged, as far as 1 can see.

This, then, would allow, as 1 say, the contractor to keep control
of that invention for much longer than a private individual woul
coming in without the ability to classify the item.

Colonel HOUGEN. That might happen in our country. In the
United Kingdom, for example, it would not happen, because there
a patent lasts for 20 years from filing. Our system gives 17 years
from date of issuance. But one thing that might affect that greatly,
if we are talking about the sort of invention where the Federal
Government is a primary customer because it deals with arma-
ments, the Government has a license in the invention by virtue of
the R. & D. investment in the contract. These are property-interest
cases. Having that Government license, the contractor really does
not have any kind of a lockout against his competitors. For exam-

ple, when a Government contractor owns patent rights in a given
invention, if we contributed to the R. & D. cost, we have a license
go that we can go ahead to his competitors, both while it is under
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secrecy order and afterwards, so he ma have lo i
] st
market there except what he gets by being first in the ?i?(;r.e Hective

Mr. INgraM. B - Py, h ; .
Thenk youfw ut as you suggest, it might still be an incentive.

Mr. PrevER. Thank you.
llt/[dr. Morr. Y
r. Morr. Thank you, Mr. Chairman. I have i
. s . . several
glrstl, I want to be clear on the role of ASPAB in theracat%lg)it;ollilsst'
evelopment process. As I understand it, and correct me if I am

It is automatically sent on to the Patent Office. There is really no

n 1 i '
; ::g& , approval of the category list by ASPAB’s board. Is that

Mr. SciasciA. As far as I know that i
. i s 18 correct.
o ;VIr.bMORR. Second, in the process of defense agency review—this
Off‘i: . ebua; ggsstrlrcl):y rf{lgr(;e i}})}propnately directed to the Patent
) ) Anow the answer—of a patent applicati

what happens if an inventor files an n his initin
t ha amendment to his initial
application? Is that amendment also reviewed ies’
Mr. Sciascis. No; not ordinaril PWay It e, SEenCles?
r. S . ; y. The way it operates is if th
application has been reviewed initiall er 1o
1 ved y, and no sec i
plac}fd on it, then that application will never be seenrzcg);igrg:rf;
as I\EI e military dppprtmepts are concerned.
r. Mogg. So it is possible for an inventor to include information

that might b j
that corgrect?e subject to a secrecy order by means of amendment; is

Mr. Sciascia. At a subsequent date ’
, yes.
anM: I\{I.oxg'. What about the reverse? What if an inventor has filed
an | pplica l;on and, to use the example you mentioned in your
thE'; 1mony, he has referred to some larger weapons system or some-
ng In a way that the application is classified and secrecy order

of the secrecy order process. Is that th i
. en reviewed?
Mr. Sciascia. What you are referring to is that when you do

Mr. Sciascia. No.
Mr. Moge. Is that the process?

Mr. Sciascia. Y i P
out that informatigg?mean if he wants to file an application with-

Mr. Mogr. That is correct,

Mr. Sciascia. He i
contimuarmecia:. 1 does not have to abandon it. He can file a

r. Morr. A icati
seorasy conk. re there unpatentable applications that are under

r. Sciascia. You mean b icati
r. S . by unpatentable appl
;ggéacigoirtl 21611?1 t1;)}<leen filed initially, a secrecy gfdtacf tlll(;gsbte}é?xt ii:lnn
, e prosecution of the patent applicati i ;
as normal, and upon conclusion of actions by tll)'x% P?ltlf?xrllt c(grflf";lcltlau?i
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is determined there is no patentable subject matter, and all claims
are rejected, final rejection. That will still remain under secrecy
order. It had a secrecy order on it initially, and will remain that
way until it is reviewed on an annual basis and it is determined
that it is no longer classified. So the response to your question is
that an unpatentable patent application can remain under secrecy
order.

Mr. Mogr. Is it possible that an application would contain infor-
mation that would need to be continued under secrecy order even
though it is unpatentable beyond the period of review? You are
saying that it is reviewed, the secrecy order is going to be re-
viewed?

Mr. SciasciA. That is right.

Mr. Morgr. On an annual basis.

Mr. Sciascia. The application is reviewed on an annual basis.

Mr. Morr. The subject matter of the application is not patent-
?_ble, but the application contains information which may be classi-

ied.

Mr. Sciascia. Right.

Mr. Morgr. Can a secrecy order remain?

Mr. Sciascia. Yes, it does.

Mr. Morr. And I assume the basis for that is the classification
executive order; is that correct?

Mr. Sciascia. It is still classified information.,

Mr. Mogr. So it would remain in effect until the executive order
or until the information was declassified?

Mr. Sciascia. Until the reviewer determined that the informa-
tion contained in it is no longer classified.

Mr. Mogrr. Your testimony indicates that inventors may seek a
modification of the secrecy order, and my question goes to the little
guy. Are private inventors given notice of the fact that they can
seek modification, and how often do they do so?

Mr. Sciascia. As to how often they do so, here we are talking
about private individuals.

Mr. Mogr. I am talking about what you referred to as the John
Doe.

Mr. Sciascia. As the John Doe case. I believe our experience
indicates that there are very few of those requesting modifications
of the secrecy order. Generally you will find that it is a corporation
who has been a Government contractor that requests modification
of the secrecy order.

Mr. Mogrr. Is there anything that would give a John Doe notice
that he can request that?

Mr. Sciascia. I am pretty sure that the secrecy order notice from
the Patent Office will contain information that he may request
modification, but I would have to see the form. It says, ‘“‘Similarly,
you may petition for a permit to disclose or modify the secrecy
order s;t’:ating fully the reason or the purpose for disclosure modifi-
cation.

Mr. Morr. One last question. Are there any deadlines for an
agency to respond to a request for modification?

Colonel HoucGeN. I do not think there are any.

Mr. SciasciA. There is no deadline that I know of, but I do know
that they are acted on promptly.
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Mr. Morr. Thank you.
Thank you, Mr. Chairman.
Mr. PreYER. Mr. Butler.
Mr. BurLEr. Thank you.
Gentlemen, the Patent Office has not

independent agency, part of the bla i .
s me being the stepchild i
has as part of the Department of Commerce, I gvor:de: t?; u;ollf

gentlemen would like to comment on the relationship of that move

to the problems you ma i
Yy or may not be h i
Office, and whether you would recommend ita:;nrlg;):v ith the Patent

Mr. Sciascia. Insofar as it having an

Mr. ButLer. Would i

LER. you have some suggestio i

be done to improve the Patent Office, theggperatliloﬁ% to what might
Mr. Sciascia. I believe that there a '

problems than I, than for me to make
I\I\g %[éTI.ERE I %;eldkback, Mr. Chairman.
+ PREYER. lhank you very much, gentlemen. W i
ig}sxrbtéeesén‘zorr;y,s tl:gg }Slgascia, gnd (tihat of your asso;:iat:s.af) It)}l;?x(i?tli
4 orward an i
lewapgremate yfu}rl Foine ard ar toc‘i’:;?, helpful to the committee.
I. SCIASCIA. I thank you for the opportunity to b
1 e here.
ofl\lglr‘l'efREYEleI‘. Our final witnesses today are f')z"om the 6i'l).gpartment
of B gy. Mr. Du-ane Sewell, who is the Assistant Secretary fo
Mnse programs, is accompanied by Mr. Eric Fygi—— vor
M: IS)EWELL. There is a substitution for Mr. Fygi.
Mr. ngvgzln. ;iz};gﬂfgl t}(1)a:)iul:‘ettert let _};ou bresent your associates,
to b el I custom here, we ask our witnesges
b0 be rn when we are dealing with factfinding. I will ask you to
Do you solemnly swear the testimony you will give before this

subcommittee will be t :
the truth, so help yos G}<l>ed ?truth, the whole truth, and nothing but

ll&r. gEWELL. I do.
r. SILVERSTROM. I do.
Mr. Durr. I do. °

r. PREYER. Thank you, gentlemen. I
you Mr. Leon Silverstrom, the Assistant
Mr. SEwELL. That is correct.

Mr. Prever. And i
ClassifiomEYe: nd Mr. Robert Duff, Director of the Office of

understand you have with
General Counsel.
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STATEMENT OF DUANE SEWELL, ASSISTANT SECRETARY FOR
DEFENSE PROGRAMS, DEPARTMENT OF ENERGY; ACCOMPA-
NIED BY LEON SILVERSTROM, ASSISTANT GENERAL COUN-
SEL FOR INTERNATIONAL DEVELOPMENT AND DEFENSE
PROGRAMS; AND ROBERT DUFF, DIRECTOR, OFFICE OF
CLASSIFICATION

Mr. SEwELL. Mr. Duff is on my left; Mr. Silverstrom on my right.

Mr. Chairman, members of t{e committee, I appreciate the op-
portunity to appear before you again today. This subcommittee has
been studying the issue of the Government’s authority to classify,
restrict, or assert ownership rights over privately generated data.
Under the Atomic Energy Act, the Department of Energy is
charged with the task of protecting a special category of nuclear
information known as Restricted Data. The Congress originally
assigned this responsibility to the Atomic Energy Commission. The
responsibility was later transferred to the Energy Research and
Development Administration and then to the Department of
Energy. The primary concern at the time the act was written was
the prevention of nuclear weapon proliferation. The reason for that
concern has been demonstrated and indeed broadened to include
the need to prevent the dissemination of this type of information to
terrorists. At the same time, that part of the act which encourages
declassification and dissemination of scientific and technical infor-
mation has also proven to be more and more valid as we seek a
solution to overcome the energy crisis. This dual mandate which is
designed to protect the common defense and security and at the
same time promote scientific progress involves some very complex
issues.

As a continuation of our discussions at the hearing on March 20,
I would like to take this opportunity to briefly review the Depart-
ment’s procedures for classification and declassification of restrict-
ed data which have evolved over the past 34 years.

Under section 142 of the Atomic Energy Act, the DOE is re-
quired to maintain a continuous review of restricted data. The
purpose of the review is to establish what information must remain
classified and what may be declassified without undue risk to the
common defense and security. Over the years, the DOE and its
predecessor agencies have developed a structured system of classifi-
cation guides. These guides provide specific detailed topics covering
the classified areas under the Department’s jurisdiction. They are
used by authorized individuals in determining the proper classifica-
tion markings to be placed on individual documents.

As the Assistant Secretary for Defense programs in the Depart-
ment of Energy, I approve basic DOE policy on the classification
and declassification of restricted data, and I have been assigned the
authority within the DOE for the declassification of restricted data
in accordance with the Atomic Energy Act.

In this process, a number of factors may be considered in any
decision to change classification policy. These include: The pub-
lished state of the art in nuclear science and technology; the value
of the information to U.S. programs; unauthorized release of classi-
fied information; and the effect the information might have on the
proliferation of nuclear weapons capability in other nations. These
and other factors are weighed and a balanced judgment is made to
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III. Describe and assess the various means by which military-

related ICF technology 1s transferred or otherwise becomes

available for use in subnational or foreign national

nuclear explosive programs, including:
Official U.S. or foreign program publications;
Publications by private-écadgmic or industrial = !
researchers and reserach organizations; -
Government and 'non-government sponsored conferences,
seminars, symposia, colloquia, etc.
Informal interaction among those involved in classi-
fied and non-classified ICF research (e.g., summer
sessions for academicians in government laboratories).
Based upon the results of Tasks I, II, and III, assess
the appropriateness' of current DOE policy and procedures
for assuring that- ICF research does not inadvertently
contribute to the proliferation of nuclear weapon design
and preduction teqhnology.

As app-:priate, suggest changes in current protective
polii ‘- . and procedures.

599

URITED STATES
ENEACY RESEARCH AfD DEVELIQPMENT AUMINISTRATION
CWASHINGTON, 0.C. 20525

April 26, 1876

The Commissioner of Patents and. Trademarks
Washington, D. C. 20231

ATTENTION: C. D. Quarforth, Director
Special Laws Administration Group

Sir:

PATENT SECURITY CATEGORY REVIEW LIST

Pursuant to your request, this office-has prepared as a guide a

list of subject matter categories of patent applications that

should be made available to the U.S. Energy Research and Develop--

ment Administration (ERDA) in accordance with 33 USC 1381 and/or

42 USC 2181, 2182 (Sections 157 and 152 of the Atomic Energy Act

of 1954, as zmended). p
Section 151 d of the above cited Act provides that the Commissicner
of Patents and Trademarks shall notify the Commission (ncw ERDA)
of all applicatisns for patents heretofore or hereaftter filed which,
in his opinicn, disclose inventicns or discoveries requirad to be
reported under Section 151 c of the Act and sn2ll provide the

" Commission (rnow ERDA) access to all such applications. The inven-
tions or discoveries required to be reported under Sections 151 ¢
and 152 are those "useful in the production or utilization of speciail
nuclear material or atomic energy". The definition of atomi¢ eneray
and special nuclear material is set forth in 42 USC 2014 as follows:

“The term ‘atomic energy' means all forms of ernergy
released in the course of nuclear fission or nuclear
transformation”

“The term 'special nuclear material' means (1) plu-

_ tonium, uranium enriched in the isctope 223 or in
the isctope 235, and any other material which the
Cermission, pursuant to the provisions of Section 51,
determines to be spacial nuclear material, but does
rot include source material; or (2) any material
artificially enriched by any of the foregoing, but
does not include source material."

.

ATTACHMENT A
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- Commissione- of Patents -2 -

April 26, 197¢
and Tracdemarks

APPENDIY
4 SUBJECT CATIZCORY LIST

-
A At P with nuclear ive

A. Materizls, apparatus and methods identified with nuclear explesi
devices.

:red the attached list of identified subject categories
which we .believe encompasses the most relevant areas of ‘interes

ERCA and which we desire to review under the s
Secticns 151 and 152. We recognize that it
authority of the Commissioner of . Patents and Trademarks to determine

which patent applications fall within the definition of “useful in
the production or -utilization of

special nuclear material or atomic
energy”. The attached list of categories is merely intended o
identify those areas which ERDA deems to be most pertinent to its
activities undar the Atomic Energy Act of 1654, as amended. The 1is:
is not intended to be 2n exclusive definition of patent applications
to be referred. - R : . . -

tto -

tatutory purview of B. Materials, apparatus and metvhods for aceomplishing nuclear fission

is within the exclusive - Te } T ' '
reactions

1. ALl nuclear fissicn reaecsors utilized for:
"a. power
b. prepulsicn .
. ¢, .thermal energy -
d. isotope or neutron production
‘e. experimental purposes.

If further clarification of

: : : s N . te and the iTacture thersaf such
i 5 iFi : This will include components and the manufactur er2of
any subject matter identified is needed, as fuel elements, ceoling systems, pressure vescels, shlélﬁ%?St
please Tet us know. - . i loading mechanisms, steam and power conversion svstems, auxilary
- - . Sincerely,

3 4 - 4% 5 ‘i T
systexzs and accessories, identified as having possible appl;cay on
in sucliear reactors.

3 3 fued
[ Materials, apparatus and =ethods for zgcomplishing nuclear fusicn
reactions such as:

J De
amds E. Denny - :
3 aser n
Assjistant General 1. :ase:*‘u51°ﬁ fusion
or Patents 2, Electiron beznm fusi
. 3. Ion peam fusion ) . ar reachiors
Attachment ) . ; L. Magnetically confined coairolled thermonuclear reactiorns.
vLalhiiaenc: .
Category Review List

ey .
In this regard, lasers developing energy = than 103 joules in zn
interval.of 10 nanosecords or less are of interest.
D. Meteriels, spparatus and methods concerning isotcpe and/or radio-
. M i o - 25 co
active source technology includirng:

1. Chemical processing of ores for recovery of uranium and/or
extraczion, conversion, or reduciive s:e;s;

2. Technology fcr isotope separation or ex?nanges such as

uraniuz enrichment, heavy water zreoducticn, elc.;

3. Radioactive waste processes for

or fission product rescovery;

concentraticn, decontamination,

4. Design fabrication and usage of radioisotopes {Sission
° - : Tar -
products) as sources of electric, provulsive or ermal.

e

energy in terrestrial, space and mn:in? :gplicntion:. This
would include thermoclectric i ionic converwer
nolegy which utilized energy v i

or nudlear wranzicrmation Th

ol ccmpesi e

ition and processes
having 2 product ol Figure
(27) exceeding 1.8 at T00° X.
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2s medicine (diagnostic

"

ete,

Ses such as focd processing,

the environmen: or the earth.

ioactive’
herec?t,

source and/or radicactivigy

guarding and management
terials,
es to guard
zermitted

e.3., Tissionanle a2
icact: ve WaSuES, ete,, so
uclaar ials froxz uses

mzter

or energy output indicated as havin
aration, nuclear fission or nuclear
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However, the areas listed as

N ing revision.
This guide is currently undergoing vision in 1972.

i e
unclassified have not changed materially since the last r

CG-UF-3
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UNCLASSIFIED F!ELD RESEARCH:
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U.S. ATOMIC ENERGY COMMISSION
Division of Classification

Washington, D.C. 20545
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Arreioula w
. ' Secrecy Agreemenc
[JNAI'LeE:erhead]

[Name and address of-°
individual]

Dear 2

Pursuant to a Classification and- Security Agreement. between.Jersey
Nuelear-Avco Isctopes, Ine. ("JHAI") and the United Staces Energy
Research and Developmant Adniniscration ("ERDA"), you will be given
access to certain information which is proprietary to JNAl, ‘solely for
the purpose of carrying our ERXDA's classification function. In order to
protect JNAl's proprietary interest in this information, you will be

required as a condicion for receiving such access to observe the follow-
ing terms and conditions:-

1. As used in this letter ‘agreement, the term "JNAT Proprietary
Information" means any and .all inforzation of a business or technical
nature relating to laser isotope separation or. the JNAI prograz which is
disclosed to ER74, directly or indirectly, by JNAI in conneccion wit
the Classificazion and Security dgreemear, in writing or otherwise;

provided, however, that “JNAI Propriecary Inforzmation" shall not include
inforeaticn: : -

2. VWhich at the time of disclosure vas not identified as
Proprietary tc JNAI;

b. Which at the time of disclosure is, or thereafter becones
through no fault of yours or of ERDA, generally known or publicly avail~
able from other sources by publicarion or otherwise, but only after and
to the extent that such information is generally known or publicly

€.  Which ERDA can show was in its possession prior to the
time of such disclosure and was not, directly or indirectly, disclosed
to ERDA by JNAI under an obligation of confidence.

Information which is made available to y
facilities operaced by JNAI or its contr
informacion disclosed to ERD
Further, vich raspe
information shal:

ou in the course of .visirs to
actors will be deemed to be

A for purpossds of this lecter agreement.

2t to the exceptions stated above, specific technical
3 not be deemed to fall within such axceprions si=mply
because it (s encompassed by more general descriptive informaziog wihich

falls within tho exceptions abova, unless and to the extent that such

specific technical information itsalf falls withia the exceptions. The

fact ﬁha: Particular informatien, data, or material 4s or is not "Restric:zaed
Data,” or has been classifiad or declissified, has no bearing on the
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-2,

question whether such information, data, or material is JNAE Propfie:;:z
Inforration. JNAIL documents containing JNAI Proprietary In.ornaE;:n:Q v
be marked "Business Sensitive" or "Propri&:arv“.or otherwise m:rnri e
indicate its proprietary nature. Any such markings which s:bi;azstis‘;
identify a docuzmeat 3s containing proprietary Lnfor:asic: SJ:AI o 1:;
the requirecents of subparagraph a. above, vhether made by I .
consultants Oor contractors.

2. You agree that each time you have access to 2 docu:en:'in S§;1
possession of ERDA which contains JNAL Proprietary Information, you wi
sign a2n access sheet indicating the dare upon which you had access te
that docuzen:.

3. You agree that "JNAI Proprietary Infzr:a:ion:siillwzilu::d by
i tion and security review purp ,
Z:za§:§e§§ ;g: :iaﬁjéiic;roprie:ary Iniorm§cion." and will not be dis-
closed or made available to anyone (including a?y ERDA consul:i:: SZfied
contractor personnel) other than designated E%Dn persgn;el aitte:n.
in Appendix C attached hereto, without the prior specific wr
agreement of JHAL.

4, You agree that you will not disclose "JR%I Proprietary Igfor-
mation” to the ERDA personnel dasignated in Appendix C except to t s
extent necessary for ERDA to carry our its classification aﬂd’se;:;;:)
functions. The disclosure of "JNAL Prop:ietéry Infofmation -70 ERD:
personnal identified in Catagory B of Appendix C shall be l%uxce_ to .
unusual situations, as when a classification problem or policy issue is
presented.

5. You agree and understand that disclosure to you of "JWAI Pro-
prietary Informatior" shall not be construed as granting to y:uhfny
rights in or under any patent applicatien or patent, or iny r E:hi Srk
licenses to use any invention or "JNAI Propriastary Infor.gnian 3 fucther,
that such disclosure is solely for the purpose of classificacion anf ne
security review. You represent and agreﬁ that you will assert no rights
in and to "JNAL Propriecary Information.

6. You agree that you will make no copies of documents containing

- “JINAI Proprietary Information" withour the express written consent of

JNAL, and that upon your termination of qmploy:en; ?y EﬁD% you wiil not
take froa the custody of ERDA any docudents containing "JNAL Proprietary
Infornacion."

7. You fecognize that your obligations to treat "JMAI Proprietary
Informacion" as proprietary to JWAI will continue even %hough ydu may
leave the employ of ZRDA.
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Please indicate your acceptance of the foregoing conditions by signing

the duplicate copy-of this lecter -agrecaent in the space provided
below and returning that copy to me.

Very truly yours,

JERSEY NUCLEAR~AVCO 1SOTOPES, INC..

By
Attachment: Appendix C
Accepted by and agreed to:
By . )
fitle
Date 7
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GENERAL HISTORY OF THE HANDLING OF

25 "SPECIAL PATENT APPLICATIONS"

During the period November 1944 through December 1946, 25 patent applications
covering inventions emanating from the Manhattan Project were filed in the

U.S. Patent and Trademark Office (PT0), assigned serial numbers, and under
special arrangement sealed in individual packages and placed in the custody of
the U.S. Atomic Energy Commission (AEC) for safe keeping because of the special
security sensitivity involved.

On September 14, 1950, the 25 patent application files, in sealed packages,
were hand-carried by officials of the AEC to the PTO for inspection and for
the purpose of adding certain papers to the files. Before those present,
including the Commissioner of Patents, the packages were checked by serial
number, and the packages were opened and inspected to compare with the file
wrapper index the number of sheets of drawings and the number of papers in the

specification. When the inspection was completed, the following papers were
added:

(a) change of address,

(b) power of attorney (original),

(c) assignment papers (original), and

(d) signed copies of the letter of tramsmittal for (b) and (c).

In January of 1979 the U.S. Department of Energy (DOE) decided to review from
a clagsification standpoint the files corresponding to those in the sealed
packages, The object was to determine the current sensitivity of the files,
and to return to the PTO those sealed packages corresponding to the files that
were found to be no longer of such sensitivity as to warrant the special
handling status previously accorded them.

As a result of the classification review, 17 of the 25 applications were
determined to be Secret Restricted Data, and the 8 remaining were classified
as Confidential Restricted Data.

On June 7, 1979, the 25 sealed patent applications were returned to the PTO
and, before several witnesses, inspected for evidence of tampering, the seals
broken, and the applications reopened and carefully reexamined for verification
of contents. The Commissjioner of Patents and Trademarks acknowledged receipt
of the 25 patent applications. In a separate, subsequent letter, DOE expressly
abandoned each of the 25 patent applications, since they were deemed to be
unpatentable under Section 151 of the Atomic Energy Act of 1954, as amended.
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MEMORANDUM FOR THE FILE - "ITEM 25"

On Thursday, June 7 1979
at 2: t
turned over to' the éommis;ioner.gg iﬁM. atent e o Sdemayorere

by representatives of the Department :fPE:::;yand Tredenark oftice

Present were:

_ PATENT AND TRADEMARK OFFICE
= A DRNARK OFFICE
Donald W, Banner,

"ty

Commissioner of Patents and Trademarks
C. D. Quarforth, Director, Group 220

Edward Drazdowsky, Chief, Licensing and Review

DEPARTMENT”OF'ENﬁRGY

James Denny, Assistant General Courisel for Patents

Dean Carlson, Patent Coungel

Anthony Campana, Technical Advisor

" PRIOR HISTORY

=20 R0 10RY
Prior to September 14, 1950

0 . twenty~fivy,
placed in the custody of th; AtomiZ Ene: Pé;ent eoron foions were
safe—keeping. 8Y- Commigsion for

g:egzgtezgzzil4é 1950, the files were returned to the Office
N ned for content, repackaged, sealed before witn;cses

and returned to the custod
Commissioner John A, Marzail?g fhe Aconte Fnergy Comnission o

JUNE 7, 1979

Events of thig meeting were as follows:

(1) Representatives of
DOE proffered
:iv: applications in sealed packages along 5:5:
m;et;:e-s;agzed.June 7,.1979, 3:17 p.M., at the conclusion of th
ot ng; nz ;atiyg that the subject matter of these applicatio:
accornos chm av;at:e ;pecial security sensitivity Previously °
. ch of the tw -
eéxpressly ‘abandoned, erty-five patent #Pplications vere

rn of the twenty-

a letter, Attachment .
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MEMORANDUM FOR THE FILE - "ITEM 25" ~2-

* (2) Commissioner Banner inspected the seals on each
package, comparing the seals with a seal used to close the
envelopes of the twenty-~five applications on September 14, 1980,
Attachment B, The Commissioner was satisfied that the seals
placed on the envelope of each package were original, intact
and had not been tampered with.

(3) Mr. Quarforth broke the seals on each package and
withdrew the application.therein. The Serial No. was identifted
and checked off by Mr. Drazdowsky against a master list, Attachment
C, of applications prepared from a list of cases identifying
applications in the custody of Atomic Energy Commission.

(4) Mr., Drazdowsky and Mr, Quarforth verified the contents
of the applications as to original application papers, pages of
specification, sheets of drawing and oath, any additional papers
filed as a transmittal letter, power of- attorney, assignment and
change of address., A paper with the information indicated above,
dated and signed by E. Drazdowsky was placed in the file wrapper
of each application. Mr. Quarforth and Mr. Drazdowsky were
satisfied that the returned applications were in regular form.

(5} Commissioner Banner acknowledged receipt of the twenty-
five applications, Attachment D. '

(6) Meeting adjourned at 3:15 P.M.

Attachments:
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Minutes May 25, 1980 -3 -

unt%l the details of such a s
decisions on whether such
was 7-1 in favor.

ystem are elaborated, any final
& system would be desirable. The vote

Following the vote, th dai
how the ¢roup would “ ¢ h
decided: ) proceed.

cussion turned to fetails of
The following measures were

of prééeder::bggmmltFee would be estab
princ eoures t“zt right be suggested for governmentay use should
int € necessary. ‘The draft would cove o
definitions: what is covered i i

process: voluntary, coerced,

feedback to author /4ournal
adverse decision »

ipgglgate processes and burden of proof

Jucicial review? 1f 80, how does it work?

lished to Prepare a draft

combinations
in the event of an’

2, A second subcommi i
) rmittee will
scstigement abcut the nature of crvp
£ group's final! re p
with the subject, port who are

be establighed to prepare
telogy suitable for readers
not at present conversant

3. The g¢- i i
he s ~committees will convene during the summer ang

t n I £ ¢+ b ] b ¢ pMON AY & TUESDAY
he ext meeti: - Q he full g laded
‘Ir\ . 1 roup, to e hel MOND. ’

4. Three Fall meetings of the fu11 grou

clanned and additional fun Pear then being

ding will be sought for them,

Hote: Subsequent to the
ané Mr. Baum would serve
Heyman will chair the Oct
in touch directly with gr
subcommittees. )

meeting, it was agreed that

g 1 Mr. Heyman
az co-chairmen of the dgroup; that‘Mr.
ober 6-7 meeting; and that he will be
oup members to serve on the summer

WTF 5/30/80
Attach: Membership list
Munitions Control Mewsg)
L. letter Mo. B8
(for those not at meeting) 0 2/80
Papers pregared by Schwartz & Heyman for
Neeting of 5/29 (file copies onlv)

7056

DEPARTMENT OF STATE

Washington, D.C. 20520

MUNITIONS CONTROL NEWSLETTER

NO. 80
2/80

CRYPTOGRAPHY/TECHNICAL DATA

Concern has been voiced that ITAR provisions relating
to the export of technical data as applied to cryptologic
equipment can be so broadly interpreted as to restrict
scientific exchanges of basic mathematical. and engineering
research data. The Office of Munitions Control wishes to
clarify the.application of the technical data provisions of
Section 121.01, Category XVIII, of the ITAR as applied to
equipment found in Categories XI(c) and XIIXI(b) of the
Munitions List.

Cryptologic technical data for which a license is
required under Section 121.01, Category XVIII, is inter-
preted by this office with respect to information relating
to Munitions List items in Categories XI(c) and XIII(b) to
include only such information as is designed or intended to
be used, or which reasonably could be expected to be given
direct application, in the design, production, manufacture,
repair, overhaul, processing, engineering, development,
operation, maintenance or reconstruction of items in such
categories. This interpretation includes, in addition to
engineering and design data, information designed or reasonably
expected to be used to make such equipment more effective,
such as encoding or enciphering techniques and systems, and
communications or signal security techniques and guidelines,
as well as other cryptographic and cryptanalytic methods and
procedures. It does not include general mathematical,
engineering or statistical information, not purporting to
have or reasonably expected to be given direct application
to equipment in such categories. It does not include basic
theoretical research data. It does, however, include
algorithms and other procedures purporting to have advanced
cryptologic application.
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The public is reminded that professional and academic
presentatione : 4 informal discussions, as well as demon-
strations of .-;uipment, constituting disclosure of cryptologic
technical data to foreign nationals, are prohibited without
the prior approval of this office. Approval is not required
for publication of data within the United States as described
in Section 125,11 (a) (1). Pootnote 3 to section 125.11 does
‘not establish a prepublication review requirement, ’

The interpretation set forth in this newsletter should
exclude from the licensing provisions of the ITAR most basic
scientific data and other theoretical research information,
except for information intended or reasonably expected to
have a direct cryptologic application. Because of concerns
expressed to this office that licensing procedures for
proposed disclosures of cryptologic technical data contained
in professional and adcademic papers and oral presentations
could cause burdensome delays in exchanges with foreign
scientists, this office will expedite consideration as to
the application of ITAR to such disclosures. If requested,
we will, on an expedited basis provide an opinion as to
whether any proposed disclosure, for other than commercial
purposes, of information relevant to cryptology, would
require licensing under the ITAR,

William B. Robinson, Diréctor
Office of Munitions Control
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F cY
NATIONAL SECURITY AGEN
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND. 20733

6 May 1980

Y
MEMORANDUM FOR MEMBERS OF THE PUBLIC CRYPTOGRAPHY
STUDY GROUP AND OBSERVERS

SUBJECT: PUBLIC CRYPTOLOGY

‘Eﬂclosed is a statement-of NSA's concgrni.;ilggézgng
to.public.cryptography which I agreed at F e r: Seiee
to circulate. I apologize for the delay in p gl g wary
this Statement. Also enclosed is a copy of 2: L Januar
1979 speech to AFCEA given by VADM B. R.';nt 8hr thinkiég.
NSA, which supplies some further imsight-into k:

on this subject.

I welcome your views and comments on-these'papers;.

DANIEL C. SCHWARTZ
General .Counsel

2 Encls:
a/s
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STATEMENT

The principal issue is the extent to which national security
concerns should influence research, commercial'development, publica-
tioh, or di;c.ssion of cryptography in the non~-governmental arena;
This §rowing on-governmental interest in cryptography has been
generated in part in the course of spec1flc or general research (in
some cases funded by the Government), and in some cases in pursult
of a commércial interest in developing cryptographic or other.
telecommunications protection devices or systems, particularly those
associated with computer or data transmissions.

In some instances, increased activity in cryptography by per-
sons and institutions in the non-governmental arena may have
commercial and academic benefits. wWork directly in cryptography
or in related fields may have a beneficial impact on developments in
mathematics, computer science, and engineering which have potential
‘benefits to fields apart from cryptography. If aimed at recognized

customer needs, some products developed in the course of this

—aetivity can experierice a commercial success and may provide mean-

ingful telecommun1cat1ons protection useful for both non-governmental
and some governmental purposes. Although governmental efforts in
the cryptologic sciences have traditionally led private efforts,
private efforts may develop new techniques or insights that would
benefit broader dgovernmental interests.

At the same time, however, extensive public work in cryp-
tography and related fields can have a significant potential

adverse impact in a number of related ways on the national security,

RS
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This risk may become greater to the extent that work moves away from
pure research into development and application. The first area of
concern relates to the ability of the United States Government to
gather foreign intelligence from the communicatiqns of foreign.
governments or other foreign parties. As information relative to
cryphography proliferates, our potential sources of intel%igenee are
reduced by making foreign governmente or other forefgn parties. aware
that their cryptographic systems are vulnerable to attack or by
encouraging them to develop or adopt more sophisticated systems that
are much more difficult for the United States to exploit.

There is a second general area in which extensive work in
public cryptography may have an adverse imﬁact on our natiocnal .
security. Substantial work in the cryptographic and cryptanalytic
fields, together with a wide-spread dissemination of result?ng
discoveries, could lead to the publication of cryptographic prin-
ciples or applications similar to those used by the United States
Government. Such work may enable foreign powers to more success-

fully engage in cfyptanalytic attack upon U.S. telecommunlcatlons.
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[White House statement] . B ?

r d‘ﬁo .
16 F}:B ’Q/J b. The Secretary of Defense shall initiate through the
: industrial security mechanism, new an§ improved
NATIONAL TELECOMMUNICATIONS PROTECTION POLICY personal and telecommunications sgcurlty measures
among business organizations holding classified
defense contracts.
1. The President has reviewed the results of the NSC Special
Coordination Committee's consideration of the PRM/NSC-22
study and has reached the following conclusions. It is

[

c. All departments and agencies shall revitalize

: programs of security training for U.S. government
the President's intention that the following statement personnel who use telephones agd.other means of )
of national policy be used to guide the conduct of ) communication for both unclassified and classified
U.S. government activities in and related to security . purposes.
of telecommunications. s

d. Subject to continuous review of available technology
Z. The National Telecommunications Protection Policy shall and reassessment of the foreign intercept tpreat,
consist of the following major elements: the following immediate technical actions shall be
undertaken:
a. Government classified information relating to )
national defense and foreign relations shall (1) The Government shall conduct a multifaceted
be transmitted only by secure means., :

research and development program covering
‘ m " both system and user oriented protection
b. Unclassified information transmitted by and between . approaches.
government agencies and contractors that would be o

useful to an adversary should be protected. (2) Phase I and II of the DUCKPINS cable program

' shall be completed as soon as possible.
¢. Nongovernmental information that would be useful to R ‘

an adversary shall be identified and the private
sector informed of the problem and encouraged to

(3) Executive Secure Voice Network (ESVN) systems
take appropriate measures.

shall be installed when appropriate high

) priority requirements can be validated.
4. - As a precautionary measure, the responsible agencies

should work with the Federal Communications Commission 4
and the common carriers to adopt system capabilities *
which protect the privacy of individual communicaticns
and to carry out changes in regulatory policy and
draft legislation that may be required.

for
Management and policy review responsibilitigs
telegommunication protection, shall be organized as
follows:

a. The NSC Special Coordination Committee (SCC) shall

: be responsible for providing policy gu%dance.and
. Further, the laws which protect against criminal for ensuring full implementation oI ?h:s policy,
_ domestic acts such as wiretaps or intercept shall including effective protection techniques for the
be strictly enforced. : Government and maximum assistance to the private
. sector, to enhance its protection Irom %nterceptlon.
—The_following activities should be.pursued in support of : The SCC shall exercise this responsibility through
the above policy. a special Subcommittee on Telecommunications
" protection chaired by the Director, Office of
a, The private sector telecommunications carriers should science and Technology Policy, with administrative
be briefed on the nature of the threat and appropriate support provided by the Secretary of Commerce.
- wrmee—-_government research and develooment information shall The Subcommittee shall include, but not be limited
be made available so as to help and encourage them to, representatives of the following departments
to devise adequate protection strategies. A similar

program shall be pursued for government contracters
and ccher most likely affected industries, corporations
. end private sector entities.

o
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and agencies: State, Treasury, Justice, Commerce,
Defense, Transportation, Energy, Central Intelligence
- Agency, General Services Administration, the

National Security Agency, and the National Security
Council staff. .

- b. The Secretary of Defense shall act as the Executive
Agent for Communications Security (COMSEC) to protect
government—derived classified information and
government~derived unclassified information which
relates to national security. COMSEC is concerned
with protective measures designed for the security
of classified information and other information
related to national security. :

C. The Secretary of Commerce shall act as the Executive
Agent for Communications Protection for government-
derived unclassified information (excluding that
relating to national security) and for dealing with
the commercial .and private sector to enhance their
communications protection and privacy.

d. It is recognized that there will be some overlap
between the responsibilities of the Executive Agents,
in that Defense will continue to provide some
noncryptographic protection for government-derived
unclassified information as it does now, and Commerce
will have responsibilities in commercial application
of cryptographic technology. The subcommittee will

review such areas on a case-by-case basis and attempt
to minimize any redundancies.

e. The subcommittee should choose a future implementation
strategy based on cost-benefit analysis, legal
- -=~conziderations, and regulatory policy.

£. The heads of all departments and agencies of the

T "™ Federal Government shall organize and conduct their
communications security and emanations-security
activities as they see fit, subject to the provisions
of law, the provisions of this policy and other
applicable directives, and the decisions of the

. Tme—"subcommittee. Nothing in this policy relieves the
heads of the individual departments and agencies of
their responsibilities for executing all measures
required to assure the security of federal

TTTTT T telecomnunications and the control of compromising
emanations.
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467 FEDERAL SUPPLEMENT

UNITED STATES of America, Plaintiff,”
v.

The PROGRESSIVE, INC., Erwin Knol),
Samuel Day, Jr., and Howard
Morland, Defendants.

No. 79-C-98.

United States District Court,
W. D. Wisconsin.

March 26, 1979.

Findings of Fact and Conclusions of
Law March 28, 1979..

The United States sought a temporary
restraining order ta enjoin the publishers of
a magazine from publishing or otherwise
communicating or disclosing allegedly re-
stricted data contained in an article entitled
“The H-Bomb Secret; How We Got It, Why
We're Telling It.” The District Court,
Warren, J., held that publication of the
article would likely constitute a violation of
the Atomic Energy Act and endanger na-
tional security, and that a. preliminary in-
junction should therefore issue despite t.he
fact that it would result in a prior restraint
of the publisher’s First Amendment rights.

Preliminary injunction issued.

1. Records =31

Provisions of Atomic Energy Act would
likely' be violated if magazine publ'istler
were permitted to publish article describing
method of manufacturing and assembling
hydrogen bomb. 28 US.CA. § 1345
Atomic Energy Act of 1954, §§ 224(b), 232,
42 U.S.C.A. §§ 2274(b), 2280.

2. Records =31

As applied in proceeding by United
States to preliminarily enjoin publication of
magazine article describing method‘ c?f man-
ufacturing hydrogen bomb, provisions of
Atomic Energy Act were not unconstitu-
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APPENDIX 4—SELECTED CORRESPONDENCE
KEANCO HCEOF
NE

W EQS[Y | :
MIORRS AVENUE : . ; (Laguna
L){\”\\/NI NJO/OGS 10 June 1980 LOZ 2 ,Aegean Parx Press {Laguna 1ills, Ca.)

153 3,IEFE Journals and related publications
5% 1., Others

gx:.];.fichael Heyman, Cochairman
uolic Cryptography Study Grou
Cn'ancellox"s Offize, 200 Cahfgrnia; Hall . | “
University of California’ : In spite of this fact, no one at Cry;tologia Fagarzine or Aegean “ark ress

“ . Berkeley,.Califorria 94720
knew of the group's formation or existence, Further, when the editors

Sear-Drs f okt .
Sear-Dry Heyman;, of Cryptologia asked to have a representative appolnted to the comnittee, we

Pirst nk : : vips : T at - s
> let.me thank you for-allowin; me to attend the.second mee’ ing- were told that no additional funding was available. {7 see from the minutes

Oi: the Public Cryptograghy Group in ‘{ashington on 29 Hay of this year. of the second meen ng however that dddltmnal funding will apparertly be
I'am writing this letter ta make several comments which I telicwve may available for further meetings of the group.) )
a-zlthe .rjembex-s ‘of the commitbee this Summer in thefr delibeorations a The study group contains some very distinguished individuals, but,
well as o reiterate s

to reitarate some-of my comrcats ah themeeting for Wi - ritt. as, I think, most of them would admit, few of them have any knowledge of

record
cryptology. This is, in essence, like gathering a group of biologists to

It sUill seems -t s
to me-that. the compositian of the Study Grow.. itself . . ) _
- ) s®ss research in physics. Sone of the commitiee'’s memders are now, or

is not as representati.
ve as.it shoull be,. .Bec % j
t - -Because an ohjeet ol rour g 15 -
J four groups - - nave been, consulbants for NSA- this hardly makes them impartial as regards

study is to :
Y consider a system of prior restraint.on publication in the
cryptologic field,. it would th tnis matter. If we consider the seriousness of a coucept like prior re-
3- 4 then seem appropriate thnat-persons coing non- '
Jovernmer: R g s i ubli i i 2 societ it is seel inoe i
s tal crytologic research as well as iie publishers of rsh mecerial straint frr?m publication in a free socievy, it is seen to be inmnerative
: Shbieh soshomeiirial
should be.re s LArS 3 i ; wh i 5 . [1OnN-
presented-onthe sommitice. In this couwtry, the - i/lishd that persons conversant with cryptolopy and who, 1n addition, are non
. SV L AN
of crypt - s s 5 te
ypuologic related work is highly corcencrated with: the o eovernuental be included when the committee does its work.
-4 nitay

cIstribukk . N N . s - -
s ution. being approximately as Jellows: Although I appreciate the job HSA does for this cownury, io would

be a mistake to vest them with the power to prevent punhlization o naterial

Log 3
2 1.Cryptologia Magazine (Albien, Michigan)

that they corsider harmful, AS anyone who has dealt with the agency knous,

constantly refuses o declassify material which is of histarical interest

even after the eryptogranhic methods involved have ceased to Ye us

generations vefore.

N3A considers just about eveinghing related to cryptology sensitive. The ageroy
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In one case involving William Friedman, K54 classified a paper
which had been freely circulated throughout the world for 30 years,
One of the major allegations against one former NSA employee whoe was
sent to jail was that he took a copy of the Chinese.Telegraphic Code
and gave it to an unauthoriéed_individual. HSA had classified this

particular code as SECRAT although it was in commereial use throughout

the world, Prior to the ‘publication of David Kahn's The Codebreakers

hie director of NSA personally tried to prevent its appeareace through

appeals to the publisher, Kahn's took is a history, not a technical
treatise, and was based on publically available documents,

The idea that was put forth at the meeting regarding a eritical core

knowledge which should be subject to censorship is specious, Due to the

tremendously wide range of cryptographic sysitems in use at any given time,

almost any selected concept could be declared critical mnowladge. Further,

orne could justify the classification of such material merely on the grounds

that somewhere a related eryptographic system is in use,

As an illustration of some of the ideas involved here, I will give an

actual example, Enclosed is a message which was intercepted and solved

during World War I. The cipher method employed is termed columnar trans-

position. HNote that this document was classified as SHCRXT,

Let us inquire

Just what it is that is "secret" in this case, Is it the knowledze that

ciphers eanloying this method of ercipherment can be solvad? No. It was

common inowladge in 1918 that columnar transpositions were often solvable

by elementary methods. What is "secret" here is that this message was

intercepied and solved, Further it is importance that the Allies knew

the German Admiralty was using this particular cipher methnd,
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The assumption is, of course, that if country X learns there are
methods' of solving its cryptographic systems then those systems will
be altered, This is frequently not true., In one known example, the
defection of NSA cryptologists Martin and Mitchell to thae Soviet Urion,
exposure of NSA's success in reading the civhers of a number of IZuropean
nations did not lead to wholesale switches in eryptoyraphic systems,
For the third world natioens to alter their systems is even more difficult
since they are at the mercy of commercial manufacturers many of whose
devices are not all they should be. NSA gleens most of its cryptanalytic
results in breaking the codes and ciphers of these countries,
People who want high grade cryptographic protection will continue
to find means of obtaining it regardless of what is or is neot said or
published. Conversely, other people will continue to ermploy faulty
cryptographic methods éven if they are knnwn to be weak. I can'i sec
that this situation, which has held true for years, will ever al%er much.
The U.S, government itself probably gave away wmore computer cryptographic
"tricks of the trade" in publishing the Data Zncryption Standard (DES)

than all of the hardware and software venders even knew,

Best wishes,

Ci.pher A, Deavours ) ) )
Associate Professor of Hatnematics
Yew Jersey

Kean Colleye of

Copies: All committee members
’ Authorised Observers
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GENERAL EZADQUARTERS, AMERICAN EXPEDIT1ONARY FORCES

GENERAL STAFF, SECOND SECTION (G.2, A.€) (a.em)

(SISTRIBIVION »av) lay 16, 2918,

"ty following measags was intere +34

;t chesg_ﬂea.dq*mrte?s: ;f‘epted &t 1134 p.m., May 13th,
T LTHARK A"LTMARK 13 MAI 41 GRUPPEN

. ! . -

" EZLNS ‘”I/EUAG * HRLWY R3NDC -, ECNOA  AGIFK  FNFPE  O3GAA
«;@DE DMULR  RTHNA TOSON SNU'IK LNICP USUSS  HFERIN
-F2DF  HNRNE/ . FAEUN EMBAS. RTARR NUZRI  MGURE  KCOBT
CHOF ILTAN : 'NUAEEI EIODE DEHZK  GNTCH  WADU'G URSR?
,':ELL'R -, 1CAUY ZDMAF . ALCNL REULﬁ BESDH TENAH  DNUST
srsg '

It yields -to the nimple col'umna:: trans 6 11 ey 3
S - 8 8lits - [y J R
i reads as followst position - Hey 3-3-1-4-5,

i v Ty
+ A0 BORD . BEFINDLTICHEN LANDSTURMMANK WENZEL UND FRAU MARCARTTHE
SERMARY LELEA I'TCHT VON BORD LASSEN SCNDIRN DEUTSCHLAND ZURUECX

Rinoey KOHST‘}L;‘.T BENACHERICHTIGEN EMPFANG UND AUSFUEHRUNG DES

 FUKSPRUGHES SOFORT BESTAETIGEN AN ADMIRALSTABR 72"

'5'3 eddress nor signature -were given.
' < PRAISTAR IO,

1 col

29 mot ley Heservist Venzel and lrs. Iy sovet “uhrnsn Leles,
»Egti;ro on hoard, d%se@bark. but briong theghb&ck to Gernmony.
._u_-fy Consulate. Confirm at oance to the Admircliy Sioff
~’£ receipt and earrying out. of this wireless message.”
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DEPARTMENT OF THE ARMY
OFFICE OF THE JUDGE ADVOCATE GENERAL
WASHINGTON, D.C. 20310

REPLY TO
ATTEMTION OF:

14 MAR 1930

Honorable Richardson Preyer

Chairman, Government Information and
Individual Rights Subcommittee of the
Committee on Government Operations
Rayburn House Office Building

Room B-349-B

Washington, D.C. 20515

Dear Mr. Preyer:

During the testimony of Mr. Rene Tegtmeyer, Assistant Commis-
sioner for Patents, at a hearing before the Subcommittee on
February 28, 1980, he was asked for but unable to provide
information regarding the amount for which claims had been
settled under the provisions of the Invention Secrecy Act.

For those claims which our records reflect were settled in
whole or in part under that statute, the following information
is provided, in response to an informal request by your staff.
It should be noted that claims under the Invention Secrecy Act
generally are encompassed within a much more substantial claim
for infringement of a subsequent patent, and the secrecy order
damages frequently reflect a small part of the total settlement.

In 1946, the military departments settled an administrative
claim filed by the Massachusetts Institute of Technology for
use of an invention disclosed in a patent application which was
under secrecy order from 1942 to 1945. The invention pertained
to a servo-mechanism used during World War II. The Government
agreed to pay MIT a lump sum of $50,000 and to pay royalties
with a 50,000 ceiling to Sperry Gyroscope Corporation. The
Government received a release from the secrecy claim and a
paid-up license under the patent application and any resulting
patents.

In 1956, enactment of Private Law 84-625 resolved a request in
the nature of a claim by William F. Friedman. Friedman, an
employee of the National Security Agency and its predecessor
organizations, had made several inventions relating to cryptog-
raphy. All Government use of the inventions was authorized by
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its ownership of invention rights or its shop right license

in its employee's inventions. Friedman had requested payment
from the Government for the lost commercial rights in his
inventions, resulting from his inability to market the inventions
in other countries because of the secrecy orders imposed on the
inventions. Congress awarded Friedman $100,000 for those
commercial rights, with the concurrence of the Army.

In about 1959, a law suit by Dr. Otto Halpern was settled during
the course of litigation. Halpern's patent application relating
to radar was put under secrecy order in 1945 and remained there-
under until 1959. The claim for damages for use of the invention

while it was under the secrecy order was settled by payment of
$305,000.

In 1961, the military departments settled an administrative
claim filed by the International Telephone and Telegraph for
use of a radar invention. The invention was disclosed in a
patent application which was under secrecy order from 1941 to
1945 and which finally issued as a patent in 1957. The claim
asserted use resulting from disclosure incidental to the invention
secrecy process, infringement of the patent, and use of the
patent in foreign assistance programs. Settlement involved
payment of $1,000,000 for all past claims and a future license
for an annual ceiling of $300,000 for five years, reduced to
$200,000 for the following seven years.

In about 1964, litigation by Farrand Optical Company was resolved
by settlement and payment of $657,622.17 as damages and delay
compensation for use of an invention which had been placed under
secrecy order in 1949 and remained thereunder until 1954. The
patent issued in 1955. The damages were apparently computed

on the basis of the Government's procurement from 1950 until
1960.

In 1977, litigation by the General Electric Company was settled

by the Government. The case involved the Government's use of

a radar invention. The patent application was under secrecy

order from 1941 to 1945, and the Government's use of the invention
had been licensed in part. The claim for use during the period

of the secrecy order, for use of the invention incidental to
foreign assistance activities, and for infringement of patent
which issued in 1958 was settled by payment of $400,000. By
concurrent liconse agreement, the Government purchased a paid-up
license for future use of the patented invention for $875,000.

b
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iti i h Company was resolved

, litigation by Atlantic Researc _

i; izzzlement? The claim involved Governgentfuse 2363 Ego§§§4
i der secrecy order from
lant invention which was un to LaTat
i i t in 1977. The se el

ich resulted in an issued paten ) 1
?:301323 payment of $300,000 for past infringement ind secrecy
order damages and a paid-up license under the patent.

In 1979, the Air Force settled an administrative Clilgrgtéed
by McDonnell Douglas Corporation for use of algzggio droee
invention which was under secrecy order from 1990
Government paid $450 for a release from the claim.

The

i ding a copy of a newly

information, I am also forwar y
iﬁglngZd comparative study*on Methods Employed in NATO Countries
for Imposing Secrecy on Pa

pertaining to Defence.

tent Applications and Inventions

I hope this information will be useful to you.
Sincerely,

WILLIAM G. GAP
Chief, Intellectual Property

Division

* - -
Available in subcommittee files
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DEPARTMENT OF THE ARMY
OFFICE OF THE JUDGE ADVOCATE GENERAL
WASHINGTON, D.C. 20310

27 February 1980

Honorable Richardson Preyer

Chairman, Government Information and
Individual Rights Subcommittee of the

Committee on Government Operations

Rayburn House Office Building

Room B-349-B

Washington, D.C. 20515

e 271900

Dear Mr. Prey:r:

Reference is :ade to your letter of Febr

R : : uary 11, 1980 requestin

information on implementation and operation of the Invengion g
Secrecy Act, addressed to Dr. William J. Perry, Under Secretary

of Defense for Research and Engineering.

There are no recent statements or o
feasibility of the Act. The materi
gathered to provide such informatio
your request.

pinions on constitutionality or
als discussed below have been
n as is available in response to

Inclosure 1 is a memorandum prepared in this offic i i
admlnlst;ative claims activity under the current iﬁ&egtfgﬁszéggec
law and its predecessor. Attachment 1 to that memorandum lists tKe
?9 known c}alms in which Department of Defense agencies have been
involved since 1945. Attachment 2 is a table indicating the final

results of the claims Attachment 3 i
S . . is a memorandum i i
of claims in foreign-origin cases. regarding waiver

Inclosure 2 is a copy of the Manual of th

e Armed Services Advisor
Boa;d (ASPAB). sections ITI D and IV D are undergoing current oY
revision, as are several forms relating to Board procedure.

Inclosure 3 is a copy of the NATO A

y greement for the Mutual §
of Secrecy of Inventions Relating to Defence and for Which A
For Patents Have Been Made and the
Other international agreements are

afeguarding
pplications
Implementing Procedures thereto.

listed in Appendix G of Inclosure 2.

Inclosure 4 is a table showing ASPAB activity during recent years.
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Inclosure 5 is a table of the number of cases received from the
Patent and Trademark Office for review. Under 35 U.S.C. 184, an
inventor of an invention made in this country cannot file a foreign
patent application within six months of the filing of a U.S. appli-
cation without special permission. Experience indicates that the
median time for review of a patent application, to determine whether
a secrecy order is required, is about three months. Inclosure 5§
thus indicates the percentage of cases which could not possibly have
been reviewed within the six-month period because they were not
received within that period and the number which probably were not
reviewed in time, given the age of the application when received.
This delay is believed to be caused by personnel shortages in the
Patent and Trademark Office and the length of time taken to screen
and prepare microfiche reproductions of selected patent applications
for review by the defense agencies.

Inclosure 6. is a memorandum concerning the relationship of invention
secrecy activity to the Patent Cooperation Treaty. Under the current
regulation issued by the Commissioner of Patents and Trademarks, 37
CFR Part 5, there seems to be no conflict between U.S. law and the
treaty. So far, we have not had any experience with claims resulting
from lost treaty priority dates.

We are not certain how much additional time is required for annual
review for secrecy orders caused by National Emergencies Act. The
greatest amount of time is required from technical personnel familiar
with the technology, who must individually determine whether an appli-
cation should be retained under secrecy. Those personnel are scattered
through the military department field agencies. 1In the Air Force
which has the smallest number of cases under secrecy order, review

has always been performed on an annual or more frequent basis. Thus,
apart from minor paperwork requirements, there appears to be no
increase in Air Force workload. The Navy determined that its addi-
tional administrative workload required 1,885 manhours during calendar
year 1979, excluding the time of technical review personnel. The

Army field activity is undergoing a substantial change in its review
system, . and the additional workload cannot be determined. The ASPAB
Secretary spends approximately 20% of her time on increased paperwork
caused directly by annual renewal requirements.

I hope that this information will be useful to you.
Sincerely,

il D, :

6 Incls WILLIAM G. GAPCYNSKI

as Chief, Intellectual Property
Division

* Inclosures 2 and 3 available in subcommittee files,

2
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DEPARTMENT OF THE ARMY
OFFICE OF THE JUDGE ADVOCATE GENERAL,
WASHINGTON. D.C. 20310

27 February 1980

MEMORANDUM FOR THE RECORD

SUBJECT: Categories of secrecy order cases and related claims

1. Background The reci i
1 a . pients of invention secrecy orde
;:g:ﬁ:g gﬁr:gi?zi::r3iiusc 181 fall into a variety gf cat:;ories
c 1ir ative claim is likely to be a )
pends in part on the category i i of the ines
: i Y in which the owner of the i
tion fits. A claimant ma i a £ the
; i Y seek compensation for u £
invention res' lting from disclosur S eoreon’
i € as part of the secr
order process or compensation for damages caused by theeggcrecy

order. This memorandum i
OF those fagymeme discusses administrative claims in light

2. Attachments. Attachment 1 is a list of all secrecy order

;i:imgfizxglzigg ;hehDepaEtment of Defense known to this office
t ords have been retired, and the c )
various claims are based upon curr "£4 o5 shete pers
ric ent files or lo h
taining to retired files The i i ol
i ) . e information has b
by discussions with claims i T DD Sgenci
personnel in the other DOD a i
The tabulated results of the 29 known claims are given ?ﬁnﬁtizéh-

ment 2. A memorandum relatin i i i
contained at mrtamem rels g to partial waiver of claims is

3. In-house Government resea
eLn rch. Secrecy orders are not im-
g::ﬁgig: un;%a:slftedtpate?t applications filed by Governmégt
ies. batent application filed by the G
Ssecurity markings, it is handled b H 8 Trademeri TS
” A ’ the Patent and T
Office (PTO) in accordance wij Turs sodemark
with security requi
does not refer such cases to the defensg a oncies tor revsow O
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in abeyance until the application can be published as part

of the patent process. No administrative claim would accrue,
because the Government itself owns the invention or otherwise
is authorized to prevent publication of classified information.
This category makes up a substantial portion of all secrecy
order cases.

4. Government contractor research

a. Classified contracts. By contract clause, the con-
tractor is required to supply the contracting officer with a
copy of any patent application relating to the classified con-
tract and disclosing classified information. Upon receipt of
a copy of the application, the agency initiates action to obtain
a secrecy order. The PTO does not normally refer such applica-
tions to the defense agencies for secrecy review, but an occa-
sional application is referred before a secrecy request has
been received from the agency. In such cases, the PTO sends
only an abbreviated disclosure, calling the agency's attention
to the existence of an application relating to a particular
contract.

b. Classified information. If any contractor patent
application contains any classified matter, the contractor will
mark the application with appropriate security markings. The
contractor understands that a secrecy order will be imposed
because of the classified material. As in the case of Govern-
ment-filed applications, the secrecy order allows the PTO to
hold patent prosecution in abeyance from the time the applica-
tion is otherwise in condition for allowance and the time when
the contents can be published as an issued patent.

c. Unclassified material. If an application relating to
a contract does not contain classified material, it should not
be subject to a secrecy order. The agency primarily concerned
has determined that the subject matter is not of a nature that
requires classification. However, such applications do not
necessarily indicate on their face that they relate to Govern-
ment contracts. The PTO may pull the application as part of
its screening process and refer the application to another
Government agency for secrecy review. That agency may request
a secrecy order. On request from the contractor and upon co-
ordination between the agencies, such secrecy orders may be
rescinded quickly. If not, a claim would accrue.

d. Claims. Secrecy order claims involving contractor

research are rare. The owner of the patent application is already



742

working with the potential customer for the invention. The
permit routinely issued at the time of the secrecy order allows
the owner to disclose and attempt to market the invention to
other Government agencies. The actual cost of making the in-
vention has been borne by the Government, so the owner has

lost no investment. There is not likely to be any actual dam-
age to the contractor. 1In addition, the Government's license
rights in the invention allow royalty-free use of the invention
while the secrecy order is in effect. A claim by a Government
contractor is more likely to turn on a dispute whether the in-
vention in question is in fact a subject invention under a
Government contract.

5. Private research and development. This category includes
what is believed to be the smallest number of secrecy orders
but generates nearly all administrative claims relating to
secrecy orders. The patent application may be owned by a cor-
poration or by an individual inventor. Except as indicated in
f. below, the inventors usually intend that the invention will
relate to national security. These inventions involve weapons
Systems or other technology similar to the research done by
the defense agencies.

a. Classified information. Inventors obtain access to
classified information as part of their work on contractor re-
search or as Government employees. If such information is in-
corporated into a patent application, the application should
bear security markings. The classified material is frequently
inserted merely to illustrate the utility of the invention. If
so and if the ‘2 is a nonmilitary use of the invention which
would justify a patent which excludes the classified informa-
tion from the “ody of the patent document, it may be possible
to remove the classified information from a subsequent patent
application and avoid a secrecy order. The modified second
application mitigates the damages of the inventor and can avoid
the need for ‘an administrative claim. See the ACF and Lear
Siegler claims discussed in Attachment 1.

b. Sales to intended market. -As indicated, most inventors
in this category intend that the invention will be sold to the
Government. The defense agencies are the primary market for
explosives, missile guidance systems, and similar military in-
ventions. At the time the secrecy order is issued, the inventor
usually receives a permit allowing disclosure of the invention
to Government agencies potentially interested in the invention.
The applicant may sell to the Government the product to which
the invention relates or may receive development contracts as
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a result of the applicant's knowledge acquired in the course

of making the invention. On petition, the appligant may also
obtain special permission to disclose the invention to other
parties for marketing purposes, if the disclosure does not
conflict with the underlying reasons for the secrecy order.

In these cases, a claim would accrue, but it would not be likely
to be asserted. The applicant has achieved the desired market
for the invention. When the secrecy order is finally rescinded,
the owner still has the full 17-year patent life to continue
exclusive marketing of the invention.

c. Foreign applications. The United States has agree-
ments with the NATO countries and with Sweden and Australia to
allow cases which are under secrecy order in the United States
to be filed in those countries and receive protection in those
countries similar to that provided in the United Statest An
applicant can petition for a permit to file an application ig
those countries. Such foreign filing will mitigate the appll—
cant's damages. When the secrecy order is eventually rescinded,
the applicant will have foreign rights. If the.owner of the
application wants to sell the invention to fore}gn Governments
while it is under the secrecy order, he can petition for a per-
mit as discussed in b. above. Generally, the procedurg fo;
obtaining permission to file a foreign patent application is
easier than obtaining permission to export other kinds of tech-
nology or information under the Arms Export Control Act.

d. PFailure to gell the invention. If the Governmen?, as
the primary potential customer, is not interested in.the inven-
tion, the owner of the application may file a claim in an effort
to recoup his investment or obtain anticipated profits. The
Government's lack of interest is frequently the measure of the
value of the invention in such cases. If there is no willing
customer for the invention, it has no value. The damages be-
come nominal. Such "paper patents" are common in the patent
system. They are not successfully exploitable.. If the owner
had reasonable opportunity to market the invention and was
unable to make a profit because the invgntion is worthless,
the secrecy order has not caused recognizable damages.

e. Use of the invention

(1) The exclusive rights of a patentee are normally
limited to the l7-year period from issue of the patent until
its expiration. There is no statutory liability for unautho;— )
ized use of an invention which is described in a patent application.
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The Inventior Secrecy Act extends the rights of the owner of
the patent z:plication to cover use of the invention by the
Government prior to issuance of the patent, if such use re-
sulted from cisclosure of the invention during the secrecy

order process. (The Farrand Optical Case discussed in Attach-
ment 1 is an exception to this statement.)

(2) Actual use of the invention by the Government has
been the real measure of the value of the invention and extent
of injury to the owner of the patent application. 1In every
case listed in Attachment 1 in which a claim has been resolved
favorably to the applicant, whether at the administrative level
or during litigation, the amount of damages has been predicated
on the amount of use of the invention by the Government. Fre-
quently, use during the term of the secrecy order has been
combined with use after issuance of the patent in determining

the amount of damages. When denied, the denial of the claim
appears to have been based on:

(a) Lack of any Government use of the invention;

(b) Lack of validity of the issued patent or the
claims in the pending patent, in effect asserting that the
Government used technology that was in the public domain; or

(e¢) Assertion of a prior right allowing royalty-
free use of the invention by the Government.

£. The surprised inventor. Occasionally, a secrecy
order will be imposed on an invention which the inventor did
not intend the invention to have military implications, as in
the Nicolai claim discussed in Attachment 1. The application
falls within 2 broad category of inventions having potential
effect on the national security. In some cases, the inventor
may be able to establish that the secrecy order should be
rescinded, thereby avoiding the need for a claim.

6. Foreign-¢:-igin applications. Under the same international
agreements which allow United States inventors to file foreign
applications while a secrecy order exists in the United States,
discussed in 5c. above, foreign applicants can file applica-
tions in the United States, Such applications are accompanied
by a request from the applicant or the Government of origin for
imposition of a secrecy order in the United States. As in-
dicated in Attachment 3, most of these applications involve an
automatic waiver of any claim for damage except that damage
resulting from use or unauthorized disclosure of the invention
by our Government. The Homa claim discussed in Attachment 1

is the only known claim in this category.

A ///%;
H. M. HOUGEN
Lieutena Colonel, JAGC

Army Member, Armed Services Patent
Advisory Board
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26 February 1980
ADMINISTRATIVE CLAIMS INVOLVING INVENTION SECRECY ORDERS

The following information has been obtained from a review
of current administrative claims files and older log sheets
maintained in the Office of The Judge Advocate General
Department of the Army. The information has been augmented
by reports from the Department of thg Navy, Department

of the Air Force, and National Security Agency. It is
believed to contain most claims relating to invention
secrecy which are currently pending'or have been resolved
by Department of Defense agencies since 1945.

ACF Industries, Inc.

A claim against the National Security Agency (NSA! resulted
from a secrecy order imposed on a pateng appl%cat1on
prepared by former NSA employees. The.lnventlon, a
synchronization device usable on classified encryption
equipment, did not itself require a secrecy order. _The
secrecy order was imposed because the application discussed
the classified equipment used by NSA and known to the
inventors by reason of their prior employment. An NSA
offer to allow a related application to avoid a secrecy
order, if the discussion of classified equipment were
expunged from the application, was disregarded. The claim
is pending at NSA.

Colonel William F. Friedman

A Government employee who made a number of encryption
inventions filed a claim for invention gecreC{ damaggs.
There were serious employee invention rights issues in

the claim. The matter was resolved by enactment of Private
Act 84-625, May 10, 1956.

Robert W. Heineman

A Government employee claimed ownership of a patent ]
previously assigned by him to the Govergmen?. The claim
was denied. 1In subsequent, pending litlg§t1og, the employee
alleges secrecy order damages as well as infringement during
the time the invention has been owned by the Government.

Norman A, MacLeod

The inventor of an anti-personnel mine filed an invention
secrecy claim. It was denied in 1961, because the
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Government had obtained a royalt i
; . : y-free right to use of
the invention under pPrior Government contgacts.

Meyer Piet and Futurecraft Corporation

A secrecy order claim was denied in 1958 be
cause of
Government property rights in the invention.

American Standard, Inc.

The claimant acquired the assets of anoth
er compan which
énciuded several patent a?plications relating to exéryption
Aggng;s. ngcla%mt;s ?endlng at the National Security
. e o e inventions appare
Government contracts, pparently were made under

Atlantic Research Corporation

An administrative claim was filed for use o

propellgnt while the application was under ﬁ :eggggstorder
The'c}alm was denied for technical reasons concerning the )
Yalldlty of the patent claims and an apparent license right
in the Government. Suit in the Court of Claims resulted

in a $§00,000 settlement, based on actual use of the
invention before and after the patent issued,

Farrand Optical Company

An administrative claim for use of a hemispheri i
involvegd use of the invention prior to thepsec;:csoggdZ;ght
and after issuance of the secrecy order. The claim wasg
termlpated by litigation. See Farrand Optical Co., Inc.

V. United States, 325 F.2d 328 (2d Cir. 1963). The suit
;esuited in settiement. The facts indicated a breach of
1mpl%ed contract rather than a true secrecy order problem
The inventor's disclosure was not related to the secrecy )
process, and_the existance of the secrecy order merely
served as a jurisdictional vehicle for the court.

General Electric Company

The claim involved a radar patent The th
T volv . rust of the claim
glleged 1nfr§ng1ng use of the patent, but there was an
issue invo%v1ng a secrecy order. The case was eventually
::gtled préor to trial in the Court of Claims, and the
recy order issue was resolved
eTeioy orc as part of the overall

2
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General Tire and Rubber Company

A secrecy order claim by General Tire and Rubber Company
was denied in 1962 for undetermined reasons.

Goodyear Aerospace Corporation

Goodyear filed a claim for alleged use of a lightweight
armor invention while a secrecy order was in effect, as
well as for infringement of the subsequent patent. Among
the reasons for denial of the claim were lack of use of
the invention and absence of damages cause by the secrecy
order. The case is now pending in the Court of Claims.

International Telephone and Telegraph Corporation

An infringement claim filed by ITT was settled in 1962.
A portion of the claim related to invention secrecy.

Lear Siegler, Inc.

Lear owned three patent applications relating to proximity
fuses and detection systems. After imposition of a secrecy
order, one of the applications was redrafted at the
suggestion of the Government, so as to avoid a subsequent
secrecy order, and filed in the United States Patent and
Trademark Office. Over several years, Lear received
research and development contracts from the Air Porce and
the Navy to develop these inventions further., Eventually,
the military departments decided that they had no further
interests in adopting the invention. Lear then filed
administrative claims against the military departments.
Because there had been no unauthorized use of the inventions
by the agencies, Lear had only a claim for damages caused
by the secrecy orders. The agencies determined that the
owner had not established the existence of any compensable
injury, and the claims were denied. The claimant has
subsequently brought suit in the Court of Claims.

Massachusetts Institute of Technology

An invention secrecy claim was settled in 1951.

Mcbonnell Douglas Corporation

An administrative claim against the Air Force was settled
in 1979 on the basis of the single infringing use of the
3
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invention. The portion seeking recoupment of lost
investment caused by the secrecy order imposed by of the

British Government has been
that Goveouernme referred for settlement by

Solar Aircraft Corporation

A claim for infringement and secr
] ; ecy order damages was
denied by the Air Force, for undetermined reasons, in 195¢.

Subcom, Inec,

A secrec: claim for 'a range and i
is pendin- with to Navy.g depth detection system
Howard r. aiken

A secrecy order was imposed on a
. i cryptography inventi
gn peha;f of the National Security Agency.p ¥he clai;OSas
enied in 1971 for undetermined reasons,

Emil J. Bolsey

322032252§::égff?§ glectfo-optical device relating to aerial
: led a claim for damages cause b a s
order and by infringement of the subsequent pategt. ;g:ecy

The Air Force, which imposed the Secrecy order,

working on other aspects of the claim. '8 currently

Eugene Emerson Clift

A claim for alleged use of an inventi
r on while a se
order was in effect was denied in 1970, for lack ogrgﬁgh

use. Litigation against the Nation i
pending in federal court. 2l Security Agency 1s

David Frales

Tpe inventor of an energy detection system f£

g;;hdrew a secrecy order claim in 1965. -Theiigsei:gr's
bylih:e3:¥§d theic}alm in 1978. -The second claim was denied
o ous military department in 1979 and 1980, for

ack of govgrnment use of the invention and lack of'
substantiation of any damages caused by the secrecy order.

4
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Dr. Otto Halpern

A claim relating to an anti-radar invention was denied

for lack of Government use or other damages. The subsequent
litigation (Halpern v. United States, 258 F.2d 36 (24 Cir,
1958)) resulted In settlement with the inventor.

A Canadian inventor filed a secrecy claim for an electronic
device., The United States secrecy order was imposed upon
request of the Canadian Government, because of a prior
secrecy order imposed in Canada. The claim was denied

by the Navy in 1971, for non-use of the invention.

Eugene Maynor

A secrecy claim relating to a rocket motor was denied in
1950, for undetermined reasons.

David Pelton Moore

In 1966, the inventor of an explosive compound asserted

a claim for infringement of the patent., The claim was
denied in 1967 for lack of Government use of the patented
invention., Moore later brought action in the Court of
Claims. The secrecy order, which had been imposed in 1956
and rescinded in 1957, was not asserted as a basis for
action until Moore's Second Amended Petition was filed

in the Court of Claims in 1975. That case is still pending
in the Court after a long series of delays by plaintiff's
counsel, The secrecy order does not appear to have been
a serious issue in the case, despite its mention in the
petition.

Carl Nicolai

Private inventors (one of whom is believed to be a
Government employee) were working on commercial encryption
of computers. The patent application was placed under

a secrecy order because of the relationship of the invention
to technology of concern to the National Security Agency
(NSA). During a major media attack on the secrecy system,
the secrecy order was rescinded, before the invention was
placed in condition for allowance by the Patent and

5
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Trademark office, Thus, the patent was never withheld,

and there were apparently no injuries caused by the secrecy
order. The Army denied the inventors® claim for $2.5
million on the basis that their patent hag never been
withheld, so they had no standing to make a claim. There
has been no Army use of the invention. The claim is pending

Marion B, Robinson

A claim relating to a Projectile was denied in 1952 for
undetermined reasons. The case was the subject of

A secrecy order claim relating to a radar guidance system
was denied by the Army in 1970, for lack of injury. "a
subsequent clainm of infringement of the issued patent was

et ol
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RESULTS OF ADMINISTRATIVE CLAIMS FILED WITH

DEPARTMENT OF DEFENSE SINCE 1945

Pending claims

Settled claims

Settled by DOD . .
Settled by private relief bill

Denied or withdrawn claims
Settled during litigation
Litigation favorable to Govt

Litigation pending
No litigation

TOTAL

[« E R )

20
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DEPARTMENT OF THE ARMY -
OFFICE OF THE JUDGE ADVOCATE GENERAL
WASHINGTON, D.C. 20310

18 JAN 1935

MEMORANDUM FOR MEMBERS, ARMED SERVICES PATENT ADVISORY BOARD

SUPJECT: Waiver of Claims in Foreign-origin Cases

iéveizzjffn flll:g Eermits issued to US inventors provide that the
use of the permit constitutes a wai i i i
A ; ver, if waiver is
E:qulredt§y aireement with the receiving country,,of any claim for
mpensation for damages caused b i iti
c o Y mere imposition of a
in the receiving countr i  remmiting t
b y. This does not apply to dama i
Lv-ng doe ges resulting fro
zizszf th; imvzntion ?y thg receiving government or unauthorized d%s- "
re of the ‘avention within the foreign country. The inventor's

Tight of acti:n against
sefrecy order Te §naffec€2§.us Government for damages caused by the US

:éingng:rt:11;tiial'agreements, such waiver applies to US~origin cases

€ Iollowing countries and to cases comi

t 0 ; d ming from the same
countries under a US obligation to impose secrecy on the US application:

Australia
Belgium
Denmark
France
Germany
Greece
Netherlands
Norway

In addition, U§-?rigin cases forwarded to France and Norway require a
separate, specific waiver statement from the inventors

3. There are no waiver provisiors i x agreeme w
p ™ in the bilateral greements with

4. NAT
rov?ge hA;O Agreement.uqder which we operate with the following countries
p ides that the receiving country is entitled to demand a waiver:

‘oLUﬂQMQ
%

)

o
LYERN

ERICAY
W e R

2

7754910

R

753

3§ JPN 195

Canada
Luxemburg
Portugal
United Kingdom

We have not had a practice of demanding any such waiver on incoming cases
from these countries. To my knowledge, there has been no requirement
from these countries for such waiver on US-origin cases.

5. Recent correspondence from the inventors in a UK-origin case highlighted
the potential problem. In that case, the inventors threatened a claim

for damages caused by imposition of the secrecy order. The Lear Siegler
case in the Court of Claims is the first known litigation in which mere
secrecy order damages, without any alleged use of the invention by the
Government, has been the only basis for action. The time has come to
consider whether the US Government should require a waiver on foreign-origin
cases from the four countries listed in paragraph 4 above. Canada and the
United Kingdom present the only real invention secrecy activity among the
four.

6. At the time the NATO Agreement was adopted by the US, there was serious
concern about the absence of an automatic waiver provision, but several

of the countries objected to revision of the agreement. The ASPAB con-
sidered the liklihood of a damage claim based solely on the imposition of

the secrecy order as being remote. Correspondence from this office indicated
concern with the paperwork involved in obtaining a specific waiver, but it
appears that explicit waivers were considered to be desirable.

7. It is probable that the UK and Canada might ask in turn for waivers
from our nationals if we ask for waivers on cases originating in their

countries.
llwllﬂ%
H. M. HOUGEN

Lieutenant Colonel, JAGC
Member, Armed Services Patent
Advisory Board
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ARMED SERVICES PATENT ADVISORY BOARD

Activity in Review of Cases and Imposition and Rescission of Secrecy Orders

Number of

1623
1787
1562

1433
1623
1326
1332

1248
1563
2080
1446
1155
1488
1334

1043

1077
913

1358

1131

786

Patent Applications
Reviewed in DOD*

Number of " Number of

Secrecy Orders

Imposed by DOB

74 52
61 156
78 118
57 72
74 52
68 85
44 79
51 82
58 96
49 61
60 62
64 107
82 113
59 53
61 65
67 76
24 147
53 66
83 159
59 . 47

Secrecy Orders

Rescinded by bop

:oes ;o: ;nclude classified patent applications filed by the Government or by Government contractors
re placed under secrecy order by defense agencies without referral from the Patent & Trademark Offiée

vSL

.ARMED SERVICES PATENT ADVISORY BOARD

Tables of (ases Received for Review 3 or More Months After Filing Date

Total Cases
Received For
Review

1369
1743
1751
1514
1487
1333
1267
1322
1530
2238
1390
1200
1631
1242
1150
1152
1103
1272
1021
758

Number 3 Months
01d or Older
When Received

67
106
102

39

25

33

50

55

69
400
55
48
50
59
.47
46
67
187
119
333

2 of " Number 6 Months % of
Total 0ld or Older Tota}
‘Received ' - When Received Received
4.60 7 0.51
6.08 4 0.23
5.83 7 0.40
2,58 9 0.59
1.68 9 0.61
2.48 1 0.08
3.95 8 0.63
4.16 13 0.98
4.51 19 1.24
17.87 35 1.56
3.96 19 1.37
4.00 17 1.42
3.07 14 0.86
4.75 18 1.45
4.09 14 1.22
3.99 7 0.61
6.07 8 0.73
14.70 - 27 2.12
11.66 19 1.86
43.93 40 5.28

GGL
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"RTMENT OF THE ARM e
OFFICE OF THE JUDGE ADVOCATE GENE\R,AL .
WASHINGTON. B.C. 20310

3 May 1977

Commissioner of Patents and
Washington, p.cC. 20231 Tradenarks

Dear Sir:

The proposed rule changes to im
: S plement the pat
g:gﬁgiatign freaty, pPublished in 42 Federal Resgzter 2632
memberg of,th977, have begn reviewed and.discussed_by the’
Thaers of e Armed Services Patent Advisory Board (ASPaB
owing comments result from that discussion, &

The proposed changes to 37 CFR S
regire a foreign filing license
gspélcatlons which dc not corres
ates national application, even fo i
‘ : ; 1 0 r those inte i
app}lcatlggs'tohbg filed in the United States REEZ?S;g;al
€0 Submit an advance copy ot his torecant Yould be requires
U t : S 1ntended internati
application for review prior to filj there s
be'no taemrireiplS o ; lling, because there would
: S erence in the Patent d
Office nor any microfiche o lable gopark
f ) r other co availab
Circulation and review under el Tey reviior
Present security revi
proigdurgs. Thus, that copy of the intendedy terna
application would be reviewed first by the L

ections 5.1 and 5,11 would
for all international
pond to a prior United

of time in obtaining his priority date.

Under Ehis proposed procedur

: e there ini
subject'matter, such as a numbered ntane bo 79 definite
upon whlc@ a secrecy order could b
that the invention does affect nat

language of 35 y.s.c. 181 gives thlonal security. The

e Commissioner

157

DAJA-PA
Commissioner of Patents and Trademarks

authority to place secrecy orders only on applications
for a patent. There is no statutory authority to place

a secrecy order on an invention which is represented only
by an intent to file a foreign application combined with
a request for a license. The provisions of proposed 35
U.S.C. 368 make the provisions of Chapter 17 of that Title,
including Section 181, applicable to international
applications; under the proposed rules, no international
application would be in existence at the time of
consideration for a foreign filing license. The ASPAB
does not provide a suitable mechanism for subsequently
monitoring cases which have been denied foreign filing
licenses, without the existence of a secrecy order and
an application for subsequent ASPAB review. Moreover,

“the remedy provided by 35 U.S.C. 183 for damages resulting

from a secrecy order would not apply to the denial of a
license.

The applicant could circumvent the delay in obtaining a
priority date by first filing a United States national
application, asking for an international-type search, and
filing a subsequent international application more than
six months after his United States application has been
filed, claiming the Convention priority date. This
procedure would be cumbersome and demanding of excess
paperwork.

It appears that the proposed rules take too restrictive

a view of the Patent Cooperation Treaty and the implementing
statute. Article 27(8) of the Treaty provides that the
Treaty and implementing Regulations should not be construed
to limit the freedom of any country to apply measures deemed
necessary for the preservation of its national security.
Rules 22.1{(a) and 22.2(d) of the Regulations under the
Treaty contemplate a national security review of an
invention while the international application is in fact

in the hands of the Receiving Office, during a 13-month
period after the international application has been filed.
such delay for security review does not cause an applicant
to lose his priority filing date. In addition, Rule 22.1(a}
permits a Receiving Office to refuse to transmit an
international application to the International Bureau if
the transmittal would be detrimental to national security.

The implementing statute, 35 U.S.C. 368, provides that

2
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DAJA-PA
Commissioner of Patents and Trademarks

the international application will be subject to licensing
and security review; that language presupposes the existence
of .an .nternational application which has been filed in

the Uni-=2d States Receiving Office prior to such review.

It furtaer provides specifically that the filing of an
international application in a country other than the United
States =:hall be considered to constitute foreign filing

fer the ~urposes of Chapter 17; the obvious corollary is
that the statute contemplates that an international
application on file in the United States Receiving OQffice
should not be considered to be a foreign filing. Finally,
the statute discusses treatment of an international

. application in the United States Receiving Office prior

to the time that a license for foreign filing is denied

or a secrecy order is imposed. Therefore, the international
application would have to have been filed in the United
States Receiving Office prior to the existence of a foreign
filing license and prior to secrecy consideration in orderx
for the statutory language to be meaningful.

It is therefore urged that the proposed rules be changed

to permit the United States Receiving Office ‘to accept
international applications without prior issuance of a
foreign filing license, even though no corresponding United
States application is on file, A simultaneous reguest

for a foreign filing license should be required. The
international application could then be reviewed for
licensing consideration. If the invention is not on the
Patent Security Category Review List, the license could

be issued immediately, and further processing of the
international application could continue. If the invention
is on the Category List, the applicatior could be duly
circulated in microfiche form to the appropriate defense
agencies for normal security review. If a secrecy order

is required, the order could then be placed on the
identifiable international application, and the license
request could be automatically denied, The applicant could
file a corresponding United States national application

and seek modification of the secrecy order to permit
subsequen* filing of selected foreign applications. The
United St:_es Receiving Office could defer transmittal

of the international application to the International Bureau
or the International Searching Authority of Washington

for twelve wonths pending review without causing any loss
of priority for thc applicent.

3
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DAJA-PA

commissionetr of Patents and Trademarks

S 4 m o] propose i 1
u te amen a rules and a sectiona
gges 4 dinents t the rop .
ana' 1 ysS is are attached . These amendmeuts WO\lld rel le‘ ve
the ](:enS]'n L view burden on the Patent and I[ade.“ark
i g evie urde

fEic and defense agencies and should be more SatlsfaCtOfY

(o] ice

to applicants and the patent bar.

a brief oral presentation

i ke
1 reguest the opportunity to ma 2 D e on Hay e bsiy

of this matter at the hearing to b

Thank you for your consideration.

Sincerely,

’

/ e
i :\!‘""/"l' { N pn
H.M. HROUGE®
Lieutenant colonel, qAGC
Chairman, Armed services
patent Advisory Board

2.1nel i d Rules
Changes 1n Propose i
;. Sect?onal analysis of Changes





