




































































































































































472 

Mr. BUTLER. I think you told me the number. There are only two 
of them? 

Mr. SCIASCIA. Two applications, and they are charged to the Air 
Force as being under seal by Air Force. 

Mr. PREYER. Will the gentleman yield? 
Mr. BuTCR. Yes, certainly. 
M.r. PRE'· :m. For a question or two along that line. Must the 

sealing rer·'.~cst be made through ASPAB? 
Mr. ScrA~CIA. I would like to have the Air Force representative 

answer that, since they are both his cases. Mr. Singer. 
Mr. PREYER. I understand that there is a current sealed applica­

tion that went directly from the DOD head of research Dr. Perry 
to the Commissioner of Patents and that ASPAB for ~ver a yea~ 
was unaware of it. I wonder if that is the case and how that 
happened. 

Mr. SINGER. We were not totally unaware of it, but it is true that 
Dr. ~erry ?id re9uest the Commissioner of Patents to place that 
particular mventwn under seal. It happened to involve a Govern­
ment contractor development, and it was an Air Force develop­
ment. 

Mr. PREYER. Do we need to clarify the delegation of authority 
from the Secretary regarding these sealing procedures? 

Mr. SINGER. There have been so few cases placed under seal that 
they have been handled on an individual basis. 

I might add the other case that is under-seal is of British origin 
an? . was placed under seal by my office at the request of the 
Bnbsh Gov~rn~ent. It involved a joi!l~ U.S.-British development, 
but the apphcatlon was filed by the Bnbsh Government. 

Mr. PREYER. How old are those two applications under seal? 
Mr. SINGER. One application was placed under seal in 1977 and 

the other in' early 1979. 
Mr. PREYER. Thank you. 
Mr. BUTLEI~. One more question. Prior to that had there been 

none sealed. Has it been used with any fr.equency at all? 
Mr. SciASCA. Not to my knowledge that I know of. 
Mr. SINGER. I am not aware of any other applications that were 

placed under seal during my 20 years with the Air Force. 
Colonel HouGEN. Sir, I know that there were two sealed cases 

that were removed from sealing about 4 or 5 years ago, and I don't 
know how long ago they were put under seal. They were British 
origin cases, incidentally, that were under seal at the request of 
the British Government. 

Mr. BUTLER. You removed the seal? · 
. Colonel HoUGEN. Removed them from seal and they went back mto the--

Mr. BUTLER. Did the secrecy order remain in effect? 
Colonel HoUGEN. So far as I know, the secrecy order was re­

moved at the same time. That is my memory, but this is dealing 
back about 4 or 5 years. 

Mr. BuTLER. I thank you. 
I yield back, Mr. Chairman. 
Mr. PREYER. Mr. Evans? 
Mr. EvANS. I have no questions, Mr. Chairman. 
Mr. PREYER. Does counsel have any followup questions? 
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Mr. INGRAM. Yes, Mr. Chairman, one area I. wou~d lik~ to focus 
on. That involves carbon fiber tech.nology, wl?-Ich-It stz:Ikes me­
presents the balance that ASPAB .I~ faced w~th ~ost directly, an 
item which has both military and civihan apphcatwns. . 

Briefly as I understand it, the carbon fiber technology mvolves a 
lightweight, high shrink material which ca~ replace steel or ~lu­
minium. It can be used in aerospace, spoz:tmg goods, automotl':e, 
industrial aplications, but has ~ very se_nous drawback; that Is, 
that when it is subjected to heat m a fire, It breaks_ down. 

Polyurethane will drop out, .and you ar7 .left With these carbon 
fibers which have a high electrical conductivity, and then they pose 
a hazard to electrical equipment. 

As I recall there was at least one instance where a plane had 
crashed whi~h was composed of this material, and may or may not 
have kn'ocked out some communications at an airport as a result of 
the crash. . · 1 h 't b ks 

There is also some concern that th1s materia , Vj en 1 rea 
down in a fire, might pose a hazard to computer eqmpment. 

Are you aware or coul~ you sk~tch out for us the Department of 
Defense's involvement with a review of carbon fib~r te?hnol?gy an~ 
whether any current secrecy orders are outstandmg m this area. 

Mr. SciASCIA. Could I confer with my colleagues for a moment? 
Mr. INGRAM. Sure. h' 
Mr. SciASCIA. None of the members of this boar~ know anyt mg 

about this type of situation that you are referrmg to as carbon 
fibers. As to answering your questio~, do we haye any under secre­
cy orders, what I would like to d~ IS. be permitted to send you a 
written response later on, after reviewmg our o~ders. . 

At this point in time we have no recollectwn of any area m 
carbon fibers that would involve secrecy orders, or of any .great 
import that would require any secrecy orders, but I would hke to 
send to you a written response to that matter. . . 

Mr. INGRAM. But in your collective memory this was not an Issue 
presented before ASP AB? 

Mr. SCIASCIA. Never to my knowledge. . 
Mr. INGRAM. I find it curious because there has been an ongomg 

review involving Public Health Service, NIOSH, OSHA, EPA, DOT, 
Commerce, NASA, and I am informed parts of the Defense Depart­
ment and CIA on this issue for at least 2 years. 

Frank Press' office had gotten involved and the B~r~au of Na­
tional Standards had gotten involved and, as I sa~, It IS a~ .area 
that has incredible commercial value, but there IS the. military 
hazard that I mentioned earlier. It strikes me as curiOus that 
ASP AB has not played a role in that area. 

Mr. SciASCIA. To my knowledge, we haven't. As a selected area, 
it may have fallen somewhere for review, but I would have to look 
into our records on that. 

Mr. INGRAM. Thank you. 
[The information follows:] 
There have been no requests from the Department of Defense to classify patent 

applications surrounding carbon fiber technology. In fact, m~st carbon fiber produc­
tion technology is proprietary in nature rather than patent disclosed. 

Mr. STURGES. Mr. Sciascia, with respect to answers to a number 
of questions, does your answer on the Central I~telligence Agency 
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mean that the CIA is an agenc d th 
requesting secrecy orders on its oJm un ~~ t'e act for purposes of 
agency? app Ica Ions, but not a defense 

Mr. SciASCIA. That is right. 
Mr. STURGES. Such that it could t 

someone else's application? no request a secrecy order on 
Mr. SciAsCIA. That is right. 
Mr. STURGES. Given that I ask Col 

the practice for the CIA w'hen it ~~~ 01s onel Hougen why, then, 
to defer to ASPAB for seer s I own patent application is 
was class~-~'ied? ecy order purposes, where its application 

Mr. Scr.'.SCIA. I will let Colon I H 
office"processes all those cases e ougen answer that because his 

Colonel HouGEN The v · · 1 . 
patent attorneys ~nd theer~ SIIp-P e .answer IS that the CIA has no 
application is. They are p;ep~~~ fo~I\h um~rsihnd what a patent 

For many years in the t em Y e contractors now 
tions for them based on intb~!ta~~~ ~~ce prepared patent applica~ 
patent attorney, patent counsel for they gA: us. We duly acted as 
we have continued to so act. em. a matter of custom, 

Mr. STURGES In connect' 'th th 
the ASP AB m~etin _ IOn w~ . e CIA, there was discussion at 
tember 1948, not ve~y d~!A~ot~hi~1 ~rd~at~s lou slightly-in Sep­
taking certain activities with ;espect t~n. ICa ~· the CIA was under-

The board thought it would mven Ion secrecy. 
could be coordinated with its owS:.e ';"~~~~er ~h<;>se CIA activities 
same meeting at which ASP AB h ac Id .~s. his occurred at the 
Navy Patent Advisory Board. c ange I name from Army and 

Ht. a.~~ you any historical knowledge ac IV1v1es were? or guess as to what those 
Mr. SciASCIA. Not I. 
Colonel HouGEN. Nor I. 
Mr. NIEMAN. Nor I. 
Mr. STURGES. With respect to t' N 

~hat a~ explanation of the so-caftds 5.-on °· 4, you have indicated 
m antiquity. We have asked the p rea[ o1fi appears to be lost 
datt:rmine what that rule was and e hat ~nil ICe wh~ther it can 

Given the strike-out on that w a o owed from It. 
rule, whict is the statutory aufh:~ .flefue t t~l us about the 3-year 
the 19th century. What do ou d I Y. ~ as been around since 
th Mr. Sci.A~CIA. The 3-year r~le is od:~~~li Whfis duo syou need it? 

at proVIsiOn provides that a t t . r~m · .C. 267, and 
the Government and also th P~ en ~pphcat10n must be owned by 
im~rtant to the' armament a~d Id:r!~on must be .such th9:t it is 
proVIde for the agency to dela t ki e of

3
the Nati?n, and It does 

statutory 6 months to respond to~ pate nf Of;rears .mstead of the 
To clarify it let us sa th N a n 1Ice action. 

Patent Office 'examines ~t :end~~ filest a bate~t application. The 
Office action, and then n~rmall s ou . w at IS called a Patent i 
~ents you have 6 months t y accdrdmg. to statutory require- ~~ 
~ndica~es that the Governmen~ c~~)0k to tit 3but the U.S.C. 267 . 
mg to It. a e up o years for respond-

Now, I don't know the 1 · 1 t' h' 
the use of it-and here agat:i :~v: Ik~ory to bethat, but as far as 

pea mg on half of Navy-we 
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use it, but in very rare situations, and usually it is used in those 
instances where we have received a Patent Office action, which has 
rejected claims, and sometimes there are objections to the subject 
matter of the application as being incomplete. 

The information for us to be able to respond in a timely manner 
to that Patent Office action within the 6 months cannot be done 
because of additional information we may have to require, tests 
that may have to be conducted, or the inventor is not available to 
us at that time, so we request that it be placed under the 3-year 
rule to give us more time. 

Now, this does not necessarily mean that we use all of the 3 
years. Many times we will file a response within maybe 8, 10, or 12 
months, but here again this is used on the average at least in Navy 
in about two or three cases a year, if that many. 

Mr. STURGES. How about the Army and Air Force? 
Colonel HouGEN. In the 5 years that I have been in our office, 

the sole delegee of the Secretary of the Army authorized to put a 
case under the 3-year rule has not put any cases under; so for 5 
years it has been zero. I would assume that is probably true for 
some years before that. 

The Korean war is probably the last time the Army really was 
involved. In time of war, patent prosecution gets a very low prior­
ity. 

Mr. SINGER. I have had responsiblity for the patent prosecution 
effort of the Air Force since 1973, and I am not aware that we have 
used that statute. 

Mr. STURGES. The code section covers applications which are 
owned by the Government. That also, though, embraces the situa­
tion in which the application is assigned to the Government, isn't 
that correct? 

Mr. SciASCIA. Right. 
Mr. STURGES. A closing question now. There are about 3,500 new 

and renewed secrecy orders in existence right now, which appears 
to be the lowest number since the summer of 1951. You also note 
in your testimony that the rate of rescission of secrecy orders may 
be climbing. At least more than 400 were rescinded last year. 

Can you foresee a downward trend in the use of secrecy orders, 
and what relation is there, if any, to the fact that the uniformed 
services are now having to review 6,000 or more applications and 
current secrecy cases per year? 

Mr. SciASCIA. With respect to your first question, do we see a 
downward trend, with the advent of the National Emergency Act. 
This meant that applications which had been under secrecy orders 
and not reviewed for a substantial period of time now require 
annual review in order to comply with the statutory requirements. 

In other words, there has to be a request to renew the secrecy 
orders, and failure to request the Commissioner of Patents and 
Trademark Office to renew it means that the secrecy order is 
automatically rescinded. So, therefore, it is incumbent upon the 
agencies to conduct this review. 

We have an initial downward trend now because all of these 
cases have been on file for a substantial period of time without this 
annual review requirement. Now, because of the annual review 
requirement, many of these cases are falling ,by the wayside. 
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Whether this will continue th" . . 
not certain, but the indication i;sth~yt~~Ill. re~ams to be seen. It is 
there will be a downward trend o ~t IS IS t e way it will be, that 

Mr. STURGES. A leading que t" n I i h" w~rk.load, of the fact that tech~l~::i !ot 1Is ~ function really of the 
exi~tmg orders per year, or is itt l he ave to look at so many 
nation that the order is no longer ~~ yd t d~ result of a new determi-

~~~~~~A~~~~!~~ ~:c~~~ul:n~f a n:: d~te~mination. 
The trend has continued sin~e I would hke to. add one thing. 

Act. At least since 1975 there has ~=fore t~e NatiOnal Emergency 
tre~d, .and f1at predates the Natio~~l a Jairly constant downward 
revieWing cru ~s on an annual th bm~rgency Act. We were 
Emergency A . or 0 er asis before the National 

Mr. STURG'd. In a related tt h Of~ce a year and a half a o ha er, t e .ASP~B and the Patent 
legislation to amend the In!e fad Some diSCUSSIOnS about possible 

Was one of the things you nh~d. ecr~cy Act. . 
renewal period of secrecy orders? m mmd extendmg the initial or 

Mr. SciASCIA. No What we have made part of. m tes . were con~erned with, and which I 
quired for the defense ~gen~~~nh here, IS the 6-month period re­
patent application. ave a secrecy order imposed on a 

T~e. reason why we were concerned b t h" . 
receiving a substantial number of a ou t _Is I~ that we were 
from the Patent Office which patent applications for review 
we recei~ed them, so therefor::V~he rgo[e than 6 D:lont~s old when 
enough time to have a secrecy ord e f ende a~encies did not have 

Also, you have to consider h er p ace on It. 
routed to cognizant securit t at these applications have to be 
of time, but that was our m~J-~e~r£nel, and. this includes a period 
that period of time. r I erence With the Patent Office at 

· Of course, they have indicated t Improve their performance As o us that they are trying to 
they are in the process of t. . a matter of fact, as I understand it 
reduce the period of time b:rng to com~uterize this and, therefore' 
application and give it to the:.~~ the Jime they receive the patent 

By the way, you attended our1l~ry ep_artments. 
Patent Office !~presentative there t be~t~hg. I had admonished the 
that were more than 6 months old a hu he great number of cases us. w en t ey had referred them to 

Mr. STURGES. Was one of our . extension of that 6-month pe . ~? proposed legislative cures an 
Mr. SciASCIA. It was elimi~~ti~n of th we had other provisions in th e 6 months, but of course 

consideration of requiring a licere, fhere we reduced the area for 
dnts to file patent applications ~~s;o/?m the Cm;nmissioner of Pat-

own. No'!".here I am trying to recall efgn countries. It was reduced 
. In mumtions, the international t ro~ memor~. I~ on what I can recall. We h rafdfic m arms hst. That is about 
bon. ave re uced the area for considera-

Mr. STuRGES. Thank you Mr Ch . Mr INGRA I h . • · airman. 
· M. ave Just one last question. 
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When we began this review 8 months ago, I couldn't understand 
why there hadn't been any litigation attacking the constitutional­
ity or portions of the Inventions Secrecy Act. Frankly, I still can't. 

Do you have any views as to why there have been no lawsuits in 

this area? Colonel HouGEN. One thing. Most of the secrecy orders that have 
been imposed have been imposed on the kinds of inventions that 
could be sold to the Government for missiles, for bombs, for tanks, 
whatever may be the case. So, the existence of a secrecy order doesn't work much hardship 
upon that kind of inventor. He can still peddle his invention. What 
the inventor wants to do is make money, and he is very happy as 
long as we buy our equipment from him or his company. So, it has 

been a quiescent area. We are now in the throes of more litigation, as the information I 
gave you some months ago indicated. We have six cases that have 
recently been in the courts involving various aspects of the Inven-

tion Secrecy Act. The constitutionality has not been raised in any of them, I think, 
probably because the act goes back so far in history. If we have had 
something for 60 or 70 years, people feel a little bit odd about 
raising constitutional issues, but it may be raised. 

Mr. INGRAM. I think you explained to us in the staff interview, 
the military-industrial complex and how to play the game, and 
perhaps that does explain it. Let me, if I might, try out a theory on you; that is, that perhaps 
it is to the advantage of the contractor to use the secrecy invention 
route process to extend the time over which the company is able to 

control the invention. The patent period does not start to run until after the secrecy 
order is dropped, so that the contractor would be able to extend his 
control over an invention much beyond the statutory period for the 
patent application, and that it might be to the advantage then of 
the contractor to pull out of the sky derivative classification on the 
patent application, apply it to the application, and then what nor­
mally seems to happen, the application, once it comes in classified, 
stays in that way. It is usually not challenged, as far as I can see. 

This, then, would allow, as I say, the contractor to keep control 
of that invention for much longer than a private individual would 
coming in without the ability to classify the item. 

Colonel HouGEN. That might happen in our country. In the 
United Kingdom, for example, it would not happen, because there 
a patent lasts for 20 years from filing. Our system gives 17 years 
from date of issuance. But one thing that might affect that greatly, 
if we are talking about the sort of invention where the Federal 
Government is a primary customer because it deals with arma­
ments, the Government has a license in the invention by virtue of 
the R. & D. investment in the contract. These are property-interest 
cases. Having that Government license, the contractor really does 
not have any kind of a lockout against his competitors. For exam­
ple, when a Government contractor owns patent rights in a given 
invention, if we contributed to the R. & D. cost, we have a license 
so that we can go ahead to his competitors, both while it is under 
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secrecy order and afterwards, so he may have lost any effective 
market there except what he gets by being first in the door. 

Mr. INGRAM. But as you suggest, it might still be an incentive. 
Thank you. 
Mr. PREYER. Thank you. 
Mr. Morr. 
Mr. MoRR. Thank you, Mr. Chairman. I have several questions. 

First, I want to be clear on the role of ASPAB in the category list 
development process. As I understand it, and correct me if I am 
wrong, the various members of ASP AB submit their list to ASP AB. 
It is automatically sent on to the Patent Office. There is really no 
normal approval of the category list by ASPAB's board. Is that 
correct? 

Mr. SciASCIA. As far as I know, that is correct. 
Mr. MORR. Second, in the process of defense agency review-this 

may be a question more appropriately directed to the Patent 
Office, but you. may .know the answer-of a patent application, 
what happens 1f an mventor files an amendment to his initial 
application? Is that amendment also reviewed by the agencies? 

Mr. SciASCIA. No; not ordinarily. The way it operates is if the 
application has been reviewed initially, and no secrecy order is 
placed on it, then that application will never be seen again as far 
as the military departments are concerned. 

Mr. MORR. So it is possible for an inventor to include information 
that might be subject to a secrecy order by means of amendment; is 
that correct? 

Mr. SciASCIA. At a subsequent date, yes. · 
Mr. MoRR. What about the reverse? What if an inventor has filed 

an application and, to use the example you mentioned in your 
te~tim~my, he has referred to .so~e larger weapons system or some­
th.mg I~ a way .that the application is classified and secrecy order 
might Issue? His amendment then might delete that reference so 
that he would have an invention that might be patentable outside 
of the secrecy order process. Is that then reviewed? 

Mr. SCIASCIA. What you are referring to is that when you do 
ame~d a. patent applica~ion to delete certain portions of it, the 
deletion IS ~one ~y placu~g a red line through it. However, that 
deleted ~rtlon still remams part of the original file, so the mere 
cancellatiOn by an amendment does not mean that this has now 
become declassified information. 

1\:lr. MORR. So he has to abandon and refile; is that correct? Mr. SciASCIA. No. 
Mr. MORR. Is that the process? 
Mr. SCIASCIA. You mean if he wants to file an application with­

out that information? 
Mr. MORR. That is correct. 
M~. Sc~ASCIA. He does not have to abandon it. He can file a 

contmuation of it. 
Mr. MORR. Are there unpatentable applications that are under secrecy order? 
M~. SciASCIA. You mean by unpatentable applications that an 

apphcati~n has been filed initially, a secrecy order has been im­
posed on It, and the prosecution of the patent application continues 
as normal, and upon conclusion of actions by the Patent Office, it 

I 
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is determined there is no patentable .subj~ct matt~r, and all claims 
are rejected final rejection. That will still remam. under ~ecrecy 
order. It had a secrecy order on it initiall~, and 'Yil~ remam ~hat 
way until it is reviewed on an annual basis and It IS deterl!lme.d 
that it is no longer classified. So the response to !our questiOn IS 
that an unpatentable patent application can remam under secrecy 

order. l" t" ld. t · I"nfior Mr. MORR. Is it possible that an app Ica IOn wou con am -
mation that would need to be continued u~der secre~y order even 
though it is unpatentable beyond the penod o~ rev~ew? You are 
saying that it is reviewed, the secrecy order IS gomg to be re­
viewed? 

Mr. SciASCIA. That is right. . 
Mr. MORR. On an annual basis. . 
Mr. SCIASCIA. The application is reviewed. on. an _annual basis. 
Mr. MORR. The subject matter of the a~phcat~on IS not paten~-

able, but the application contains information which may be classi­
fied. 

Mr. SciASCIA. Right. . 
Mr. MoRR. Can a secrecy order remam? 
Mr SciASCIA. Yes, it does. 

1 
"fi t" 

Mr: MORR. And I assume the basis for that is the c assi Ica IOn 
executive order; is that correc~? . . 

Mr SciASCIA. It is still classified mformatio~. . 
Mr: MORR. So it would remain in .effect until the executive order 

or until the information was d~classified? . . 
Mr. SciASCIA. Until the reviewer _determmed that the mforma-

tion contained in it is no longe~ cl~ssified. . 
Mr MoRR Your testimony mdicates that mventors may se~k a 

modiflcation.of the secrecy order, and my question goes to the httle 
guy. Are private inventors given notice of the fact that they can 
seek modification, and how often do they do so? . 

Mr. SciASCIA. As to how often they do so, here we are talkmg 
about private individuals. J h 

Mr. MoRR. I am talking about what you referred to as the o n 

Doe. bel" · c Mr SciASCIA. As the John Doe case. I Iev~ our e~pen~n e 
indic~tes that there are very few of ~hose reques~m~ modificati?ns 
of the secrecy order. Generally you will find that It IS a cor:porat~on 
who has been a Government contractor that requests modification 
of the secrecy order. . D t · 

Mr. MoRR. Is there anything that would give a John oe no Ice 
that he can request that? · f 

Mr. SCIASCIA. I am pretty sure that the .secrecy order notice rom 
the Patent Office will contain informatiOn that he m~y. r~quist 
modification but I would have to see the form. It sl:!-ys, Similar y, 
you may petition for a permit to disclose or mo~Ify the secr~cy 
order stating fully the reason or the purpose for disclosure modifi-
cation." . 

Mr. MoRR. One last question. Are .ther~ a~y deadlmes for an 
agency to respond to a request for modificatiOn. 

Colonel HouGEN. I do not think there are any. 
Mr. SCIASCIA. There is no deadline that I know of, but I do know 

that they are acted on promptly. 
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Mr. MORR. Thank you. 
Thank you, Mr. Chairman. 
Mr. PREYER. Mr. Butler. 
~r. BUTLER. Thank you. 

latei;t~~~~· :: :na~~~c~ff~eth~aS not .gotten really good press 
sive problems there. The Wall Stree~'j~hm~onl Poht df the exten­
ly. Yesterday the Judiciary Committee ~d~;t~ so a onde recent­
the patent legislation which if it b I an amen ment to 
indepe d t ecomes aw would make it an 
has as n p~~ ~e~}!· bert o~ the blame being the stepchild status it 

r:~~=~~~b7~~~d ~~~e to pc~m~:r;;t ~~ fh:r~l~~~~sihi;0o~dt~al~~~~ 
Office, and whether yo~a~o~Ii~!%o~~e~~ fta~;~otith the Patent 

Mr. SciASCIA. Insofar as it hav· . · 
~ould not imagine that there wo~~~ ~~~~:~~~ho~fo~~~ration,I! 

~:~i:i~~d~~:;~!~f a~~~~:~~~~r!~~id b~r:l::tt~~gf~E1~~:~ 
~hether ~~1~s~~~:~ 0!ff.ar~~ ~~d ;;radema~ks to be able to say 
Interrelationship with the Patent or~ ee how It would affect our 

M B W liCe. r. UTLER. ould you have some s t. . 
be done to improve the Patent Office th~g~pes IOtJ?- ~to what might 

Mr ScrAscr. I bel" h , era Ion. 
the .Patent office th;~vi t ;:t there are bett~~-quai.ified people in 
problems than I than fo.;;;: ~ are kore familiar. With all of their 

Mr. BuTLER {meld b k Me o Cmha .e any suggestions. 
• J~ ac , r. airman 

Mr. PREYER. Thank you very h · tl 
your testimony, Mr. Sciascia and ~ct 'fen emen .. We appr~ciate 

~a::;;~~:~~ ;~~~1~~~;:[~ ~:~jer~ b~~~uTI~c~~~s~o;:~:;~~~ 
~r. ~CIASCIA.J thank you for the o::~rtunity to be here 

of E~er REYM~ ur final witnesses t~ay are from the Department 
Defense ~;ogra·m~~:n:c!:;~;i:dhbyiMth~ ~ss~sta.nt Secretary for 

MMr. SEWELL. There is a substitution fo~· M~ICFyYJI--
r. PREYER. Perhaps I h d bett 1 . o~· 

Mr. Sewell accordin to a our er et you present your associates. 

~~~.sworn ~hen we a;e dealin~~~~h f:~fi~Jr~g~kw~it as'I:t;~~s:~ 
Do you solemnly swear the t t · . . 

subcommittee will be the truth e~hmo}i {0~ whill giVe bef~re this 
the truth, so help you God? ' e w 0 e rut , and nothmg but 

Mr. SEWELL. I do. 
Mr. SILVERSTROM. I do. 
Mr. DUFF. I do. 
Mr. PREYER. Thank you g tl I 

you Mr. Leon s·I t , hen e~en. understand you have with 
Mr SEWELL TI hverts. rom, t e Assistant General Counsel. 

· · a IS correct. 
Cl:ifi~~~~~~· And Mr. Robert Duff, Director of the Office of 
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STATEMENT OF DUANE SEWELL, ASSISTANT SECRETARY FOR 
DEFENSE PROGRAMS, DEPARTMENT OF ENERGY; ACCOMPA· 
NIED BY LEON SILVERSTROM, ASSISTANT GENERAL COUN­
SEL FOR INTERNATIONAL DEVELOPMENT AND DEFENSE 
PROGRAMS; AND ROBERT DUFF, DIRECTOR, OFFICE OF 
CLASSIFICATION 
Mr. SEWELL. Mr. Duff is on my left; Mr. Silverstrom on my right. 
Mr. Chairman, members of the committee, I appreciate the op-

portunity to appear before you again today. This subcommittee has 
been studying the issue of the Government's authority to classify, 
restrict, or assert ownership rights over privately generated data. 
Under the Atomic Energy Act, the Department of Energy is 
charged with the task of protecting a special category of nuclear 
information known as Restricted Data. The Congress originally 
assigned this responsibility to the Atomic Energy Commission. The 
responsibility was later transferred to the Energy Research and 
Development Administration and then to the Department of 
Energy. The primary concern at the time the act was written was 
the prevention of nuclear weapon proliferation. The reason for that 
concern has been demonstrated and indeed broadened to include 
the need to prevent the dissemination of this type of information to 
terrorists. At the same time, that part of the act which encourages 
declassification and dissemination of scientific and technical infor­
mation has also proven to be more and more valid as we seek a 
solution to overcome the energy crisis. This dual mandate which is 
designed to protect the common defense and security and at the 
same time promote scientific progress involves some very complex 
issues. 

As a continuation of our discussions at the hearing on March 20, 
I would like to take this opportunity to briefly review the Depart­
ment's procedures for classification and declassification of restrict­
ed data which have evolved over the past 34 years. 

Under section 142 of the Atomic Energy Act, the DOE is re­
quired to maintain a continuous review of restricted data. The 
purpose of the review is to establish what information must remain 
classified and what may be declassified without undue risk to the 
common defense and security. Over the years, the DOE and its 
predecessor agencies have developed a structured system of classifi­
cation guides. These guides provide specific detailed topics covering 
the classified areas under the Department's jurisdiction. They are 
used by authorized individuals in determining the proper classifica­
tion markings to be placed on individual documents. 

As the Assistant Secretary for Defense programs in the Depart­
ment of Energy, I approve basic DOE policy on the classification 
and declassification of restricted data, and I have been assigned the 
authority within the DOE for the declassification of restricted data 
in accordance with the Atomic Energy Act. 

In this process, a number of factors may be considered in any 
decision to change classification policy. These include: The pub­
lished state of the art in nuclear science and technology; the value 
of the information to U.S. programs; unauthorized release of classi­
fied information; and the effect the information might have on the 
proliferation of nuclear weapons capability in other nations. These 
and other factors are weighed and a balanced judgment is made to 
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OFFiGIA.l USE DrR Y 
Describe and assess the. various means b hi h · y w. c ~ilitary-

related ICF technology 'is transferred or otherwise becomes 

available for use in subnational or foreign national 

nuclear explosive programs, including: 

Official U.S. or for~ign program publications; 

Publications by private .'acad~ic or industrial 

researchers and reserach organizations; l 
Government and non-government sponsored conferences, 

seminars, symposia, colloquia, etc. 

Informal interaction among those involved in classi­

fied and non-classified ICF research (e.g., summer · 

sessions for academicians in government laboratories). 

Based upon the results of Tasks I, II, and III, assess 

the appropriateness' of current DOE .Policy and procedures 

for assuring tha~ ICF research does not inadvertently 

contri:,ute to the proliferation of nuclear weapon design 
and pro,'uction technology. 

As app ·:priate, suggest changes in current protective 

poli, ' · and procedures. 
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UrJITLO SPT(S 

EN!:RGY 111:5EM1CH ArlO OI:VEI OP~.1ENT .\U1.11NISTRATION 
. WASHJrJG r011, O:C. 20~'.5 

April 26, 1976 · 

The Co~issioner of Patents and. Trademarks 
Washington, D. C. 20231 

ATTENTION: C. D. Quarforth, Director 
Special La~:s Administration Group 

Sir: 

PATENT SF.CURITY CATEGORY R!::VIEW LIST 

Pursuant to your request, this office·has prepared as a guide a 
list of subject matter categories of patent applications that 
should be made available to the U.S. E~ergy Re$earch and Develop-. 
ment Administration (ERDA) in accordance with 35 USC 181 and/or 
42 USC 2181, 2182 (Sections 151 and 152 of the Atomic Energy Act 
of 1954, as amended). 

Section 151 d of the above cited Act provides that the Com~issicner 
of Pater.ts and Traderr.arks shall notify the Corr:mission (new ERDA) 
of all applicat; }ns for patents heretofore or hereafter filed which, 
in his opinion, disclose inventions or discoveries required to be 
reported under Section 151 c of the Act and shall provide the 
Cor.mission (no~1 ERCA} access to all such applications. The inven­
tions or discoveries required to be reported under Sections 151 c 
and 152 are those "useful in the production or utilization of special 
nuclear material or atomic energy". The definition of atomic energy 
and special nuclear material is set forth in 42 USC 2014 as follo~><·s: 

"The term 'atomic energy' means a 11 forms of energy 
released in the course of nuclear fission or nuclear 
transfor.nati on" 

"The term 'special nuclear material' means (1) p1u­
tonium, uranium enriched in the isotope 233 or in 
the isotope 235, and any other matt:ri a 1 ~•hi ch the 
Commission, pursuant to the provisions of Section 51, 
determines to be special nuc1ear w~terial, but does 
r.ot include source material; or (2) any material 
artificially enriched by any of the foregoing, but 
does not include source material." 

AT!ACilliEN'l' A 
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Com'ilissionct of Piitehts 
and Tracie~·~ rks 
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- 2 - April 26, 197E 

We. have prs~ .'red the attached list of identified subject cate<!orh's 
wh1ch we .be: ·.Qve enco~passes the n:osf relevant areas of ·interest to" 
ERDA.and wh1cr. we des1re to review under the statutory purviEM of 
Se:t1c~s 15~ !~d 152 •. W~ ·recognize that it is 1·tithin the exclusive 
au~h?rlty or ~ne ~o~~ss1oner of.Patents and Trademarks to determine -
w?1cn paten~ appl1ca~1~ns !all within the definition of "useful in 
toe pr2duc:t~on o~ ut1l1z~t1on of special ~uclear material or atomic 
energy . Tne at~ached llst of categories is merely intended •o 
id:~t~~);' thos~ are~s l~hic:h ERDA deems to be rr.ost pertinent to \ts 
~c~1v1~!es uncer tne Atomic Energy Act of 195~. as amended. The list 
1s not l~tended to be an exclusive definition of patent applications 
to be rererred. · 

If further c:iarification of any subject matter identified is needed, 
please let us knew. 

Sincerely, 

Attac:hr.:ent: 
Category Revie~t List 

.....• ~ 
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A.P?!::~·iJI:·: 

SUBJE:T CATE:OrtY LI£T 

A. Mate~ic2s, appa~~~u3 and :cthod~ idcntifie~ with nu:lear explosive 
devices. 

B. l·1aterial:, appo.ro.tus anC. :::e~~cds !'o: o.cco::plishi:lb. nucl_en.r ~ 
reactio!ls 

l. All nuclee: fission re~c~ors utilized for~ 
a. :;>ower 
b. prc;;ulsicn 
c •. the~al e~erSY 
d. isotope or neutron production 
e. e.y,;peri::lental purposes. 

This .... ·ill include ccr:.~onent.c a:,·:=.. the ::tanuf:~oc!:u:--e thereof such 
as fuel elece~t:, coolinS sys~ems, pressu:e ves:els, shie~di~g, 
loa:iir.G :mec!':u...~is=:, stea.-c and pcver cc::version s:tste=!l, am:ila.ry 
systems ar.d accessories, identified as havir~ possible application 
i~ ~uclear reactors. 

c. Mate:ials, anua:a~~s and :ethod~ !or ~cccoplishi~s nuclear fusicn 
reactions such as: 

1. Laser fusion 
2. Electron be~ fusion 
3. Ion beam fusi•m 
4 •. ~agnetically confi~ed co~trolled the~onuclc~ ~eac~io~s. 

In this =ega.rd, lasers developir.,; ene=-b:t? than 103 joules in 3.!1 

interval.o~ 10 ~anoseco~ds or lee~ are of in~erest. 

D. Hate:r!als, appar~t.u.s at'ld methods concerr:.i~g iso~cpe and/or radio­
active source ~echnology includinc: 

1. C!:cical ;=ocessin; of ores for ·:ecove:y of uranium. ar.C./or 
ext:-ac~ion, conve:-sion, or·reductiYe ~:~ps; 

2. Technolou:r !"c~ isot:ope se;a:o.tion or e:-:chl!.~~e£ !:;uch as 
U:!lnit:;:. er.:-ic!"'--=:ent., hea.v-y ~.-a-:e:- ~:ro:..\!.c~ic:-:., et.c.; 

3. RaC.ioacti ~~e ·.:aste proc e~ses :for conce::t:-:~:~icn, deconta::i~at.icn, 

or finsion ~ro~uct recove:ry; 
4. Dezisn fabrication an~ u~~ce of ra~ioisotopes (~ission 

":Jroduc't:::;) o.~ :::ourceS o;. .. clcct:-ic, pro:;u.l.:li':e or t.~crmal. 
~ne:-ey in t.crrest:-i~, :1po.cc a:1J. ~ll.:"inc o.pp!i~~l-:ior.::. Thi:::; 
vould i::c:!..udc t.he:-::ocl.ccT;!"'ic ~:·::i th!.!:-=:ionic co!i~·e!'':.~r t.ech­
:lolob:t \."h!.ch uti!.i:.ed e:-.-erc;y :-elc:l::::!d i~ :-:.uc:c:1:- f!.ssion 
or r.cclea: ~=-~r.~fc~a~ia~. The~~ce!ect:-i: =~~e:r~als, dct.~il= 

of cc=:pcsi t!.o;'l a:1d p:ocesse~ f\J!" -:he =.c.r:.u:.".ac-:u:c ~he!"eof 

!:Hl.Vi:lg a p:roduc't o~ ?ig~e cf Ner it and absol~te '-e.::?e!'"at~e 

(ZT) e:,ceed:!.r:G 1.5 a;; 700° K • 
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5. 

E. !ns~~~~c~ts 1 
d 

· ~-··!' oyi:15 a r:lciioact_{ve etec~or :n- sou:ce anC/c~ ·· 

F. 

G. 

~~e cpe~~tion thereof. ~a~~oactiv:ty 

·f·:ate-i a.1 · · 
0~ ·~ ~, equlp~ent and methoCs fo~ s~f . 

• ~a~er~als of nucl~ar inte~e=t - ~ ~ ;~~a:d~nb and rnanna~~ent 
rad~oactive ~ate:i&ls ~~~;o ~·' e.u., ·~ss~o~able ~~terial~ 
aga.i · . ' ·--· o.c"'::.ve waste- et ..::., 

ns't tne dl.ver~ion of n-.:.cl~a::- --~ ,...: ~, ..... c •, so as to guard 
by .lC.Y cr trea't7 • - m'"-\oe.- .a.a.:..S !!"O:: \!~e3 perm.itteci 

Lag~~s, reg~Cless 
t:.t.i:i::a.tion i:1 
;'.lsion. 

of po·.-e::- or enerc::r outm.;- . . . 
isotope se~arat"o - ~ , l "" lr:.c:tca.~ed as ha\·ir..-

~ ... .... n, nc.c_ear fission or nuclear e 

i 
f 

._.l_ 
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NOTE: This guide is currently undergoing revision. However, the areas listed as 
unclassified hava not changed materially since the last revision in 1972 •. 

CG-UF-3 

GUIDE TO THI: 
UNCLASSIFIED FIElDS Of RESEARCH, 

0 

U.S. ATOMIC ENERGY COMMISSION 

Division of Classification 

Washington, D.C. 20545 
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[Na~e and.address of·" 
individual] 

Dear---------· 
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Secrecy Agr~emenc 

[JNAI Letterhead] 

Pursuant to a c:.assification and· Securicv Agree-n~ bet J N 1 A I • . -- ~- veen ersey 
uc car- vco sc-:opes, Inc. ("J::'AI") and the l:nited States Energv 

Research and Develo~::ent Ad::~inistration (·"E""A") i11 b · · . . · . ..., · , you " - e gl.ven 
access to certa~~ l.n~o~tion ~~ich is pro?rietary co ~AI, ·solely for 
the purpo~~ ~f carryl.ng out ERDA's classification function. In order to 
protect .r:,~r s·proprietary interest in this info~~tion you vill be 
required as a condition for receiving such access to ob~erve the follov­
ing teres and conditions.:-

I f 1. A~ used in this letter ·agreement, ·the tet'lll "JNAI Proprietary 
n creation ceans any and.all inforcation of a business or technical 

:~cure r;lati~! co laser isotope separation or the JXAI progra:: ~·hich is 
sc ose to -~A. directly or indirectly, by ~AI in connection ~··h 

the Classifica:ion and SecuritY Agreecent in WTiting h · •• 
Provided h - h "J. · · • or ot enrl.se; 

~ O\Oever, t at NAI Pro?riecary lnfor:ation" shall not in 1 d 
1nfotc:tJ.c::: . • c u e 

a. Which at the time of disclosure vas no: identified as 
proprietary tc J:\AI; 

throu h nobfa 1Whi~h at the t~e of disclosure is, or thereafter becomos 
able ~r h u.t o. yours or of ERDA, generally kno~o.TI or publicly avaii­
to the ~~t~~te~h=~u~~~~ ~yfpublicotion or otherwise, but only after and 

. available; or n o~~tion is ge~erally kno~o.TI or publicly 

time of su~h diWhich ERDA dcon shov vas in its possession prior to the 
sc osure an vas not, directly or indirect! di 1 

to ERDA by JNAI under an obligation of confidence. . y, sc osed 

Infot':l.ltion ~o.·h; ch ; s made il bl 
facilities op.a;.;~ed b'· ~A~vo ~ e to you in th~ course of -visits co 
inforr.-..:ltion disclosed. to. ERD~rf.ts concracto:s "711 be deel:led co be 
Further ~ith rasn~· . • or purpqsas at th:.s letter agr-eer.:enc. 
inform~ ion ~h.:.l'. ~~~ ~o ~he e~ceptfions stoted above, specific technical 
becausi it 1 • e eeme to all within such e~ceotions si-oly 

s anco~o.:.ssed bv :::ore gcne~ol d i 1 · ~ -. falls vithin th' ,~:e t. · i,' • escr pc vc J.ntor:::.:.::ion .:hich 
specific ~.:!c!m~~:l~· ~n~o~:~~ " o~e, u~less and to t!-:e ex::cn: th.l~ such 
fact th.Jt P.lr-ticul~r- ·~ :-~- io~ ltselr falls withi:1 tha exceptions. !he 
Data u or h b,, • nt~:·:·.J~ ... on, d.lta,. o:- r.o~tcri.Jl is or is not .. R.cstt'~c·e-4 

' .:>s ~~n class1t1cu or decl.1ssified, hos no bearing on the • • -
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question whether such info~..:1tion, data, or ~..:1tcrial is ~AI Proprietary 
Inforr:--lt ion. J~:.;r d·ocu:::cnts cont:1i:1in!; J~:.u Proprietary Infon:-..:1t!on =ay 
be lll.lrl:cd "Business Sensitive" or "Pro;lric:tor:;" or other..,ise =r}:ed to 
indicate its propr-ietory n.lture. Any such ::-..J.rkings which substan:iolly 
identify :1 docu:::ent .:~s containing proprietory infor--acion shall satisfy 
the requireccnts of subparagro?h a. above, ~hether made by JSAI or its 
consultants or contractors. 

2. You agree that each ~ioe·you have access to a doc~ent in the 
possession of ER!)A ~hich contains J!'iAI Proprietary Infort".at:ion, you vill 
sign an access sheet indicating the dace upon which you had access to 
that docu::en:. 

3. You agree that "JNAI Proprietary Infor-...ation" will be used by 
you solely for classification and security revie~.r purposes, vill be 
treated by you as ".n;AI Proprietary Inforll'.ation," and vill not be dis­
closed or made av.:~ilable co anrone (including any ERDA consultant or 
contractor personnel) ocher than designated ERDn perso.::nel as identified 
1n Appendix C attached hereto, without the prior specific written 
agreement of J:\AI. 

4. You agree that you will not disclose "J::lAI Proprietary Infor­
mation" to the ER:l.J... personnal des;gnated in Appendix C except to the 
extent necessary for ERDA co corr:.• out its classification and security 
functions. !he disclosure of "JNAI Pro?rietary Infor.:-.ation" to E:WA 
personnel identified in Cace~ory B of Appendix C shall be licited co 
unusual situations, as when a classification problem or policy issue is 
presented. 

S. You agree and understand that disclosure to you of "J!':AI Pro­
prietary lnfo=ation" sh.1ll not be construed as _granting to you any 
rights in or und.:!r any patent application or patent, or any rights or 
licenses to use an}· invention or "J:IAI Proprietary Infor=tion"; further, 
that such disclosure i~ solely for the purpose of classificatio~ and 
security revie•.:. 'iou represent ·and agree chat you vill assert no rights 
in and to "J~AI Propriet.1ry Infor~.ation." 

6. You agree that you will m.1ke no copies of docu~ents containi:g 
11JNAI Proprietary Info~~ation" •:i:houc the express written consen: of 
JNAI, and th.:.c upon your ten:~in.1tion oi ;;::plo~-::.ent b)· ERDA you vill not 
take free tho custody of ERDA any docu=:encs containing "J~Al Proprietary 
Inforro t ion." 

·7, You recosnize th.1t your obligations co treat "J~IAI Proprietory 
Inforrn.:1tion" os propriac.:.~y co .n\AI ~.rill continue even ~hough yatJ a:.ay 
leave the e~?loy of EKD.-\. 
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Pleas·e indic.:tte your acceptance of the foregoing conditions by signing 
the duplicate copy·of this letter ·agreement in the space provided 
belaY and returning that copy to me. 

Very truly yours, 

JERSEY h"liCLE:AR-AVCO ISOTOPES, INC ... 

By 

Attachment: Appendix C 

Accepted by and agreed to: 
BY. _____________________ __ 

Title:..,_ ______ __; __ _ 

Date'-------------------

___ _l 
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GENERAL HISTORY OF THE HANDLING OF 

25 "SPECIAL PATENT APPLICATIONS" 

During the period November 1944 through December 1946, 25 patent applications 
covering inventions emanating from the Manhattan Project were filed in the 
U.S. Patent and Trademark Office (PTO), assigned serial numbers, and under 
special arrangement sealed in individual packages and placed in the custody of 
the U.S. Atomic Energy Commission (AEC) for safe keeping because of the special 
security sensitivity involved. 

On September 14, 1950, the 25 patent application files, in sealed packages, 
were hand-carried by officials of the AEC to the PTO for inspection and for 
the purpose of adding certain papers to the files. Before those present, 
including the Commissioner of Patents, the packages were checked by serial 
number, and the packages were opened and inspected to compare with the file 
wrapper index the number of sheets of drawings and the number of papers in the 
specification. When the inspection was completed, the following papers were 
added: 

(a) change of address, 

(b) power of attorney (original), 

(c) assignment papers (original), and 

(d) signed copies of the letter of transmittal for (b) and (c). 

In January of 1979 the U.S. Department of Energy (DOE) decided to review from 
a classification standpoint the files corresponding to those in the sealed 
packages, The object was to determine the current sensitivity of the files, 
and to return to the PTO those sealed packages corresponding to the files that 
were found to be no longer of such sensitivity as to warrant the special 
handling status previously accorded them. 

As a result of the classification review, 17 of the 25 applications were 
determined to be Secret Restricted Data, and the 8 remaining were classified 
as Confidential Restricted Data. 

On June 7, 1979, the 25 sealed patent applications were returned to the PTO 
and, before several witnesses, inspected for evidence of tampering, the seals 
broken, and the applications reopened and carefully reexamined for verification 
of contents. The Commissioner of Patents and Trademarks acknowledged receipt 
of the 25 patent applications. In a separate, subsequent letter, DOE expressly 
abandoned each of the 25 patent applications, since they were deemed to be 
unpatentable under Section 151 of the Atomic Energy Act of 1954, as amended. 
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MEMoRANDUM FOR lHE FILE - "ITEM 25" 

On Thursday, June 7, 1979, at 2:00 P.M. twenty-five packages vere 
turned over to· the Commissioner.of the Patent and Trademark Office 
by representatives of the Department of Energy. 

Present were: 

PATENT AND TRADEMARK OFFICE 

Donald W. Banner, Commissioner of Patents and Trademarks 

C. D. Quarforth, Director, Group 220 

Edward Drazdowsky, Chief, Licensing and Review 

DEPARTMENT OF ENERGY 

James Denny, Assistant General ~ourtsel for Patents 

Dean Carlson, Patent Counsel 

Anthony Campana, Technical Advisor 

PRIOR HISTORY . 

Prior to September 14, 1950, twenty-five patent applications were 
placed in the custody of the Atomic Energy.Commission for 
safe-keeping. 

On September 14, 1950, the files were returned to the Office, 
opened, examined for content, repackaged, sealed before witn~ses 
and returned to the custody of the Atomic Energy Commission by 
Commissioner 3ohn A. Marzall. 

JUNE 7, 1979 

Events of this meeting were as follows; 

(l) Representatives of DOE proffered return of the twenty­
five applications in sealed packages along with a letter, Attachment 
A, date-stamped. June 7, 1979, 3:17P.M. at the conclusion of the 
meeting, indicating that the subject matter of these applications 
does not now have· the special security sensitivity previously 
accorded them. Each of the twenty-five patent applications were 
expressly abandoned. 
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MEMORANDUM FOR THE FILE - "ITEM 25" -2-

t d the seals on each (2) Commissioner Banner ~n~pecs:Sl used to close the 
package, comparing the seals w tliaations on September 14, 1910, 
envelopes of the twenty-five app c atisfied that the seals 

B The Commissioner was s i t 
Attachment • h kage were original, ntac placed on the envelope of eac pac 
and had not been tampered with. 

1 each package and (3) Mr. Quarforth broke the s~ess~:ial No. was identified 
withdrew the application thdereink. gainst a master list, Attachment 

h k d ff by Mr Draz ows y a if i 
and c ec e o • d from a list of cases ident y ng 
c, of applications prepar: f Atomic Energy Commission. applications in the custo Y o 

d Mr Quarforth verified the contents (4} Mr. Drazdowsky an • lication papers, pages of 
of the applications as to ori~inal :p~ath any additional papers 
specification, sheets of draw ngo::r of·a~torney, assignment and 
filed as a transmittal letter! ~ th information indicated. amove, 
change of address. A paper w tk e placed in the file wrapper 
dated and signed by E. Drazdow~ yt:a:nd Mr Drazdowsky were 
of each application. Mr. ~uar ~~ ations w~re in regular form. satisfied that the returne app c 

five 
(5} Commissioner Banner acknowledged 
applications, Attachment D. 

(~} Meeting adjourned at 3:15 P.M. 

~;C;?P ~~:r rth 
Director, Group 220 

Attachments; 

receipt of the twenty-
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Minutes May 29, 1980 
- 3 -

until the details of such a 
decisions on whether such a systen are elaborate~, anv Pinal 
was 7-1 in favor. system would be desirable: The vote 

FolloH!.ng the vote the di 
how. the group would pro~eed. scussion turned to details of 
dec1ded: The following rr.easures w;~e 

1. A subcommittee would b b . 
of.procedures that might be-~uq:e:sta lished to prepare a ~raft 
pr1or restraint be necessary -~h-t:d for governmental use shouJ~ 

r'Pfi n. t. •. - · e vraft l'OU] d cover 
- 1 lons: what Js covered 

process: voluntary ~ . Feedb k - -, coerce., combinations 
. ac to author/journal In the eve~t oF an· 

adverse decision · -
~p~~l~ate processes and bur~en oF proof 
JUClCJa! review? If so, how doe~ !t work? 

2 • A second subcommittee '11 b . 
acstatement about the n~t~re ~Fw~ ~ e,establ:shed to prepare 
o. the group'P fina' rPport h- r.pto.ogy SUitable for readers 
~lith the subject~ - - w .o are not at present conversant 

3. ThP c·~committ '11 
the next me;t~ F. ees WI ... convene during the summer and 
OCTOBER 6 --? o_ the full group, to be held 

& ', ~N THE BAY AREA - ~'otWAY & TU:":SDAY, 

4. Three FaJl meetings of the f '1 
planned and additional fundi.ng ~·i 11 bu ·· group are now bei.ng 

· -- e sought for them. 
Note: Subsequent to ~he meetin 
and ~!r • Baum ~touJ d se;ve as - gh } t was agreed that Hr. Heyman 
~eyman will chair the Octobe~o6~7a .. rmen of the group; that Mr. 
2n touch ci.rectl.y with gr.ou meeting; and that he ~'i.'.! be 
subcommittees. · · P members to serve on the summer 

Attach: ~~err.bership list 
~· . . -.Unl.t.l.ons Control Ne~•s1etter ~1o. 80 2/80 

(for. those not at meeting) · 
Papers prepared by Schwartz & Peyman for 

Meeting of 5/29 (fiJe copies onJy) 

W"F 5/30/80 

.s 

.. .......L 
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DEPARTMENT OF STATE 

Washlnaton, D.C. 20S20 

MUNITIONS CONTROL NEWSLETTER 

CRYPTOGRAPHY/TECHNICAL DATA 

NO. 80 
2/80 

Concern has been voiced that !TAR prov1s1ons relating 
to the export of technical data as applied to cryptologic 
equipment can be so broadly interpreted as to restrict 
scientific exchanges of basic mathematical. and engineering 
research data. The Office of Munitions Control wishes to 
clarify the.application of the technical data provisions of 
Section 121.01, Category XVIII, of the ITAR as applied to 
equipment found in Categories XI(c) and XIII(b) of the 
Munitions List. 

Cryptologic technical data for which a license is 
required under Section 121.01, Category XVIII, is inter-
preted by this office with respect to information relating 
to Munitions List items in Categories XI(c) and XIII(b) to 
include only such information as is designed or intended to 
be used, or which reasonably could be expected to be given 
direct application, in the design, production, manufacture, 
repair, overhaul, processing, engineering, development, 
operation, maintenance or reconstruction of items in such 
categories. This interpretation includes, in addition to 
engineering and design data, information designed or reasonably 
expected to be used to make such equipment more effective, 
such as encoding or enciphering techniques and systems, and 
communications or signal security techniques and guidelines, 
as well as other cryptographic and cryptanalytic methods and 
procedures. It does not include general mathematical, 
engineering or statistical information, not purporting to 
have or reasonably expected to be given direct application 
to equipment in such categories. It does not include basic 
theoretical research data. It does, however, include 
algorithms and other procedures purporting to have advanced 
cryptologic application. 
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2. 

The publL is reminded that professional and academic 
presentation~ ' J informal discussions, as well as demon­
strations of ·:clipment, constituting disclosure of cryptologic 
technical data to foreign nationals, are prohibited without 
the prior approval of this office. Approval is not required 
for publication of data within the United States as described 
in Section 12S.ll(a) (1). Footnote 3 to section 125.11 does 

·not establish a prepublication review requirement. 

The interpretation set forth in this newsletter should 
exclude from the licensing provisions of the ITAR most basic 
scientific data and other theoretical research information, 
except for information intended or reasonably expected to 
have a direct cryptologic application. Because of concerns 
expressed to this office that licensing procedures for 
proposed disclosures of cryptologic technical data contained 
in professional and academic papers and oral presentations 
could cause burdensome delays in exchanges with foreign 
scientists, this office will expedite consideration as to 
the application of ITAR to such disclosures. If requested, 
we will, on an expedited basis provide an opinion as to 
whether any proposed disclosure, for other than commercial 
purposes, of information relevant to cryptology, would 
require licensing under the ITAR, 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE' G. MEAD-~. MARYLAND. 20'1~5 

6 May 1980 

MEHORANDU11 FOR ME11BERS OF THE PUBLIC CRYPTOGRAPH.! 
STUDY GROUP AND OBSERVERS 

SUBJECT: PUBLrC CRYPTOLOGY 

· · · . t· f NSA's concerns.relating 
Enclosed 1s a state:~n;~ agreed at the last meeting 

to public cryptograp~y ~ lCfor the delay in preparing 
to circulate. I apo oglze a co of an 11 January 
this Statement. Also ~nc 1osed i~M B ~y Inman, Director, 
1979 speech to A~CEA glve~ blh~~ insight ·into our thinldng NSA., which suppl1es some ur 
on this subj.ect • 

Vl·ews and comments on· these· papers; I welcome your 

2 Encl.s: 
a/s 

~~· 
DANIEL C. SCH~~~TZ )I 
General Counsel 



708 

STATEMENT 

The principal issue 1's thee t t t h' h x en o w 1c national security 

concerns shoLld influence research, commercial development, publica­

tion, or disc. ssion of cryptography in the non-governmental arena. 

This growins ;,on-governmental interest in cryptography has been 

generated in part in the course of .specific or general research (in 

some ca.ses funded .by the Government), and in so.me cases in pursuit 

of a commercial interest in developing cryptographic or other. 

telecommunications protection devices or system's, particularly those 

assuciated with computer or data transmissions. 

In some instances, increased activity'in cryptography by per­

sons and institutions in the non-governmental arena may have 

commercial and academic benefits. Work directly in cryptography 

or in related fields may have a beneficial impact on developments in 

mathematics, computer science, and engineering which have potential 

benefits to fields apart from cryptography. If aimed at recognized 

customer needs, some products developed in the course of this 

-ae-t-i-v-i ty can ex per ierice a commercial success ~nd may provide mean­

ingful telecommunications protection useful for both non-governmental 

and some governmental purposes. Although governmental efforts in 

the cryptologir sciences have traditionally led private efforts, 

private efforts may develop new tech~iques or insights that would 

benefit broader governmental interests. 

At the same time, however, extensive public work in cryp­

tography and related fields can have a significant potential 

adverse impact in a nu_mber of related ways on the national security. 
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This risk may become greater to the extent that work moves away from 

pure research into development and application. The first area of 

concern relates to the ability of the United States Government·to 

gather foreign intelligence from the communicati~ns of foreign 

gove~nments_or other foreign parties. As information ~elative to 

cryptography proliferates, our potential sources of inte11igenc~ ~re 

re?uced by making foreign governments or other foretgn parties.· aware 

that their cryptographic systems are vulnerable to attack or by 

encouragin~ them to develop or adopt more sophisticated systems that 

are much more difficult for the United States to exploit. 

There is a second general area in which extensive work in 

public cryptography may have an adverse impact on our national 

security. substantial work in the cryptographic and cryptanalytic 

fields, together with a wide-spread dissemination of resulting 

discoveries, could lead to the publication of cryptographic prin­

ci~les or applications similar to those used by the United States 

Government. such work may enable foreign powers to more success­

fully engage in cryptanalytic attack upon u.s. telecommunications. 
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{White House statement] 

16 FER 1979 

NATIONAL TELECOMMUNICATIONS PROTECTION POLICY 

1. The President has revie\qed the results of the NSC Special 
Coordination Committee's consideration of the PRM/NSC-22 
study and has reached the follo\'Ting conclusions. It is 
the President's intention that the following statement 
of national policy be used to guide the conduct of 
u.s~ government activities in and related to security 
of telecommunications. 

2. The National Telecommunications Protection Policy shall 
consist of the following major elements: 

a. Government classified information relating to 
national defense and foreign relations shall 
be transmitted only by secure means. 

b. Unclassified information transmitted by and beb;een 
government agencies and contractors that ,,·auld be 
useful to an adversary should be protected. 

c. Nongovernmental information that would be useful to 
an adversary shall be identified and the private 
sector informed of the problem and encouruged to 
take appropriate measures. 

d. ·As a precautiona~y measure, the responsible agencies 
should work \qith the Federal Corrmunications Cornr:~ission 
and the common carriers to adopt system capabilities 
which protect the privacy of individual communications 
and to carry out changes in regulatory policy and 
draft legislation that may be required. 

Further, the laws which protect against criminal 
do~estic acts such as wiretaps or intercept shall 
he strictly enforced. 

. _The_fD~lowing activities should be.pursued in support of 
the above policy. 

a. The private sector telecommunications carriers should 
be briefed on the nature of the threat and appropriate 

_____ _g_o.verrunent research and develooment information shall 
be made available so as to help and encourage them 
to devise adequate protection strategies. A similar 
progr~rn shall be pursued for government contractors 
anc c·1::her most likely affected industries, corpo::-ations 
anc ~>rivate sector entities. 

4. 

b. 

c. 

d. 
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The Secretary of Defense shall initiate_through the 
industrial security mechani~m, new an~ 1mproved 
personal and telecommunicat1ons s7cur1ty m7asures 
among business organizations hold1ng class1fied 
defense contracts. 

All departments and agencies shall revitalize 
programs of security training for u.s. government 
personnel wt.o use telephones and other means t?f. . 
communication for both unclassified and class1f1ed 
purposes. 

subject to continuous review of available technology 
and reassessme~t of the foreign inter:cpt threat, 
the follO\~ing ·im:nediate technical act1ons shall be 
undertaken: 

(1) 

(2) 

The Government shall conduct a multifa:eted 
research and development program cover1ng 

· both system and user oriented protection 
approaches. 

Phase I and II of the DUCKPINS cable program 
shall be completed as soon as possible. 

(3) Executive Secure Voice Network ~ESVN) _systems 
shall be installed when appropr1~te h1gh 
priority requirements can be val1dated. 

Management and policy review responsibilities for 
telecommunication protection.shall be organized as 
follows: 

a. The NSC special Coordination Committee (SCC) shall 
be responsible for providing I?olic~ gu~G.ance.and 
for ensuring full implement~t1on ox ~h~s pol1cy, 
including effective protect1on techn1ques f'?r the 
Government and maximum assista~ce ~o th7 pr1vate. 
sector, to enhance its pr~tect1on xro~ 7ntercept1on • 
The sec shall exercise th1s responsi~1l1~y through 
a special Subcommittee on T7lecommun1ca~1ons 
Protection chaired by the D1rector, Off7c7 of . 
science and Technology Policy, with adm1n1strat1ve 
support provided by the Secretary of Commerc:· 
The subcommittee shall include, but not be l1mited 
to, representatives of the following departments 
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and agencies: State, Treasury, Justice, Commerce, 
Defense, Transportation, Energy, Central Intelligence 
Agency, General Services Administration, the 
National Security Agency, and the National Security 
Council staff. 

b. The Secretary of Defense shall act as the Executive 
Agent for Communications Security (COMSEC) to protect 
government-derived classified information and 
government-derived unclassified information which 
relates to national security. COMSEC is concerned 
with protective measures designed for the security 
of classified information and other information 
related to national security. 

c. The Secretary of Commerce shall act. as the Executive 
Agent for Communications Protection for government­
derived unclassified information (excluding that 
relating to national security) and for dealing ~rith 
the commercial and private sector to enhance their 
communications protection and privacy. 

d. It is recognized that there will be some overlap 
bet~1een the responsibilities of the Executive Agents, 
in that Defense will continue to provide some 
noncryptographic protection for government-derived 
unclassified information as it does now, and Commerce 
will have responsibilities in commercial application 
of cryptographic technology. The subcommittee will 
review such areas on a case-by-case basis and attempt 
to'minimize any redundancies. 

e. The subcommittee should choose a future implementation 
strategy based on cost-benefit analysis, legal 

.. -eonsiderations, and regulatory policy. 

f. The heads of all departments and agencies of the 
·~ederal Government shall organize and conduct their 

communications security and emanations-security 
activities as they see fit, subject to the provisions 
of law, the provisions of this policy and other 
applicable directives, and the decisions of the 

·-----subcommittee. Nothing in this policy relieves the 
heads of the individual departments and agencies of 
their responsibilities for executing all measures 
required to assure the security of federal 

--·--~e~ecommunications and the control of compromising 
emanations. 

990 

.~-L. 

713 

467 FEDERAL SUPPLEMENT 

UNITED STATES of America, Plaintiff, 

v. 

The PROGRESSIVE, INC., Erw1n Knoll, 
Samuel Day, Jr., and Howard 

Morland, Defendants. 

No. 79-C-98. 

United States District Court, 
W. D. Wisconsin. 

March 26, 1979• 

Findings of Fact and Conclusions of 
Law March 28, 1979 .. 

The United States sought a temporary 
restraining order to enjoin the publishers of 
a magazine from publishing or otherwise 
communicating or disclosing allegedly re­
stricted data contained in an article entitled 
"The H-Bomb Secret; How We Got It, Why 
We're Telling It." The District Court, 
Warren, J., held that publication of the 
article would likely constitute a violation of 
the Atomic Energy Act and endanger na• 
tiona) security, and that a preliminary in­
junction should therefore issue. despite ~he 
fact that it would result in a pr1or restramt 
of the publisher's First Amendment rights. 

Preliminary injunction issued. 

I. Records <!::=>31 
Provisions of Atomic Energy Act would 

likely· be violated if magazine publisher 
were permitted to publish article describ~ng 
method of manufacturing and assembling 
hydrogen bomb. 28 U.S.C.A. § 1345; 
Atomic Energy Act of 1954, §§ 224(b), 232, 
42 U.S.C.A. §§ 2274(b), 2280. 

2. Records e=3l 
As applied in proceeding by United 

States to preliminarily enjoin publication of 
magazine article describing method. ~f man­
ufacturing hydrogen bomb, prov1s1ons. of 
Atomic Energy Act were not unconst1tu-
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APPENDIX.A:~SELECTED CORRESPONDENCE 

~<EAN·CGJ.t{=;f OF 
NEW jERSEY 
MG<RIS AVENUE 
UNION, N.J.07C33. ro Jun., 19Bo 

~r. t·!ichael Heyman, Cochain~tan 
i'_uolic Cryptography Sturiy Uroup 
Cn:'-'1cellor-'s Office, 200 Californ. , .. 11 
U:1:.:ersity of Cali.f'ornia· :La .ta 

:JerKeley , .. Califorr:ia 94720 

Jear -Dr·.- Heyman, 

P'irst, let..rne thank you r lo . . or.· al wini: rne to- attend· t:te. second rnee~.inrr· 

of the -Public Cryptoeraphy" Group- in ',-/ashinetan on 29 1-'a·· or" th' • ;; 1.3 year. 

I am wrl:ting this- letter to. make sev~ral comments. >lhich I bclio··re may 

aid the -~~:e~bers ·of the..coumlittee thlli Sumrn:e:c· "'n· .... th&ir dclibm~a t: .. :ms a~; 

wcl~. as. t,.:. rcitt~rate snme-.·nf l'lY cor:-llr..n:·Jts at t:,.e-- r.:ee"t.i:;·t! fnzo ti1~ ·. ri tt-.. 

rc~cnrd. 

It s'vill ·seeDJS to me· that.. the ·c<Y.>:positin:t of +he • Study Oro'-.- itself 

is nat as representative as..:.it shaul.1 be .... Bac-ausc an o"hjeet 01.' .'nti!' group.ts 

study is to cnns'd • l. or a SJStelfl of prior restl'aint.·. 011. publication "in the 

cryptaJ.oz-ic f'ield,- it would then seem· appropr-iate 

Ir, t!iis couHtry, the . ~-~lishi .. 

of cr_tj'!.nlo:~ic related work is hi:~hly conem,:.rntorl. ..... ~ h"l~:: t~:o ;;cJ·~: "'~itaeo 

' : stribution. beiiJ(l . apprl'lximately ns >'ollows: 

l.dcyptologia Nag'lzine (Albian,. }!ich-igan) 
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40.t 2,Aegean Park Press (Laguna iiills, Ca.) 

).IEEE Journals and related ptlblications 

~.Others 

In spite t)f this fact, no one at Cr~r;·tologia r-:ar.;a?.ine or Aegear:. :-'ark nr2~iS 

knew of the group's formation or existence, Further, when the edi tn!'S 

of Gryptologia asked to !'!ave a representative appointee} to the connoi t.tee, we 

>~ere told that no additional fundinG was availa:>le. ~I see froo1 the minutes 

or the ,lecond meeting however that additional funding will appa~'ectJ.y be 

availa':>le for further meetings of the ~roUj).) 

'fhe study eroup contains some very distln:',uished indiv:tcluals, bnt, 

as, I think, most ,,f them would admit, few of the-n nave any l-,no>rledge nf 

cryptology. This is, in essence, like gatherine a Group of bioloeists to 

~ss reoearch in :;>hysics. Sone o! the co;1;m·!.1.tee ';, rucrn:1ers ara nm·I, 01 .. 

have been, constlltanw for NSA- thiG hardly mak·3" them impartial as r•ll'.r,rds 

this matter. If we consider the seriousness of a cm:ccpt like prior re-

straint from publication in a free Gociety, it is seen to be ir~!'erative 

t';at perc.ons conversant with cryptolot;y and who, in addition, are non-

gnvernment3.1 he included when the cor.1mittt-1e docs its work • 

Althoueh I appreciate the job N~A doeu for this coW1vry, :i.~ ~-.ould 

be a mistake to vest thetn \-Iith the flO\·Ter to prt~V'e~lt !''i'1 1_;_~atior. o · r.'.at.?.:-.i..al 

that they corsidr.r harmful. As anyorh.'\ who h.r ... ~; dealt with the agr:;)C~' knm·rs, 

~SA considr.rs just about evei~hlng related to :!ryptology sencitivu. 'f!1e ace:~.;:· 

cor:ztantly refuses to declassify ma~crial whic!l is of hist:,r1.cal intm•e:J t. 

even after the crlrptop:ra;1hic methods invol·..red have ceased to be u:Jcd 

generations before. 
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In one case involvl.nfl \·lilliam Frie<lma11, r;sA classified a paper 

which had been freely circulated throuehout the world for JO years. 

One of the major alleeations against one fOimJt'!r NSA employee who was 

sent to jail was that he took a copy of the Chinese TeJ.e,;ra;ohic Code 

and gave it to a.-: unauthorised individual. liSA had classified this 

particular code as SECRBT although it was in commercial use throughout 

the wnrld. 
Prior to the 'publication of David Kahn •s !~ c~~l!_I'..!:_~ 

the director of NSA personally trieci to prevent i"tS appe,U'tillce tla·out;il 

appeals to the publisher. Kahn's book is a history, not a techni~al 

t!•eatise, and was based on publically available documents. 

The id~a that was put forth at the meetine reearding a critical core 

knowledge which should be subject to censorship is specious. Due to the 

tremendo•1sly wide range of cryptographic systems in use at any l;iven time, 

al'llost any oelected concept could be declared critical <:no;;ledge. F'->rther, 

one could ,justify the classification of such material merely on the grounds 

that some;;!lere a related cryptographic system is in u.se. 

As an illustration of some of the ideas involved here, I will givo 'l1l 

act<H'Il example. Enclosed is a message which was interco;1ted and solvod. 

during World l-Iar I • The cipher method t!mployod is termed columnar tr;>nR­

position. t~oto that this dncumrmt "'a~ clansifieU ,1!J SECH!:;r. Let us inqu:.re 

just what it is that is "secret" in t1'.1· s c,"se, I · t '·h 
' s ~, "· c knowlnd,;e that 

Ko. 

common knowledge in l9lll that columnar trauspositim;s >l<!re often solvable 

by elementary rnethods. 

intercepted and solved. 

Wha~ ~ "secret" here i.s that this message ~ 

Further it is importance that the Allies knew 

the Gernan Adrniralty was using this particular cipher mct:
11

x1. 
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The assumption is, of course, that if country X learns there are 

methods· of solving its cry;>to~raphic systems then those systems will 

be altered. This i.s frequently not true. In nne knorm exa:nple, the 

defection o.f NSA cryptolo~ists :V.artin and Hi tchell to Vte Soviet \ir.ion, 

exposure of NSA •s success in reading the ciphers of a number of Zuropean 

nations did not lead to wholesale S~<itches in cryptot;:raphi.c systems. 

For the third world nati~ns to alter their systems is even more difficult 

since they are at the mercy of commercial t'lanufacturers many of ;4!wse 

devices are not all they should be. !'SA f.(leens most of its crypt~,nalytic 

results i.n breaking the codes and Ginhors of these co.mtries. 

People who want hiv,h e;rade cryptogra;ohic protection will continue 

to find means of obtaining it regardless of what is or is not said or 

published. Conversely, other people wlll continue to eP:Dloy fanlty 

cryptographic methods even if they are known to be ~<uak. I can 1 '~ sec 

that this situation, which has held true fnr years, will e·1er al~,cr much. 

The u.s. govP.rnment itself probably gave away more computer cry;,togr.aphic 

"tricks of the trade" in publishing the Daca :S!lcryption :3tandarri \DK'l) 

t:1an all of the hardware and softuare venders even knew. 

Co~ies: All committee members 
Authorised Observers 

HAst wishes, 

.: _\.'h~- .. .. 
) 

Ctpher A. Deavo;.;rs 
Associate ?riifes:Jor o.f i!a:.hemati~s 
Kean Colle:;e o~· ~~~w Jersey 
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GENERAL P.~ADQUARTERS, AMERICAN EXPEDiTlONAnY FO!:l.CES 
GENERAL S'l'AFF, SECOND SECT!ON (G,2, A.E:) - taem) 

U3.y :i.G, :'..&18. 

il:~ following I'JI()Ssa.~;e v:as j,nte~·c .• upted at tl!34 p.m., Hay l!'3th, 
at thas_!l.Hei'.cio.f•J.a~te!'s: 

: 'ALTllARK ALTMARK 
i 

,~ 

-ol MAI 41 Gflin?PI:N 

:,ELNS l$0AG tffiLNV RGNDC ·. tCNOA AC::FK Fl'Fn 03GAA 
I .--" 

... ~n!O" · ... r~JJ- D)·n'lLR RTHNA TO SON SNU 1 IK L~IXGP ususs liJCEHI 

?..!}0!1 mmnE' ·. FAE\lN EHBAS. RTARR NUERI !.1GURE KCOBT 
I 

.\!':·JF 
. II 

ILTAN NUAE~I EIODE DEJiZIC GNTO!i NADTJ:G l.ffi8RT 

::;t::..1 · lCAUN ·ZDMRF ·ALCNL l~EULU BESD!:I 'i'ENAH D'l'JST 

.nrsz n 

. It yields oO the oinmlo columna: tranapoal t~on K ~ ., 1 • 5 
!::1 reads as fol::.oTis·: - ey ,;)-..,-. -"- a· 

· •Au BORn. ~r:FINo:.;: crmN tANDsTUru6J,t4Ntq Vlt.:NZE!. UHD 1-'RAU iHRGARETHE 

ilil-Jll!AKN LEL~A J:C:C~T VOH :SOH.D LASSEN SO!lD:l:HN DEil'i'SCHLt.ND Zi.miJECLC 

L:\zt:G!;:;; KOUS?L;.1' Bll:l~ACI!RIOH'l'IGEN El!PFANG UND AUGF'UEHRmlG DES 

. lu.UKSPRUCaES SOPOR'i' BF:S'i'AETIGEN At~ A'OJURALSTAB ZZ" 

!~ address nor oi.gnature ·11e:re given. 

'f:UJ/3L.'..nu;;. 
,. 
<.e l'!ot lc t :-tcoo:::·vict \Ccnzcl and !.:1·s. I1l-!~.:.•'::."ut ... \;.hr:u.: .. 1 iulcu.. 
· !!··0 ll.l"O on bocrd, UiSOll!barJ:, bu',; brine; t1101.1 buck to ,;.:lrn~.n~·· 
t?tify Conzuluto. Uonfirill ot o.1c:e to the l.C.::Jird t~· ..it::.tf 

·- r;c roccipt .. u.ncl carrying, qut. of .this vtireleso Claauaco." 
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DEPARTMENT OF THE ARMY 
OFFICE OF THE .JUDGE ADVOCATE GENERAL 

DAJA-IP 

REPLY TO 
ATT£1o4TION OFr 

WASHINGTON, D.C. 20310 

Honorable Richardson Preyer 
Chairman, Government Information and 

Individual Rights Subcommittee of the 
Committee on Government Operations 
Rayburn House Office Building 
Room B-349-B 
Washington, D.C. 20515 

Dear Mr. Preyer: 

1 4 MAR 1980 

During the testimony of Mr. Rene Tegtmeyer, Assistant Commis­
sioner for Patents, at a hearing before the Subcommittee on 
February 28, 1980, he was asked for but unable to provide 
information regarding the amount for which claims had been 
settled under the provisions of the Invention Secrecy Act. 
For those claims which our records reflect were settled in 
whole or in part under that statute, the following information 
is provided, in response to an informal request by your staff. 
It should be noted that claims under the Invention Secrecy Act 
generally are encompassed within a much more substantial claim 
for infringement of a subsequent patent, and the secrecy order 
damages frequently reflect a small part of the total settlement • 

In 1946, the military departments settled an administrative 
claim filed by the Massachusetts Institute of Technology for 
use of an invention disclosed in a patent application which was 
under secrecy order from 1942 to 1945. The invention pertained 
to a servo-mechanism used during World War II. The Government 
agreed to pay MIT a lump sum of $50,000 and to pay royalties 
with a $50,000 ceiling to Sperry Gyroscope Corporation. The 
Government received a release from the secrecy claim and a 
paid-up license under the patent application and any resulting 
patents. 

In 1956, enactment of Private Law 84-625 resolved a request in 
the nature of a claim by William F. Friedman. Friedman, an 
employee of the National Security Agency and its predecessor 
organizations, had made several inventions relating to cryptog­
raphy. All Government use of the inventions was authorized by 
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its ownership of invention rights or its shop right license 
in its employee's inventions. Friedman had requested payment 
from the Government for the lost commercial rights in his 
inventions, resulting from his inability to market the inventions 
in other countries because of the secrecy orders imposed on the 
inventions. Ccngress awarded Friedman $100,000 for those 
commercial rig~ts, with the concurrence of the Army. 

In about 1959, a law suit by Dr. Otto Halpern was settled during 
the course of litigation. Halpern's patent application relating 
to radar was put under secrecy order in 1945 and remained there­
under until 1959. The claim for damages for use of the invention 
while it was under the secrecy order was settled by payment of 
$305,000. 

In 1961, the military departments settled an administrative 
claim filed by the International Telephone and Telegraph for 
use of a radar invention. The invention was disclosed in a 
patent application which was under secrecy order from 1941 to 
1945 and which finally issued as a patent in 1957. The claim 
asserted use resulting from disclosure incidental to the invention 
secrecy process, infringement of the patent, and use of the 
patent in foreign assistance programs. Settlement involved 
payment of ~.::., 000,000 for all past claims and a future license 
for an annual ceiling of $300,000 for five years, reduced to 
$200,000 for the following seven years. 

In about 1964, litigation by Farrand Optical Company was resolved 
by settlement and payment of $657,622.17 as damages and delay 
compensation for use of an invention which had been placed under 
secrecy order in 1949 and remained thereunder until 1954. The 
patent issued in 1955. The damages were apparently computed 
on the basis of the Government's procurement from 1950 until 
1960. 

In 1977, litigation by the General Electric Company was settled 
by the Government. The case involved the Government's use of 
a radar invention. The patent application was under secrecy 
order from 1941 to 1945, and the Government's use of the invention 
had been licensed in part. The claim for use during the period 
of the secrecy order, for use of the invention incidental to 
foreign assistance activities, and for infringement of patent 
which issued in 1958 was settled by payment of $400,000. By 
concurrent licc::se agreement, the Government purchased a paid-up 
license for futc:re use of the patented invention for ~875,000. 

2 
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· R h company was resolved I 1979 litigation by Atlant1c esearc 1 b~ settlement. The claim involved Governmentf~~~ ~~6~ i~ol~74 
lant invention whic~ was ~nderdsec~eci ~~d~~77. The settlement 

nd which resulted 1n an 1ssue pa en d 
~nvolved payment of $300,000 for past infringement an secrecy 
order damages and a paid-up license under the patent. 

I 19 79 the Air Force settled an administrative claim filed 
b~ McDo~nell Douglas Corporation for use of al~~~g~; ~~~~~ The 
invention which was under secrecy order from . 
Government paid $450 for a release from the cla1m. 

information I am also forwarding a copy of a newlyt . 
For your • * Methods Employed in NATO coun r1es 
published comparative study on t" 
for Imposing Secrecy on Patent Applications and Inven 10ns 
Pertaining to Defence. 

I hope this information will be useful to you. 

*Available in subcommittee files 

Sincerely, 

/~-'~'~AJ~e··~' 
WILLIAM G. GAP6Y~KI,-, 

3 

Chief, Intellectual Property 
Division 
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DEPARTMENT OF THE ARMY 
OFFICE OF THE JUDGE ADVOCATE GENERAL 

WASHINGTON. D.C • .20310 

Honorable Richardson Preyer 
Chairman, Government Information and 
Individual Rights Subcommittee of the 

Committee on Government Operations 
Rayburn House Office Building 
Room B-349-8 
Washington, D.C. 20515 

Dear Mr. Prey;r: 

27 February 1980 

Reference is :·.ade to your letter of February 11, 1980 requesting 
information on implementation and operation of the Invention 
Secrecy Act, addressed to Dr. William J. Perry, Under Secretary 
of Defense for Research and Engineering. 

There are no recent statements or opinions on constitutionality or 
feasibility of the Act. The materials discussed below have been 
gathered to provide such information as is available in response to 
your request. 

Inclosure 1 is a memorandum prepared in this office, discussing 
administrative claims activity under the current invention secrecy 
law and its predecessor. Attachment 1 to that memorandum lists the 
29 known claims in which Department of Defense agencies have been 
involved since 1945. Attachment 2 is a table indicating the final 
results of the claims. Attachment 3 is a memorandum regarding waiver 
of claims in foreign-origin cases. 

Inclosure 2 is a copy of the Manual of the Armed Services Advisory 
Board (ASPAB). Sections III D and IV Dare undergoing current 
revision, as are several forms relating to Board procedure. 

Inclosure 3 is a copy of the NATO Agreement for the Mutual Safeguarding 
of Secrecy of Inventions Relating to Defence and for Which Applications 
For Patents Have Been Made and the Implementing Procedures thereto. 
Other international agreements are listed in Appendix G of Inclosure 2. 

Inclosure 4 is a table showing ASPAB activity during recent years. 
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Honorable Richardson' Preyei' · 7---
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Inclosure 5 is a table of the number of cases received from the 
Patent and Trademark Office for review. Under 35 U.s.c. 184, an 
inventor of an invention made in this country cannot file a foreign 
patent application within six months of the filing of a U.S. appli­
cation without special permission. Experience indicates that the 
median time for review of a patent application, to determine whether 
a secrecy order is required, is about three mont.hs. Inclosure 5 
thus indicates the percentage of cases which could not possibly have 
been reviewed within the six-month period because they were not 
received within that period and the number which probably were not 
reviewed in time, given the age of the application when received. 
This delay is believed to be caused by personnel shortages in the 
Patent and Trademark Office and the length of time taken to screen 
and prepare microfiche reproductions of selected patent applications 
for review by the defense agencies. 

Inclosure 6 is a memorandum concerning the relationship of invention 
secrecy activity to the Patent Cooperation Treaty. Under the current 
regulation issued by the Commissioner of Patents and Trademarks, 37 
CFR Part 5, 'there seems to be no conflict between u.s. law and the 
treaty. so far, we have not had any experience with claims resulting 
from lost treaty priority dates. 

we are not certain how much additional time is required for annual 
review for secrecy orders caused by National Emergencies Act. The 
greatest amount of time is required from technical personnel familiar 
with the technology, who must individually determine whether an appli­
cation should be retained under secrecy. Those personnel are scattered 
through the'military department field agencies. In the Air For~e 
which has the smallest number of cases under secrecy order, rev1ew 
has always been performed on an annual or more frequent basis. Thus, 
apart from minor paperwork requirements, there a~pears to ~e no 
increase in Air Force workload. The Navy determ1ned that 1ts addi­
tional administrative workload required 1,885 manhours during calendar 
year 1979 excluding the time of technical review personnel. The 
Army field activity is undergoing a substantial change in its review 
system, and the additional workload cannot ~e determined. The ASPAB 
secretary spends approximately 20% of her t1me on increased paperwork 
caused directly by annual renewal requirements. 

I hope that this information will be useful to you. 

6 !nels 
as 

Sincerely, 

~,,_/~~-~!- /}. 
wfLLIAM G. G;P~~ 
Chief, Intellectual Property 
Division 

* Inclosures 2 and 3 available in subc01111littee files. 
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DEPARTMENT OF THE ARMY 
OFFICE OF THE JUDGE ADVOCATE GENERAL 

WASHINGTON, D.C. 20310 

DAJA-IP 
27 February 1980 

MEMORANDUM FOR THE RECORD 

SUBJECT: Categories of secrecy order cases and related claims 

1. Background. The recipients of inventio 
imposed pursuant to 35 USC 181 f . . n s7crecy orders 
Whether an administrative claim ~!11~~=~ atvabr1ety of categories. 
pends in pa t th Y o e asserted de-
ti~n fits rA o~ . e category in which the owner of the inven-
. . • ~- ~1mant may seek compensation for use of the 
1n~ent1on res· .. t1ng from disclosure as part of the secrecy 
or er process or compensation for damages caus d b 

~~d~~~seT~!~t~;~~randurn discusses administrati~e clai~: ~~c~~~~t 
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in abeyance until the application can be published as part 
of the patent process. No administrative claim would accrue, 
because the Government itself owns the invention or otherwise 
is authorized to prevent publication of classified information. 
This category makes up a substantial portion of all secrecy 
order cases. 

4. Government contractor research 

a. Classified contracts. By contract clause, the con­
tractor is required to supply the contracting officer with a 
copy of any patent application relating to the classified con­
tract and disclosing classified information. Upon receipt of 
a copy of the application, the agency initiates action to obtain 
a secrecy order. The PTO does not normally refer such applica­
tions to the defense agencies for secrecy review, but an occa­
sional application is referred before a secrecy request has 
been received from the agency. In such cases, the PTO sends 
only an abbreviated disclosure, calling the agency's attention 
to the existence of an application relating to a particular 
contract. 

b. Classified information. If any contractor patent 
application contains any classified matter, the contractor will 
mark the application with appropriate security markings. The 
contractor understands that a secrecy order will be imposed 
because of the classified material. As in the case of Govern­
ment-filed applications, the secrecy order allows the PTO to 
hold patent prosecution in abeyance from the time the applica­
tion is otherwise in condition for allowance and the time when 
the contents can be published as an issued patent. 

c. Unclassified material. If an application relating to 
a contract does not contain classified material, it should not 
be subject to a secrecy order. The agency primarily concerned 
has determined that the subject matter is not of a nature that 
requires classification. However, such applications do not 
necessarily indicate on their face that they relate to Govern­
ment contracts. The PTO may pull the application as part of 
its screening process and refer the application to another 
Government agency for secrecy review. That agency may request 
a secrecy order. On request from the contractor and upon co­
ordination between the agencies, such secrecy orders may be 
rescinded quickly. If not, a claim would accrue. 

d. Claims. Secrecy order claims involving contractor 
research are rare. The owner of the patent application is already 

2 
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working with the potential customer for the invention. The 
permit routinely issued at the time of the secrecy order allows 
the owner to disclose and attempt to market the invention to 
other Government agencies. The actual cost of making the in­
vention ~as been borne by the Government, so the owner has 
lost no 1nvestment. There is not likely to be.any actual dam­
age to the contractor. In addition, the Government's license 
rights in the invention allow royalty-free use of the invention 
while the secrecy order is in effect. A claim by a Government 
contractor is more likely to turn on a dispute whether the in­
vention in question is in fact a subject invention under a 
Government contract. 

5. Private research and development. This category includes 
what is believed to be the smallest number of secrecy orders 
but generates nearly all administrative claims relating to 
secrecy orders. The patent application may be owned by a cor­
poration or by an individual inventor. Except as indicated in 
f. below, the inventors usually intend that the invention will 
relate to national security. These inventions involve weapons 
systems or other technology similar to the research done by 
the defense agencies. 

a. Classified information. Inventors obtain access to 
classified information as part of their work on contractor re­
search or as Government employees. If such information is in­
corporated into a patent application, the application should 
~ear security markings. The classified material is frequently 
1nserted mereJy to illustrate the utility of the invention. If 
so and if th0 ·~ is a nonmilitary use of the invention which 
would justify a patent which excludes the classified informa­
tion from the ~ody of the patent document, it may be possible 
to remove the classified information from a subsequent patent 
application and avoid a secrecy order. The modified second 
application mitigates the damages of the inventor and can avoid 
the need for an administrative claim. See the ACF and Lear 
Siegler claims discussed in Attachment 1. --- ----

b. Sales to intended market. As indicated, most inventors 
in this category intend that the invention will be sold to the 
Government. The defense agencies are the primary market for 
expl~sives, missile.guidance systems, and similar military in­
vent1ons. A~ the t1me the secrecy order is issued, the inventor 
usually rece1ves a permit allowing disclosure of the invention 
to Government agencies potentially interested in the invention. 
The applicant may sell to the Government the product to which 
the invention relates or may re·ceive development contracts as 
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a result of the applicant's knowledge acquired in the course 
of making the invention. On petition, the applicant may also 
obtain special permission to disclose the invention to other 
parties for marketing purposes, if the disclosure does not 
conflict with the underlying reasons for the secrecy order. 
In these cases, d claim would accrue, but it would not be likely 
to be asserted. The applicant has achieved the desired market 
for the invention. When the secrecy order is finally rescinded, 
the owner still has the full 17-year patent life to continue 
exclusive marketing of the invention. 

c. Foreign applications. The United States has agree­
ments with the NATO countries and with Sweden and Australia to 
allow cases which are under secrecy order in the United States 
to be filed in those countries and receive protection in those 
countries similar to that provided in the United States. An 
applicant can petition for a permit to file an application in 
those countries. such foreign filing will mitigate the appli­
cant's damages. When the secrecy order is eventually rescinded, 
the applicant will have foreign rights. If the owner of the 
application wants to sell the invention to foreign Governments 
while it is under the secrecy order, he can petition for a per­
mit as discussed in b. above. Generally, the procedure for 
obtaining permission to file a foreign patent application is 
easier than obtaining permission to export other kinds of tech­
nology or information under the Arms Export Control Act. 

d. Failure to sell the invention. If the Government, as 
the primary potential customer, is not interested in the inven­
tion, the owner of the application may file a claim in an effort 
to recoup his investment or obtain anticipated profits. The 
Government's lack of interest is frequently the measure of the 
value of the invention in such cases. If there is no willing 
customer for the invention, it has no value. The damages be­
come nominal. Such "paper patents" are common in the patent 
system. They are not successfully exploitable. If the owner 
had reasonable opportunity to market the invention and was 
unable to make a profit because the invention is worthless, 
the secrecy order has not caused recognizable damages. 

e. Use of the invention 

(1) The exclusive rights of a patentee are normally 
limited to the 17-year period from issue of the patent until 
its expiration. There is no statutory liability for unauthor-
ized use of an invention which is described in a patent application. 

4 
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The Inventior Secrecy Act extends the rights of the owner of 
the patent '.;plication to cover use of the invention by the 
Government pc1or to issuance of the patent, if such use re­
sulted from uisclosure of the invention during the secrecy 
order process. (The Farrand Optical Case discussed in Attach­
ment 1 is an exception to this statement.) 

(2) Actual use of the invention by the Government has 
been the real measure of the value of the invention and extent 
of inj~ry to.the owner of the patent application. In every 
case llsted 1n Attachment 1 in which a claim has been resolved 
favorably to the applicant, whether at the administrative level 
or during litigation, the amount of damages has been predicated 
on the amount of use of the invention by the Government. Fre­
quently, use during the term of the secrecy order has been 
combined with use after issuance of the patent in determining 
the amount of damages. When denied, the denial of the claim 
appears to have been based on: 

(a) Lack of any Government use of the invention; 

(b) Lack of validity of the issued patent or the 
claims in the pending patent, in effect asserting that the 
Government used technology that was in the public domain; or 

(c) Assertion of a prior right allowing royalty-
free use of the invention by the Government. 

f •. The s~rprised inventor. Occasionally, a secrecy 
order Wlll be 1mposed on an invention which the inventor did 
not intend the invention to have military implications, as in 
the Nic~la~ claim discussed in Attachment 1. The application 
falls w1th1n i broad category of inventions having potential 
effect on the national security. In some cases, the inventor 
may be able to establish that the secrecy order should be 
rescinded, thereby avoiding the need for a claim. 

6. Foreign-<.. .. -.igin applications. Under the same international 
agre7men~s whic~ allow United States inventors to file ·foreign 
appl1cat1ons wh1le a secrecy order exists in the United states 
d~scus~ed in ~ above, foreign applicants can file applica- ' 
t1ons 1n the Un1ted States. Such applications are accompanied 
by a request from the applicant or the Government of origin for 
imposition of a secrecy order in the United States. As in­
dicated in Attachment 3, most of these applications involve an 
automatic waiver of any claim for damage except that damage 
resulting from use or unauthorized disclosure of the invention 
by our Government. The Homa claim discussed in Attachment 1 
is the only known claim in this category. 

titr4~ 
Lieutena~Colonel, JAGC 
Army Member, Armed Services Patent 

Advisory Board 
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26 February 1980 

ADMINISTRATIVE CLAIMS INVOLVING ItNENTION SECRECY ORDERS 

The following information has been obtained from a review 
of current administrative claims files and older log sheets 
maintained in the Office of The Judge Advocate General 
Department of the Army. The information has been augmented 
by reports from the Department of the Navy, Department 
of the Air Force, and National Security Agency. It is 
believed to contain most claims relating to invention 
secrecy which are currently pending or have been resolved 
by Department of Defense agencies since 1945. 

ACF Industries, Inc. 

A claim against the National Security Agency (NSA) resulted 
from a secrecy order imposed on a patent application 
prepared by former NSA employees. The invention, a 
synchronization device usable on classified encryption 
equipment, did not itself require a secrecy order. The 
secrecy order was imposed because the application discussed 
the classified equipment used by NSA and known to the 
inventors by reason of their prior employment. An NSA 
offer to allow a related application to avoid a secrecy 
order, if the discussion of classified equipment were 
expunged from the application, was disregarded. The claim 
is pending at NSA. 

Colonel William F. Friedma~ 

A Government employee who made a number of encryption 
inventions filed a claim for invention secrecy damages. 
There were serious employee invention rights issues in 
the claim. The matter was resolved by enactment of Private 
Act 84-625, May 10, 1956. 

Robert w. Heineman 

A Government employee claimed ownership of a patent 
previously assigned by him to the Government. The claim 
was denied. In subsequent, pending litigation, the employee 
alleges secrecy order damages as well as infringement during 
the time the invention has been owned by the Government. 

Norman A. MacLeod 

The inventor of an anti-personnel mine filed an invention 
secrecy claim. It was denied in 1961, because the 
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Government had obtained a royalty-free right to use of 
the invention under prior Government contracts. 

Meyer Piet 'nd .Futurecraft Corporation 

A secrecy order claim was denied in 1958 because of 
Government property rights in the invention. 

American St3ndard, ~nc. 

The claimant acquired the assets.of another company, which 
included several patent applicat1ons relating to encryption 
devices. A claim is pending at the National Security 
Agency. Some of the inventions apparently were made under 
Government contracts. 

Atlantic Research Corporation 

An administrative claim was filed for use of a rocket 
propell~nt while ~he application was under a secrecy order. 
The.c~a~m was den1ed for technical reasons concerning the 
~al~d~ty of the patent.claims and an apparent license right 
~n the Government. Su1t in the Court of Claims resulted 
1n a $300,000 settlement, based on actual use of the 
invention before and after the patent issued. 

Farrand Optical Company 

~n administrative claim for use of a hemispheric bomb sight 
1nvolved u~e of the invention prior to the secrecy order 
and ~fte" ~ssuance of the secrecy order. The claim wa~ 
term1~ated by litigation. See Farrand Optical co., Inc. 
v. Un1ted Statesf 325 F.2d 328 (2d Cir. 1963). The suit 
:esulted in sett ement. The facts indicated a breach of 
1mpl~ed cont~act.rather than a true secrecy order problem. 
The 1nventor s d1sclosure was not related to the secrecy 
process, and the existance of the secrecy order merely 
served as a jurisdictional vehicle for the court. 

General Electric Company 

The clai~ in~ol~ed a radar patent. The thrust of the claim 
~lleged 1nfr~ng1ng use of the patent, but there was an 
1ssue involv~ng a secrecy order. The case was eventually 
settled prior to trial in the Court of Claims and the 
secrecy order issue was resolved as part of the overall 
settlement. 
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General Tire and Rubber Company 

A secrecy order claim by General Tire and Rubber Company 
was denied in 1962 for undetermined reasons. 

Goodyear Aerospace Corporation 

Goodyear filed a claim for alleged use of a lightweight 
armor invention while a secrecy order was in effect, as 
well as for infringement of the subsequent patent. Among 
the reasons for denial of the claim were lack of use of 
the invention and absence of damages cause by the secrecy 
order. The case is now pending in the Court of Claims. 

International Telephone and Telegraph Corporation 

An infringement claim filed by ITT was settled in 1962. 
A portion of the claim related to invention secrecy. 

Lear Siegler, Inc. 

Lear owned three patent applications relating to proximity 
fuses and detection systems. After imposition of a secrecy 
order, one of the applications was redrafted at the 
suggestion of the Government, so as to avoid a subsequent 
secrecy order, and filed in the United States Patent and 
Trademark Office. Over several years, Lear received 
research and development contracts from the Air Force and 
the Navy to develop these inventions further. Eventually, 
the military departments decided that they had no further 
interests in adopting the invention. Lear then filed 
administrative claims against the military departments. 
Because there had been no unauthorized use of the inventions 
by the agencies, Lear had only a claim for damages caused 
by the secrecy orders. The agencies determined that the 
owner had not established the existence of any compensable 
injury, and the claims were denied. The claimant has 
subsequently brought suit in the Court of Claims. 

Massachusetts Institute of Technology 

An invention secrecy claim was settled in 1951. 

McDonnell Douglas Corporation 

An administrative claim against the Air Force was settled 
in 1979 on the basis of the single infringing use of the 

3 
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~hvention. The portion seeking recoupment of lost 
lnvestment caused by the secrecy order imposed by of the 
British Government has been referred for settlement by 
that Government. 

Solar Aircraft Corporation 

A claim for infringement and secrecy order damages was 
denied by the Air Force, for undetermined reasons, in 1956. 

Subcom, Inc. 

A secrec" claim for a range and depth d t t' 
is pendip·o with the Navy. e ec lOn system 

Howard E .. _,\iken 

A secrecy order was imposed on a cryptography invention 
on behalf of the National Security Agency. The claim was 
denied in 1971 for undetermined reasons. 

Emil J. Bolsey 

The inventor of an electro-optical device relating to aerial 
reconnaissanc: fi~ed a claim for damages cause by a secrecy 
order and by.1nfr1ngement of the subsequent patent. The 
Army has den1ed that portion relating to infringement on 
the b~sis that there was no.Army use of the invention 
The ~1r Force, which imposed the secrecy order, is cu~rently 
work1ng on other aspects of the claim. 

Eugene Emerson Clift 

A claim fo~ alleged use of an invention while a secrecy 
order was 1n effect was denied in 1970, for lack of such 
use. Litigation against the National Security Agency is 
pending in federal court. 

~.~ 

T~e inventor of an energy detection system filed and 
Wl~hdrew a secrecy o~der claim in 1969. The inventor's 
he1r renew~d the c~a1m in 1978. ~he second claim was denied 
by the var1ous mil1tary department in 1979 and 1980 for 
lack of Government use of the invention and lack of 1 

substantiation of any damages caused by the secrecy order. 
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Dr. Otto Halpern 

A claim relating to an anti-radar invention was denied 
for lack of Government use or other damages. The subsequent 
litigation (Halpern v. United States, 258 F.2d 36 (2d Cir. 
1958)) resulted in settlement w1th the inventor. 

David M. Homa 

A Canadian inventor filed a secrecy claim for an electronic 
device. The United States secrecy order was imposed upon 
request of the Canadian Government, because of a prior 
secrecy order imposed in Canada. The cl~im wa~ denied 
by the Navy in 1971, for non-use of the 1nvent1on. 

Eugene Maynor 

A secrecy claim relating to a rocket motor was denied in 
1950, for undetermined reasons. 

David Pelton Moore 

In 1966, the inventor of an explosive compound asserted 
a claim for infringement of the patent. The claim was 
denied in 1967 for lack of Government use of the patented 
invention. Moore later brought action in the Court of 
Claims. The secrecy order, which had. been imposed in 1956 
and rescinded in 1957, was not asserted as a basis for 
action until Moore's Second Amended Petition was filed 
in the Court of Claims in 1975. That case is still pending 
in the Court after a long series of delays by plaintiff's 
counsel. The secrecy order does not appear to have been 
a serious issue in the case, despite its mention in the 
petition. 

Carl Nicolai 

Private inventors (one of whom is believed to be a 
Government employee) were working on commercial encryption 
of computers. The patent application was placed under 
a secrecy order because of the relationship of the invention 
to technology of concern to the National Security Agency 
(NSA). During a major media attack on the secrecy system, 
the secrecy order was rescinded, before the invention was 
placed in condition for allowance by the Patent and 
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Trademark office. Thus, the patent was never withheld, 
and there were apparently no injuries caused by the secrecy 
order. The Army denied the inventors' claim for $2.5 
million on the basis that their patent had never been 
withheld, so they had no standing to make a claim. There 
has been no Army use of the invention. The claim is pending at NSA. 

Dr. Gennady Potapenko 

A claim for use of a radar invention while an application 
was under secrecy order and for infringement of the 
subsequent patent was denied in 1957, on the basis that 
no valid claims had been infringed by Government procurement. 

Marion B. Ro~ 

A claim relating to a projectile was denied in 1952 for 
undetermined reasons. The case was the subject of 
subsequent litigation, which was terminated by plaintiff's 
withdrawal of the action in 1957. See Robinson v. United 
States, 236 F.2d 24 (2d Cir. 1956). -

Raymond F. Wilmette 

A secrecy order claim relating to a radar guidance system 
was denied by the Army in 1970, for lack of injury. A 
subsequent claim of infringement of the issued patent was 
denied by the Navy in 1978. 

6 
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RESULTS OF ADMINISTRATIVE CLAIMS FILED WITH 
DEPARTMENT OF PEFENSE SINCE 1945 

Pending claims 

Settled claims 

Settled by DOD 
Settled by private relief bill 

Denied or withdrawn claims 

Settled during litigation 
Litigation favorable to Govt 
Litigation pending 
No litigation 

5 

4 

3 
1 

20 

4 
1 
5 

10 

29 
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DEPARTMENT OF THE ARMY 
OFFICE OF THE JUDGE ADVOCATE GENERAL 

WASHINGTON, D.C. 20310 18 JM 1SSJ 

~!EHORANDUI! FOR HEMBERS, ARMED SERVICES PATENT ADVISORY BOARD 

SUBJECT: Waiver of Claims in Foreign-origin Cases 

~· Foreign filing permits issued to US inventors provide that th 
lnve~tor•s use of the permit constitutes a waiver if waive . e 
requ1red ?Y agreement with the receiving country, 'of any cl:.1sf 
~~m~~:satlo~ ~or damages caus~d by mere imposition of a secr~~y ~;der 

rece1v_ng country. Th1s does not 1 d 
use of the in,-·ontion by the . . app y to amages resulting from 
closure of the ~nvention wit~~~e~~~n~ go~ernment or unauth~rized dis-
right of acti::: against the US G ore1gn country. The 1nventor's 
secrecy orde:· cs unaffected. overnment for damages caused by the US 

2 .. Under bilateral agreements, such waiver applies to US- · · 
goLng ~o the following countries and to cases coming from ~~~g~n cases 
countr1es under a US obligation to impose secrecy on the US al~e . 

app 1cat1on: 

Australia 
Belgium 
Denmark 
Ftance 
Germany 
Greece 
Netherlands 
Norway 

In addition, US-origin cas f d d . es orwar e to France and Norway require a 
separate, specific wa1ver statement from the inventors. 

3. There are no waiver provisio~ in the bilateral agreements with 
Sweden and Turkey. 

4. :he NATO Agreement under which we operate w1'th 
d " the following countries 

prov1 es t .. at the receiving country is entitled to demand a waiver: 

Canada 
Luxemburg 
Portugal 
United Kingdom 
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We have not had a practice of demanding any such waiver on incoming cases 
from these countries. To my knowledge, there has been no requirement 
from these countries for such waiver on US-origin cases. 

5. Recent correspondence from the inventors in a UK-origin case highlighted 
the potential problem. In that case, the inventors threatened a claim 
for damages caused by imposition of the secrecy order. The Lear Siegler 
case in the Court of Claims is the first known litigation in which mere 
secrecy order damages, without any alleged use of the invention by the 
Government, has been the only basis for action. The time has come to 
consider whether the US Government should require a waiver on foreign-origin 
cases from the four countries listed in paragraph 4 above. Canada and the 
United Kingdom present the only real invention secrecy activity among the 
four. 

6. At the time the NATO Agreement was adopted by the US, there was serious 
Concern about the absence of an automatic waiver provision, but several 
of the countries objected to revision of the agreement. The ASPAB con­
sidered the liklihood of a damage claim based solely on the imposition of 
the secrecy order as being remote. Correspondence from this office indicated 
concern with the paperwork involved in Obtaining a specific waiver, but it 
appears that explicit waivers were considered to be desirable. 

7. It is probable that the UK and Canada might ask in turn for waivers 
from our nationals if we ask for waivers on cases originating in their 
countries. 

,Jwl~ 
H. M. HOUGEN 
Lieutenant Colonel, JAGC 
Member, Armed Services Patent 

Advisory Board 
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ARMED SERVICES PATENT ADVISORY BOARD 

Activity in Review of Cases and Imposition and Rescission of Secrecy Orders 

Quarter and 
Number of 

Number of 
Number of 

Cal end~ 
Patent Applications 

Secrecy Orders 
Secrecy Orders ~~~ Imposed by DOD 
~~~by DOD g I!: 

75 
1623 

74 
52 1787 

61 
156 3 

1562 
78 

118 4 
1433 

57 
72 76 

1623 
74 

52 1326 
68 

85 1332 
4 44 

79 1248 
51 

82 17 
1563 

58 
96 2080 

49 
61 1446 

60 
62 4 

1155 
64 

107 78 
1488 

82 
113 1334 

59 
53 1043 

61 
65 4 

1077 
67 

76 79 
913 

24 
147 1358 

53 
66 1131 

83 
159 4 

786 
59 

47 

*This does not include classified patent applications filed by the Government or by Government contractors, 
which are placed under secrecy order by defense agencies without referral from the Patent & Trademark Office. 

·------------· 

.ARMED SERVICES PATENT ADVISORY BOARD 

Tables of Cases Received for Review 3 or More Months After Filing Date 

Total Cases Number 3 Months %of Number 6 Months % of 
Calendar Year Received For Old or Older Total Old or Older Total 

Review When Received ·Received When Received Received 
g ..J.r 

75 1369 67 4.60 7 0.51 

75 1743 106 6.08 4 0.23 

. 3 75 1751 102 5.83 7 0.40 

4 75 1514 39 2,58 9 0.59 

76 1487 25 1.68 9 0.61 

76 1333 33 2.48 1 0.08 

76 1267 50 3.95 8 0.63 

4 76 1322 55 4.16 13 0.98 

77 1530 69 4.51 19 1.24 

77 2238 400 17.87 35 1.56 

17 1390 55 3.96 19 1.37 

17 1200 48 4.00 17 1.42 

78 1631 50 3.07 14 0.86 

78 1242 59 4. 75 18 1.45 

78 1150 . 47 4.09 14 1.22 

4 78 1152 46 3.99 7 0.61 

79 1103 67 6.07 8 o·. 73 

79· 1272 187 14.70 .... 27 2.12 

79 1021 119 11.66 19 1.86 

4 79 758 333 43.93 40 5.28 
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D!i;··:·~RTMENT OF THE ARMY 
OFFICE OF THE .JUDGE ADVOCATE GENER"'L 

WASHINGTON. D.C. Z0310 

Commissioner of Patents and Trademarks 
Washington, D.c. 20231 

Dear Sir: 

3 May 1977 

CThe prop~sed rule changes to implement the Patent 
ooperatton Treaty p bl' h d · 

January 12, 1977 havu b1s e 1~ 42 Federa~ Register 2632, 
members of the A;med ~ e:n rev1ewed and.dlscussad.by the 
The following commentse~~~~~~ ~:~mentthAdtvdi~ory B~ard (ASPAB). 

a lSCUSS10n. 
The proposed changes to 37 CFR s · 
req"ire a foreign filing license e~~~onflS:l t and 5:11 would 
aprLications which de not corresoond ~o ln :rnatl~nal 
States national applic t' - a pr1or Untted 
applications to be fil:d1~~,t~ve~ ~~rdthose intern~t~onal 
Office, In such instances e n1 7 States Rece1v1ng 
to submit an advance copy ~ft~~sa~p!lc~n~ ~ould be required 
application for review rior ~n.en e lnternational 
be no identifiable refe~ence ~~ ~~11~g~ because there would 
Office n~r any microfiche. or othere a ent ~nd Trademark 
circul ~; d · copy ava1lable for a--on an rev1ew under present . · · 
procedures Thus that secur1ty rev1ew 
app~icatio~ would,be rev~~~~do~i;~~ ~~t~~de~.inte~national 
~ev1ewt_Bra~ch in the Patent and TrademarkeOf~~~~Slnifa~~ 
lnven 1on ts on the Patent Securit R · • . e 
a copy ~r a ~icrofiche would then &e ~~~::r~!~e~~r~h~lst, 
appropr1ate 1nterested defense a · · · · 
This process of circulation and gen~1es for s~curtty rev1ew. 
mont~s; ~he app~i7ant ~ould loser:v~~~s~~~r~~~: ~~~~~~l 
of t1me 1n obta1n1ng h1s priorfty date. 

Un~7r this proposed procedure there would be no definite 
su )ect.matter, such as a numbered patent a lica · 
~~:~ :~!c~na s:7rec~ order could be imposedp~n th!1:~;nt 
1 ven 1on oes affect national security The 

anguage of 35 u.s.c. 181 gives thP. Commissioner. 
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authority to place secrecy orders only on applications 
for a patent. There is no statutory authority to place 
a secrecy order on an invention which is represented only 
by an intent to file a foreign application combined with 
a request for a license. The provisions of proposed 35 
U.S.C. 368 make the provisions of Chapter 17 of that Title, 
including Section 181, applicable to international 
applications; under the proposed rules, no international 
application would be in e~istence at the time of 
consideration for a foreign filing license. The ASPAB 
does not provide a suitable mechanism for subsequently 
monitoring cases which have been denied foreign filing 
licenses, without the existence of a secrecy order and 
an application for subsequent ASPAB review. Moreover, 
~the remedy provided by 35 u.s.c. 183 for damages resulting 

from a secrecy order would not apply to the denial of a 
license. 

The applicant could circumvent the delay in obtaining a 
priority date by first filing a United States national 
application, asking for an international-type search, and 
filing a subsequent international application more than 
six months after his United States application has been 
filed, claiming the Convention priority date. This 
procedure would be cumbersome and demanding of excess 
paperwork. 

It appears that the proposed rules take.too restrictive 
a view of the Patent Cooperation Treaty and the implementing 
statute. Article 27(8) of the Treaty provides that the 
Treaty and implementing Regulations should not be construed 
to limit the freedom of any country to apply measures deemed 
necessary for the preservation of its national •ecurity. 
Rules 22.l(a) and 22.2(d) of the Regulations under the 
Treaty contemplate a national security review of an · 
invention while the international application is in fact 
in the hands of the Receiving Office, during a 13-month 
period after the international application has been filed. 
Such delay for security review does not cause an applicant 
to lose his priority filing date. In addition, Rule 22.l(a) 
permits a Receiving Office to refuse to transmit an 
international application to the International Bureau if 
the transmittal would be detrimental to national security. 

The implementing statute, 35 u.s.c. 368, provides that 

2 
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the international application will be subject to licensing 
and security review; that language presupposes the existence 
of:an :~ternational application which has been filed in 
the Uni~~d States Receiving Office prior to such review. 
It furt1~r provides specifically that the filing of an 
interna•ional application in a country other than the United 
States •~all be considered to constitute foreign filing 
fer t~~ -urposes of Chapter 17; the obvious corollary is 
that the statute contemplates that an international 
application on file in the United States Receiving Office 
should not be considered to be a foreign filing. Finally, 
the statute discusses treatment of an international 
applicatio~ in the United States Receiving Office prior 
to the time that a license for foreign filing is denied 
or a secrecy order is in1posed. Therefore, .the internationa.l 
application would have to have been filed in the United 
States Receiving Office prior to the existence of a f·oreign 
filing license and prior to secrecy consideration in order 
for the statutory language to be meaningful. 

It is therefore urged that the proposed rules be changed 
to permit the United States Receiving Office ·to accept 
international applications without prior issuance of a 
foreign filing license, even though no corresponding United 
States application is on file. A simultaneous request 
for a foreign filing license should be required. The 
international application could then be reviewed for 
licensing consideration. If the invention is not on the 
Patent Security Category Review List, the license could 
be issued immediately, and further processing of the 
international application could continue. If the invention 
is on. the Category List, the application could be duly 
circulated in microfiche form to the appropriate defense 
agencies for normal security review. If a secrecy order 
is required, the order could then be placed on the 
identifiable international application, and the license 
request coJld be automatically denied~ The applicant could 
file a corresponding United States national application 
and seek mojification of the secrecy order to permit 
subsequen' filing of selected foreign applications. The 
United Stc~es Receiving Office could defer transmittal 
of the inte:national application to the International Bureau 
or the Inte~national Searching Authority of Washington 
for twelve months pending review without causing any loss 
of jlriority ::or the npplicc:nt. 
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ed ru les and a sectional 
t to the oropos . suggested amendmen s h - mendments would rel1eve 

;nalysis are atta<?hed .. T es~n a the Patent and Trad~mark 
the licensing revleW bur~en d hould be more satlsfactory 
Ofrice and defense agencles anb s 

-- . d the uatent ar · to appl1cants an -
brief oral presentation 

reauest the opportunity ~o makeb: h~ld on May 26, 1977. 
~f this matter at the hearlng to 

Thank you for your consideration. 

2.1ncl 1 

Sincerely, 

I ' 
i~f /'t;f.''5-:t~·.u.r.__ 
H.N. HOUGEN 
Lieutenant Colonel, ~AGC 
Chairman, Armed Servlces 

Patent Advisory Board 

1. Changes in Prop~sed ~u es 
1 -is o~ Changes 

2 . sectional Ana Y~ ~ 
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