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) Forelgn Espionage

vy The “Classical” Method of Targeting the United States
(U)y Russian Federation

(U) The Russian Federation has a significant intelligence
capability inherited from the former Soviet Union.
Much of this intelligence collection infrastructure con-
tinues to focus on collecting information concerning the
United States. Russian intelligence operations against
the United States have increased in sophistication, scope, and number; and they are
likely to remain at a high level for the foreseeable future.1!

(U) Russia has two main active intelligence services: the Russian Foreign Intelligence
Service (SVR) and the Main Intelligence Directorate of the General Staff (GRU).
Intelligence activities are overseen by the Russian National Security Council and
coordinated through the Permanent
Interbranch Commissions of the National
Security.??

(U) In addition to the three foreign intelli-
gence agencies, the Russian intelligence
community also controls the Federal

Customs Service and the newly organized
Federal Security Service. The Federal
Customs Service can provide the intelli-
gence services with detailed information on
the movement of goods and equipment in
and out of Russia. Proprietary information,
such as customer lists, is available in decla-
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rations made to the Federal Customs Service. After the dissolution of the Soviet
Union, the KGB was broken up into eight different agencies—most are responsible
for internal security matters. The Federal Security Service incorporates the functions
of the Main Administration for the
Protection of the Russian

Federation and the Federal ‘ e ——————.
Counterintelligence Service. The | g4 k& “l‘l‘"{ BL kb i; %1 bk s. ;
combination of these functions [ K
has returned much of the inter-
nal security and counterintelli-
gence functions, formerly held

by the KGB, to a single agency.!3

(U) The “classic” HUMINT collection process used by the former Soviet Union, its
allies, and many intelligence services of the West shares a number of general features.

(U) First, the main consumers of intelligence are factories, research institutes, and gov-
ernment agencies. Second, their critical information needs are addressed through a
centralized intelligence requirements list maintained collectively by the intelligence
services. Third, when specialized intelligence is needed, a requirement is levied on
the intelligence services, which sometimes collect the desired information through
covert operations. Because the “consumers” of intelligence do not know the source of
the information they ultimately receive, one strength of this approach to intelligence
collection is that it is relatively secure. Another is that the hands-on operational activ-
ity is accomplished by professional intelligence officers extensively trained for such
work. One weakness of the classical approach is that, because it is difficult to deploy
and maintain extremely large numbers of intelligence officers abroad, the collection
process has a limited capacity. Another weakness is that the professional intelligence
officers involved in the process may not always know enough technical detail about
Russia’s critical information needs to target the best information.
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(U) The Soviet or Soviet-trained approach to intelligence collection poses two main
problems for OPSEC managers: determining the activities of the adversary’s intelli-
gence officers, and monitoring the activities of employees to see if they are in contact
with the intelligence officers. Further, because of the professionalism of the intelli-
gence officers, it may be extremely difficult for U.S. counterintelligence authorities to '
identify them. Even if intelligence officers are successfully identified, it may be prob-
lematic to determine if their activities are intelligence-related or whether they have
had contact with an employee.

) Russian Intelligence Organizations
(U) SVR, the Russian Foreign Intelligence Service

(U) The SVR, the successor to the First Chief Directorate of the
KGB, is responsible for collecting foreign intelligence. It was
created when the KGB was dismantled in the aftermath of the
August 1991 cbup against the Gorbachev government. The
Chairman of the KGB, Vladimir Kryuchkov, and other senior
officials were involved in the plot to overthrow Gorbachev. As a
result of this attempted coup, the KGB was broken up. The internal
security, counterintelligence, border guard, and protection service missions formerly [
assigned to the KGB were given to newly created organizations. The SVR concen-
trates on collecting political, economic, scientific, and technical information, as well as
conducting covert action operations.’ The majority of SVR case officers operate ]
under diplomatic cover from Russian embassies and consulates.

(U) Although the number of SVR personnel has reportedly been reduced by 30 per-
cent, the agency continues active collection operations. For example, after an opera- [
tional hiatus following the collapse of the Soviet Union, the agency continued to oper-
ate FBI Special Agent Robert P. Hanssen as a penetration of the U.S. Intelligence
Community. Further, Russian President Vladimir Putin, who served for 16 years as a 3

KGB foreign intelligence officer, has

placed other former intelligence offi-
cers in key government posts and
has carried out a vigorous domestic
campaign to laud the exploits of 3
Russia’s intelligence services, both
during the Soviet era and afterwards.
The SVR may also continue to be
involved in conducting propaganda

and influencing operations abroad.!® 3
(U) GRU, the Main Intelligence Directorate of the General Staff +

(U) The GRU and the Ministry of Defense supported Gorbachev against the August :
1991 coup and, unlike the KGB, the GRU survived the aftermath of the coup largely
intact. The GRU is responsible for providing strategic, operational, and tactical intelli-
gence to the Russian armed forces. Principal missions include the collection of indica-
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tions and warning intelligence, data on advanced military technologies, and specific
information on the intentions and military capabilities of potential

adversaries. Collection techniques include gathering open-source
information, acquiring overt and clandestine HUMINT, conduct-
ing satellite and aircraft imagery reconnaissance, and collecting
signals intelligence from various platforms (ships, aircraft, satel-
lites and ground stations).!® The GRU also is interested in
exploiting opportunities to penetrate U.S. intelligence; and at one
point early in his lengthy espionage career, renegade FBI Special
Agent Robert P. Hanssen worked as an agent of the GRU, in the
process providing his Soviet military handlers the identity of one of the

most valuable U.S. agents, who eventually was arrested and executed.

(U) Specialized GRU technical collection activities that directly threaten U.S. interests
are those under the First Deputy Chief and the Space Intelligence Directorate. The
Space Intelligence Directorate, in coordination with the Fleet Intelligence Direction of
the Fifth Directorate, manages the Russian space reconnaissance program. The Fleet
Intelligence Direction is responsible for space systems that provide intelligence sup-
porting naval forces. The Space Intelligence Directorate is responsible for the devel-
opment, manufacture, launch, and operation of Russian space-based reconnaissance
systems. It operates its own cosmodromes, several research institutes, supporting
mission ground centers, and a centralized computer processing facility.!” The GRU’s
Sixth Directorate uses more than 20 different types of aircraft, a fleet of 60 collection
vessels, satellites, and ground stations to collect signals intelligence.'8

(U) GRU analytical activities are organized into geographical sections and a limited
number of functional activities that cut across geographic areas. An example of func-
tional orientation is the Ninth Directorate, which acquires and assesses scientific and
technical data for the military design bureaus.!® Of particular interest to the OPSEC
manager is the Institute of Information, which operates separately from the direc-
torates. It is responsible for developing intelligence products based on the fusion of
open-source materials and classified information.?

(U) ESB, The Federal Security Service

(U) The FSB is one of the successors of the KGB, and remains head-
quartered in several buildings in Moscow’s Lubyanka Square and ¢
staffed by approximately 75,000 employees. Its responsibilities are
similar to those of the FBI in the United States and include counter-
intelligence operations, investigation of organized crime, and coun-
terterrorism. The FSB also works outside Russia in certain target
areas in cooperation with other Russian intelligence services. The
Federal Security Service has arrested some people on false pretexts
for expressing views critical of the Government, and, in particular, for voicing criti-
cism of the security services. The FSB has also targeted national security and environ-
mental researchers. On some occasions, Russian citizens interested in military issues
or military-industrial polluters have become a target of the FSB.
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(U) Lt Colonel Alexander Litvinenko, a former FSB officer granted political asylum in
Britain, has described one recent Russian intelligence-service tactic:

(U) “Once the FSB or SVR officer targets a Russian émigré for
recruitment, they approach them, usually at their place of resi-
dence, and make an effort to reach an understanding. If he or she

- Embassy in \ g on D.C, approached a hlgh rankmg ' H
U.S.Air Force officer to spy for the Soviet Union. The Soviet Tne E)(IllllSIllll 0'

 representative, Colonel Vladlmlr Makarowch Ismaylov, was, - colo“el Ismavlnv

UNCLASSIFIED//FOR OFFICIAL USE ONLY 1085 Intelligence Threat Handbook ﬁ




*‘

12 UNCLASSIFIED//FOR OFFICIAL USE ONLY !

refuses, the intelligence officer then threatens the would-be recruit
with legal prosecution in Russia; and if the person continues to
refuse, the charges are fabricated.” i

(U) According to Litvinenko, extradition proceedings are then immediately launched.
Litvinenko was himself convicted in absentia by a Moscow court in June 2002.21

(U) Former FAPSI, the Federal Agency for Government Communications
and Information

(U) The FAPS], created in October 1991, was abolished in March 2003 by President

Putin who divided its functions between the FSB and the Ministry of Defense.

Elements of what was FAPSI are responsible for both communications security for

the Russian Federation and SIGINT operations against targeted foreign activities. It is

also responsible for the development and maintenance of databases and communica-

tions systems to support Russian intelligence and law enforcement activities. FAPSI

is chartered to lease government communications lines to private investors, to set up

communications activities in the territory of other sovereign states, and to conduct

foreign business activities. The access provided through such activities allows FAPSI

to monitor communications systems and permits the purchase of advanced telecom- |
munications technologies from foreign companies. The former Soviet Union and |
now, Russia, have been denied the opportunity to purchase advanced communica-

tions and information systems from the West. The Russians hope that the entrance of

FAPSI into the commercial telecommunications market will end this isolation.??

(U) Even after the failure of August 1991 attempted coup, the number of HUMINT
operations conducted by the SVR and KGB targeting the United States and the West
continues to rise. This is due to a number of factors. First, as a result of arms control
treaties, joint business opportunities, and cultural and economic exchanges, the
Russian intelligence services have greater access to Western society, government, and

industries. In addition, there has

The number of HUMINT operations been a significant influx of
conducted by the SVR and KGB Russian émigrés into the United

. the United S dth States. The FBI estimates that
targeting the . nited States and the West . 1. 105000 Russians
continues to rise. immigrated to the United States

in the late 1980s. The Russians,
like many intelligence services, have traditionally used émigrés to gather intelligence.
In fact, there has been a substantial influx of Russian students into the United States,
and many of them are studying technical disciplines to improve Russian military and
civil industries. Finally, travel restrictions on Russian diplomatic and consular per-
sonnel in the United States have been lifted, making it easier for them to collect infor-
mation on U.S. activities.

(U) Signals Intelligence ’

(U//FOUO) The GRU, elements of the former FAPS], and the Cuban intelligence serv-
ice jointly operate a SIGINT facility at Lourdes, Cuba, which is one of the most signif- v ,
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icant intelligence collection activities targeting the United
States. This facility, less than 100 miles from Key West,
Florida, is one of the largest and most sophisticated SIG-
INT collection facilities in the world. The Lourdes com-
plex is manned by over 1,000 Russian personnel and is
capable of monitoring a wide array of commercial and
government communications throughout the southeast-
ern United States and between the United States and
Europe. Lourdes intercepts transmissions from microwave towers in the United

States, communication satellite downlinks, and a wide range of shortwave and high-
frequency radio transmissions. It also serves as a mission ground station and analyti-
cal facility supporting Russian SIGINT satellites. The facility at Lourdes, and a sister
facility located in Russia, monitor all U.S. military and civilian geosynchronous com-
munications satellites. It is believed that the Lourdes facility monitors all White
House communication activities; launch control communications and telemetry from
the National Aeronautics and Space Administration (NASA) and Air Force facilities
at Cape Canaveral; as well as financial and commodity wire services and military
communications links.23 According to one source, Lourdes has a special collection
and analysis facility responsible for targeting financial and political information.
Specially selected personnel man this complex, and it appears to be highly successful
in providing Russian leaders with political and economic intelligence.?

(U) The former Soviet Union also used a
. variety of other means to collect signals
intelligence, and it is believed that Russia
' continues these activities in the United
States. The locations of a number of Russian
diplomatic facilities in the United States
facilitate SIGINT access to sensitive infor-
mation. Russian collection activities could

derive sensitive government policy infor-
mation by monitoring activities in the
Washington, D.C. area, and sensitive finan-
cial and trade information by using Russian

facilities located in New York, San
Francisco, and Seattle. The fact that microwave towers and cellular communication
repeaters are located near Russian diplomatic facilities in these cities increases the risk
of collection activities.?? '

(U) There is little doubt of past SIGINT collection of this sort. For example, vans from
the former Soviet Mission to the United Nations (UN) were observed in the vicinity of
the General Electric Americom satellite ground station in Vernon Valley, New Jersey.
In addition, Soviet San Francisco consulate vans made unexplained trips to the vicin-
ity of AT&T microwave towers in northern California. In both cases, the vans
appeared to be conducting SIGINT monitoring of these facilities.?®
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(U//FOUO) The Russians have probably continued the
Soviet practice of using covert mobile collection plat-
forms not assigned to their diplomatic facilities. i
During the Cold War, for example, the Russians fre-
quently used tractor-trailers and other vehicles with
concealed SIGINT collection equipment to gather intel-
ligence in Western Europe. The Soviets allegedly used clandestine collection vans
located in Mexico to monitor activities at White Sands Missile Range in New Mexico
and Vandenberg Air Force Base in California. Vans operating from Tijuana, Mexico,
were reportedly able to monitor all of southern California and western Arizona.
There have also been reports that Russian Aeroflot aircraft and clandestine collection
vehicles collected SIGINT data inside the continental United States 2’

(U//FOUO) The Russians continue to use satellites for collecting
SIGINT. The first Soviet SIGINT satellite was the Cosmos 189
ELINT satellite, launched in 1967. Over the next 24 years, the
Soviets placed over 200 SIGINT satellites into orbit, and the
Russians continue to maintain a robust presence in space. During
1994, the Russians conducted 48 spacecraft launches. Fifty percent were military mis-
sions, including advanced Imagery systems, ocean reconnaissance, and electronic
intelligence collection. In 1995, the Russians space program included another 48 space
launches; again, approximately half were military missions. 8

(U) Open-Source Intelligence

(U) The Russian Institute of Automated Systems at Moscow State University hosts the
National Center for Automated Data Exchanges (NCADE) with foreign computer
networks and data banks. NCADE was subordinate to the KGB and is now believed
to play a central role in SVR’s computer intelligence collection activities. NCADE has
direct access to data networks in the United States, Canada, France, Germany, and the
United Kingdom, and it is a client of several online databases. These databases
include the US. Library of Congress, the LEXIS/NEXIS data service, the United
States National Technical Information Service, the British Library, and the
International Atomic Energy Agency. The Russians have also established accounts !
with multiple Internet service providers, such as America Online, COMPUSERVE,
TYMNET, and the European Union’s EuNet. 2

() Russian Imelligence Collection Trends '

(U) Russia is likely to continue aggressive use of its intelligence services to gain infor-
mation concerning the United States, with increased emphasis on obtaining commer-
cial or dual-use technology. Defectors and former intelligence officers from the for-
mer Soviet and Russian intelligence services predict that industrial espionage activi-
ties will escalate in the years ahead. Russia requires advanced technology to bolster
its economy and foster increased technological progress. Defectors have stated that
the SVR will target the increasing number of U.S. and Russian joint business ventures L
in an effort to obtain, legally or illegally, desirable Western technologies. In many
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cases, the Russians cannot pay for the items needed to improve economic growth, so
they are willing to steal or obtain them through other illegitimate means.
Additionally, the Russians must still contend with restrictions on certain technologies
that they desire.®

(U) Even though the opportunity to collect HUMINT expanded as a result of the
relaxation of U.S. security standards focused on Russia, the reduction in the number
of SVR intelligence officers, the closing of diplomatic facilities throughout the world,

d the loss of to for- .
A o oee o7 aceess fo Tor Defectors have stated that the SVR will
mer Warsaw Pact intelligence . .
services will lead to a overall target the increasing number of U.S. and
reduction in intelligence Russian joint business ventures in an
acquired through HUMINT. effort to obtain, legally or illegally,

HUMINT may be more care- desirable Western technologies.
fully targeted to gain informa-

tion not readily available through technical intelligence collection or through open-

source exploitation.3! The Russians have always relied on open-source information

and will continue to analyze public data and compare it with intelligence derived

through classified sources. The Soviets previously used a variety of research and

political institutes for the analysis of open-source data. The Russians retained a

majority of these institutes. They are probably performing the same roles as they did

under the Soviet Union.32

(u) ADifferent Approach to Targeting the United States
(U) People’s Republic of China

(U) The People’s Republic of China (PRC) practices
a different approach to intelligence collection,
compared to U.S. or Russian philosophies in this
area3® The United States is a primary intelligence
target of China because of the U.S. role as a global

superpowetr; its substantial military, political, and
economic presence in the Pacific Rim and Asia; its role as a developer of advanced
technology that China requires for economic growth; and the large number of
Americans of Chinese ancestry, who are considered prime intelligence targets by the
PRC34

(U//FOUO) With seven diplomatic establishments and an estimated 2,750 commer-
cial offices, the PRC has established a large physical presence in the United States.
Official and private exchange programs have raised the number of current and for-
mer PRC students in the United States to over 100,000. In addition, more than 27,000
PRC delegations visit the United States each year. Legal immigration is limited to
20,000 China-born individuals per year, but estimates of illegal entry by Chinese
nationals run to many times that figure. The overall PRC presence in the United
States is of intelligence significance because a large portion of the PRC’s collection
efforts against common targets like technology is conducted directly by PRC stu-

dents, delegations, and commercial enterprises.3®
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) China’s Intelligence Collection

(U) Although the PRC has a large professional intelligence apparatus, one of the hall-
marks of its distinctive approach to intelligence collection is that many intelligence
operations, especially those directed at science and technology targets, are not direct-
ed and controlled by the PRC intelligence services. As a rule, it is the “consumers” of
intelligence such as institutes or factories that concoct and implement collection
schemes, even when clandestine activity is required. These
consumers of intelligence are able to carry out these strate-
gies because of the large numbers of PRC students and visit-
ing delegations coming to the United States and the large
numbers of knowledgeable U.S. visitors going to China in
reciprocal visits.30

(U) In some instances, a delegation will visit a PRC consulate
in the United States and identify the company that produces
the technology or information the delegation is interested in.
Intelligence officials will give the delegation members the
names of company employees with whom the officials have established ties, and the

delegation will appeal to them for covert assistance in obtaining a restricted item. If
successful, the delegation may ask the consulate to use the diplomatic pouch to mail
it back to China.?”

(U) Another important dimension is that when delegations and PRC students or
researchers have contact with U.S. laboratories or advanced research facilities, they as
a rule do not attempt to steal or covertly acquire restricted information; they simply
identify what they need and invite knowledgeable individuals to make reciprocal
visits to the PRC. While there, the Chinese hosts will attempt to persuade the
American guests to make unauthorized disclosures. The PRC students or delegation

members thus become vec-

A large portion of the PRC’s collection tors, not for theft of informa-
efforts against common targets like tion, but for convincing US.
technology is conducted directly by experts that they should give
PRC students, delegations, and ;};j;ry echnical - knowledge

commercial enterprises.
(U) Because the “consumers”
of critical information in the PRC in many instances know the identity of the U.S.
source who provided it, one weakness of China’s approach to collection is that it is
relatively insecure. Another vulnerability is that, since the effort is dispersed among
many collectors instead of channeled exclusively through the intelligence services,
the methods used to obtain information can be extremely unsophisticated and ineffi-
cient. The main strengths of the PRC approach to collection are that the number of
potential intelligence collectors is virtually limitless and the individuals who do the
collecting know exactly what critical U.S. information will best suit their intelligence
needs.? It is a system that is inefficient but not ineffective.
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(U) For the OPSEC manager, China’s approach poses the same basic questions as the
Russian approach: which foreign nationals are attempting to collect restricted infor-
mation and which employees are being targeted in the process? In the case of PRC
intelligence activities, however, the problem is identifying suspects from among the
people who are not intelligence officers, including tens of
thousands of PRC nationals who enter the US. as stu-

dents or visitors. The OPSEC task is further complicated

by the fact that China’s “cottage industry” intelligence
collection is normally accomplished as an adjunct to
normal, approved contacts with the employees of a tar-
geted company. Many Chinese intelligence operations
thus try to “piggyback” on sanctioned relationships.
This means that OPSEC managers can face a much dif-
ferent problem when looking for intelligence situations
involving China, because in China’s approach to intelli-

gence, the question is whether a given individual has

had contacts of an unauthorized extent or nature with an individual he or she has
permission to deal with. This contrasts with the Soviet-style problem, where the ques-
tion usually is whether the individual has had a contact of some sort with someone he
or she does not have permission to deal with.

(U) The potential impact on OPSEC of this approach to intelligence collection was
vividly demonstrated in the investigation of Los Alamos scientist Wen Ho Lee and its
aftermath. From the prosecutor’s point of view, Lee had simply stolen copies of high-
ly classified nuclear weapons design and test data, perhaps with a view to providing
them to scientists in the PRC, with whom he had developed relationships much
deeper than what he had reported to Los Alamos security officers. Lee’s defenders
argued that his contacts with counterparts in China were part of his normal, official
duties, and his travel had been approved by Los Alamos administrators.

) PRG Intelligence Collection Organizations

(U) China has seven intelligence services, but only three conduct the PRC’s covert
intelligence operations against the United States: the Ministry of State Security (MSS);
the Military Intelligence Department (MID); and the Liaison Office of the General
Political Department (LO/GPD) of the People’s Liberation Army. In addition to intel-
ligence service collection operations, there is frequent direct intelligence collection by
individual PRC institutes and factories, acting on their own behalf and beyond the
control of the intelligence services. Signals intelligence and computer support for the
operational services and other intelligence collectors is available from the Technical
Department (also known as the Third Department) of the People’s Liberation

Army. 40

(U) MSS, the Ministry of State Security

(U) The Ministry of State Security is the preeminent civilian intelligence collection
agency in China. It was formed in June 1983 by combining the espionage, counterin-
telligence, and security functions of the Ministry of Public Security (MPS) with the
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Investigation Department of the Chinese Communist Party, which had primary
responsibility for acquisition of foreign intelligence. At the formation of the MSS, its
MPS components were predominant. It continues to have a very strong and aggres-
sive approach to counterintelligence, in particular regarding the suspicious activities
of foreigners in China.*!

The PRC’s intelligence philosophy is to try () The MSSis dividedintoa
to recruit agents before there is a specific number of different bureaus.

need, and to recruit as many as possible. Some focus on Teglons, €.g.,
the North American Affairs

Bureau, while others such as the Counterespionage Bureau, are responsible for coun-
terintelligence against all potential adversaries. Additionally, the MSS's Institute of
Contemporary International Relations prepares all-source studies for the PRC leader-
ship.42

(U) Most MSS officers in China are stationed at field offices in metropolitan areas.
These offices are in many senses independent and do not appear to be closely super-
vised by MSS Headquarters in Beijing. This may account for the fact that some MSS
offices, such as its Shanghai Bureau, are notably more aggressive against U.S. targets
than other MSS offices. The Guangzhou and Beijing MSS field offices also target
Americans more aggressively than other MSS components.*3

(U) As might be expected, MSS officers may occu-
| Py cover positions in virtually any PRC ministry,
trading corporation, or private enterprise within
China. They also use undercover slots abroad as
diplomats, officials, businessmen, and students. In
addition, it is very easy for MSS officers to join
almost any PRC delegation traveling abroad,
either for operational activity or for general famil-
larization purposes. Although there are specific
MSS components charged with running technolo-
gy-collection operations and there are standing
' intelligence requirements for such collection, the

MSS does not appear to be notably active in organ-
izing covert operations to collect U.S. technology.#* Senior FBI officials have stated
that the PRC intelligence services have made extensive intelligence use —most often
for cover—of the thousands of commercial offices that China has opened in the
United States.®

~ (U//FOUO) The primary operational focus of the MSS is “Taiwan work,” namely,

: conducting intelligence activities against Taiwan in every intelligence and covert
political action arena. To accomplish its objectives, the MSS also is heavily involved in
assessing, developing, and recruiting ethnic Chinese targets. This ethnic recruitment
approach to solving intelligence challenges is so pronounced that the Chinese-
American community, (which is no more than one percent of the total US. popula-
tion) is the target of an estimated 98 percent of MSS agent recruitment efforts. This
practice is in marked contrast to the strategy of other U.S. intelligence adversaries,
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who, as a rule, focus only a fraction of their recruitment energies on members of eth-
nic communities. For example, while the Soviets also ran ethnic Russian agent
recruitment operations, they were no more than about a quarter of their total
HUMINT effort. There is no evidence that the PRC considers Chinese-Americans to
be more vulnerable to approach than any other group. It is Wopb
ed its distinctive ethnic-targeting intelligence strategy because it is much more capa-
ble of mounting effective approaches against individuals of ethnic Chinese ancestry
than those of any other background. Also, the selling point in a normal PRC recruit-
ment operation is not an appeal to ethnicity per se, but to whatever feelings of obliga-
tion the targeted individual may have towards China, fam-
ily members in China, old friends in China, etc. The crux of
the PRC’s approach is not to try to exploit a perceived vul-
nerability but to appeal to an individual's desire to help
China out in some way. Whatever the reason, ethnic target-

ing to arouse feelings of obligation is the single most dis-
tinctive feature of PRC intelligence operations.

(U) The MSS operates under different intelligence concepts than the West, although
some of its techniques are completely familiar. For example, in “secret work,” some

UNCLASSIFIED//FOR OFFICIAL USE ONLY 105S Intelligence Threat Handhook ﬁ




22 UNCLASSIFIED//FOR OFFICIAL USE ONLY

MSS components are devoted to penetrating the intelligence services of PRC adver-
saries and to running secret agents of various types. Other MSS activities, however,
would not normally be conducted by a Western service. “Strategic intelligence,” for
example, consists of culling information from sources such as People magazine, talk-
ing to pundits about prognostications, and then combining the two into a classified
intelligence product for consumption by PRC leaders. The MSS considers it to be
worthy of assigning intelligence resources to this product; in the West this would be

considered only news or news analysis.’

The crux of the PRC’s approach is not to (U) Another intelligence
try to exploit a perceived vulnerability but  practice that differs from
to appeal to an individual’s desire to help ~ Sovietand Western concepts

China out in some way.

£
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is the use of recruited agents.
The Soviet and Western
intelligence services recognize that recruiting agents can be difficult, time-consum-
ing, and expensive. They will not attempt to recruit an agent until a specific intelli-

gence target emerges, so as to realize the full benefit from the agent’s services. The

PRC’s intelligence philosophy is to try to recruit agents before there is a specific need,
and to recruit as many as possible. Although this sort of approach consumes profli-
gate amounts of time and effort, the PRC has the manpower resources to pursue this
strategy. Moreover, when using recruited agents, the MSS prefers to gather a small
amount of intelligence from many agents rather than concentrating on collecting as
much as possible from just one. The entire process
is sometimes referred to as “actuarial intelligence,”
because its basis is not unlike the principles that
insurance company actuaries apply to determine |
the profitability of insuring large groups of people.
This means that successful MSS attempts to recruit
a Chinese-American are not always followed up
with intelligence activity. Even when intelligence
activity occurs, it may be slight.%®

(U) MID, the Military Intelligence Department

(U) The MID, often referred to as the Second Department, is responsible for the collec-
tion and dissemination of the intelligence required to support the military command
structure. The MID's realm of activities includes tactical, strategic, and technical intel-
ligence operations. The MID reports directly to the General Staff Department (GSD)
of the People’s Liberation Army (PLA). MID intelligence gathering focuses primarily
on the acquisition of order of battle, military geography, military doctrine, intentions,
military economics, biographical intelligence, nuclear targeting, and military intelli-
gence watch centers. In addition to the collection of relevant military information, the
MID pursues foreign technological information, such as dual-use technologies.
Taiwan is the MID's main intelligence target, but the United States is the second con-

cern.®?
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(U) The MID is organized into numerous divisions and bureaus. HUMINT activities
are conducted along functional lines by two collection bureaus, four analytical
bureaus, and one bureau dedicated to science and technology. Of significant interest
are the Western Nations Analysis Bureau, which conducts open-source intelligence
collection; the Bureau of Science and Technology, which oper-
ates a number of technology-collecting enterprises; and the
First Bureau, which is primarily engaged in the collection of
military intelligence.>

(U) The Beijing Institute for International Studies (BIIS), and |
the PLA Institute for International Relations provide academ-
ic analysis and training in support of PRC military intelli- ¥
gence needs. The BIIS is not openly associated with the MID,

despite the fact that almost all of the institute’s faculty are current or former PLA offi-
cers. It is not officially associated with the intelligence community, out of a fear that
such an association would limit professional and academic contacts of the institute’s
members, hurting them both professionally and operationally. The PLA Institute for
International Studies, formerly known as the Nanjing International Relations
Institute, is responsible for teaching MID personnel techniques and methodology

used in intelligence operations.®!
(U) LO/GPD, the Liaison Office of the General Political Department

(U) The Liaison Office/General Political Department (LO/GPD), which is a compo-
nent of the PLA, used to concentrate on targeting senior Taiwan military figures. The
LO/GPD is also targeting the United States in military intelligence areas, but very lit-
tle information on this has come to public notice.5?

(U) ID, the Technical Department

(U) The Third Department (TD), known as the Technical Department, is responsible
for Chinese SIGINT operations. The TD has the world’s third-largest SIGINT effort.
The Third Department was founded in the 1950s with equipment supplied by the
Soviet Union. The Third Department maintains the most extensive SIGINT capability
in the Asian-Pacific region. There are no reported instances of
TD signals intelligence collection in the United States or else-
where in the West, but TD officials occasionally travel to the
United States in search of new technical equipment.>

(U) The TD can also provide technical surveillance of targeted -
Americans in China during their communications home. In
" addition, TD code breakers apply sophisticated, world-class
technology to the task of breaking commercial code systems
that travelers to China use to encrypt the data on fheir laptop
computers. > It is not considered safe practice to asstime that
computers left in hotel rooms in China are safe from compromise by China’s intelli-
gence collectors, no matter how much commercial encryption is used to safeguard a
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) PRC Intelligence Operations
(U) HUMINT Operations

(U) The MSS is the primary Chinese HUMINT collection organization for civilian and
military intelligence, though the MID also engages in HUMINT collection operations
regarding order-of-battle data and technology with military applications. The MID
collects technical information through visits to trade shows, military exchange pro-
grams, and through its military attaché program. Both services collect overtly and
covertly.®

(U//FOUO) T}E_p@wc-tive of Chinese intelligence operations targeting the
U.S. government and its industry is to collect technical and economic information,

with the dual purpose of making the Chinese military industrial base more sophisti-

cated and the economy

In recent years, the Chinese have been the
subject of approximately half of the cases

more competitive. In recent

years, the Chinese have

initiated by U.S. law enforcement agencies been the subject of approxi-
concerning the illegal diversion of technology = mately half of the cases ini-
from the United States. tiated by U.S. law enforce-

ment agencies concerning
the illegal diversion of technology from the United States. The PRC also seeks infor-
mation on US. trade positions and intentions, dual-use technologies, and trade
secrets. In addition, the Chinese seek information regarding U.S. strategic interests in
the South Pacific. While not particularly efficient in organization or practice, the
Chinese have the ability to overwhelm U.S. law enforcement and counterintelligence
because of the sheer quantity of operations they undertake.>

(U) Chinese HUMINT operations primarily rély on collecting a small amount of infor-
mation from a large number of people. To facilitate this collection strategy, the PRC

relies on both recruitment and exploitation operations. The PRC attempts to recruit or

rr

at least “make friends with” as many Chinese-Americans as possible, apparently
hoping that at least some will perceive an obligation to help China, perhaps on a con-
fidential basis. Although their attempts to recruit agents only occasionally result in
developing someone who will provide sensitive or classified information, the
Chinese seem well satisfied with their strategy, perhaps because they attempt to

develop confidential relationships with large numbers of people.

(U//FOUO) The PRC also attempts to exploit knowledgeable individuals visiting
China, regardless of ethnic origin. Intelligence is obtained from unwitting sources
through various elicitation techniques, primarily by maneuvering the individual into

a social or professional situation in which he can be embarrassed or cajoled into pro-
viding at least a little extra information. The actual elicitation in China is done by
Chinese intelligence “consumers” themselves, although intelligence officers may
have a role in manipulating a targeted individual into a situation where he is at a dis-
advantage. For example, it is not uncommon for the Chinese to arrange for a targeted
_,/ visitor to go on an all-day sightseeing excursion, after which they will throw a cock-
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tail party in his honor, toast him with potent Chinese liquor
as much as possible, and then surround him with a small
group of questioners asking about sensitive topics. Under
the strain of fatigue, alcohol, and oup pressure, some U.G.
visitors have made indiscreet statements or unauthorized
disclosures. Some ethnic Chinese targets may be exploited
through elicitation in this manner while they are also being

assessed for an eventual recruitment approach.%” It is proba-
ble that the intelligence product produced by China’s
exploitation operations is many times larger than that pro-

duced by recruited agents, though by its nature it is hit-or-
miss.

(U//FOUO) The PRC intelligence services have also dispatched agents or staff officers
_to the United States to become long-term “sleepers” with absolutely no immediate

intelligence function. They believe if large numbers of PRC nationals leave China and
settle permanently in the United States, some of them may some day find their way
into positions of intelligence potential. When they are in position, these individuals
will be approached on the basis of loyalty to their ancestral land, and some may be
persuaded to cooperate, at least on a limited basis.>® Again, this appears to be a symp-

__tom of China’s “actuarial” approach to intelligence.

) Examples of PRC HUMINT Operations

(U) The Peter Lee Recruitment Case

(U) In 1997, physicist Peter Lee pled guilty to filing false statements and to divulging
classified information to PRC scientists. Lee, who grew up in China and Taiwan,
immigrated to the U.S. with his family, graduated from the California Institute of
Technology with a PhD in Aeronautics, and became a natural-
ized citizen in 1975. From 1976 t01984, he worked as a physi-
cist in a program at Lawrence Livermore National
Laboratories that specialized in the use of laser power to initi-
ate nuclear reactions. In 1981, he began a correspondence with
scientists in the PRC that by 1997 included over 600 letters or
E-mail messages.”’

(U) In 1984, Lee moved to Los Alamos National Laboratory,
where he worked on a laser program as a contract employee.
In early 1985, Lee traveled to China with a group of scientists
at the invitation of a Chinese visitor to his laboratory. Lee was

supposed to act as a translator for the American delegation.
Lee later recounted that a Chinese nuclear-weapons scientist visited him in his hotel
room and asked for his help, saying that China was a “poor country.” The Chinese
scientist drew a diagram and asked questions about Lee’s laser research. Lee dis-
cussed problems the United States was having in its nuclear weapons testing simula-
tion program, later explaining that he decided to help because he wanted to bring
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China’s scientific capabilities “closer to those of the United States.” The next day, Lee
was picked up at his hotel and driven to another hotel to meet a group of Chinese sci-
entists. He answered their questions for two hours, drawing diagrams and providing
specific mathematical and experimental results related to laser fusion research.f0

(U) Lee stayed at Los Alamos until 1991, when he went to the space and electronics
group of TRW Inc., in Redondo Beach, California. At TRW, he worked on a classified
satellite radar imaging research program. Lee divulged information about the pro-
gram, which had submarine-detection military applications, in a two-hour lecture in
Beijing in May 1997. He was questioned about his work’s applications for antisubma-
rine warfare, and showed the audience a surface ship wake image that he had
brought with him from his lab. After a detailed discussion of the physics of his work,
he tore the ship wake image to shreds after leaving the meeting. On his return to the
US, he filed a false trip report to TRW security officers, claiming that his trip to China
had been for pleasure, not business.t!

(U) Government officials originally planned to charge Lee with espionage, but this
was made problematic, since the information he had divulged in 1985 was subse-
quently declassified, and the U.S. Navy was unwilling to disclose radar information
needed to support an espionage prosecution in open court.®> At his sentencing hear-
ing, Lee told the judge that he had been carried away by “scientific enthusiasm.” U S.
and PRC scientists also circulated a petition decrying the prosecution as an infringe-
ment of scientific freedom. Over the strenuous objections of federal prosecutors, the
judge declined to put Lee in prison and sentenced him to 12 months in a halfway
house with three years’ probation and a fine of $20,000.63

(U//FoU0) A PRC Intelligence Exploitation Attack
On a Senior ULS. Science Official Visiting China

(U//FOUQ) In 1980, a senior scientist from Los Alamos
National Laboratory traveled to a research institute in the
PRC to talk about his specialty, nuclear fusion. Although he
was knowledgeable about U.S. nuclear weapons design
information, he was determined to stick to his topic and not
wander into loose talk about secret information. !
Nonetheless, the scientist found himself being peppered
with increasingly detailed inquiries that related directly to

nuclear weapons. Benign inquiries about fusion and astro-
physics soon gave way to pointed requests for information about such highly classi-
fied matters as the ignition conditions of the hydrogen isotopes deuterium and tri-
tium - and about the then-new neutron bomb.% )

¢ (U//FOUO) The scientist did his best to fend off the demands for specifics, but at a '
cocktail party thrown in his honor by his hosts, he did compromise on his previous
position by offering an analogy. What would happen, he mused to a group of ques-
tioners, if you rolled deuterium and tritium into a ball and then rolled the ball off the
end of a table? Deuterium and tritium ignite at such low temperature levels, he told
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his listeners, that you could just about get ignition by dropping them on the floor.
Although the scientist did not consider this particular piece of information to be criti- \
cal to neutron bomb design, it may have launched his PRC counterparts along a new ’%
and more productive line of experimentation than what they had been working on.%

(U//FOUO) His experience made a deep Completely bemgn conversations
impression on the scientist, who even years can turn into uncomfortable

later used this example many times to situations in China
show younger colleagues “how completely

benign conversations could turn into uncomfortable situations in China.” Given the
PRC’s intelligence strategy of trying to collect small amounts of intelligence from
many individuals over a long period of time, it is likely that a number of knowledge-
able U.S. scientists had similar experiences but did not report them in as much
detail ®

) SIGINT

(U//FOUQ) As mentioned earlier, the PRC has the third largest SIGINT effort in the
world. The Technical Department provides the PRC with a wide range of SIGINT
capabilities. They monitor signals from India, Japan, Russia, South Korea, Southeast
Asia, and Taiwan. Signals from U.S. military units located in the e region are of partic-

ular interest to these monitoring stations. In addition, the Chinese appear to be devel-

oping a spaceborne ELINT system mounted on photoreconnaissance and communi-
mﬂftes There Ji_xmdlcatlon that this capability presents a 31gn1f1(:ant
“threat to US. forces in the region. The recent acquisi-
tion of Hong Kong offers the Chinese additional facili-
ties in the region; it is likely that these will used to
monitor communications to and from Hong Kong.
Additionally, the Chinese have developed a series of
SIGINT collection vessels that monitor U.S. military

ope@Eons and exercises in the A51an—PaC1f1c regwn 67

(U//FOUO) The Third Department maintains several
dozen SIGINT ground stations throughout China.
These stations actively monitor U.S., Indian, Japanese,
Korean, and Russian communications in the region.

The majority of these stations are located within several

hundred miles of the PRC’s borders or coast. In addition, the Chinese navy operates
several vessels with SIGINT capabilities. Furthermore, the acquisition of Hong Kong
pr0v1des the PRC with an additional listening station to monitor transmissions with-
in Hong Kong. In addition to sites located within China’s borders, the Third
Department maintains several SIGINT facilities, such as in Burma; Rocky Island, in
the Paracel Archipelago; and the Cocos Islands, in the Andaman Sea. This gives
China an extensive capability to conduct sophisticated SIGINT operations through-
out Southeast Asia.%8
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) IMINT

(U/ /FOUO) The Chinese have a limited spaceborne photoreconnaissance capability
that focuses on collecting imagery over the Russian border. They also use a variety of
fixed-wing aircraft to collect photographic imagery. None of these systems presents a
substantial intelligence collection threat to U.S. forces in the region. U.S. intelligence
agencies believe that China will probably develop a mid-resolution imaging system
in the future that will improve Chinese capabilities.®’

) PRC Intelligence Collection Trends

(U) The PRC spent more than two decades establishing a large and diverse intelli-
gence infrastructure in the United States but only relatively recently gained attention
by drawing upon its intelligence capabilities. Recent investigations of PRC political
influence operations directed at U.S. legislators and of apparent PRC nuclear espi-
onage operations targeting the U.S. national laboratories are just the tip of the iceberg
of an already-large and increasingly capable PRC intelligence effort.”® While it is
expected that China will improve its SIGINT and IMINT capabilities-increasing the
collection threat to the United States-the majority of intelligence will probably contin-
ue to come from HUMINT and open-source collection activities.”!
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