
Mr. Steven Aftergood 
Federation of American Scientists 
1725 DeSales Street, NW, Suite 600 
Washington, DC 20036 

Re: DHS/OS/PRIV 10-0451/ Aftergood 

Dear Mr. Aftergood: 

April I, 2010 

u.s. Department of Homeland Security 
Washington, DC 20528 

Homeland 
Security 

This is the final response to your Freedom ofInformation Act (FOIA) request to the Department 
of Homeland Security (DHS), both dated and received in this office March 1,2010. You 
requested a copy of the Department's written response to a December 9, 2009 letter from 
Representative Peter King and two other members of the House Homeland Security Committee 
sent to Secretary Napolitano posing several questions about the Department's views concerning 
the inadvertent publication of a Transportation Security Administration manual on security 
screening of commercial airlines. 

In responding to a FOIA request, the DHSlPrivacy Office will search for responsive documents 
in its control on the date the search began. We began our search on March 4,2010. 

We are granting your request under the FOIA, Title 5 V.S.c. § 552, as amended, and DHS' 
implementing regulations, 6 C.F.R. Chapter I and Part 5. After carefully reviewing the 
responsive documents, I determined that they are appropriate for public release. They are 
enclosed in their entirety; no deletions or exemptions have been claimed. 

Provisions ofthe FOIA allow us to recover part ofthe cost of complying with your request. In 
this instance, because the cost is below the $14 minimum, there is no charge. 

If you need to contact us about this request, please refer to DHS/OS/PRIV 10-0451. You may 
contact this office at 1-866-431-0486 or 703-235-0790. 

V,; nia T. Locke(r/ ~ 
/Associate Director, Disclosure & FOrA Operations 

Enc1osure(s): 7 pages 



The Honorable Peter T. King 
U.S. House of Representatives 
Washington, DC 20515 

Dear Representative King: 

February 7, 2010 

Secretary 

U.S. Departmellt of Homeland Security 
Washington, DC 20528 

Homeland 
Security 

Thank you for your December 9, 2009 letter regarding the Transportation Security 
Administration's (TSA) improper posting of an unclassified Standard Operating Procedures (SOP) 
document to the Federal Business Opportunities website. The Department of Homeland Security 
(DHS) takes this matter seriously and takes full responsibility forthe posting. 

The released document provides procedural information for managers and is not the SOP 
used by Transportation Security Officers (TSO) to screen members of the traveling public at airport 
checkpoints. TSA continually adjusts its SOPs and security protocols based on intelligence 
information and security testing. Out of an abundance of caution, however, we have undertaken a 
robust operational assessment of any potential vulnerabilities that this disclosure may have caused 
and have taken swift action to further prevent this information from being used to compromise our 
multi-layered security system. 

I have asked DHS's Inspector General to conduct a thorough investigation of this matter. 
Lastly, TSA has instituted more stringent safeguards for the control of its SOP docwnents to ensure 
Sensitive Security Information is not improperly released in the future. I have also asked the 
Deputy Secretary to chair a senior working group to conduct a Department-wide assessment of all 
public-facing websites in use by the Department. The assessment will be completed by the end of 
March and will include recommendations for strengthening both policy and procedures for posting 
infonnation into the public domain. Enclosed as a white paper are answers to the specific questions 
you posed in your letter. 

Thank you again for your letter. I hope to continue to foster a close working relationship 
with you on this issue and other homeland security matters. If you have any further questions, 
please do not hesitate to contact Chani Wiggins, Assistant Secretary for Legislative Affairs at 
(202) 447-5890. Representatives Bilirakis and Dent, who co-signed your letter, will receive 
separate, identical responses. 

Yours very truly, 

J:et~::::=-
Enclosure 

www.dhs.gov 



Enclosure to Secretary Napolitano's response to Representatives King, Dent, and Bilirakis 

Answers to Questions from the December 9, 2009 Letter from Representatives King, 
Dent, and Bilirakis Regarding Aviation Security Screening Management Standard 

Operatinl! Procedures Posted on a Department of Commerce Website 

1. Why was it necessary to post the Aviation Security Screening Management Standard 
Operating Procedures (Aviation Security Manual) on the Federal Business Opportunities 
website? 

Posting of contract solicitations to the Federal Business Opportunities website is required by 
the Federal Acquisition Regulation. Various information is required of prospective offerors 
to provide them with the ability to compete and submit meaningful, realistic proposals. 
Publication of this type of information is also made to ensure a fair, competitive acquisition 
that does not afford competitive advantage to incumbents. The released document, even 
following redactions, provided potential offerors information required to adequately 
understand checkpoint operations and thus submit proposals that could meet the 
government's actual requirements. 

2. Are therelwere there similarly "redacted" documents designated as "Sensitive Security 
Information, II pursuant to sections 15 and 1520 of title 49, Code of Federal Regulations 
posted on the internet and what actions has the Department taken to verify the security of 
these documents? Have similar incidents been noted? 

As part of a Department-wide efficiency review, DRS has begun an initiative to examine 
information security program protocols related to sensitive but unclassified information. 
The Deputy Secretary, Under Secretary for Management and the Assistant Secretary for 
Policy are examining the Department's protocols related to information security. It is 
anticipated that the examination will include: 

• all existing information security program policies and directives; 

• a review of all the Department's information security program reports to analyze 
trends and identify repeat offenders; and 

• a comprehensive examination of all existing information security program training 
requirements. 

In response to the posting of the Aviation Security Screening Management Standard 
Operating Procedures on the Department of Commerce website, the Transportation Security 
Administration (TSA) has performed a full agency-wide inventory of publicly accessible 
documents that may contain Sensitive Security Information (SS!) and is conducting regular 
web searches for SSI on other publicly available websites. During the course of this ongoing 
review, TSA found three additional documents thought to contain sensitive information on 
other government websites. One document contained three paragraphs of sensitive 
information, another contained two sentences, and it was later determined that the fmal 
document did not contain any sensitive material. TSA immediately removed the documents, 
none of which detailed airport procedures or Standard Operating Procedures (SOPs). The 
agency notified the Department of Rome land Security's (DRS) Inspector General and will 
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Enclosure to Secretary Napolitano's response to Representatives King, Dent, and Bilirakis 

continue to fully support an investigation. There is no security implication as none of the 
documents contained information related to current security procedures. 

3. What policies or guidelines has the Department's Chief Security Officer put into place 
regarding redaction procedures for SSJ, PClJ, LES, FOUO, or other controlled 
unclassified information? Did TSA 'sfailed attempts to redact the sensitive security 
information in the Aviation Security Manual comply with such policies, if any? 

SSI is not classified national security information. It is a form of sensitive but unclassified 
information protected by Federal regulation (49 CFR Part 1520). The Screening 
Management SOP is designated as SSI under SSI regulation 49 CFR §1520.5(b)(9)(i), which 
provides that "[a]ny procedures, including selection criteria and any comments, instructions, 
and implementing guidance pertaining thereto, for screening of persons ... that is conducted 
by the Federal government" constitute SST. 

The National Security Agency (NSA) issues guidance to all government agencies on proper 
redacting techniques. This applies to both classified information as well as to sensitive but 
unclassified information (FOUO, LE, SSI, etc.). The DRS Office of the Chief Security 
Officer disseminated this guidance on Tuesday, January 24,2006, to the Component Chief 
Security Officers and the Freedom ofInformation Act Office. The guidance is also posted on 
the Office of Security internal website. NSA has since released updated guidance which is 
also available. 

Additionally, the TSA SSI Branch reissued an office SOP in 2008 that detailed procedures 
for using Adobe Acrobat 7.0 for redacting SSI from documents. In the case of the Screening 
Manager's SOP that was released, the SSI Office's guidance was not followed. 

4. What actions have the Department of Homeland Security, its agencies and directorates, 
and specifically the Secret Service, taken to identify the impacts of the release of this 
manual outside of the traditional aviation security missions? 

TSA contacted affected DRS Components, including the United States Secret Service, to 
notify and brief these entities concerning the release of the manual. These Components were 
provided with copies of the images disclosed to aid them in determining if mitigation 
considerations would be required. The preliminary response from these agencies is that there 
is currently no need to issue new credentials. Additionally, TSA contacted other affected 
agencies and entities to brief them on the topic. TSA has been informed that these agencies 
and directorates will make whatever security modifications are appropriate. 

5. What actions are the Department of Homeland Security and the Transportation Security 
Administration taking to mitigate the threats posed by the release of this extraordinarily 
sensitive document? 

DRS, Office of the Chief Security Officer (OCSO), has established policy regarding the 
recognition, identification, and safeguarding of SSI. The policy, which is contained in DRS 
Management Directive 11056.1 "Sensitive Security Information" assigns responsibilities for 
the management of SSI materials and provides guidance on the storage, handling, 
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Enclosure to Secretary Napolitano's response to Representatives King, Dent, and Bilirakis 

transmission, and destruction of SSI materials. DHS also has the authority to conduct SSI 
reviews ofTSA and will assess existing guidance to determine if security enhancements or 
procedural modifications are required. 

TSA immediately conducted a risk analysis and an impact assessment of each line of the 
SOP. TSA's multi-layered and integrated security system addressed most areas of concern. 
Out of an abundance of caution, additional mitigation strategies have been developed and are 
being implemented. In addition, TSA immediately notified our Federal Security Directors, 
stakeholders, and law enforcement partners ofthe SOP release and provided mitigation 
guidance. 

The TSA Office of Law EnforcementIFederal Air Marshal Service (F AMS) has conducted 
outreach with the affected agencies to notify them ofthe disclosure and provide them with 
copies of pertinent materials. The disclosed material contained images ofthe badges and/or 
credentials of members of the U.S. House of Representatives, the United States Senate, 
agents ofthe Bureau of Alcohol, Tobacco, Firearms and Explosives, the Central Intelligence 
Agency, and the F AMS. As previously noted, the affected agencies were provided with 
copies of the images disclosed to aid them in determining if mitigation considerations would 
be required. The preliminary response from these agencies is that there is currently no need 
to issue new credentials. These steps were taken to aid the affected agencies in identifying 
exposed vulnerabilities that may require mitigation efforts. 

Vulnerabilities potentially exposed to specialized screening for armed individuals are being 
mitigated by enhancements to identity verification requirements. Since July 15,2009, an 
enhanced identification verification process has been operational for state, local, territorial, 
and tribal law enforcement officers (LEOs) with an operational need to fly armed. These 
LEOs must pre-register travel by sending a National Law Enforcement Telecommunications 
System (NLETS) message to TSA in advance of travel. The NLETS message replaced the 
Original Letter of Authority, signed by the chief or agency head, required for state, local, 
territorial, and tribal LEOs. Once the NLETS message is received by TSA, an NLETS 
response message containing a unique eight-character alphanumeric identifier is returned to 
the agency for verification at the airport on the day of travel. This process provides TSA 
with the ability to confirm the traveler's identity and authorization to fly armed. An 
enhanced identification system for Federal law enforcement officers will be deployed in the 
near future. 

The enhanced identification verification processes for Federal and non-Federal LEOs were 
not contained within the disclosed materials. 

6. How has the Department of Homeland Security and the Transportation Security 
Administration addressed the repeated reposting of this security manual to other websites 
and what legal action, if any, can be taken to compel its removal? 

TSA took immediate steps to remove the security manual from the Federal website on which 
it had been posted. No action has been initiated by the agency to address reposting on other 
web sites. Under 49 C.F.R. Part 1520, TSA's current authority to assess civil penalties for the 
unauthorized disclosure of SSI and to demand its removal only extends to covered persons as 
defined by 49 C.F.R. § 1520.7. TSA does have broad authority under 49 U.S.C. § 401 1 3 (a) 
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to issue orders necessary to carry out its functions, as well as general authority to issue civil 
penalties under 49 U.S.C. § 46301 for failure to comply with its orders. These statutes do not 
provide specific authority to remedy the dissemination of SSI by noncovered persons. 

7. Is the Department considering issuing new regulations pursuant to its authority in section 
114 of title 49, United States Code, and are criminal penalties necessary or desirable to 
ensure such information is not reposted in the future'? 

TSA is considering issuing new regulations pursuant to its authority under section 114 oftitle 
49. However, specific new statutory authority also would be necessary to provide enhanced 
legal support to pursue the full range of civil and criminal remedies against unauthorized 
dissemination of SSI by persons who are not covered persons as defined by 49 C.F.R. § 
1520.7. 
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