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SUBJECT: Se~ur i ty  Classifimtiorl Marking Inslr-uc;tiuns 

This directive-type memorandum provides interim guidance on 
changes to DoD Regulation 5200.1, "Information Security Program," dated 
January 1997. Sharing information at all levels of classification and control 
is more important now than ever. In support of homeland securily and 
coalition warfare we have an increased need to share data with our foreign 
partners. Our ability to share in a timely manner will determine our ability 
to Ievcragc our unmatched capabilities. In order to accommodate new and 
rapidly changing demands to share information and to handle it in a secure 
electronic environment, information that has been determined releasable 
through established foreign disclosure procedures to foreign nationals, 
international organizations or multinational forces shall be marked 
"Releasable to USA with the applicable country trigraph, international 
organizations or multinational forces tetragraph". 'I'his wjll enaklc 



electronic identification and isolation of the data. The "KEL '1'0" control 
marking was previously only for use on intelligence tnformatiun, but is now 
authorized for use on all classified defense information. ?he marking "Not 
Rcleasablc tu Foleigu Nationals" (NOFORN) is slill ouly authorized for use 
on intclligencc that requires originator approval before being disclosed. 7he 
use of NOFOKN is governed by Director af Central Intelligence nircctivc 
6/7, "Intelligence Disclosure Policy" and is used to identify intelligunce 
which an originator has determined falls under the criteria of IX'ID 6/7, 
Attachment B, paragraph C:, "IntelIigcnce W h ~ h  May Not be L)~sclosed or 
Released." 

U.S. classified information is a national asset to bc conserved and 
protected and will bc shared in a rrlanner consistent with the need to protect 
i t  and ensure the success of the organization's mission. The challenge is to 
realize the benefits of sharing information while managing the risk. 

?'he attached guidance is effective immediately. Please ensure widest 
dissemination. DoD 52OO.l -R will be updated within 180 days to reflect 
these changes. 

A ttaclment 
As stated 



Security Classification Marking Instructions 

The "REL TO" identifies classified information that an originator has 
prcdctermined to be releasable or has been released. through 
established foreign disclosure procedures and channels, to the hreign 
country(ies)/international organizations indicated. 

Further foreign dissemination of the material (in any forni) is 
authorized only after obtaining permission from the originator. 

"REL TO" cannot be used with NOFOlCN on page markings. When a 
document contains both NOFORN and REL TO portions, NOFORN 
takes precedence for the markings at the top and bottom of the page. 

The full marking "REL TO USA//applicable country trigraph(s), 
international organization or coalition force tetragraph" shall be used 
after the classification and will appear at the top and bottom of the 
front cover, if there is one, the title page, if there is one, the first page 
ild L ~ I C  oulsidtt uT ~ht: back cover, il' there is one. "REL TO" n-tusr 
include country code "USA" as the first country code listed. After the 
USA, country trigraphic codes shall be listed in alphabeticid order 
followed by international organization/coalition tetragraphic codcs 
listed in alphabetical order. 

Country codes shall be separated by a comma and a space with the 
1~s.t COUII~TY code separated by a space, a lower case "and" and a 
spacc, 

EXAMPLE: TOP SECRETIIREL TO USA, EGY and TSR. 

Portion marking: Countries do not need to be listed unless they arc 
different from the countries listed in the "REL TO" at the top and 

bottom of the page. Text which is releasable to all the countries listed 
at the top and bottom of the page shall be portion marked "REL." 

EXAMPLE: (TS//EL) 



7 .  If the information is releasable to countries that are different than 
those listed in the overall "REL TO" marking, the portior~ marking has 
the same format, but with the specific co~~ntricslorgn~~izlztio~~s listcd 
alphabetically. 

Example: The overall document marking is "SECRET//REL 7 '0  USA, NZL 
and NATO" however, 

however, the portion marking may be: (SIIRET, TO USA, AUS, NZ1> and 
NATO) to indicate that the information contained within this portion is also 
relensnble to Australia. 

8. The marking "Not Releasable to Foreign Nationals," abbreviated 
"NOFORN," is an authorized control markrng for intelligence in 
accordance with Director of Central Intelligence Directive (DUD)  
GIG, "Security Cunlrol~ on Llie Disserr~ir~alivri ol' Tnldligen~c 
Information." 

9. Countries represented with the I S 0  3 166 trigraphic codcs can be 
obtained from the world wide web at ftp.ripe.nctfiso3 166- 
countrycodes. International organ~zatons and coal; tion tetragraphs are 
attached. 
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Tnternational Organization 
And 

Coalition Tetragraphs 

NA'I'O (North Atlantic Treaty Osganization) 

AOSC (Athens Olympics Security Coalition) 

I3 WCS (Biological Weapons Convention States) 

CNFC (Combined Naval Forces Central Command) 

CPMT (Civilian Protection Monitoring Team for Sudan) 

CWCS (Chemical Weapons Convention States) 

ECTF (European Counter-Terrorism Forces) 

GCTF (Global Counter-Terrorism Forces) 

GMIF (Global Maritime Interception Forces) 

ISAF (International Security Assistance Forces for Afghanistan) 

KFOR (Stabilization Forces in Kosovo) 

MCFI (Multinational Coalition Forces - Iraq) 

MIFH (Multinational Interim Force Haiti) 

MPFL (Multinational Peacekeeping Forces - Liberia) 

OSAG (Olympic Sccurity Advisory Group) 

SFOR (Stabilization Forces in Bosnia) 


